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Chaos Ransomware Builder v4

—=> Chaos is multi language ransomware. Translate your note to any language <—

All of your files have been encrypted

Your computer was infected with a ransomware virus. Your files have been encrypted and you won't
be able to decrypt them without our help.What can | do to get my files back?You can buy our special
decryption software, this software will allow you to recover all of your data and remove the
ransomware from your computer.The price for the software is $1,500. Payment can be made in Bitcoin
only.

How do | pay, where do | get Bitcoin?

Purchasing Bitcoin varies from couniry to country, you are best advised to do a quick google search
yourself to find out how to buy Bitcoin.

Many of our customers have reporied these sites to be fast and reliable:

Coinmama - hxxps://www_coinmama_com Bitpanda - hxxps:/fwww _bitpanda_com

Payment informationAmount: 0.1473766 BTC
Bitcoin Address: bc1qinzcep4l4acOtidrq/awxev9ehud6512vpt9x0
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Overview

This sample appears to be a Chaos Ransomware builder but it is actually bound with Quasar
RAT!!

o Binder: Celesty Binder
e PDB path: c:\Users\DarkCoderSc\Desktop\Celesty Binder\Stub\STATIC\Stub.pdb
e Chaos Ransomware malpedia

Samples

141056b82cd0a20495822cd2bcd5fae5c989c6d24dac5a5e3¢3916f1b406bdb9 UnpacMe

Chaos Builder
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https://research.openanalysis.net/quasar/chaos/rat/ransomware/2023/04/13/quasar-chaos.html
https://github.com/cymilad/Celesty_Binder
https://malpedia.caad.fkie.fraunhofer.de/details/win.chaos
https://www.unpac.me/results/f56d1ef0-daf5-4da7-b8cb-b2438fe30379#/

Chaos Ransomware builder is an open source project that can be found on GitHub
ChaosRansomwareBuilderVersion4. It appears that this project was compiled then the
Celesty Binder was used to bind the ransomware builder with Quasar RAT. Both the builder
and the RAT can be found in the resources section of the binder exe.

The extracted builder is a clean build and will work on its own
f2665f89ba53abd3deb81988c0d5194992214053e77fc89b98b64a31a7504d77

Quasar RAT

Quasar is ostensibly a "remote administration tool" (RAT) that is open source and available
on GitHub Quasar. Looking through the source this appears to be developed for the purpose
of unauthorized remote access to victims and includes a configuration that could turn this
into a malicious RAT.

The extracted RAT
d8h36742b4c5cf9ce5ce58ac859c4162fh127298dfd3f15fa4f101cOch878bda

Analysis

The strings in the RAT (config) are encrypted using Base64 and AES CBC.
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https://github.com/GlebYoutuber/ChaosRansomwareBuilderVersion4
https://github.com/quasar/Quasar
https://github.com/quasar/Quasar/blob/master/Quasar.Client/Config/Settings.cs

import base64
import malduck
from Crypto.Protocol.KDF import PBKDF2

string_data =
"muoBJIw7vz107HYcI4tyRBzOXVW2KkCA367J352yCDjuHUKVGWPKKkpXUgV5Q1/s4HNhSAMIDhTIwYIa3MxqdMkg7

string_data_b64 = base64.b64decode(string_data)
string_data_b64 string_data_bh64[32:]

iv = string_data_b64[:16]

enc_data = string_data_b64[16:]

key_data = "SM73jcn259KtoJ4uPciz"
iterations = 50000

salt =
bytes([191, 235, 30, 86,251, 205,151,59,178,25,2,36,48,165,120,67,0,61,86, 68,210, 30,98,185

key = PBKDF2(key_data, salt, count=iterations)

strings = [
""3DaxXS6MYqYL9Q/3WF/cPdbdoy2NggCqoSmasPYwzkPD389j410SZZVQHHZz196CPEY2h4VSsjy7se22/++XH8¢
"U2MKkYAPU1jFBQRO9iIKRZVGMXxS2mOB+3k1Wr1xcKn30giosSod4C81iKk+GmogWRVZ6xXUFKktvHtwFnyOxg+2ZSL

"1WvgEMPjdwfqIMeM9MclyQ==",
"NcFtjbDOcsw7Evd3coMCOy4koy/SRZGydhNmno81Z0wWOvdfg7svOCj5ad2ROUFX4QMscAIjYIdjrrs41+qcQn

"NX2L76Nud+108CF2fRs8qiHu4v2wh@E701jigZNY+WPOX+00ZUuIpza8zsipPF550Uz4X1YTheon9njxoQ2ME
"DQSIoMapurAvRyZWC74v/cOE7zcV+8LgDPpOMChR453N+Cj+6Fwipe5tbYPbhkpNhwf9OhEy/78hh8gB6c1B3n
"p56HD6/EQVRGDzCuDAjko6aJqVPRc/Mug3g2bs10WAZN8H2n4vy8m3xORtwWAUXh5C6KG15y+qrvsfs2s4qJHG
"xf05540+UGQg6gPS2s1PSroORS4DLTYXNHiWz6VYyhTQOpNKZIHXhEVDST1PMFUIek3Wi31CXxrowWOHJIr9WeGvvk
"muoBJw7vz107HYcI4tyRBzOXVW2KkCA367J352yCDjuHUKVGWPKKpXUgV5Q1/s4HNhSAMIDhTJIwYIa3MxqdMkg7

"BOT3cryizrl4vocnw40TDxor8c5ycs9chw7RjsLxM2h+rS/BlcPa2zZW4po/PpJXob3byyEj4GOuWUPNn+M4Shc

for s in strings:
try:
string_data_b64 = base64.b64decode(s)
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string_data_bh64 = string_data_b64[32:]
iv = string_data_hbh64[:16]
enc_data = string_data_b64[16:]
out = malduck.aes.chc.decrypt(key, iv, enc_data)
print(out)
except:
pass

b'1.3.0.0\t\t\ENENENENENEN\L!

b'66.63.167.164:55640; \x0c\x0c\x0c\x0c\x0c\x0c\x0c\x0c\x0c\x0c\x0c\x0c'
b ' \XfBH\XCcT\Xxc9\x87 "\x96\xb7N\xe70\xf1i\x8d\xc1\xf7'
b'SubDir\n\n\n\n\n\n\n\n\n\n'

b'Client.exe\x06\x06\x06\x06\x06\x06"'
b'QSR_MUTEX_M6ajmbD3hhoJo7CTsVN\X04\x04\x04\x04 "'

b'Quasar Client Startup\x0b\x0b\xO0b\x0b\x0b\x0b\x0b\x0b\x0b\x0b\x0b'
b'Ransomware\x06\x06\x06\x06\x06\x06"'
b'Logs\x0c\x0c\x0c\x0c\x0cA\x0cA\x0c\x0c\x0c\x0c\x0c\x0c'
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