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Introduction

Aurora Stealer is an information stealer Written in GO. It is a commercial stealer that costs
around 250% per month. The malware can steal Browser password and saved cookies,
crypto information (Desktop and Web), Telegram, Steam and Specific files from the victim
machine and can take a screenshot from it.
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AURORA STEALER is the best styler on the market!
What makes my product so unique? Let me tell you!

Description:

» AURORA STEALER has POLYMORN COMPILATION (scantime is reduced to 0)

« AURORA STEALER decrypts data on the server (no detectable runtime)

 AURORA STEALER collects more than 40 cryptocurrency wallets (DESKTOP/WER versions!)

« AURORA STEALER at reception Metamask purse automatically picks up a password from a
log, and also deduces SEED phrase, balance and address of a purse!

« AURORA STEALER collects passwords by reverse lookup (this method is much better than
prepared scripts)

« AURORA STEALER runs on TCP sockets, it has an internal logs sorter and RunPe (.exe)
Launcher

« AURORA STEALER only communicates with the server during license check, no further
communication!

« AURORA STEALER is fully native and has no dependencies!

« THE UNIQUE OPPORTUNITY OF MY STEALER: the styler can be used without crypt
because polymorph cleans the file to FUD!

« AURORA STEALER writen in GO language, weight of the raw stub ~4,2 mb

COST:
$250 - one month license.
$1500 - LifeTime license.

Basic information

The icon of the executable gives us a hit about how this is spreading. It has Photoshop icon,
most probably it was spreading using Malvertising.
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Binary Identification

First we want to know some basic information about the file so | will use DIE to do so.
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https://github.com/horsicq/Detect-It-Easy
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It was identified as GO binary. . symtab is a legacy section in GO binaries. In GO binaries
prior to Version 1.3 . symtab section hold the symbol table but it is no longer filed with
anything useful. Without Symbols, the reversing will be so hard as a simple Hello world
program in GO has about 2000 function this is a result of that GO compiler statically linking
all the needed libraries. Later, | will try to tackle this problem using existed Tools.

An important aspect of the basic Triaging of a Malware is to check the readable Strings of the
file. But GO is different in everything. The strings has a part of that too.

In GO, the strings are stored in Unicode format without null terminating character so many
tools will handle that wrong. Also, the existence of this large number of library functions will
make it worse. The resulting number of lines using strings utility in Die is 7371 line. We can
reduce this number by matching for the library functions like the following Regex

*

(runtime|\/usr|\/root).*
\n?

this matches the lines that contains runtime, usr and root. this filters around 2500 line but still
around 5000 line. these lines contains the function imported in program, you can check them
but it will be so exhausting to get information from it. Let’s Continue our analysis using the
disassembler.
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Code Analysis

| will upload the sample to IDA to explore it. In the old versions of IDA, Library functions will
not be recognized and renamed. Also the types will be mostly wrong.

To handle this there is some tools you can use to fix the types and names. I've used
GoReSym.

This is a standalone executable you can run with following parameters

GoReSym_win.exe -t -d -p <PATH_TO_FILE> >
fix.json

for more info about the available parameters, Check the repo of the tool.

content of the output is in JSON format so | saved it to use it in this IDA Script to rename the
functions and correct the types in IDA database.

NOTE: -t parameter fix the types information but if you the decompiler will fail to decompile
it.

If you want to know how this tool is working, Check this article. Basically it search for
pclntab structure by searching for a magic header and follow the pointer to symbols table.

// pcHeader holds data used by the pclntab lookups.
type pcHeader struct {

magic uint32
/*

OxFFFFFFFD

gol2magic
gollémagic = Oxfffffffa

goll8magic = OXFffffffo

gol20magic = OxFfffffffli
*/
padl, pad2 uint8 // 0,0
minLC uint8 // min instruction size
ptrSize uint8 // size of a ptr in bytes
nfunc int // number of functions in the module
nfiles uint // number of entries in the file tab
textStart uintptr // base for function entry PC offsets in this

module, equal to moduledata.text
funcnameOffset uintptr // offset to the funcnametab variable from
pcHeader
cuOffset uintptr // offset to the cutab variable from pcHeader
filetabOffset wuintptr // offset to the filetab variable from pcHeader
pctabOffset uintptr // offset to the pctab variable from pcHeader
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https://github.com/mandiant/GoReSym
https://github.com/mandiant/GoReSym/blob/master/IDAPython/goresym_rename.py
https://www.mandiant.com/resources/blog/golang-internals-symbol-recovery

pclnoffset uintptr // offset to the pclntab variable from pcHeader

This is also used by the go parser itself in order to locate the function, For more info here
Another set of scripts available we can use it doing the same thing is Alphagolang
| will use Alphagolang here but both will provide similar result.

First | used recreate_pclntab.py script to recreate pclntab structure.

Second, | used function_discovery_and_renaming.py. script to rename the functions.

Third, | used categorize_go_folders.py to categorize the functions and pack them in folders,
This will be very helpful to focus on user-code.

Fourth, | used string_cast.py to fix string references.

Fifth, | used extract_types.py to correct the types information by applying C like types to the
used structures.
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https://github.com/golang/go/blob/master/src/debug/gosym/pclntab.go#L211
https://github.com/SentineLabs/AlphaGolang
https://github.com/SentineLabs/AlphaGolang/blob/main/1.recreate_pclntab.py
https://github.com/SentineLabs/AlphaGolang/blob/main/2.function_discovery_and_renaming.py
https://github.com/SentineLabs/AlphaGolang/blob/main/3.categorize_go_folders.py
https://github.com/SentineLabs/AlphaGolang/blob/main/4.string_cast.py
https://github.com/SentineLabs/AlphaGolang/blob/main/5.extract_types.py
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Now, We have a better environment so we can start exploring the code efficiently.

Calling Conventions in GO

In function calls, GO has a different calling convention.

All the argument are passed using the stack from the left to right. The following assembly
code is in Go assembler format

func testConv(x,y int) int {return

xX+y}
testConv:

MOVQ Ox8(SP), AX ; get arg
X

MOVQ O0x10(SP), CX ; get arg
y

ADDQ CX, AX ; %ax <-
X +y

MOVQ AX, 0x20(SP) ; return
X+y-z

RET

the compiler have to make sure that there is enough space on the stack to accommodate all
the arguments and return values.

Strings in GO

Go stores strings in a Unicode -UTF-8- format without null terminating characters in a section
contain all the strings but.
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Strings in go stored in structure of value and length pair called StringHeader. So, in all the
function where a string argument is passed, you will see an extra argument contain the
length of the string.

type StringHeader
struct {
Data uintptr
Len int

First we start with main_init function (sub_595590). In GO, init () is a predefined function
that takes no argument, Return no values. And Runs before any code in the package.

( go_garbage_collecto
runtime_gcWriteBarrie

ar olle
runtime_gcWriteBarr

runtime concats

runtime_gcWriteBarrie

The block number 1 shows that it loads some DLLs and functions.
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DLL Function
user32.dll GetDesktopWindow

user32.dll EnumDisplayMonitors

user32.dll GetMonitorinfoW

user32.dll EnumDisplaySettingsW

kernel32.dll LocalFree

Crypt32.dll  CryptUnprotectData

In Block number 2, It Reads the the environment Variable USERPROFILE and concatenate
\\APPDATA\\LOCAL\ and \\APPDATA\\ROAMING\ and save the new string to the memory.

In block 3, It did the same thing to get the Paths C:\\Users\\{user}\\APPDATA\\ROAMING,
<Local>\\ but it replaces the string C:\\Users with C:\\windows.old\Users with Replace
function from strings package

func Replace(original string, old string, new string, n int)
string

//where n is the number of times replacing occures. -1 for
replace all

this location is created when the user update from one version to another and it contains all
the old information from the previous installation.

moving to main_main (sub_595470). It creates a new procedure by making a call to newproc
function from runtime package.

runtime_newproc (&mw_main_ConnectToServer);

Connect To server

following the code to main_ConnectToServer (sub_58ABEG). This function has some
interesting functionality we will explore next.
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r_ReadString(

- 5F@774);

ff_SFe774);

n_ConnectToServer_funcl(v@);

In block 1, the malware sleeps for 1000000000 nanoseconds -l tried a simple program with
the same call to sleep and it was equivalent to time.Nanosecond -

Then it establishes a TCP connection to 82.115.223.249:8081 IP address using function
Dial from net package. Then it Reads the Received packet. the pial function in GO returns
2 values, conn interface and Error, which IDA cannot recognize so, | will follow my intuition. If
the connection returned error, it will try to reconnect again.

In Block 2, The connection was established but it first checks the response from the remote
IP. If it was blocked due to the geo location, as the IP is Russian, it will try to reconnect.

If the response was WORK string, the connection is established successfully and the malware
can continue with its functionality as shown in block 3 and 4

Collect victim information

Moving to main_GetInfoUser() (sub_58B880). The first Lines in this subroutine takes us to
another function, main_MachinelID (sub_5897A0)
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void main_MachineID()

1

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

off SESD38;
runtime newobject(&dword SBEEAG);

|

[ |

(]
¥ 8 83 8 @ &

[l = = Py = T = By = |

+ M
1

Ds_exec Command( "c
= Boff EFBBEC
( gn garbage cullectur stuff )

'.-"

runtime_gcWriteBarrier();
cmd_struct = 3

mw_allocated mem;

os_exec_ Omd Run{cmd struct);

V3 = byTes_ BuTTer string(mw_allocated m
v5 = strings_Replace(v3, , TUuID", i,
strings_Trimspace(vs,

main_MachineID funcl(

=
-
B

The malware Runs the command cmd.exe /c wmic csproduct get uuid to get UUID of the
device. Returning to main_GetInfoUser .

if ( go_garbage_collector_stuff )
runtime_gcWriteBarrier();
else
dword_785928 =
dword_785934 = 18;
if ( go_garbage_collector_stuff )
runtime_gcWriteBarrier();
else
dwned _7AR03@ = "NOME-GROIIP" -
creen_width = github_com_lxn win_GetSystemMetrics(SM_CXSCREEN);
en_height = github_ com_lxn_win GetSystem1etr1cs-S
reen_width_str = strconv_Itoa(mw_s width);

W een_height_str = strconv_Itoa( n hﬂlghf),
screen_info = runtime_concatstring3(@, mw_screen_width_str, » &dword_SCE9C1 + 3, 1, mw_screen_height_str, 17
dword_Jsesdes = ;
if ( go_garbage_ collector stuff )

runtlme_chrlteBarrler.),
else
dword_ 785964 = screen_info;
v@ = *dword_785398;
dword_ 785960 = *(dword_7@5398 + 4);
if ( go_garbage collector stuff )
runtime_gcWriteBarrier();
else
dword_78595C = v@;
main_Get0S();
uwoit_76555C = NIDWORD(v2);

if go_garbage_collector_stuff )

runtime_gcWriteBarrier();

else

dword 785938 = 3

It retrieves the screen width and height using win32 API GetSystemMetrics , GO allow using
third-party packages directly from GitHub and the the cause of the function naming. The
screen resolution is represented in the format <width>x<height> .




The next call is to main_Get0S (sub_58A530).

\TIONS. PRESS AD CTRL-"+"

xec_Command( “wmic"”, 4

ga_garbag )
runtime gcWriteBarrier()

output, 5
b H

VB = strings Split(
runtime concatstring3(@

main_Get05 funcl(v2});

This function retrieves the OS version using wmic command wmic os get Caption.and
filter the output based on the form it is printed to format is in a space separated string.

Returning back to main_GetInfoUser a call to main_getGPU (sub_58A200) is made.
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void main_getGPU()
I
L

'/ [COLLAPSED LOCAL DECLARATIONS. PRES! D CTRL-"+" TO EXPAND]

_exec_Command( "cmd’
runtime_newobject("&")

f { go_garbage collecto
runtime_gcWriteBarrier();

vl = striHESZREplac
strings_TrimSpace|
main_getGP

The GPU information retrieved by executing the command cmd /C wmic path
win32_VideoController get name

Using the same method in main_getCPU (sub_589F10). It gets CPU information with
command cmd /c wmic cpu get name

in main_sysTotalMemory (sub_58B550)It gets the memory status by executing
GlobalMemoryStatusEx function.

void Waiﬂ_

J/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD kTRL—"+" TO EXPAND]

syscall LoadDLL( "ke
)

syscall DLL FindProc(DLL, "GlobalMemoryS
)

runtime_newobject("@"};

runtime_newcbject(&dword 5A

;,;cali;_PrDc_CalliP':c, vl, 1, 1};

sTotalMemory funcl(ve);

main_CMD_SHELL is called to execute cmd /c systeminfo that gets all the specs of the
device.
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hnsigned __inte4  golang main_CMD_SHELL(int al, int a2)
r

p+4h: [Ehp 18h]
p+8h] [

H
s_exec_Command("cmd"”,
runtime_newobject("8");

( go_garbage collector stuff )
runtime_gcWriteBarrier()

_exec_ Cmd_Output(v3);
golang_org_x_text_encoding_charmap_ Charmap_MNewDecoder(off GES738);

y golang org x text encoding Decoder Byte )
return _ PATRG (v7, runtime slicebytetostring(@

That was the last thing the function main GetInfoUser do.

Back in main_main , the function main_grab (sub_593E80) is called. This function responsible
for doing the main goal of the malware, Stealing.
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void main_Grab()
1

char v8; // [esp+8h] [ebp-1Ch]

sub_594118();
if { dword 784E18 )
1
main_Grab func3();
if ( dword_784E18 )
{
main_Grab_func2();
if { dword 7@4E18 )
1
main_ Grab func4();
if { dword 7@4E16 )
1
main_Grab_func5();
if ( dword_7@4E10 )
1
main_Grab_func?();
if ( dword 7@4E1@ )
1
main_Grab funcd();
if ( dword 784E18 )
1
main_Grab_funce();
if ( dword 704E10 )
1
main_Grab_funca();
if { dword 784E18 )
1
sub_59411a();
if ( dword_784E18 )
{
main_Grab_ funcll();
main_Grab_funcl();
return;

;untime_gupanic{' h", &off SF@75C);

;untime_gapanic(' b", foff SF@75C);

;untime_gupanic(' b", &off 5F@75C);

;untime_gupanic(' b*, &off SFO75C);
;untime_gupanic{' h", &off SF@75C);
;untime_gapanic(' b", foff SF@75C);
;untime_gupanic(' b", &off 5F@75C);
Funtime_gnpanic(' b", &off _SFe75C);
;untime_gupanic{' h", &off SF@75C);

;untime_gapanic(' b", foff SF@75C);
runtime_deferreturn(ve);

panic function is used to check for unexpected errors. common use of panic is to abort
if a function returns an error value that we don’t want to handle.




File grabber

Going to the first function main_file grabber (sub_594110)

this function search for a specific file taken from the C2 server and it is base64 encoded and
in JSON format.

_stringt :
encoding json_Unmarshal » &dword SA12A8, v49);

the function io_ioutil ReadDir reads the content of the directory and stores the outputin a
fs.fileinfo structure , sorted by the filename
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type FileInfo interface {

Name() string // base name of the file

Size() inté64 // length in bytes for regular files; system-
dependent for others

Mode() FileMode // file mode bits

ModTime() time.Time // modification time

IsDir() bool // abbreviation for Mode().IsDir()

Sys() any // underlying data source (can return nil)

Then it walks through the returned structure and reads the file of interest

if ( !file_name )

- file name
i path

_concatstring v54, &byte SCE9BD, 1, file_name, Dir);
ioutil ReadFile

then it encode the file content in Base64 and adds the tags used in the JSON formatted
packet content to be sent to the remote system
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runtime_concat tfin
path_filepath_ Ba
T

814/ SALL_SEND);

ldword_784E18 )

- Dir = runtime gopanic("\b", &off_SF@73C);
runtime morestack{vl9, file name};

Browser data

We will visit sendToServer latter. Now, lets go back to the caller function and explore the next
function, main_Grab_func3 (sub_58F0B0).

/2 + 1], &off SESCEZ);

This function goes through the %APPDATA%Roaming directory and calls another function.
the function path_filepath_walk walks the directory from the Root passed in the second
parameter calling a function fn.winDirFunc at each file and directory in it including the Root.

func Walk(root string, fn WalkFunc)
error

type WalkFunc func(path string, info fs.FileInfo, err error)
error
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So, Next one to visit is walkFunc used main_Grab_func3_2 (sub_58DEDO).

This function steals the Browser information stored

For Chromium based browsers it gets the Local State file and calls main_getMasterKey that
as the name suggest, Gets the master key and decode it .then, decrypts it by calling
CryptUnprotectbata which is called from main_xDecrypt

runtime_n
= encodin
runtime
( *v4l != Edword
runtime_panicdotty
runtime_mapacc

rﬁntlm:_panicdntfprE{”
3 encoding ba
runtime_sli

Back to the caller function, The malware steals the password and cookies from the browser
data and adds the tags of the JSON file to be sent to the C2 server.
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Crypto

Then, It goes through the %USERPROFILE% searching for any Crypto wallets information

main_FileExsist("C:

if )

{
os_Getenv("USERPROF
runtime concats
strings_Replace
main_Grab_func4 3;
vad
path_filepath Walk(v31l,

It Looks for PC applications and Web based wallets and add its associated type and name to
the JSON data to be sent

Screenshot Capture

function main_Grab_func_7 (sub_591D50) is used to take a screenshot from the victim
system

a main_GetDisplayBounds(vl);
yBounds;

w16z

= main_CaptureRect(DisplayBounds, w14, v15, v16);

The PNG file is then base64 encoded and add the value to the tag screenshot to be sent.

Telegram Data

The next targeted information is Telegram, It did the same procedure discussed before with
telegram data folder at main Grab_func 6 (sub_591980)
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21 = Roff_SF@744;

LOBYTE

Steam data

function main_Grab_func9 (sub_593B30) steals steam data in the same way

outil ReadFile(al, a2);

send To server

main_SendToServer NEW (sub_594DD0) is used to send the collected data to the server.
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. SCE9BE, 1);

The collected information stored in JSON format. the Data then compressed using gzip
compression algorithm and encoded with Base64 encoding to be sent to the server using the
previously established TCP connection.

Network Analysis

we can look at the network communication using PCAP file provided by Any Run sandbox.

By opening the file in Wireshark and filter using the IP 82.115.223.249

[WTip.addr == 82.115.223.249

Mo. Time Source Destination Protocol  Length Info
74 13.577738 192.168.106.47 82.115.223.249 TCP 1260 49164 -+ 30381 [ACK] Seq=2413 Ack=6 Win=66384 Len=1286
75 13.577758 192.168.108.47 82.115.223.249 TCP 1260 49164 -+ 8881 [ACK] Seq=3619 Ack=6 Win=66384 Len=1286
76 13.577767 192.168.108.47 82.115.223.249 TCP 1268 49164 » 8881 [ACK] Seq=4825 Ack=6 Win=66384 Len=1286
77 13.577771 192.168.108.47 82.115.223.249 TCP 1829 49164 » 8881 [PSH, ACK] Seq=6831 Ack=6 Win=66384 Len=975
78 13.654254 82.115.223.249 192.168.108.47 TCP 54 BBBL = 49164 [ACK] Seq=6 Ack=4825 Win=262656 Len=8
79 13.654435 82.115.223.249 192.168.188.47 TCP 54 B@B1 =+ 49164 [ACK] Seq=6 Ack=7886 Win=262656 Len=8
8@ 13.660348 82.115.223.249 192.168.100.47 TCP 61 8881 =+ 49164 [PSH, ACK] Seq=6 Ack=7086 Win=262656 Len=7
81 13.873843 192.168.1868.47 82.115.223.249 TCP 54 49164 =+ BB8Ll [ACK] 5eq=7@@6 Ack=13 Win=66384 Len=8
82 15.185496 192.168.108.47 82.115.223.249 TCP 1260 49164 + 8081 [ACK] Seq=7806 Ack=13 Win=66304 Len=1286
83 15.186551 192.168.108.47 82.115.223.249 TCP 1268 49164 » 8881 [ACK] Seq=8212 Ack=13 Win=66384 Len=1286
84 15.186578 192.168.108.47 82.115.223.249 TCP 1260 49164 -+ 8881 [ACK] Seq=9418 Ack=13 Win=66384 Len=1286
85 15.186586 192.165.108.47 82.115.223.249 TCP 1260 49164 - 88381 [ACK] Seq=18624 Ack=13 Win=66384 Len=1286
86 15.186592 192.168.106.47 82.115.223.249 TCP 1260 49164 -+ 88381 [ACK] Seq=1183@ Ack=13 Win=66384 Len=1286
87 15.186599 192.168.106.47 82.115.223.249 TCP 1260 49164 -+ 30381 [ACK] 5eq=13@36 Ack=13 Win=66384 Len=1286
88 15.186686 192.168.108.47 82.115.223.249 TCP 1260 49164 -+ 8881 [ACK] 5eq=14242 Ack=13 Win=66384 Len=1286
89 15.186612 192.168.108.47 82.115.223.249 TCP 993 49164 » 3881 [PSH, ACK] Seq=15443 Ack=13 Win=66384 Len=939
99 15.262538 82.115.223.249 192.168.108.47 TCP 54 BEBL = 49164 [ACK] Seq=13 Ack=1183@ Win=262656 Len=@
91 15.262558 82.115.223.249 192.168.108.47 TCP 54 BBBL = 49164 [ACK] Seq=13 Ack=14242 Win=262656 Len=@
92 15.262985 82.115.223.249 192.168.188.47 TCP 54 B@B1 =+ 49164 [ACK] Seq=13 Ack=16387 Win=262656 Len=@
93 15.27@311 82.115.223.249 192.168.100.47 TCP 61 8881 =+ 49164 [PSH, ACK] Seq=13 Ack=16387 Win=262656 Len=7
95 15.468955 192.168.108.47 82.115.223.249 TCP 54 49164 + 8881 [ACK] 5eq=16387 Ack=28 Win=66384 Len=0
96 16.883178 192.168.108.47 82.115.223.249 TCP 1260 49164 + 8081 [ACK] Seq=16387 Ack=20 Win=-66384 Len=12086
n7 A 293990 L F-EE T Y- ] -LEEE I L] LTI, Trn ANEA ADTEA onol  Facrl 17C0 P PO T W N H V. I LYY

> Frame 8@: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

> Ethernet II, Src: RealtekU_36:3e:ff (52:54:00:36:3e:ff), Dst: 12:29:86:6c:77:de (12:29:86:6c:77:de)

> Internet Protocol Version 4, Src: 82.115.223.249, Dst: 192.168.160.47

> Transmission Control Protocol, Src Port: 8881, Dst Port: 49164, Seq: 6, Ack: 7806, Len: 7

» Data (7 bytes)
12 a9 B6 6c 77 de 52 54 @@ 36 3e T @8 00 45 @0 Iw-RT 6> E
Be 2f 78 7d 48 @@ 79 @6 32 @7 52 73 df f9 c@ ad fx}E-y- 2-Rs
64 2f 1f 91 c® Bc 58 6f 7c 2b c8 93 41 7a 58 18 d/ Xo ‘+ AzP
B4 82 76 fb @@ @8 41 63 63 65 78 74 @a v Ac cept

Following the TCP stream
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https://app.any.run/tasks/e67ff1df-1b55-451e-bdad-23849a10b650/

WORK

HASTAAAARARA/ +ycel/1yprGvarFXeckasttiujKABN2ER1ASYLMBm] J0BAWSWNT 1xXZz 7Ty MRFp/ 83/ 17zehqZugReondVP I/ Wrzi 7v/ XvNOmTR2X20368Mu3dZuau3Vy7p2/ / dallokil/xdur3t1ds 3XM/
2532032f22357TIKajcleTveby7xuk/d5Sq3tPymazk3taVC7raXzvbI+765tdINrhRe T3 tQxaDTqtxiqlizhjeatYVBwitugriGgl3UEL 1p7fu2+isi JVRILEyMWDCXeRpyZPNAPRh TtBkugaYurverT7DF 3d6k+3qa/
ec7vypzeqgQApd7z1X9VeGcN2K1z7abmGk7 tHgMNItQe13GUz er 22t Fv/BXLRxI/

welcw56vnZ 2GwalR49Pxeu7PnZ55eb5+T 2apdHNZZurXmHr+05HNE TGS 3t UGB Td0i Toh@cNQQK LgwV 7uviWsquTgXdtdéqt 3XnrfPq9Z61y tFra4rP8ofNN3bXr IwPQ1+4VEUZX5v17v1S65culbpbd cwbWa3X6+iTCnLB+m2uPCnK
tTPBLOMAGEMBU3bPEEVXhQVFKhcwCrFnbICI1rtX6I1432/ T7T1PAGIvESV1StKHZ Zn6evUyn+ 7 r3@09E4xW695 IVxvF 7vBYEH3Ty6G4PTBOVSsn2+ 267 Jjd7dZbxdqmavHC Taf zXZ5uB@R50qy+i+2d30Q+e7TRazc/
XiIrbve®62ce58m78qXsAwBq8ISqBRONECECtTqlKLqFUSINSBCP1KFAaUVEGDMEdVUMARTcKBPEQ3VNVMZYi80C@y901Yq7XueLNveNK7 rQ7BBC+UeA98e41+L71z/q/33T8 52 1kmy/
NOEGYXp15bc5IcAakKp+HUXrsOvFEY+rvHBr/ucBVZairtSNolxYVIH310uC33e8/ekHy85bv1jTSXIT7ydD1+jcA/ /1eQapEsaL 1IPDsp6ntLFEaUQZS uNvPVWMGKna7281Vemdvik T 2AVAMWZnYuBz TYvE/

gEj553t212C29D9T04BbF TBGFGKYpTDaHbz Tad70dZ/ vl ruts/Xm+niwg5gwhi+C2Y+rRrzbRra6+3p2ycUyBRS+8My/ sTanfNSd/FhdAmIGAINtIhSP/b88/P79efnVrRitkvluEayz /TKFHz 7rshraUDld3e53/93cThPShqbs5q/
meZoUdyBPdxfa7dvmn/+@qLhsMaVvEXr1k7XoNS+r ful gHoDf 1cZ+ks1XN@ozmadm++10dqMBzneT9epGeVyvkve57q3zKFNGs9NuHkeZ4qTLa6ThGEEBXTELM/ EWzbNokqV/ tqIbFbDSF sy3+F7DPSc6KoPSUQhUVYEE/
s5)2rfleoTcqlXshab8Uf/feakKKT@tSLpqlSLPRK3zuukeIAvommEcs8Sz/ vTpfx@Vgvo/mfv+BC4ZP7cNknCI/

jerpeXdbj71fayShafubwl 7Th+cuB+0eZWEXGpinX2391L j6YSCAMZZrQ  Th4VaEbezeEmA jd5N2 t akDHUE BNy ToxTJodbvXdTR15dbFbu7gxZ1Cq41bg73UT TGChWSHuh1UdaEbg §1uoCK ThG54dTMKFEFY sqQYUQyFbszdmF1x10
TqVpG41Z57C¥TiSDhLQ1UmbgXG370g7g1L1pQil GYIS57UBSoV108455UwKowbeZYadSETuj1Ljam60BLOUqeUCFkiPi8BgZAK3SVLFQENCOCBUrkbEgKE7pK11qEOhXSQz taMA3F/
lyxVAiIARUNHIUQWYicljyN2EiOclRtyt4gpllyxVFQBNSAdz1qpGglABSiwllapiN2epUl88i7H2wS1ki flrm2HhbMC c JQMUCHsmNCXTsSrsQVKy1ABF4n1]SpYaZhoVv7 jukZKkVaBocCeFujYpHFaHCZQAT zkuiXt1EviNgThqWGoaY
JyROduxGgah5k3K8SIIyEliwlgigT1k@5Swp@loybcpZUr8CScpYqRFDs5iwloKrCdZBylhoGmrhPOEtdBbg41Zy1z1QiHIOUS 2SMI eFaRUUWOgCACe tWAXdrTLynq fweCIRVESIX+TkiWYky EdFRBdRMspKOWLHUE sSPhcpV7PsQSKd@
BVSWEViXduVfugFq6Dqs5P6@CtEDdnShAq7hONsyQaQ8L+1jhLirCYvMZZFnuxsEBBzpIqKhXHzVmgsMIZU+MsVQQrRK Je 3bhCD20T 3MK5036WKkHI Y7 JLFUd1J+8dM55g8z8xKhz 1hoC4rh1z1In5Hz 28T1LBnXxWVPnLB1G4h10p
1c3Fe/

zOmfJiE7EdZcsGQAVVjZd525dEzBx61VLBIEFWLnMAHC jzIRJKEHULOHAMZ Sh7mZEFFYEK1kyhK1432E154Zhh TMy o9y tqVDcypI1Ixil93nGVKkqkLy jLNU9QpjkHGWGKAVNUCBhEKhC ITNhDZ ZWwzSEK jx189QP@zCskIrguRSWHP
Mg1MEBahpiFWrnRDUdogpNVad2ThxtQsCZ605]121eQI4CYTolaoamc KoNMFecYeAqoOGBVWMR ZQMWB THWig 2USCANASP jxEZ 77 TAxAcawy/28k30xZ01Vjmg TCAQNPFA7IMBGEA0aaL BAGZCcTA41 rSrjIVhEGxy 1UThpV2BLARDGZMB
13sFZpaZoMwQFDVh0sGROhGZ+KHD4g4VYQB8boOEaeKMBInhCDIVOHAVWr nVDE kWDZ5EKeKKaww3hGnijVapSMEVYKAOGcHMadKqKg LewZ zqkQFFTBhdLUJ 8YYKMadKCAHEPYMSVUrVCms k5 10pwlvi51RVOMEKWXCqKqSwQrazgqra
gHhIxZyqqmvizCAknKoGNTFhAXIOVUMY1ACBAVQLQiuknAmngtEq6zvhVDVdVeWYCKeqAR EQaxwqrqKa IkmcqoMgRXOBIRTLY7gFXqGU2Uag8kx16kiDAHUXIk1WOaKMASIoAqlo6tdFxB5YZktwhBorM] 3GmWeC EOgY3HCDZb50s]
e4YwKy4QRhoDBCr0Jalc7FeeuY JkywhACXKU GbdTveIKrHKGUC cVhpjKqSKki rP+UOVUESD i JBNUOVMKUVG3 ] LD1VIGGKhxqVUAVY1ZhX1USVayBCqdULVPFOGSu/
FH1q12t8HSgsqudVZgeGaekGa7y1R+82hkU]3eNUyUAIREI0capEglUmHwap@pBFacavdgriHoap@oprIBl415pCipswxrgnSqvl06eqQijOokEdX02swmajc60a@MSZIKhzghpSK2zD0geqMagl+13nVHUCK+za0geqUyz0]sEynUSK
Zwakgaki+SQCCGAVHOTKhBIhGiFVEmG1nQG10haiTCkRichWdUWBMdEKE aswuQrk@qEYrVCsheWWSVCVY@ACVPLEBK jOqgnwUFamlZimsgqjvUwrMR2BCifaMqlEKGb1UambSof1dgHUo2 SywxtAUOM26,/
+F136ur8323Kc7CABQHE+5Ts56tUp]/p7mPejrxd/

s5aurf7F801XvKcIVNMNS5NK27rpSuXZPiZ Jkm+52vSkivrAmLvDceMvQZqupnCMBndVdAvGAx+155Hd z f T1iEZ6NTI f7nHgZ7ev6TvidzaHzelxnwXr7d 17 76YnXtpuatF+1qV7tf7bPs j5vrqIbTPPZEPC3SwnnapF /shTSp3dfq6/
ViXlwsX85+vnxbubl78yztXT272k2tHsWzy+vaBHKi07ul7fFbvISzpG6cDdMwiHI TENeNGWEYRr1T/B4b3+tysTnDRdP4a+oYde ITA/Q+GYbdeFghDRT 3z g YNMT ThnNG+voX6505kpKSkpKSkpKSkpKSkvp,/
KXNpTuNhx82ZUzfbTIZultrZeYjdeyiksygMoondfZugfDMeOq@+7F jOwLXazezIb0aj9o/ eutnzsubrBLFtFAbnhSaZxavulsZuNlnlN+1ishaPOLn7++vTtgemjt+8zFk8tgIWEOVBMRIOFhMEZLFIr/
WZi+7A953THZgdb+FaYd@sPWTQATIdI T YWoSyLT7P1BHBEOVZ01g2RobTs067iTGKh41tz5d2cK3 zWubghvxFYAZNTx08rbrXaD/UZ6xHUIONhuSmguhLMnRfiz4ImkHLDdpTh8HEdpMGXvMWDXza8YPAa LvmYOBDAEBWAWEIxo,/
27C3GTkUEAtG2XCua+h/ L7STLKxBPTNBNZ SWIX1A3nWL /60y 2xrNIK8h+Via 2L RDVF1LGDkhs Z6FxsPUPYt3FKHhNChE /uB+1XBDbbD9pLaYDn/qunl j+3HzyYH/qZ¥YHj1¥+7@bDoZ+t1hI1zDB1MbOCX35MBsq 3z EPHY Fullzms4,
NgP/6Lcbzd2PYEVKmbjV2UxwZ5PBMU7v/ e0Qvsar7 IDYwWWKIy /SudhwPtkduM7D7Qe AEdWPVOR2X8bBzTlrmLF65dILoLi36YuZalggGHxmem671LqzAs /pTp77ITWMe7Ls707Cz/
bjgg61dNHSZIbIgYrP3ukex67genglvazcmeYxDgy+bT51dzZaHrNIGIBRCLPEbtavB9Tyzf 71al Xty/ X1 Zawl jz1vkY T9oNMYNKIvY7SCpeF gBe 7A7PuL rsPOUNZM7 fCwiiGaLK1dEvp Tr BmeXDg2 / U330/

am86hbVunXWDBz feYHI3 jxM7ADGC2Z01+1XP35RIfoBEVT/adYrFpv6850Pi tBdD7RUMTEZH+3YI5Ui kpKSkpKSkpKSkpkSkpKSkpKSmp/82aGAdHa6D  LMbuywix/ILLDzuTc cDQeNgSRyHbd/
u7unHcIZI1eIpRIFZSXFSNVVPADGE+EPOVMXZNSSsAP3ritheuth7udYdx1GnfNHU3/ s55015U1350135U135U135U1I5U1 I XFrolx3pkT2zonl/dpaEBdDe JSTEb4VH]XeT1 To36WZkYw+vPIchUea3/kFdtvP/b/
sdN33A0xvHUGDUP+LDPGKON+2D9Z2d TSkpkSkpkSkpKSkpksur/ 1I6ZSmiv2r49PZ0eYeqeddDtendR/ 008301+ YmdoPKDF s 348 TebzGHgN3T X/ nH1hn1psae2ikh0Y2eKI poKNP6G4X042DsbXdRc+c TtvmdNGpSw/
tx+XxbYyy/ ePyuEmh/ n6EWO4F 3X6wzMEdhkOePACIHOZD3XSPXgxPj IHXT FNZXYKI a7 /H+TXADrueUdBNnX4R5/

RONGwWVheRJVEOWVYQ6]3T2NQxekQzPrec31KOyCXrA7Dge64f TIY746vswP39rgjqatel i@YQBERTYiNVRB1NQaBXHK+XQU jvCTEwDj cDx7gn/

4nA99NTr20Z3L54R+8TnCvvIbnklyMrHm8zL 1InZ5G0XuKkwuQtBuZms uy8pXWe51aHQ/ dszbpeNhu/xvTIc7Pxsklewoc 309HAVNTG+pAsjMed390/ TdyBWR/

mo4Z2vHt7dPu6BTBYBI30qFPVF78WT rl0Zz EC+xjINLbfY4ntayx5/78bN20LFfeP3YZzfiz6@nwLAW] 0l fw+8Ti0DIrCae+t9UnPm@3020yMFMPhZ1z+HoAlyrNIVNwGzZF1/
sxdtktfIZ5tB1g3SxelolbNODLIBaZ1RHy zQINxYCYDe YNt TLIIHIFup7vItrElC/tgTR+XAR2szHF oWRsPbhSzHh2roWV3Xjo/ ecmvd Qv 7mtR]1 xe40bggXwiveHLt 3ckLujgKnVPSCF5dODGEiBvdedoyF SPAR+F rxd7Ch 6]/
P+0aBhkAZSBBQOWHPX1M/

0g5A+RctuY+CNeaH1n7xmyFa0qcIZb3Iz4iXuV1inQf2+5z4FVkYGYYajYHGa2HknkrKNEOrYUZPEE3sWRUsHe tAD TKxN7npulxommzBIbKeZfZ23g2VPQBCdvuDG7TdY c42TpD2g 3WRXPET Zx+JroI7ALU3+zibMRje LsNVpYPe/
cWUXQTHOyAA7E2aG/ MLt JIHVGr IMwbgWe 683PgULy / 3W2 juwRSWz 2dd Jyzq7VIZMOBs cwGTrnKYqHWRBB Lnuof@6GG29 ZbmC 8mImhPQPd1Rh6rx3aX2ZZugisMNvsnSriwe7g1Xk8ar pB@GX6yR/ 1Tq3+YZEHWDTaRG3a6/
ZWBPNDpxuduY7xcHP3QXUZQZuXU4WgAl jQZdoS+mC /17U7d3LheGxkImuwlgkOaNLreBBEQZ t 2vEeq+BKAF SoNxMBLUboK7 7nhx7 EQrixa5syAAMHAP zbAblkN,/ SWEDcIDswuRtcI6piZasg A/
UAUGDCOOPYEWs9syt1GrexiHADiou3MW7 CEcZq2xSwaHWIFIMuaYdbamltkPHONLWE D] /DP6aL7NbQSe7xkqokj6z1L 2u/adD16DZbI 2XwbNIKE3 1y giW8FXINHQ7QDLtEP,/aD5Vswim@1CN+6/

z+0elh2NdbGmixqabz TefmIntIobZNpLjLtdg8mkqpSULISULISULISULISULISULNT/ jIoHxzanxhecXvFoan8y6pr3@EvmxoR4xmFk1z87T+RgPObOmoGDImoEDXMEUVABP 7y XIxr x4/ 1eY 39w 7 Ty6x/ qW3wr7/Leynxp//
37mLv9B0L11T83v3138b/ 843/ zwBAN42778A+9weHTsUFHWTQgk6pSULISULISULISUTLISULISULISQvnGUb e/ vuvdITBaGaed /bP3wT /kTCt4dhU8Ewgexdg4l ezHpXWeDOgSwtnh /X178C 2v6idal/
3RFjTs50+r7jYdmtnjsvs2+ZZvbdbfMETyF1KVkpkSkpkskpkskpkskpkskpkskqqky/2td1NzBg+1+1rtjSual2bpdBsta/d/ r/WifFZcvqlZ8yztRsve/ad6FM/501/Fnjb5SunB/u/+92zttF1IUEG/ TdDWYrfoi7i/
rL+7Y22gySbeFBVtlvydySNOkBL7 /udpnWVGPL/ s+yGul76sqyufpe/ s /WH7eFX/ c1Irdxoedmt 36155RF2hEXAzHx)y+D4m7 h8b7@avTgptI035T3y2N74IWB/ FGTAANA/ /BBARD/ / LOMAHEMXAAL

Accept

HASTAAAASARA /+ySed+iyIYt/1Us /9VHZ i pHEBAQHANIPI7GN ¥ PEx+ ToxYVY2wMTvB71PezX31 psquqqwd+ozmn773DkiozClaEd+y1 T 2Kz CWX+Z 3ty 2UXt17705KcyKtovbS1b5u3X,/

The first packet received is WORK indicates that the connection is successful and the
malware then begin to collect the required data and compress it and send it to the server. At
the last packet received from the the C2 server is Thanks.

we can use Cyberchef to decode and decompress the data.

Recipe B E npu +0= 0"

BKJ0anUF am LZims 2 JuUrHR2BCIT aligL EKGE LUambS ot 1dqHU02 3y Wk tAUOM2E, +F 126U 8 323Ke 7TCABQHE+ 515 56EUp T/ 7mP6 I Xd/ s5aurt 7FE01XVKe LNHRSSNK27r pSUXZP LZI K5 2VS kv FANLYDE ety

From Base64 omn QzqupnC 155HAzFT1iE7ENIFInHgZ: i 1xnuXr7dI 776V tpua tF+1qVTtF7bPs j5urqebTPPZER PF/sbTSp3dfqs/ViX: 178y ztXT272k2tHshiz,
10Zu17FFbVISzpGECDdwjH7TENENGHEYR 1 /BAb3+tys deTTA/Q+GYbdeF gbDRT 32 gc YNI7 Thy KX TUNhx@27Uz FbTI Zul trZeYjdayikSy ghdondf Zug
Alphabet - FDMe0Ge+7F ML XazezIbQa ]! 75ZUNLNIN+1Wsh4POLN74+ Tt gemjt+0zFk 8t gOWEOVOIMR7OF RMEZLF Ir/WZ i+7A9S3FHZgdb+FaYdesPWTGATIAIF ioSyLT 7P LBHFBEOVZO
A-7a-70-9+/= Remove non-alphabet chars (] strict made 1g2RobTs0671TGkhaLtz5d2cK 0 UZ8xHuTIONhUSmguh LHnRF1 zdTmkHLDApTHBHS dp DXza8YPAAVAY( EIx0/27C3GTKUEAtq2XCu+h/ L7STLKXBPTHBNZ SHIXL

A3nuL /6Dy 2xrNIKBh+Via2L ROVF1LGDkhsZ6fxsPUPY-t3FKHhNCh /uB+1XBDbbDIpLaYDn/qunl j+3Hzy YH/ GZYH 1Y+78bD0oZ++1h 1T zDBIMbOCK3sMBsq3 ZEPHY fullzmb4/NgP /6L cbzd 2PYEVKmbIV2UswZSP
BlHu7v/20Qvsar? ID¥ulKIy/ SudhuPtkdu7D7 Qe AEHPVOR2XEB2 TL rmLF65dTLoL 13GYUZaLggGHknam67 LLgzAs/ pTp77 THHRTL5707C2/ by gg61dNHS 2 [b1gY rP 3ullex57 genqLu4 24 cmeVxDay +bT51dz2a

Gunzip © W GTBRCLPEbtayBsTy= F71aLXty/X1 Zowl] 21 ukYTOONVIK\ YIS CpoF gBe TATPUL rHis POUNZMT FCubiGaL K1 dE vpT rmeXDga/ U Y937 xHTADGC 2201+ IFoBEvF/adYrFpv.

£850P1 £BD7RUNTEZH+3VI5 Ui §LMbuywix/ILLDzu u7unHc9ZI1cTpRIFZSKF h7uYdx16nfiHU3 /55

JSON Beautify O Ul woom =2 B oo o

Indent string [n o
[ Sort Object Keys & Formateed Olput 80m

{
Type: "Browser”,
Info: {
Mame: "User-PC”,
BuildID: "spermad”,
GroupID: "NONE-GROUP",
“Windows 77,
SES3GDDC- 316F -A5DE -AASG- 3CAC7 268C821",
"Standard VGA Graphics Adapter”,
: “Intel(R) Core(TH) i5-6400 CPU @ 2.7@GHz",

: 3971

Location: "C:\Users\admin\AppData\Local\Temp\InstallerFilex_64.exe",
Screen: 1280x720",

o,

PC_INFO: "

Host Name: USER-PC
05 Name Microsoft Windows 7 Professional
05 Version: 6.1.7601 Service Pack 1 Build 7601
0s Manufacturer: microsoft Corporation

05 Configuration: Standalone Workstation

05 Build Type: Fultiprocessor Free

Registered Ouner: admin

Registered Organization:

Product 1D: 08371-461-2203502-85564

original Install Date: 10/5/2017, 10:19:56 AN

System Boot Time: 4/7/2623, 1:47:40 A

System Manufacturer: QEMY

System Model: Standard PC (144@FX + PIIX, 1996)

System Type X86-based PC
STEP Processor(s): 1 Processor(s) Installed.
Auto Bake
@ oo Tr fawoyres e L
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Discord: {
Type: ™,
Tokens: null

Browser: {
Type: "Google",
Type_Grab: "Cookie",
Name: "Microsoft”,
FileP: "Cookies”,

"U1FHaXR1T6Zvem1hdCA AGAAAAC

JRsBgRL QLIFQURF: y BPTiBj

1 5 URSBITKRFICBKb21 hali4gT0AgY 20va2l] 1bGV; TEUgY29va2ll I1vKRp j gTKOULESVTEWgVUS JUWFIFBSSU18UTk
ESOVZLGhve3RTE2VSTFRFWFQETKIUTESVTEns b tZSBURVAULE SPVCBOVUXHLHZbHVL TFRFWFQETKOUTESVTEwS CGF0aC BOVUMIL Ewsc2VIdXI1IE Ie5) JRUAFUIBOT10gTIVMTCSYXNEX 2F Y 2V2E191dGHgSUSURUAFUBOT10gTIV
MTCugaGF2X: 1BOTIQETIVMT IDEsTHBL 1bnQ OT10gTLVMTCBERUZBVUXUTDE S cHIpb: UiBOTIQETIVHTCBERUZBVUXL 5 IE X

¢l
20/

3RhYmcLbVBYW11dGECQL) FQURFIFRBQkxF 161 1dGE0a VS TEXPT kdQVIDSEF S TESPVCBOVUXHIFVOSVY

2]
JKINQVI

BUKNTOVT;

3T 1RFROVSTESPVCBOVUXHIERFRKFVTFQgHCKEBAY

AMA
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Telegram: {
Path: "",
FilsName: ™",
Caches: ""

s

Crypto: {
Mams: ",
FilsName: ™",
Type:
Caches: ""

I

screenshot: {
FilsName: ™",
Cache: "

i

FileGrabber: {

Type: N
FilsName: ™",

Caches: ""
h
Seed: {
Seed: null
I
FTP: {
Name:
Caches: ™",

FilsName:

mn
¥

I

Steam: |
Caches: "",
Path: "",
FilsName:

>

END: {
Type: "END_PACKET ALL_SEND",
ENT P: @,
ERROR_LIST: null

the Error list include the files that the malware cannot read or access. On of the packets has
a very large size, as the screenshot field has a very large Base64 encoded data
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Screenshot:
Fileame: "0_1286x720",

Cache:
QeAL EL 1yVkFB19Kn/0s7 2L 7SKHZCe1C p4TgoTolLIVAWY7+S504KEC: 3hH 13031 Ge5+8qd7r627r7Ped6RC /K61p50/83: FOVRN
PEQADFIR7NZ7 1) J143LbdHcxF i Ii13iSYrPg) Ur tFx[ZSD)ewﬂ’neyxsqu 0/pZUBZLY33b1+3M4] J0BR9716711T64 MdacGab7GsKuS
Hahvhdastbsl 3bVOTfTTdEY q j F2h31C £B7EAOCCDTmS 18p6hzH L \qV73dSF RgK1D/RUMZNUC i YT 3 IckvBHGyFLYUXNITEK, grko NEML 1
KLjuNgLBIQSLUSAUO] 2HA1ZpoSeXeUi GUSQY kp P Tu3/0s11 VL P OgKQHOKPLGETXVD 1L i PeVRSAL/FHL i pS22143L1 BAbYZ7YRWAD
M/ iersl: q y 1 1YotC: at 4T106227X@NRVIGCIrj WWobTSVT i 1Zn5\(]val]unwb]h7hw(2\lK5NvaZl445lcﬁ‘l]Tv]lsEyU?IGZFuF]KQdD(RVIGyuuTﬂZbI?BunTniclPM)mZIw]IgwIs/]NfQVH
Q12080 coixj i bbu1Z7Dt: UEms36IFitY =
Fy1/EqufFOLSZ0Q42Y1r]td: TUbCTFKLKIB iEq/ozCrL Ts kuulhcmJu\mnqr]g]nxg\mazw;gssawmvueu(ayuuyvdmpmgmmrqrmzanzuz;smﬁum;m/m
YFOZIZXENT13FQUVG p plajn7EY/ZAen CIOYg766KTDZEKEIF 1Uoqgs PFILVCNSXpXrDrXL j62/57QDC UNUF T4CCH/vm642 CBY txkRNWUTkox stppx7
crescrar lacjNFpYL 19TVXeDkLGL 5 PR e 20414 i £3hcmBUBT/ vV rT41 VEsnUFNdEUagkFUS T/ i 5kOD1mGAX
HFIHuH?\//sQ‘-Y]lnHDMlinAl;INzXIZ:IdPQ]tDamH(4qurTK(la]ArHZunyLCO(BGuWH]AS/htR 34 Ub77hBbDCZPOC i ;aLsh[nCvaszﬂ({ NnUxmIg8D; pBUCA KK Tt JBeesIRIROFXVBAC /G+Ec6(KﬁxEl}61NK1\/I7p6uc]4)k)(OﬁGZBKCmJsI(thGqZKVtDsZ[VanS
YoAIISBPIOLSIRRT430S8XEOCVRIZEK CyqdrY zaBLuay Exp rnFj WFdOMULAT! 5 i rL chaG: jsBitpyd YGsBCSpRK+
WISFGIDAS 1FVFWhT3RLKSELUYV, 1UEaNLEVRIF2LYC 3 ZﬂﬂﬂusIHwaal{AJBqummaRwaHSlEDhVXZw/JMIpZSqu 3TuaBhiC 1gB1iC
AT Te3v6Y/0g) aclo0axUfneGaVpE Tty 1rGQ7BTL +pL aeTvpat y Y LPVmIb:/me/ZJtMEblMMTNPmmIM@SIIhﬂBRFaajmft(SlDﬂ(St]ag(quartS]SSlrxihoz(uuwmvpkﬂinm]K)Sﬁnsvx)uw
WDERYMLCUXFTgEL q y Sv2ig i 5083 i 65T 5SCIqxsCKYL4pS MUp o sTIvi et x
X 2KPqLS iqsily {UxE0ISHY281) EESANISS yhb pkit] iveT DNa+A=9eJARD1nd IDQ2uBE1U0d10pHG. F oL 1qXkO79/ v aHDEGDPOSFAGDCHPEELTUCCHGLL P ZvS th7RSC: HFANZENUNXZ
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Sample JSON file can be found here https://pastebin.com/YpTwAC94

Conclusion

Aurora stealer is a new commercial infostealer. Most of it's capabilities are typical things that
can be found in most of the stealers. it can grab Browser saved password/cookies and
Cryptocurrency wallets information from Desktop applications and Web based wallets. Also,
it can grab a files from the victim machine and take a screenshot. The communication with
C2 server is done over TCP protocol. Most of these things can be found in most of the
stealer But being written in GO makes it special, even it has a plaintext strings, The reversing
process is quite annoying as most of the tools cannot handle GO binaries in a right way.
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I0Cs:

e 29339458f4a33ee922f25d36b83f19797a15a279634e9c44ebd3816866a541cb

e 82.115.223[.]249:8081

Yara Rule

rule aurora_stealer{

meta:

malware = "Aurora stealer"

hash

"'2933945814a33ee922f25d36b83119797a15a279634e9c44ebd3816866a541ch"
reference = "https://d@la.github.io/"
Author = "doia"

U —

description = "detect Aurora stealer"
strings:

$is_go = "Go build" ascii

$al = "C:\\Windows.old\\Users\\" ascii
$a2 = "\\AppData\\Roaming\\" ascii

$a3 = "wmic csproduct get uuid" ascii
$a4 = "wmic cpu get name" ascii

$a5 = "systeminfo" ascii

$a6 = "CoNNNECTIONGWQFGQW" ascii
$funl = "main.Grab" ascii

$fun2 = "main.getMasterKey" ascii
$fun3 = "main.SendToServer_NEW" ascii
$fun4 = "main.ConnectToServer" ascii
$fun5 = "main.xDecrypt" ascii

$fun6é = "main.GetDisplayBounds" ascii
condition:

uint16(0) ==

0x5a4d and ( $is_go and (4 of ($%a*)) and (4 of

($fun*))
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