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Here’s the second in our three-part series focused on protecting against Tofsee malware.
This spambot is prolific, but various vaccines and kill switches are available to defend
against Tofsee. Our malware researchers are sharing two vaccines and a network-based Kkill
switch in this series.

A recap

If you're wondering what malware vaccines are and how they can be utilized, or you'd like to
read about the first vaccine our researchers have shared relating to Tofsee and its binary file,
read this blog_post. Alternatively, keep reading to learn about a second vaccine our team has
produced, focused on polluting Tofsee’s internal configuration store.

A deeper dive into Tofsee’s config stores

During the runtime of Tofsee and the communications with its command and control (C&C)
server, Tofsee stores various configuration values pertinent to the proper runtime of the code
in a memory-based structure which we call the InMemoryConfig store. This is a circular
linked list structure, and Tofsee defines it as follows:

struct
d
struct *next;
int ConfigTTL; // Config Time to live
int UN2;
struct {
int ConfigType;
char ConfigName[0x10];
int Cre32Config;
//StartConfig: 0x24
DWORD Configlen; // Plus mask
DWORD Unknonwl; // Maybe TIME ??
DWORD Unknonw_Const3;
}
char Configvalue[Configlen];

}e

InMemoryConfig store structure

Locations of Tofsee’s configuration storage
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Each ConfigValue buffer has its internal structure based on the ConfigType value. This
chained config is dumped and stored in various locations on the infected system so Tofsee
can retrieve it after a reboot.

The various configuration storage locations are:

File Storage

1 %USERPROFILE%)\:.repos (ADS)

2 %USERPROFILE%\Local Settings:.repos

3 %USERPROFILE%\Local Settings\Application
Data\Microsoft\Windows\UsrClass.dat.repos

4 %USERPROFILE%\wincookie.repos

Registry storage
1: HKEY_CURRENT_USER\\Control Panel\\Buses\\Config0
2: HKEY_CURRENT_USERWSOFTWARE\\Microsoft\\Buses\\Config0

A simple Tofsee xor algorithm encodes the data stored in one of these places:

r{i=0;i<len;i++)

{

dst[i] = (buf[i] » key);

key=x + adder + key;
X ==X;

Once retrieved and decoded, this data looks something like this in its raw parsed form:
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flags_upd.0.born
_date.1547302521
.id.487830505.h1i
_id.-1145472093.
loader_id.13.1ip.
-1143296722.5rv_
time.-1864161548
.local time.1547
302528

Template Results - tofsee.bt =&

Mame Value
~ struct ConfigStruct InMemory ConfigStruct
int next 4597904
int ConfigT TL 1547302528
int UIN2 0
int ConfigType 1
char ConfigName[18] localcfyg
int Cre32Config -2070013580
int ConfigLen 135
int Unknonw1 0
int Unknonw_ Const3 3

The config stores of particular interest to us are the work_srv and start_srv structures. Both
are retrieved during the initial C&C connection of the Tofsee botnet.

Tofsee’s botnet C&C environment

Tofsee has a tier-2 C&C ecosystem. The malware uses the hardcoded C&Cs in the binary
only once to retrieve a list of tier-2 peers. These tier-2 piers then act as forwarding C&Cs and
are stored in the work_srv and start_srv config stores.

work_srv and start_srv have the following definition in the memory:

struct srv

{

char NumElements;
struct __ srv

{

char IP_C2[0x41];
DWORD Port;
}Src[NumElements]

|3
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How can you exploit this for a vaccine?

In order to vaccinate Tofsee from connecting to first-tier or second-tier C&Cs, we can pollute
these config stores’ values before the start of the infection chain.

work_srv will point to a controlled sinkhole IP. In this example, we're going to point it to
127.0.0.1. In addition to this, we will recalculate the crc32 of data buffer so that it passes the
integrity check inside the binary:

Modified value for wrk_srv ( with proper crc32 hash value)

To create a vaccine, the above binary blob has to be encoded using the same algorithm and
written back to one of the config store paths file or registry:

Mame Type Data
lab|{Default) REG_S5Z (walue not set)

ih|Configl REG_BINARY 74 85 32 3d 84 3b ad 01 24 ed bd 7d 45 0d d4 9d O...

Edit Binary Value X
Value name:

Config0

Value data:

28000008 |?d 85 32 3D 24 iB AD a1 t.2=.3-. -
22922808 24 ED B4 7D 45 aD D4 aD $i "}E.O.
aagagale 88 42 a7 DC EB 2E 72 BA .B.U0a& ., pr¢=
POYRROL1E Ad 9A 2D FD 32 56 D3 1D m. -y2vao.
aaagga2e g1t B4 EA B9 B3 cD a4 5D ., e 1 . ]
Be8ge02E 24 ED B4 7D a7 an D4 aD $£1 "}6.0.
2gagea38 82 41 95 DA F7 12 61 AD A .U+, a-
20202838 ce eD a4 FD Ak E2 26 73 Am. ¥ : a k& s
eaaagaas BB s 15 40 &1 D AS 68 »E.Tafuh
29922048 18 DA 87 4D 76 B E6 AL . 0. MvEea-
2aaagase 64 44 o8 BD Ba 75 23 ES dD . X%°u®a d

Ok Cancal

“Config0” modified registry value for vaccine

When Tofsee makes the connection, it only connects to the local sinkhole.
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POP
PUSH EA

Wtput.ConnectSocket »

Simple!

The final of our Tofsee series looks at a network-based kill switch to protect against this
malware.
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