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Name already in use

A tag already exists with the provided branch name. Many Git commands accept both
tag and branch names, so creating this branch may cause unexpected behavior. Are
you sure you want to create this branch?

Malware-Analysis/SmoothOperator/SmoothOperator.md

Cannot retrieve contributors at this time

SmoothOperator

This analysis is focused on the SmoothOperator payloads from Sentinel
One. They were obtained via vx-underground and comprise two DLLs. The
first stage has the hash bf939c9c261d27ee7bb92325cc588624fca75429.

First stage

This DLL is a straightforward PE loader, with no obfuscation or encryption
present. A good first step is looking for references to virtualProtect -
there are two.
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loc_l18@@4E1BD:

First one looks promising, given the ERW flag being passed to it. Checking
the function called afterwards (_ guard dispatch_icall fptr)leads us

; CODE XREF: sub_18004DE68+2E5t]

lea r9, [rspt598h+flOldProtect] ; lpflOldProtect
mov rcx, rl4 3 lpAddress

Mo rdx, rl3 ; dwSize

mow rgd, PAGE_EXECUTE_READWRITE ; flNewProtect
call cs:VirtualProtect

test eax, eax

jz short loc_188@4E1FA

mon rax, rld

call €52 puard_dispatch_icall fptr

lea r9, [rsp+598h+fl0ldProtect] ; lpflOoldProtect
; FlNewProtect

; lpAddress

; dwsize

mov rBd, [ra]

mow rcx, rld

ey rdx, rl3

call cs:VirtualProtect
jmp short loc_1B8@4E1FA

to an offset, which in turn leads to jmp rax. This is probably a jump to
unpacked code or the next stage. Let's circle back to the start of the
function where those calls to virtualProtect are and see what exactly
we're marking as executable and then jumping to.

.text:0008000180840F03 OF
Jtext:0008000130840F0A OF
Jtext:eeaaepeliaedDrac er
text:2000800188040F15 BF
.text:0000000180840F18 48
text:@000e0013284DF18 @@
Jtext:eeaaeealsaeddra 43
text:Peaaeralseesdr2s E6
.text:0000000180840F 28

Jtext:0808000180840F28

Jtexi:200800012084DF28

Jtext:Peaaeralseeddr2s E5
text:eeo9eeelsaesDr20 C7
Jtext:0800000180840F33 EB
Jtext:0008800130840F 38

Jtext:PeaaeRelseeddr3s

Ltext: 0000000180840 36 48
.text:000000013084DF38 B0
Jtext:0008000130840F41 C7
Jtext:oeeaspelaaeddras C7
Jtext:9eeseeelseeddrsl 31
.text:0000000180840F53 48

18 @5 C4 DD 1E @@

11 48 18

1@ @5 A9 DD 1E @@

11 ee

B9 64 8@ 6C 8@ 6C 88+
ae

B89 48 1E

18

loc_186@4DF28:

67 FE @7 00
a2 16 28 29 20
AP B8 88 8@

loc_18@@4DF38:

C7 44 24 38 08 0@ oo+

44 24 28 30 00 00 8@
44 24 28 83 80 0@ ee
F6

BD 8C 24 48 81 @@ @0

Jtext:000800018084DF58 BA 98 B0 80 20

Jtext:eeaaepaliaedDree 45
Jtext:Be08eRe188840F63 45
.text:0000000180840F66 FF
text:200000013884DF6C 438
Jtext:eeaaepaliaeddrie er
Jtext:Peeseselseeddrie 45
Ltext:0e08000180840F79 45
Jtext:0800000180840FTC 48
Jtext:0008080018884DFTF 31
Jtext:@eaaepalsaeddrsl FF
.text:2000080013804DF87 89
.text:0000000180840FB9 89
text:@eeeeee132@4DF88 E3

31 Ca

31 C9

15 84 3E 24 8@
83 F8 FF

B4 A7 B2 2@ 0
a9 7

31 F6

B89 C1

D2

15 D9 3E 24 @@
(=3

a

44 97 23 ee

movups
movups
movups
mOVUpSs
mov

mov
jmp

call
mov
call

xmm@, xmmword ptr cs:aD3dcompilerd7D+18h ; "ler_47.d11"
xmmword ptr [rax+18h], xmm@

xmm@, xmmword ptr cs:aD3dcompilerd?D ; “d3dcompiler_47.dll
xmmword pte [rax], xmme

rcx, GCBBECBAG64h

[rax+1Eh], rex
short loc_15884DF38

; CODE XREF: sub_13@04DE6@+A1T]
dword ptr [rax], 16h
_invalid_parameter_noinfo

; CODE XREF: sub_l8004DES@+(61]
[rsp+598h+hTemplatefile], @ ; hTemplateFile

[rsp+598h+dwF lagsAndAttributes], 88h ; dwFlagsAndAttributes
[rsp+598h+dwlreationDisposition], 3 ; dwCreationDisposition
esi, esi

rcx, [rsp+598h+Filename] ; lpFileName

edx, 30800088h ; dwDesiredAccess

réd, réd 3 dwSharedMode

rad, rod : lpSecurityAttributes

cs:iCreateFiled

rax, BFFFFFFFFFFFFFFFFh

loc_18@@4E21D

rdi, rax

ridd, rlad

rex, rax ; hFile

edx, edx 3 lpFileSizeHigh

cs:GetFileSize

ebp, eax

ecx, eax 3 Size

j__malloc_base

This looks promising. A DLL named d3dcompiler_47.d11 and a call to

CreateFilew, followed by memory allocation of the same size as that file.

Moving on, we'll see some obvious parsing of a PE file.
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Ltext:000080018084DFAT 41 89 ES mow réd, ebp : nNumberOfBytesToRead

Jtext:BEOORBALEBR4DFAA 4D B9 FO mov r9, ris 3 lpNumberOfBytesRead
Jtext:000000018004DFAD FF 15 @5 48 24 0@ call cs:ReadFile

. text:000000013004DFB3 41 23 3IF @0 cmp dword ptr [r15], @

Jtext:peaoeeels0e4DFE7 OF 84 3D 02 6@ ee jz loc_ls@e4Elra

. text:pB008L815084DFED OF B7 03 movzx  eax, word ptr [rbx]

.text :000000018004DFCA 30 4D SA 00 0@ cmp eax, "IN’

text:0000000120@4DFC5 @F B85 2C 82 @@ 8@ Jnz loc_18804E1F7

Ltext:000000018004DFCE 48 63 43 3C movsxd rax, [rbx+IMAGE_DOS_HEADER.e_lfanew]
.text:000000015004DFCF 45 8D 14 83 lea rdx, [rbx+rax]

.text:000000018804DFD3 48 B3 (2 1B add rdx, 1Bh 3 Src

.text:@@E080E18884DFDT 4C 2D 74 24 S lea r14, [rsp+E)

Jtext:epeeeRalseedDrDC 41 B8 FO o2 oo e mow r3d, ereh ; Size

Ltext:000000018004DFE2 AC 89 F1 mow rex, rld : void *

.text:00000001BBR4DFES EB AG 27 87 @0 call MEmmoy e 3 ol IMAGE_OPTIONAL_HEADERG4
.text:000080018084DFEA OF BT 4C 24 58 movzx  ecx, word ptr [rsp+jll]

Jtext:GEEEARA12804DFEF 31 (@ xor eax, eax

Jtext:epeeepa18ee4DFF1 81 F9 06 61 60 o8 omp ecx, 18bh

.text:000000018084DFFT @F 95 (B setnz al

. text:000000018084DFFA 48 (1 E@ 04 shl rax, 4 ; rax = 8x18

text:000000012004DFFE 42 BB 2C 30 B4 20 20 80 mov ecx, [rax+rla+d4h] ; @x18 + IMAGE_OPTIOMAL_HEADERG4 + @X34
text:pe0e8ee158840FFE 3 IMAGE_DIRECTORY_ENTRY_SECURITY.Size
. Text :PRe0aRa15084E006 458 85 (9 test rex, rex

.text :000000018084E009 OF 84 ES 01 80 80 jz loc_18884E1F7

text:000000012004E08F 42 BB 24 30 B0 B0 B0 B0 mov eax, [rax+rld4+88h] ; IMAGE_DIRECTORY_ENTRY_SECURITY.VirtualAddress
Jtext:p00080a15884E017 4C 8D 24 @3 lea rl2, [rbx+rax]

. text :000000015084E018 8D 51 F8 lea edx, [rox-8] ; IMAGE_DIRECTORY_ENTRY_EXCEPTION.Size
.text:000000018004E01E 4C BD 24 1B lea rg, [rax+rbx]

.text:000000012004E022 49 B3 (0 83 add rg, 3

Jtext:P0008Ra18804E826 45 31 Fo xor ridd, ridd

Ltext:000000018004E029 31 (@ xor eax, eax

.text:000000018084E028

. text :000000015004E028 loc_18B@4E62B8: ; CODE XREF: sub_188@4DEG@+1FBi]
.text:000000218004E028 41 8@ T7C @@ FD FE cmp byte ptr [r8+rax-3], @FEh

.text:peoeeRels884dE03l 75 17 jnz short loc_l8@@4E844

.text:000000018084E033 41 B8 7C 8@ FE ED cmp byte ptr [r8+rax-2], BEDh

.text :000000018084E039 75 OF jnz short loc_18884EG4A

text:000000012004E038 41 30 T7C 8@ FF FA cmp byte ptr [r8+rax-1], @Fah

Jtext:peoeeRels884E041 75 87 jnz short lec_lB8@ed4Eedr

Jtext:0O0020015084E043 41 80 3C @8 CE emp byte ptr [r8+rax], @CEh

.text:000000018004E048 74 8D jz short loc_18884E857

Finally, we see a loop that starts looking for the sequence 0xFE OxED OxFA
OxCE at the Security directory of d3dcompiler_47.d11 and moves forward.
If we can find that sequence of bytes in a DLL file, we probably have
d3dcompiler_47.d11 - it just so happens that sequence in present in the
second DLL from Sentinel One,
20d554a80d759¢c50d6537dd7097fed84dd258b3e. Going forward there
are several arithmetic operations followed by the aforementioned
VirtualProtect and jmp rax. Instead of worrying about those, just pop
the DLL into a debugger, rename
20d554a80d759c50d6537dd7097fed84dd258b3e to d3dcompiler_47.d11
and run until the jmp rax. First stage is done.

Second stage

A quick glance at the debugger following the jmp to rax shows we land at
some shellcode at allocated memory.
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The dump window also shows the same memory region. One should be
careful when dumping it though, since there's plenty of random data
preceding the shellcode and d3dcompiler 47.d11; throwing itin Ida
before getting rid of that data will make for an annoying time.

On that note, even though lda Home supports shellcode analysis, |
decided to convert this stage to a PE file. The reason is twofold: first, it
means | won't have to import local types manually; second, it means | can
keep the dump as is, which is advantageous because we'll be able to
follow direct references to the DLL that follows the shellcode. For that end,
| do a simple hack with FASM:

include '..\..\fasmw17330\include\win64ax.inc'
.code
start:

file 'stage2.bin'

invoke ExitProcess, ©

.end start

The start of the shellcode features basic position independent code (call
$+5 followed by pop rcx), which is used to get the address of the start of
the DLL read into memory by the first stage into rcx. Another displacement
is applied to get a pointer to what appears to be an User-Agent string into
r8:

4/8


https://github.com/dodo-sec/Malware-Analysis/blob/main/SmoothOperator/img/start-stage-2.png
https://flatassembler.net/

1200 2400 "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
ApplewWebKit/537.36 (KHTML, like Gecko) 3CXDesktopApp/18.11.1197
Chrome/102.0.5005.167 Electron/19.1.9 Safari/537.36"

.text:0000000000401024 EE 00 00 00 00
.text:0000000000401829 59
Ltext:pO80REROREIR162A 49 89 (8
.text:9000000000401020 48 81 C1 58 @6 @8 00
.text:00000060000401020
.text:0000000000401834 BA DA F4 58 F5
Jtext:eeeeooeeeadelesd 49 31 C@ 58 3A o4 @@
.text:0000000000401049 41 B9 AL B0 6@ 80
.text:0000000000401046 56
.text:0000000000401847 48 89 E6
Jtext:@e00000088401044 48 B3 E4 FO
-text:000000000040104E 48 83 EC 3@
.text:9000000000401052 (7 44 24 20 @1 @@ 90 80
.text:000000000040105A EE 85 00 00 08
text:000000000040185F 438 89 F4
Jtext:pooecooeeadelesl SE
.text:9000000000401063 (3
.text:0000000000401064

call $45
pop rex 3 rox = @x4e1829
moy ré, rox
add rcx, 658h 3 rox = Bx481681
; start of d3dcompiler_47.d1l in memory
mowv edx, BF558F4DAh
add rs, SN ; "1200 2408 \“Mozilla/5.8 (Windows NT 18.%...
mov rod, @Ash
push rsi
mov rsi, rsp
and rsp, BFFFFFFFFFFFFEEFBR
sub rsp, 3@h
mov dword ptr [rsp+28h], 1
call mw_map_dll_and_jmp_to_export
mow rsp, rsi
pop rsi
retn

The next call is to a function that will be tasked with mapping
d3dcompiler_47.d11. Although it's already in memory, it has not been
mapped as an executable needs to be before it's able to run. Here's the
start of it, after renaming and adjusting types for the arguments to match
what was placed in the registers preceding the call.

. text :0AAPREE000401064 |
. text :6005006600401864
text:0000200000401064

text:2000000000401064 var_98

. text : 000000EEARS01064 var_9@
. text :6005006600401864 var_88
text :0G00LEEEAD4E164 var_ge
text :9Ea0pEREEDIB1B6L var_78

. bext: G0000060ARS01064 var_74
. text :600000B60D401064 start_of_d11
text :0G@0REEE0D4E1864

text :0000000000401064
- text : G0000060AR201664
. text :000000E0ABI01064
. text :0G0200BE0B401064
text:0000200000401064 44 B9 4C 24 20

<

- text:2000000000401069 4C 59 44 24 15
.text:000PB000004B106E B9 54 24 1@

. text:@008000008401672 53

. text:0000000000401073 55

- text:2000000000401074 56

.text :0000000000481075 57

. text:008000008401076 41 54
.text:0000000008401078 41 55

- text:0000000000401874 41 56

. text:BeasRnB0aRsala7C 41 57

. text:0880R0083A107E 48 B3 EC 78
.text:0008000008401082 83 64 24 20 €@
-text:0000000000401087 45 38 EO
.text:BOG0BOROOB4B105A 45 33 FF
.text:000800000040108D B9 4C 77 26 87
.text:@002000008401092 44 BB E2

. text:0000008000481095 33 DB
.text:B0G0B0G0O0401097 44 59 BC 24 (@ @0 80 o0
.text:0008B0000840109F E8 E4 B4 B2 8O
.text:00080000083010A4 B9 49 F7 82 78
. text:0EO0R0000B4E10AT 4C BB EB

. text:B0020000084010AC E5 D7 B4 80 B8O
.text:0008000000401081 B9 58 A4 53 ES
.text:@00800R0OBIO10BE 48 BI 44 24 28
. text:0000000000481088 E5 CB B4 80 8O
text:20000000004010C0 BY 18 E1 84 (3
.text:00080080084010C5 48 BB FO

; _int64 _ fastcall mu_map_dll_and_jmp_to_export(char "start_of_dll, int const_f558f4da, char *user_agent, int const_8aa)

ear ; CODE XREF: .text:080808006848185Atp

= dword ptr -98h
= qword ptr -90h
= gword ptr -88h
= gword ptr -86h
= byte ptr -78h
= dword ptr -74h
- dword ptr 8

const_fssefada = dword ptr 1h

= gqword ptr 18h
= dword ptr 20h
= dword ptr 28h

mov
mow
mov
push
push
push
push
push
push
push
push
sub
and
mov
xor
mow
mov
xor
mov
call
mov
mow
call
mow
mov
call
mow
mow

[rsp+int_consteaa], rod
[rsptuser_sgent], r8
[rsp+const_fssafada], edx

rhx

rbp

rsi

rdi

r12

r13

ria

r1s

rsp, 78h
[rsp+@88hivar_98], @
rbp, rox

r15d, risd

ecx, LoadLibraryA @
ri2d, edx

ebx, ebx

[rsp+@sahtstart_of_dl1], risd
import_by_hash

ecx, GetProcAddress @

r13, rax

import_by_hash

ecx, Virtualalloc 8
[rsp+@BBh+var_%@], rax
import_by_hash

ecx, VirtualProtect_@

rsi, rax

In another common practice with shellcode, API hashes are present.

HashDB identifies the algorithm employed here as one used by Metasploit.

If one decides to look into the mw_import_by_hash function, it's important
to remember that this code deals with PEB64 and TEB64, structs that |
couldn't find in Ida. | recommend this resource from BITE* to create your
own struct for both. Doing this will solve you a couple hours of confused

cursing at the 32 bit structures.

Next up the actual mapping of the DLL into memory takes place. This is
made evident by several snippets of code that parse PE Section Headers
relevant to the mapping process. The one below checks to see if the PE
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being processed is indeed for a 64-bit architecture; other lines deal with
the PE sections and the entry point address:

Ltext:
SText:
Jtext:
Stext:
Stext:
Ltext:
Ltext:
Stext:
Stext:
Ltext:
Stext:
Jtext:
Jtext:
-text:
Ltext:
~text:
Jtext:
Ltext:
Stext:
Jtext:
Jhext:
Stext:
Ltext:
Lbext:
Stext:
Jtext:
Ltext:
Stext:
Jtext:
Jtext:
LLext:
Jtext:
Ltext:
Jtext:
SEext:
Ltext:
Stext:
Jtext:
Jtext:

BROBEREEBALE160C
BP00PRE0004810E1
20000000004010E6
B2A2GREE0A481BER
PEEBeReeBaL810EF
B2ORERRR004R18F2
B268A0B00048108F5
22020000294218FB
BEA3GREEEALR1BFD
‘Be6aeRRBoaLR18FD
20020000294010FD
2ee20000284218FD
BEE2GREEBALE1BFF
B000000000401104
2008000000401184
#002000000481104
2eeee00080401104
BOO2EREE2A4R1109
#602000008481100
@e0800000048118F
6022000000421115
BEeaeREB8a481119
B000000000481118
600200000048111F
eeeaepeeae4e1123
BaaBeReEBa481127
BREBEREEO4R1129
BeoeepR009481128
200800000048112F
BEA2GREEGAL81132
POE2000008481135
B000000028481135
B288000000481135
BEeaeneaaa4a1138
BROBGREEGOLR113A
BE6BERREOALR113C
200200002848113E
eeeaereeae421141
BRABEREEGALE1143

BY
48
E8
ag
a5
4c
81
74

33
E9

B&
66
75
41
aa
75
er
@F
a4
85
7E
48
44
ag

8B
85
75
BB
49
EB

33
a9
ap
63
a3

aF
a7

e
52

64
39
EE
BE
24
E2
B7
B7
8B
e
2C
80
a8
a3

aa
(<]

8z
a3
a4

-]

9t

44 24

7D
FD

58

86
47

el
77

47
aF
aF

57
ce
D1

ac

as

23

95
38

2@ a8

loc_4818FD:

mov
mov

call
movs

PE_headers_parsing:

loc_481135:

mov
cmp
jnz
mov
test
jnz
movz
movz
mov
test
jle
lea
mov

add

xd

x
®

ecx, GetNativeSystemInfo_8
[rsp+eBsh+nNtFlushInstructionCache], rax
import_by_hash

rdi, [rbp+IMAGE_DOS_HEADER.e_lfanew]
rdi, rbp

rl@, rax

dword ptr [rdi], "EP’

short PE_headers_parsing

; CODE XREF: mw_map_d11_and_jmp_to_export+A9i]
3 m_map_dll_and_jmp_to_export+B543 ...
eax, eax

loc_481556

3 CODE XREF: mw_map_dll_and_jmp_to_export+371j |

eax, B8664h

[rdi+IMAGE_NT_HEADERSE4.FileHeader.Machine], ax

short loc_4918FD

riad, 1

byte ptr [rdi+IMAGE_NT_HEADERSG4.OptionalHeader.SectionAlignment], rildb
short loc_4818FD

eax, [rdi+IMAGE_NT_HEADERSGE4.FileHeader.NumberOfSections]

ecx, [rdi+IMAGE_NT_HEADERSG4.FileHeader.SizeOfDptionalHeader]

rad, [rdi+IMAGE_NT_HEADERS64.OptionalHeader.SectionAlignment]

eax, sax

short loc_481157

rdx, [rdi+IMAGE_NT_HEADERS64.0ptionalHeader.SizeOfuninitializedData]
rid, eax

rdx, rex

; CODE XREF: mw_map_d11_and_jmp_to_export+F1dj
ecx, [rdx+d] ; IMAGE_NT_HEADERS64.OptionalHeader.AddressOfEntryPoint
eCx, BCX
short loc_ 4081143
eax, [rdx]
rax, r9
short loc_481147

A bit further down, memory is allocated to match the size of the DLL
(according to the value in
IMAGE_NT_HEADERS64.0ptionalHeader.SizeOfImage):

-text:
text:
Jtext:
Jtext:
Stext:
Stext:
Jtext:
Jtext:
Stext:
Stext:
Jtext:
Jtext:
Stext:
-text:
text:
Jtext:
Jtext:
-text:
Stext:
Jtext:
Jtext:
Stext:
Stext:
Jtext:
Jtext:
Stext:
Stext:
Jtext:
Jtext:
Ltext:
Stext:
text:

2200000008401157
B000000008401157
Pooaseeeaadellsc
PO000REREa4R115F
2200000000401164
B000000008401168
Peoocpoaaadellsc
Pooonpoaaasellve
P2000RER08401174
2000000008401176
Beooaseeaadellro
PoaeaeeeaasellrC
P00000000040117F
0000000000401183
B000000008401186
Pooapeeeaadsellsg
P20000000040118C
2000006000401192
BE00006008401194
BooaRREERA4R1197
Pooaseeaeasallan
P200000E084011A1
B0000000004011A3
Peoocooaaadella7
PROORREES8LR11AA
22000008084011AD
B200000008401180
Peoaeeeeaadells’
PR00RRBeaaLR1187
PoooppEReaLa11BA
800000600040118C
00000000084011C4

43
a1
44
44
41
41
29
F7
41
a8
48
439
48
43
a3
aF
33
a1
a1
44
FF
ad
a5
48
48
48
45
4p

44
45

]
EE
88
88
8D
an
8D
D@
83
a3
23
8D
F7
23
3B
85
9
28
B3
]
D&
28
33
a8
88
88
D
a5
3E
88
23

4c
D2
a4
4F
48
5@
48

D1
B

48

c8
o1
6B

D1
)
49

4F
ce
F@
D5
ca
58
o]

94
D6

loc_4@1157:
24 4@

24 aa
58
FF
EE
FE

FF

FF FF FF

30 62 o0

54

82

24 E@ 00 08 e

lea

; CODE XREF: mw_map_dll_and_jmp_to_export+(51j
rcx, [rsp+@88h+SystemInfo] ; lpSystemInfo

call GetNativeSystemInfo

mov
mov
lea
lea
lea
not
add
add
and
lea
not
and
cmp
jnz
xor
mov
mov
lea

réd, [rsp+@88h+SystemInfo.dwPageSize]

rad, [rdi+IMAGE_NT_HEADERS64.0ptionalHeader.SizeOfImage]
eax, [r8-1]

edx, [r8-1]

rex, [r8-1]

eax

edx, rad

rcx, rbx

rdx, rax

rax, [rg-1]

rax

rcx, rax

rdx, rcx

loc_4@18FD

ecx, ecx ; lpAddress

edx, rod ; dwSize

rid, 3@eeh ; flallocationType
rad, [rox+d] ; TlProtect

call virtualalloc

mow
xor
mov
mov
mow
lea

rod, [rdi+IMAGE_NT_HEADERSE4.OptionalHeader.SizeOfHeaders]
réd, réd
rsi, rax
rdx, rbp
rex, rax

rild, [r8+2]

test rg, r9

jz
mov
and

short loc_4811FA
riéd, [rsp+@BBh+arg_20]
ried, rilad

A very interesting sequence follows. It's responsible for resolving all
imports of the third stage DLL by using LoadLibraryA and
GetProcAddress. Taking note of which fields of the PE are being parsed
and watching a few loops of it running will help you grasp how an import
table is built when an executable is mapped.
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. text : 0ODOGABDBID1240 loc_a81240: ; CODE XREF: mw_map_d11_and_jmp_to_export+1A21]

.text:0000000000481240 BB 9F 90 00 20 B8 mov ebx, [rdi+98h] ; IMAGE DIRECTORY_ENTRY_ IMPORT.VirtualAddress
Jtext:08e000ee0e401246 48 @3 DE add rbx, rsi

.text:0600000000481249 88 43 8C moy eax, [rbx+IMAGE_IMPORT_DESCRIPTOR.Name]
.text:000000000048124C B5 (@ test eax, eax

.text:900000000840124E BF B4 AP 00 20 2O jz loc_4812F4

.text:0200000080481254 48 8B 6C 24 28 mov rbp, [rsp+@B8h+GetProcAddress]

. text:0000060000481259

. text:0E00000000481259 loc_481259: ; CODE XREF: mw_map_dll_and_jmp_to_export+276ij
. text:0800000008401259 BB C8 mov BCx, eax

Jtext: 0000080008481258 48 @3 CE add rex, rsi 3 lpLibFileName

.text:000000000648125E 41 FF DS call LoadLibraryA

.text:0000000000481261 44 8B 3B mov ri5d, [rbx]

L text:99e0000e0e491264 44 86 73 10 mov rlad, [rbx+1eh]

.text:00000000004081268 4C @3 FE add rls, rsi

text:900000000048126E 4C BB EO mov rl2, rax

. text:000000000040126E 4C 03 F6 add ri4, rsi

.text:00000000008481271 EB 58 jmp short loc_4812CB

.text:0000000000481273

«text:0800200000481273

.text:p000000006481273 loc_481273: ; CODE XREF: mw_map_dll and_jmp_to_export+2684]j
. text:0000000000401273 49 B3 3F 00 cmp quord ptr [r15], @

.text :0800000008481277 74 38 jz short loc_481281

.text:0000000000481279 428 BE B0 0O 20 B B@ 0O+ mov rax, 30020800020080080h

.Text: 0000000000401279 B0 50

.text:00000000004081283 49 85 @7 test [r15], rax

.text:00000000004081286 74 29 jz short loc_481281

text:0800000008401288 49 63 44 24 3C movsxd rax, dword ptr [r12+3Ch]

.text:0000200000481280 41 @F B7 17 movzx  edx, word ptr [rl15]

.text:0000000000481291 42 8B 5C 20 58 B0 02 B0 mov ecx, [rax+rl2+88h]

.text:0500000000491299 42 BB 44 21 1@ mowv eax, [rox+rl2+lsh]

.text:p80008080048129E 42 8B 4C 21 1C mov ecx, [roxerl2+lCh]

text:0000000000481243 49 83 CC add rex, rl2

.text:2800088006481246 48 2B D@ sub rdx, rax

.text:90000000008481245 BB 84 91 mov eax, [roctrdx*s]

. text:99000008084012AC 49 B3 C4 add rax, riz

.text:00000000004812AF EB OF jmp short loc_4812C8 ; move address of AP

. text:0600060000481261 T e oo

. text:9080000000401261

.text :000EE00080481281 loc_4812B1: ; CODE XREF: mw_map_dll and_jmp_to_export+213tj
.text :0200600088481281 3 mw_map_dll_and_jmp_to_export+2221j
text:0000000000401281 49 BB 16 mov rdx, [ril4]

. text:00000000004812684 49 8B CC mov rex, rl2 ; hModule

.text:00000000004081287 48 B3 C2 82 add rdx, 2

.text :08000000064812BB 48 @3 D6 add rdx, rsi ; lpProchame

.text:00R008ARRR4012BE FF DS call GetProcAddress

. Text: 0900000000401200

. text :06000000004912C0 loc_481208: ; CODE XREF: mw_map_dll _and_jmp_to_export+248t3
.text :00000000004812(0 49 89 86 mov [r14], rax ; move address of API to dll IAT

A lot more code follows this, mapping sections and using VirtualProtect
to assign the correct protections to each one. We're almost done now!

There's then a call rbx instruction that leads to a rabbit hole of shellcode
functions. Unfortunately what follows next is something no one likes to
read in an analysis like this, but / have no idea what those do. My
educated guess is some combination of anti-emulation/anti-sandbox, since
there are multiple uses of the cpuid instruction in there and a test following
that call will skip the jump to the next stage and instead just return. If
anyone is curious, feel free to give it a look.

.text:0000G008B04B14B1 FF D3 call  mu_maybe_anti_emulation

+text:0000000000481463 45 B85 E4 test rl2d, ri2d

.text:0000000600481486 OF 54 97 @0 80 00 jz skip_next_stage_return_

.text:88000000084814BC 83 BF BC B8 99 98 @8 cmp [rdi+IMAGE_NT_HEADERS64.0ptionalHeader.DataDirectory.Size], @
.text :000BAAAGBB4B14C3 BF B4 BA 8O BD 0O jz skip_ne _return_

.text:00000000004814C9 2B 97 28 0O 20 00 mov edx, [rdi+IMAGE_NT_HEADERS64.0pticnalHeader.DataDirectory.VirtualAddress]
text: 00000000004014CF 43 03 D6 add rdx, rsi

text:00000000004814D2 44 8B 5A 18 mov rild, [rdx+IMAGE_EXPORT_DIRECTORY.NumberOfMames]
text:p9000000004014D6 45 85 DB test rild, rild

.text:00000000084081409 74 T jz short skip_next_stage_return_

.text:B80REEAGRRIA14DE 33 74 14 00 cmp [rex+IMAGE_EXPORT_DIRECTORY. NumberOfFunctions], @
Ltext:200000000040140F 74 72 jz short skip_next_stage_return

.text:p9PEE008004014E1 44 8B 52 20 mov rl@d, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfNames]
text:00000000004814ES 44 3B 4A 24 mowv rod, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfNameOrdinals]
text:00B00606004014E9 35 DB xor ebx, ebx

.text:@eeeeeeee84814E6 4C @3 D6 add rie, rsi

Ltext:pODBBOOOOR4BLAEE 4C B3 CE add r9, rsi

.text:00000000004814F1 45 85 DB test rlld, rild

.text:00000000084014F4 74 5D jz short skip_next stage return_

. text: 00000000004014F6

. text:pOReE000004014F6 loc_4alafa: ; CODE XREF: mw_map_dll_and_jmp_to_export+4BE+j
.text:8800BEAAREIA1AFE 45 BB 82 mov r8d, [r18]

.text:00000000004814F9 4AC B2 C6 add r8, rsi

- text: 00000006084014FC 33 C9 xor eCX, ecx

After the return from the mysterious shellcode rabbit hole, we have only a
few steps left. The code ensures it has mapped the DLL correctly by
checking the size of its Data Directory and the exported functions (there is
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only one, bl11GetClassObject); it then maps the address of said name to
r8. Then the name of the export itself is checked by a simple ROR 13 ADD
hash function, another callback to metasploit:

Jtext:00000000004014F6 loc_4@14F6:

.text:p0000000004814F6 45 BB 82 mov
.text:00000000040814F0 4C @2 (6 add
Ltext:80000000004814FC 33 (9 xor
.text:00000000004014FE

text: 0080000008401 4FE orl3_add:
.text:0000000004014FE C1 C9 8D ror
.text: 0o00000000401501 41 BF BE 08 MOVSX
.text:00800000004015085 49 FF (@ inc
.text:000000000401508 B3 (B add
.text:000000000048150A 41 B2 78 FF 8@ cmp
text:000000200848150F 75 ED jnz
Jtext:8000000000481511 44 36 E1 cmp
.text:p000000000401514 74 18 jz
-text:800000000481516 FF C3 inc
Jtext:0800000000481518 49 83 (2 @4 add
Jtext: 800000000048151C 40 @3 CD add
.text:000000000040151F 41 3B DB cmp
text:oa00000000401522 72 D2 jb
.text:00000000004081524 EB 2D Jmp
.text: 0000002000481526 j ———————————————— e
.text:00800000004081526

.text:B8000000806481526 call export_with_args:
.text:00000000004081526 41 @F BY @1 MOVIX
text: 0000008000481524 83 F8 FF cmp
Ltext:B000000008481520 74 24 jz
.text:D00E0E0OBR48152F BB 52 1C mov
text: 0000000008481532 48 8B 8C 24 D@ 2@ 80 oo mov
text:8000002000481534 C1 E@ @2 shl
.TexT: 80000000800481530 48 95 cdge
.text:DO0OEOBBRIB153F 4B @3 (6 add
.text:2000000000401542 44 EB 84 02 mov
.text:000000000401546 2B 94 24 D2 80 2O 00 mov
.text: 8000002000481540 4C @3 (6 add
.text:0000000000481550 41 FF D@ call

.text:800000006481553

; CODE XREF: mw_map_dll _and_jmp_to_export+4BEdj

réd, [rle]
rg, rsi
ecx, ecx

; get export name in r8

; CODE XREF: mw_map_d1l_and_jmp_to_export+3ABj

ecx, @Dh
eax, byte ptr [r8]

ré

ecx, eax

byte ptr [r8-1], @

short rorl3_add

rl2d, ecx

short call export_with_args

ebx

rle, 4

r9, ri3

ebx, rlld

short loc_4@14F6 ; get export name in r@
short skip_next_st

; CODE XREF: mw_map_d11l_and_jmp_to_export+4B@tj

eax, word ptr [r@]

eax, BFFFFEFFFR

short skip next stage return

edx, [rdx+IMAGE_EXPORT_DIRECTORY.AddressOfFunctions]
rcx, [rsp+@B8h+user_agent]

eax, 2

rax, rsi

r8d, [rdx+rax] ; address of export

edx, [rsp+eB8h+int_const@aa]

rg, rsi ; add base of mapped dll to address of export
[ ; jmp to mapped dll export

Finally, the arguments (remember those from ages ago??) are put back
into the relevant registers and there is a jump to r8, which now holds the
address of exported function of the third stage DLL. Its command line

arguments are the User-Agent string from earlier and the constant oxaAA

(thanks to the Sentinel One Report for pointing out that this constant is the

size of the User-Agent string).

Important time-saving tip:

It's only as | wrap up this write-up that | realized there is no decryption of

the third stage DLL done by the shellcode, only mapping and maybe some

anti-emulation shenanigans. As such, one can really speed up their

analysis by extracting the full stage 2 payload and getting rid of everything

before the MZ header of the third stage DLL.
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