3CX supply chain attack analysis

@ zscaler.com/security-research/3CX-supply-chain-attack-analysis-march-2023

On March 29th 2023, CrowdStrike published a blog outlining a supply chain attack
leveraging the 3CXDesktopApp - a softphone application from 3CX. The ThreatLabz Team
immediately started hunting for loCs on the Zscaler Cloud.

We observed infections dating back to February 2023 for both the Windows as well as the
MacOS variant of the Trojanized 3CXDesktopApp installers.
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Fig.1 - Infections dating back to February 2023 in Zscaler Cloud
In this case the Threat Actors targeted various industry verticals such as:

e Technology
e Services
e Manufacturing and more

Further let's analyze the Infection Chain for the 3CX Supply Chain Attack:
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Fig.2 - Infection Chain
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https://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers/

The Infection chain begins with the software update routine where the 3CXDesktopApp
calls the “Update.exe --update <3cx_update url>" from its bundle to fetch the updates. This
then downloads the valid signed Malicious 3CX MSI installer and the Affected 3CX MAC
Application as required in the form of an update package on the victim's machine as shown
in the screenshot below.

Jelectron/update/win32/18.12.416/releasesfid=3CxDesktopAppklocalVersion=18.12. 4168arch=amd64

Jelectron/update/win32/18.11.1213/releases?1d=3CXDesktopAppslocalVersion=18.11.12138arch=andé

Jelectron/update/win32/18.11.1213/releases Jid=3CXDesktopAppalocalversion=18.11.12138arch=amd64

Jelectron/update/win32/18.12.416/releases?id=3CXDesktopAppilocalVersion=18.12. 4168arch=amd64

Fig.3 - Requests to 3CX domain to download the Affected 3CX MSI installer v18.12.416 &
3CX Mac App v18.12.416 as an Update Package

In this blog, we will take a look at the affected valid signed 3CX MSI Installer version
18.12.416 named “3CXDesktopApp-18.12.416.msi” which is signed on March 13, 2023.

?

Custom Details Previous Versions
General Compatibility Digital Signatures Security

Signature list

Name of signer: Digest algorithm Timestamp
3CX lid shal Monday, March 13, 2...

1

General  Advanced General Details Certification Path
-, Digital Signature Information Show: | <All> =
#= | This digital signature is OK.
Field Value
Signer information L_ Version V3
Name: o [Z]serial number 1b66 11dfac9a4d6eccBedS0ca
|| signature algorithm sha256RSA
E-mail: [webmaster @3cx.com |: Signature hash algorithm sha256
- (i) Issuer Sectigo RSA Code Signing CA,
Signing time: IMunday, March 13, 2023 12:04:04PM |_‘_"Valid from Monday, November 2, 2020 5:
|| [i2]valid to Friday, November 3, 2023 5:2
View Certifica =] e shiert AYitd AYItd 4 Markao D
_ Serial Number 1b6611df 9c9addbecc8edS0cIbI17873
Countersignatures

Fig.4 - Signed 3CX MSI Installer
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Upon execution the 3CX MSI installer extracts multiple files in the
“‘AppData\Local\Programs\3CXDesktopApp” and then executes the valid signed
3CXDesktopApp.exe as shown below in the screenshot.

& OneDrnive.exe 6516
v B 3CXDesktopApp.exe 3872 0.20

B 3CxDesktopApp.exe 6648
Bl 3¢xDesktopApp.exe 7308 0.01

- 3CXDesktopApp.exe 1244

B 3CxDesktopApp.exe 2528

B 3CxDesktopApp.exe 4632

y

_______

Manage

Share View Application Tools

> » AppData » Local » Prograghs » 3CXDesktopApp > app

Name Date modified Type
. locales File folder
resources File folder
“ B 3cXDesktopApp Application
o ®| 3CXDesktopApp.VisualElementsManifest XML Document
. | | chrome_100_percent.pak PAK File
| chrome_200_percent.pak PAK File
| d3dcompiler_47.dIl Application exten...
4 ffmpeg.dil Application exten...

Fig.5 - Execution of 3CXDesktopApp

Further the 3CXDesktopApp.exe side loads the Backdoored signed DLL named “ffmpeg.dil”
as based on the DLL search order mechanism if the DLL is present in the applications
directory the DLL is loaded from there as shown in the screenshot.
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CxDesktophp.. 8548 b CreateFie

(4 [l =1 app Sldeloads the Backdoored ffmpeg dII

n Home hare View

3548 # CreateFileMapp. . C:\Users'\knight \App Diata'\Local\Programs \ 3CXDesktop App \app \fimpeg di
n Cbenrsmdudl .C \Umm\ﬁooww\ﬁwms\xmmﬁoowwcd

C:\Users \knight \App Data' Local\ Programs'\ 3CXDeskiop App \app impeg i SUCCESS

Desired Access: Read Data/Lie
FILE LOCKED WITH ONLY READERS ~ SyncType: SyncTypeCreateSe:
SUCCESS AllocationSize: 2,818,048, End(

SUCCESS .
SUCCESS Image Base: (k7 8cbb 20000, |

SOCCESS

+ » AppData » Local » Programs » 3CXDesktopApp » app v O Search app
N FEF T EF EC ——c— iz Taam
MName
o Quick access fest
Ineal ool 3 ) )
I Desktop + ocales General Digial Signatures  Security Detas  Previous Versions
resources
l_' Downloads L __ M 3cxDesktopapp Sgnature st
| Documents = 3CXDesktopApp.VisualElemer | Name of signer: Digest algoithm Timestamp
=/ Pictures * || chrome_100_percent.pak | XX ud shal Friday. March 3, 2023...
| ehi 200, tpak
@& OneDrive o CROMESTLpercentys Digital Signature Details 7 X
4| d3dcompiler_47.dll
B This PC | [ #tmpeg.dil General Advanced
Signature details:
Signed Feld Value -
Version V2
Badeoored Issuer Sectigo RSA Code Signing CA, Sectigo Li.
DLL Serial number 1b66 1 1df9c9a4déeccBedS0cIbI 17873
Digest algorithm shal
Digest encryption algorithm RSA
Authenticated attributes
1.3.6.1.4.1.311.2.1.12 3000
Content Type 060a2b0650104018237020104
1.3.6.1.4.1.311.2.1.11 300c060a 2 0501040182370201
Message Digest 0414220c51acab8326633d 49 16, ¥ I
< >

Fig.6 - 3CXDesktopApp sideloads the Backdoored “ffmpeg.dIl”

Based on reports, the ffmpeg.dil was backdoored by the Threat Actors via manipulating the
source code leading to the Supply Chain Attack. Once loaded into the virtual memory, the
malicious “ffmpeg.dIl” is commissioned to load the d3dcompiler_47.dll which contains the

encrypted second stage payload. Initially the main function creates an event called
"AVMonitorRefreshEvent" and checks if it already exists. If it does, it exits.

push
sub

rbx

rsp, 558h
rax, cs:__security cockie
rax, rsp
[rsp+598h+var_48], rax
r9, Name
esi, 1
ecx, ecx
edx, 1
r8d, rad
cs:CreateEventW
rax, rax
loc_18@@4E21D

""||"

lonitorRefreshEvent”

>

lpEventAttributes
bManualReset
bInitialState

fme ‘me e

Fig.7 - Main function of ffmpeg.dll
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After that it checks the current path in order to load the d3dcompiler_47.dIl into memory and
further loads the DLL into memory and checks if the DLL loaded correctly by comparing the

starting byte of DLL.

FF15 (4 IE 2400 BNl o pEr s [dcreuel:ilelnl ) Hide FPU
48:83F8 FF cmp rax , FEFFF F
———————— - o»sa A7 020000 je ffmpeg. TFPFOOAIEZID RAX  DOODODOODOODSA4D
mov rdi,rax REX  DO00002A34F 717040 el
15 nns xor rldd,ridd RCX  DOODODGODODDO0D0
u 891 mov rex, rax abx  DOODIFE7SROS0000 ol

xor edx ,edx
B qword ptr ds: [<MGetFileSizes |

102
P15 0932400
89C5 mov ebp , eax

89C1 mov_ecx, eax
£8 44970800 call ff-nru.JFFanur!bDl
48:80c3 mov b, rax
A8:C74424 20 000000{ mov quord ptr ss:Prsp 20,0
4c:B07C24 AcC Tea r15 quord per i frspach
A48: 899 L rd
48:80¢2 mov 1
41:8068 mow ¢
40: 8979 =
FF15 05402400 - aword ptr ds: [<GReadriles )
41:833F 00 g dword prr ds:[ris],

r ~ OFB4 3D020000 je Ffmpeq. /FFFDOAJEIFA

OFB703 movzx_cax word ptr ds:[rbx]

-

g

07F = 10 405A0000 o cax,
F_ “[-0FBS_2C020000 e oA3ELF7
<

REP 00000000004 L DCDE
RSP O00000D6E96E A0

0000000000000000

RDT DOODOOBNOOOOMONC u'

RE  DOODODODOOODODED *a

v ourlE B9 DODDOODG2EIEEIES

R10  DOOD7FFBOFFODOCA ntd]1. 00007FFBOFFODOCA
0000000000000246 Lo

R1Z  ODOD/FFFDDAAF 220 <ffupeg. EntryPoints

000000000000000L
Rl4 0000000000000
R1S 00000006 2E FBEAEC TeUNT

RIP  OOOO7FFFDOAIDFCS Ffmpeq. 00007 FFFDDA3DFC

' RELAGS  D0ONONBON0ONNI4G
- ruzlE < »

v | Defaut (64 fastcalt) = (s 5
> | 1: rex DOBO000000000000

| Unlocked

Jurp is not taken
Ffopeg. 00007FFFODAZELF7

- text :00007FFFODAIDFCS Tlapeg. d17: S40FCT #4D3C5

™ oump 1 B wach 1
Address

OD0002AT4F 717040
Q00002AF 717050
000002347 717060
000002A34F 717070 | C
000002A 345 717080
D000 ATIFT 17000
0000028 34F 7 17040
000008 £ 717080

@Y oump: @Y oump3 @Y Dumpa & ounps

iTh
is program canno

20 72 t be run in DOS
60 6F B4 65| 76 On On m 24 00 00 00l 00 o0 00 00 Leade

=] Locals ﬂﬂ i

- rdv_DOBN7EETERGSO0ON mrl
ri 0000000000000 0

r9 000000062E96EI68

lrena P81 ODOONONIINNNRN

A

DOOOUOOOOGO0000T
i | BOOOUSASAF 717040 -

MNew folder iler 47 di1*

00000000
& | 0000000000000080
0000000000000000

00000003 26966828

Fig.8 - Load d3dcompiler_47.dll and check for starting byte of DLL

In this case the d3dcompiler_47.dll consisting of the RC4 encrypted shellcode and
embedded DLL is valid signed by the Microsoft Digital certificate as shown in the

screenshot below.

Digital Signature Details

General  Advanced

2 Digital Signature Information

This digital signature is OK.

9| d3dcompiler_47.dll Properties

General Digital Signatures Secunty Detaills Previous Versions

Signature list

Signer information
Name: IMicmsuﬂ Corporation
E-mail: [Not available
Signing time: |Friday. May 7, 2021 6:31:17 PM
View Certificate
Countersignatures
Name of sign... E-mail addre... Timestamp
Microsoft Tim... Not available Friday, May 7, 20...

Details
Serial Number

oK

Fig.9 - Microsoft signed d3dcompiler_47.dll

MName of sign.. Digestalgorit.. Timestamp
Microsoft Cor.. sha256 Friday. May 7. 20...
a  Certificate bt
General Detaills  certification Path
Show | <pll> L
Field Value .
| version

Serial number dffb6ae3f427
| signature algorithm sha256RSA
__|signature hash algorithm sha256
| Issuer Microsoft Code Signing P...
(] valid from Tuesday, December 15, 2...
| valid to Thursday, December 2, 2...
".|Subject Microsoft Corporation, Mi... W

33000003df fbbae3f427echbba3000DO00003dE
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Further in the infection chain, the ffmpeg.dll looks for the specific hex byte (FE ED FA CE)
in the loaded d3dcompiler_47.dllwhich contains a second stage encrypted payload.

<

= | DDOO7FFFDRE TEOIE

<

w UI BS B0010000

ilco O
41:807C00 FD FE |npmnt ds: [r8. rax- 3] fE]
5 17 ine H-w-g numnuu

cmp by ax - 21 JFB]

41:807C00 FE ED

5 0 ine rrlveq mmL lD‘hl
41:807C00 FF FA cmp byte ptr 1E5]
5 07 e Hmfg rrrmr ruu

41: 803C00 i : £l
4 00

A48:FFC0

48:39C1 mp x

’5 09 jne lemq TFFFDBETED2R

£9 A3010000 Ws Fmpeq. 7FFFOBETLLFA

4B: 8048 08 ord ]
41: 89CF

AC: 3979

Hi 894C4 40
A48 29Ch
41: 8%
IL 89e9

< nEnenn

| eBerax*1-3: "biithiat})at=pe "

byte ptr-ds [rsrax*1=3)

ext: 00007 FFFDBETEDZE Fimpeg. d11: 346028 D428

W ooumpy P oump2

Address

[

78208 “p

W oump 4

Jal™p~]1=FE ‘b’

& wach 1

8% Dump s

BTN 0000000000000001
=] Locsks DI [;

DO0001E01FICEDAD

000001EDLFE /8208
D00DO1EDIFETR21B
DOODOIEDIFETR22E | 50
DOODO1EDIFETE2 38
000001ED1FETB248 | 07
000001EDIFET 8256
DO0001EDLF r "8268
AN ENEE 7R

Fig.10 - Look for specific hex byte (FE ED FA CE) in loaded d3dcompiler_47.dll

014

F2 EO0 2
1 11 €C 94A) 88
5 60 _aR _R7|6n 46 62 Ral S 76

31| c2

Fb cB

Hex

.F‘F[Fﬂf FE ED FA CE| /D
A]il'l l'n_':
07 9c €7 o8

41 60| B2

60 BO| EF 1 l‘A
EBF OF| 54 5 1
9 22| co FC A2 IK o

' 47 O 94| 9% A? F1 BO
.i'J\!l'- STIAT 6D 58 7A)q.1.

00000015 & 6F 5ECBC
DO0000O0O0DO0000
0000000000000

a1 0000001EE6F SECT0 |

[ B000000000000000
000001ED1E120448
00 0CDE0000B000

i 1EEC 10 | DO3IZI0001ADE 0208

0 11165 Fa dc arly

000000LEEGF SEDED | L

< VI \Desk top\\New Folder

Hide FPU

BAX 0000000000021

A O00001Ln1roct010 el

RCX 000000000004 5CD8

ROX QOO IlHNJUU(M !l )

REP

RSP mumunlrl’t-r‘»rrm

RSI  0D0O0O0000O0OD0D

ROT 000D0DO0000000F D a

T 000001EDLFET604 3

r9 0000000000001 00 L"A*

R10  ODOO/FFFDBE 30000 7"

RIL  ODOO7FFFOBEFDADS A j-oln®

R12 000001EDLFET 6040 CIANT T

R13  OO0O0G0000G00001

R14  0000000000000000

RS D000001E & bF S6CBC TOUN"

RIP i i 1 ffupeg. 00007FFFDBETEO3

BFI AGS

>
w | Default (x64 fasicall) s Uniocked

> 1 n:x 000000000004 5CD8

s 00

3 ﬁ 000001 ED1FE 76043

4: 0 nmnnmnnnnm]nn

5. 4287 OOMONONBNNANINAN

< >

\d3dcompiler_47.d11

After it locates the specific hex in loaded d3dcompiler_47.dll, it uses the RC4 decryption
with the key “3jB(2bsG#@c7” to decrypt the second stage payload which is a shellcode
with embedded DLL. The shellcode is responsible for calling the export function
“DllIGetClassObject” of the second stage DLL to execute and download further stage

payload.
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lea 1B(2bsG#@c7"

rex, a3jb2bsgC7 ;|

L A |
ILTE RC4 Key
loc_7FFFDBE7F@C9:

|mau [rsp+rax+598h+var_248], al
movsxd rdx, eax
imul r8, rdx, 2AAAAAABh

mov r9, ré

shr r9, 3Fh

shr r8, 21h

add r8d, r9d

shl réd, 2

lea r8d, [r8+r8*2]

sub edx, r8d

|mov dl, [rdx+rcx]

mov [rsp+rax+598h+var_148], dl
inc rax

cmp rax, 100h |«
jnz short loc_7FFFDBE7FOC9

RC4 Decryption

il e <2

loc_7FFFDBE7F1eC:

mov dl, [rsp+rax+598h+var_248]
add cl, dl

add cl, [rsp+rax+598h+var_148]

movzx r8d, cl

mov rob, [rsp+r8+598h+var_248]
movV [rsp+r8+598h+var_248], dl
mov [rsp+rax+598h+var_248], rdb
inc rax

rax, 100h |« RC4 Decryption

short loc_7FFFDBE7Fl1eC

Fig.11 - Decryption of second stage payload
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4C:B9EA mov rdx,rl3 PR T Al Wide FPU

41:88 40000000 mov rid ,4C HiHy
FF15 S9CIE2400 N qword :H r s : [<BvirtualProtects ) BAX  OO0D0OD00000000ML
B5C0 test eax REX  DO00D012030A04040 =
~ 42} je fhpeq mweuuu RCX 000001 203C1831C0
4c: 8950 wov rax,rld mox DOOO7FF 7 ABBS0000 vl
FF15 278E3800 - mord prr s : [TFFFOC237008 ] :I%l:; W%Hﬂfuq
AC:BDAC2A A8 lea rd,qword ptr ss:Qrsp-48] 3 MO0001606 0FF0 31
45: 8801 mov rd,dword ptr ds:[r0] RAT Fatrit e .
4c:R9F1 v voxF I RDT  DOO00000000000ED a
4C:BIEA mov_rdx,rl3 rebe-uzl 8 00DDDGODODDOOED 3
FF15 7B3E2400 @l qword prr ds: [<EvirtualProtects | ! 5 00000DI6080FEF28 °
v kB 03 jmp ffmpeg. 7FFFOBETELFA /10 DO000/FFBOFFODAD ntd] 1. 000075 F BOFFODAD
45:31F6 xor rldd,r l d r11 [ 246 L'#'
48:8500 test rbx - RH 00000120 30F iIiZAE "ladh®pa™
~ 74 08 je H-pgg Jrrruc!(m; R ( -
45:8909 wov Fex , Fhx e 15 14 000001703C]83FE0
ES 19780800 Gl ffmpeg. /FFFDEFOSDZ0 < »
. F 4D:8B5F6 test rld, rld -
DBE7E20A ~ 74 08 je Fmpeg. TFFFOBETE2LA | Default (x4 fastcall) =5 = | unlocieed
J ° L€ b J 1: rex 000D01203C1831C0
| 3 ravonanzer zansaonon R
4: r9 000000160BOFEF 28
- text: (0007FFFOGETELD Ffmpeg. d11:S4E104 A4D5D4 < : ’ >

Womp: @ oump? P oumps P oumps P oumps BB wachi e Locis ;K[Im ;

Address

000001 2D3CT84 SC8
000001 203CTR4 506
000001 203C1B45e8 | 00 00 BE OO
000001203C1B45FE | 00 00 00 C 00 an 00{ 00 n\J 00 00| 00 00 00 00

DO00GO000004 5000
& | 000001/03CIBI000 | L Windows\\Start Memu’ \Programs)\Tools™
00000120 3IDAS4040 -
00000016080FFOTC | “aUN"

& | 0000000000000080
DO00G0000000M000

- D000000000000000
000001 203C184608 | 00 00 DO 0D 00 00 00| 00 00 00 00) OO 00 00 ﬂ] P 0 i DO00GOOO0004 3808
000001 203C164618 | 00 00 O€ 1IF * 'y & | D04 DRODOOOD0S
000001203C16462¢ | 54 68 B9 73|20 70 72 6F| 67 72 61 60] 20 63 61 6 - 003850001ANE0208

000001203C 184638 | 68 6F 74 20) 62
000001 203C1Bd64e | 53 20 6D 6F 00j 00 00 00 00) s
000001 203C1n4058 | 00 00 10 84 7 d E5| 24 2a 54 €5 .
00000L203C1BA668 | 24 2a BT 97|27 26 51 E5(24 2a B7 97|21 28 CE K3

000001203C1B4678 | 24 2A B7 97|20 26 59 E5| 24 2A 36 90) 20 28 5B ES

20 44 4F

Fig.12 - Decrypted second stage payload

The Stage-2 DLL further downloads the Icon file from the following Github repository as
shown below. We observed in some cases that the second stage decrypted DLL would
sleep for more than 7 days before communicating with the C2 server.

loc_180011590:

mov [rsp+BA8h+var_878], rl3d

mov [rsp+8A8h+hMem], r13

nop word ptr [rax+rax+20h]

mov réd, rlad

lea rdx, aHttpsﬂsuGithub ; "https://raw.githubusercontent.com/IconS". ..

lea rcx, [rsp+8AShsBuffer]l - Ruffer

call sub 180011Dce | const wchar_t aHttpsRawGithub

lea rax, [rsp+8AghaHttpsRawGithub: ; DATA XREF: sub_180011500+A3t0
mov [rdi], ri15 text "UTF-16LE", 'https://raw.githubusercontent.com/IconStorages/imag'
mov [rdi+8], rax | text "UTF-16LE", 'es/main/icon%d.ico"’,@

lea r9, [rsp+8ASh+hMem]

Ta= - Fomem s OAOK s vomem OO0

Fig.13 - Second Stage payload downloads icon files from GitHub Repository

The github repository consists of multiple icon files as shown below. These icons are been
downloaded by the Stage-2 DLL.
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=) IconStorages / images Public

<> Code () Issues 11 Pull requests (®) Actions E Projects @ Security |= Insights

¥ main - P 1branch  ©0 tags m
lconStorages Add files via upload e934e60 2 weeks ago  {5) 17 commits
[ README.md ate README.md months a
O iconQico Add files via upload months ag
O icontico Add files via upload } months ag
O icon1ico Add files via upload 2 weeks ago
O iconlico Add files via upload 2 months age
[ icont2ico Add files via upload 2 months a
[ icontdico Add files via ad 2 months a
D iconl1d.ico Add file U ad 2 months ac
@ icontSico Add files via upload 2 months ago
O icon2ico Add file 3 upload 3 months ag
[ iconlico Add files via upload months a

Fig.14 - Github Repository hosting multiple icon files.

Further the Stage-2 DLL reads the icon file and parses the encrypted string present at the
end of the downloaded icon file and passes it to the ico_decryption() function.

omp réb, 24h
jnz short loc_1808116B8

‘! -
CE|

mov ecx, edx

add rcx, rsi ; psaString

call ico_decryption

mov rbx, rax

thee

4% T2 R T T TChERS Tl

‘ENDERB |, SKQAMAKO=YL Tlr"H?Fl Dkt r‘-’l"ﬂ 41.@‘3\ h'H’ xQrtz F‘ 3o "f-:r"n 1 0XudB8sKqvl2+HMhy{GOHCPfpd0+ikKal6BAHrKE161/1i2vZ24s0x33xBXadRI0OxGU2d] yP2MgSTJi

Fig.15 - Parsing of the Encrypted string in the ICON File

The encrypted string from the icon file is base64 decoded and then passed to a decryption
routine as shown below in the screenshot.The decrypted string in this case is the C2 URL:
https[:]//glcloudservice[.Jcom/v1/console
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s
mov [rsp+0ABh+pdwFlags], rbp ; pdwFlags
lea rax, [rsp+0A8h+var_50]
mov [rsp+0ABh+pdwSkip], rbp ; pdwSkip
mov r9, rsi ; pbBinary
mov réd, 1 ; dwFlags
mov [rsp+BA8h+pcbBinary], rax ; pcbBinary
mov edx, ebx ; cchString
mov rcx, rdi ; pszString
call cs:CryptStringToBinaryA loc_180010DDO:
xor eax, eax mov ecx, eax
imul edx, r9d, 12BF507Dh
. . . shl ecx, 5
Icon File Decryption Routine — eox, ecx
mov r9d, rled
mov ECK, eax
shr ecx, 7
xor eax, ecx
add edx, 12D687h
mov ecx, eax
shl ecx, 16h
xor eax, ecx
mov ecx, r8d
imul r9, rdi
imul r8d, edx, 12BF507Dh
add r9, rcx
mov rled, rod
ge—— | -1 -l

Fig.16 - Decryption of C2 URL from the encrypted string parsed via the ICON File

Further the malware performs HTTPS requests to the C2 URL as shown in the screenshot
below from the Zscaler Cloud.

a8 T T AN Ut o2 1114/ 5 .0 (Windows NT 18.8; Wino4; x64) AppleMebKit/537.36 (KHTML, like Gecko) 3CKDesktopapp/18.11.1197

hrome/102.8.5005.167 Electron/19.1.9 Safari/537.3§

1.860 glcloudservice.com/vl /console 0z111a/5.8 (Windows NT 18.8; Wint4; x64) AppleWebKit/537.36 (KHTML, like Gecko) 3CKDesktopApp/18.11.1197
hrome/102.0.5085.167 Electron/19.1.9 Safari/537.34

Fig.17 - HTTPS Requests to the C2 URL seen in the Zscaler Cloud

At the time of analysis the C2 Domains were down. The expected response would be in
JSON format consisting of encrypted data which is then decrypted by the decryption routine
before the final payload is executed on the infected machine.

Based on the blog published by Sentinel One, the final payload delivered on the target
machines in the supply chain attack was an Infostealer with capabilities such as collecting
system information and browser information such as saved credentials from the Brave,
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https://www.sentinelone.com/blog/smoothoperator-ongoing-campaign-trojanizes-3cx-software-in-software-supply-chain-attack/

Chrome, Edge, and Firefox

Affected 3CX Versions:

Following are the affected versions announced by 3CX:

Affected 3CX Electron Windows App Versions:

» 18.12.416
e 18.12.407

Affected Electron Mac App versions:

18.11.1213
18.12.402
18.12.407
18.12.416

loCs:

File Name

Md5

3CXDesktopApp-18.12.416.msi

Oeeb1c0133eb4d571178b2d9d14ce3e9

3CXDesktopApp.exe

704db9184700481a56e5100fb56496¢ce

ffmpeg.dll

cb01ff4809638410a531400a66376fa3

d3dcompiler_47.dll

C2 Domains:

82187ad3f0c6c225e2fba0c867280cc9

akamaicontainer[.Jcom

akamaitechcloudservices[.Jcom

azuredeploystore[.Jcom
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https://www.3cx.com/blog/news/desktopapp-security-alert/

azureonlinecloud[.Jcom

azureonlinestorage[.Jcom

dunamistrd[.Jcom

glcloudservice[.Jcom

journalidel[.]Jorg

msedgepackageinfo[.Jcom

msstorageazure[.Jcom

msstorageboxes[.Jcom

officeaddons|.Jcom

officestoragebox[.]Jcom

pbxcloudeservices[.Jcom

pbxphonenetwork[.]Jcom

pbxsources|.Jcom

qwepoi123098[.Jlcom

sbmsal.]wiki

sourceslabs[.Jcom

visualstudiofactory[.]Jcom

zacharryblogs[.Jcom
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msedgeupdate[.]Jnet
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