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Key Points

+ Xloader is a popular information stealing malware family that is the successor to Formbook.

¢ In early 2020, Formbook was rebranded as Xloader and the threat actors moved to a malware-as-a-
service (MaaS) business model, renting C2 infrastructure to customers.

o Xloader implements different obfuscation methods and several encryption layers to protect critical parts
of code and data from analysis.

e The developers behind this malware family continue to update the code with improved obfuscation and
encryption layers with each new version that is released.

¢ In January 2023, Zscaler ThreatLabz identified a new variant of Xloader that identifies itself as version
4.3 with several modifications including additional obfuscation.

Introduction

Xloader is a rebranded version of the Formbook information stealing malware, which has been sold in
criminal forums since 2016. The threat actors behind this malware family have been updating and improving
the code regularly. In early 2020, the malware was rebranded as Xloader. In early 2022, the threat actors
released Xloader version 2.9, which introduced significant improvements to obfuscate the malware code and
data including the list of command-and-control (C2) servers. In October 2022, ThreatLabz identified a new
Xloader version labeled as 3.9. In January 2023, the threat actors released Xloader version 4.3. Across
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Xloader versions, the group has modified the malware’s obfuscation techniques including adding numerous
layers of encryption with code that recursively decrypts other blocks of code until reaching the core
functionality that decrypts the most sensitive data (also encrypted with multiple layers).

This blog post analyzes the encryption algorithms used by Xloader to decrypt the most critical parts of the
code and the most important parameters of the malware’s configuration. The analysis is performed on the
latest version of Xloader 4.3. ThreatLabz has also created an IDA Python script to decrypt Xloader’s code
and data to facilitate analysis.

Technical Analysis

Basic Algorithms and Structures

Formbook and Xloader have evolved along the years with new layers of obfuscation added in each new
version. However, there is a set of basic algorithms that have been used since the first versions of Formbook.
These algorithms are combined in different ways to decrypt other blocks of code and data. The primary
algorithms that are shared between different versions of Xloader are the following:

e Custom RC4: an RC4-based algorithm with two additional layers based on subtraction operations.

o Custom buffer decryption algorithm: a custom algorithm used by Xloader, mainly used to decrypt the
first encryption layer of the PUSHEBP data blocks (described in the following sections).

e Custom SHA1: a SHA1 hash is calculated and the result is reversed DWORD by DWORD.

There is also a large global data structure that is used to store important information. When Xloader is
executed, this structure is allocated and initialized with information from PUSHEBP data blocks, or from
hardcoded values in the code. This structure contains data and encryption keys that are used by other parts
of the code. Previous blog posts have referred to this structure as the ConfigObj, with fields that are used to
store flags, encryption parameters, pointers, etc. The most important offsets in the ConfigObj structure are
identified in Table 1.

Offset Description Size
0x00 Value Oxffffffff 0x04
0x04 Pointer to a second PE header used for process injection (e.g., explorer.exe) 0x04
0x08 Result of RtlGetProcessHeaps() 0x04
0x48 Branch ID — XLNG (XORed with 0x3c) 0x04
0x90 Pointer to an extended config (located in memory following the ConfigObj structure) 0x04
0x2DC Decrypted content of the PUSHEBP block 2, which is an array of API hashes 0x220
0x510  Array of library and process names hashes 0x254
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Offset Description Size

0x828 Seed of a random number generator (RNG) used by the malware 0x4

0x83C Flag indicating that Xloader has generated the parameters necessary for the 0x4
communications with the C2

0x970 The Xloader version number (XORed with 0x3c) Ox4

0x990 RC4 key used to decrypt other parameters 0x14

0x9A4 RC4 key used to decrypt other parameters (this key is the SHA1 of the decrypted content 0x14
of the PUSHEBP block 5)

OxCE8 RC4 key used to decrypt the C2s list 0x14

Table 1. Important Xloader 4.3 ConfigObj fields.

Encrypted PUSHEBP Data Blocks

Throughout the Xloader code there is a set of encrypted data blocks with the structure shown in Figure 1.
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loc_41E3C4:

call 45
pop eax
retn

push ebp
mov ebp, esp
db 22h ; "
db 35h ; 5
db 8&h ; 3
db 8Alh ;
db Bagh ; ©
db @DDh ; ¥

Figure 1. Xloader PUSHEBP encrypted block

This structure is designed to resemble the beginning of a function, but are in fact blocks of encrypted data
such as encryption keys and encrypted strings. These data blocks are decrypted using a custom buffer
decryption algorithm. Table 2 shows the PUSHEBP encrypted blocks that were found in Xloader 4.3.

PUSHEBP Block Number Description Size
PUSHEBP Block 1 Encrypted strings 0xA82
PUSHEBP Block 2 AP| CRCs 0x222

PUSHEBP Block 3

Encryption key involved in C2 communications 0x15
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PUSHEBP Block Number Description Size
PUSHEBP Block 4 Encryption key used to decrypt other data 0x14
PUSHEBP Block 5 Hardcoded C2 0x78
PUSHEBP Block 6 API CRCs 0x310

Table 2. PUSHEBP encrypted block contents

Encrypted PUSHEBP Functions

Formbook and Xloader also contain functions that decrypt code.

to Xloader 2.9) is shown in Figure 2.
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An example function to decrypt code (prior

push ebp

mov ebp, esp
sub esp, 53Ch
push ebx

push esi

push edi

inc Bcx

dd 49989a898h 3 DECRYPT C2 LIST BEGINNING TAG
db 6Eh ; n

db  9Fh ; ¥

db 7eh ; p

db @gEsh ; &

db 9

db 52h : R

db @Esh ; &

db @Dzh ; O

db 43h ; C

db 78h ; x

db @ash ; ¥

db @AEh ; ®

db each ; -

db 1éh

db 2Dh ;

db 46h ; F

db 77h ; w

db @C8h : E

dd 98989898h 3 END TAG
db 5Fh ;

¥

Figure 2. Encrypted code in earlier versions of Xloader and Formbook

This code starts with the well-known function preamble push ebp / mov ebp, esp, followed by a tag identifying
the encrypted code (0x49909090 in Figure 2), the encrypted code, and an ending tag 0x90909090.

In older versions, the code was decrypted using a custom RC4 algorithm with a key stored in the ConfigObj
structure. In Xloader version 2.9, the code retained the custom RC4 algorithm and added a layer of
encryption with a second key built on the stack, as shown in Figure 3.
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oy LEUp==20 ], a1
lea eax, [esi+12@4h] ; ConfigObjExt + 1284h - key to
; decrypt extra layer decoy c2

push eCx

push eax

mov [esi+2CDeh], edx

mov dword ptr [ebp-@B4h], @C99E8331h ; key build in stack and
; copled to extended ConfigObj

mov dword ptr [ebp-@Beh], 728688C6h

mov dword ptr [ebp-8ACh], 34BCBBESh

mov dword ptr [ebp-8ASh], GE4D5AAB4h

mov bl, 8AZh

mov dword ptr [ebp-8A4h], BAB9E31FSh

mov byte ptr [ebp-8ABh], @
call memepy

Figure 3. Decryptor of the PUSHEBP functions in Xloader version 2.9

In Xloader version 4.3, there are still PUSHEBP encrypted functions. However, the tags identifying the start

and the end of the encrypted code have changed, and now they appear to be random bytes. Figure 4 shows
an example of an encrypted function in Xloader 4.3.

EncryptedFuncl

proc near
push

mowv
sub

push

iush esi

ebp
ebp, esp

esp,

ebx

2Ceh

Figure 4. Encrypted PUSHEBP function (Xloader version 4.3)

Figure 5 shows the code that decrypts a PUSHEBP function (e.g., the

function DecryptCriticalCodeType1_Set_909090909090), which accepts two encrypted tags and an ID value.

Inside the decryptor, another 0x14 byte key is constructed dynamically in the sub-

function init_key_encrypted_funcs, XORed with a DWORD (XOR key 1) and XORed again with the ID value

passed as an argument and another hardcoded DWORD (XOR key 2). The resulting 0x14 byte key will be

used to decrypt the encrypted code using Xloader’s custom RC4 algorithm. The same RC4 key is also used

to decrypt the encrypted TAG1 and TAG2, which are passed as arguments to the decryptor to derive the
starting and ending tags that delimit the encrypted PUSHEBP function.
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int _ cdecl call EmcryptedFuncl(_DWORD *al, int aZ)

int result; // eax
Ld.ut\[],ff'
h]

tagl for funcl

tag2 for funcl

result = Decryptcrltlcalcuderypei Set_9@9@90909090(
id for funcl

(unsigned
(Ll igned

3)s

if ( result )
Encryptedfuncl{sl, 22);

return

result;

Encryptedfuncl proc near

push ebp
mov ebp, esp
sub esp, 2C8h
push  ebx
iush esi
i
:: ZFE | 1d of the _i'um:tinn
db 34k | looking like random
db e0Bh | hytes
db 35h ;
db @E4h
db @D7h
db 7
db 8EDh | encrypted code
db @ECh
db 9
db 8czh

yptlriticalCodeTypel_Set_0@989@989898( [ BYTE =_cdecl init_key_encrypted_funcs(int al)
nfig0Bj,
int v2[8); // [esp+@h] [ebp-28h] BYREF
=arg_tag 1,
*arg_tag 2, memset (&2
rg_zerobuf) 2[8] =|exc4ESTEAF;
2[1] =|ex91388C64; | init key
2[2] =|ex2225EF@A;
/2[3] =|exD476BFEC; )
w73 I esi s2[4] =|ex4a616c850; xor key 1
int 1 "1 edi xor_array_5_dwords(v2, [@x18276036] ;
unsigned int v9; // esi / return Sub_41B718 Transfer_Data(al. . @x14):
_BYTE *j; // edi
int vil; // [esp+ah] |
char u12[5?2], 1
int v13; //
int vid; // [esp
unsigned int v15;
Vil = @
Sub_418798_Init_Memory(v12, @, @x H
1t = Sub _414338_Set. cons:anwzg?p g_Config0Bj, &v11);
RD *}(arg_Conf, o+ 4
v15 - 8xla;
init key encrypted funcs((n—r)( g_ze + 2)); 4
xor_array_5_dwords{arg_zerck + 2, a d ’*, xor key 2
decrypt_type2_rcdbased(arg 1, 6u, (int)(arg_ Tr2));
decrypt_type2_rcdbased(arg (int)(arg_zerchbuf + 2));
T
if (vE ) func start id == red(tagl, init_key " xor_key_1 ™ arg_id ™ xor_key_2)
{ o ! _Key_. _Key_.
for ( i = vi4; !Sub_41BA2@_Compare_AsciiString(arg tag 1, i, 6u); +#i
1
if ( +4+v7 3= w15 )
return @;
3=
)1 4
= (_BYTE *){i + 6); v9 < v15; +9 )

func end id == reditagl, nit_key " xor_key_1 * arg_id " xor_key _2)

—
if ( Sub_41BA2@ Compare_AsciiString(arg_tag_2, (int)&j[v9], 6u) )
break;
ex9e9e929@;
4] = ex9ese;
decrypt typez rc4base:l
- T17 = funcioned

Figure 5. PUSHEBP function decryption code (Xloader version 4.3)

After the code is decrypted, the delimiter tags are replaced by 90 90 90 90 90 90 (NOP) opcodes. Figure 6
shows an encrypted function before and after being decrypted.
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EncryptedFuncl proc near

push ebp

mov ebp, esp
sub esp, 2Ceh
push ebx

iush esi

db 6

.| id of the function
db  34h : looking like random
db @DBh hytes

db @EDh | encrypted code

EncryptedFuncl

var_2Ce
var_2BC
var_2B4
var_2Be
var_2AC
var_2/8
var_Ae
var_9C
var_ge
var_78
var_34
var_18
var_14
var_1e
var_C
var_g
var_4
arg_@
arg_4

Figure 6. Example PUSHEBP function decrypted (Xloader version 4.3)

Encrypted NO-PUSHEBP Functions

proc near

= dword ptr -2C@h
= byte ptr -2BCh
= dword ptr -2B4h
= dword ptr -2B@h
= dword ptr -2A&Ch
= byte ptr -248h
= dword ptr -248h
= dword ptr -9Ch
= dword ptr -88h
= byte ptr -78h
= byte ptr -34h
= byte ptr -18h
= byte ptr -14h
= dword ptr -1@h
= word ptr -@8Ch
= dword ptr -8
= dword ptr -4
= dword ptr 3
= dword ptr 8Ch

push
mov
sub
push
push
nop
nop
nop
nop
nop
nop
push
lea
push

nnzh

ebp
ebp,
esp,
ebx
esi

284h
eax,

A

esp
208h

[ebp+var 2BC]

In Xloader version 4.3, a new type of encrypted function without the push ebp / mov ebp esp preamble has

also been introduced. The limits of the encrypted code are located by searching for two tags that identify the

start and the end of the block. Figure 7 shows the code responsible for determining the limits of a NO-

PUSHEBP encrypted function.
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== BXFAB122D4 )
2;

else
t B‘ t = (arg_e O(GKS‘IEDDZ() “ @x1FF13A12; BYTE *__cdecl OBFUS_Decryptor_Using pushebp_blkS_6_customrcd multiplelayers{ConfigOhj
- a; { — - | e -
- al int pushebp_blk_5; // eax
=e; ) int pushebp_blk_6; }'.I'
27 - oxcoAss36D; cher dst[123]; 7/ [espich) [ebp-Edn) BYREF
T easaanan. int shal_pushebp_| bik _5[26]; // [esp+ash] [ebp-68h] BYR
28 = i
29 = @xBIA4TOBC; dst[@] = @;
" = @xFB32ADFS; UTIL Init Memory(&dst[1], @, @x79u);
( +) pushebp_blk 5 = OBFUS_get pushebp blk 5();

// Find start of encrypted code

while ( *(_DWORD *)&encrypted_code[v2] 1= tag start )
if ( +4v2 3= w34 )
gote LABEL_22;

5@ = 63;

UTIL_Do_Init _Memory({char *)&arg @, (char *)4);
VB = B
if ( arg @ == @xFAB122D4 )

@ + @xS4EDDIC) A @x148BBTF2);

*)&v9[v18] != tag_end )

if (010 3= wil )

while ( *(_E¥TE *
{

}
8 = vie; P
} e
._18: /{ decrypt layer 1 -
0BFUS_decrypt_type2_rcdbased(encrypted_code + 4, v8, (int)&v1->shal_pushebp_blk_5);

k 5 42, @x78u);

k_b6 = OBFUS_get_| pushebp hlk ﬁ()
CIEFUS FF_EncodeFunction((int)&conf ->field 58C, pushebp_blk_
OBFUS build key xor with confuoh ‘.I.bG[f nt)configobj, &co
0BFUS_malware_shal_init(shal
CIEFUS_sha_Stir_\falue(' al
0BFUS_sha_Mix_68h_Value((int)
UTIL_Transfer_Data((int)&configC

5+ 2, 8x310u);
nfiglbi-»field 996);

blk_5);
shal_pushebp_blk_5, shal pushebp blk 5, @x14);

goto LABEL_18; p

EncryptedCodeNoPushEBP1 db  Sih
db &0h
db k]
db @aah
db aDsh
db 63h ; ¢
db 46h ; F
db aceh
db  8lh
db @B4h
db 8B8h
db 55h ;L
An Tah - o

Figure 7. NO-PUSHEBP decryption code limit identification and layer 1 decryption (Xloader version 4.3)

The custom Xloader RC4 algorithm is again used to decrypt the encrypted code with two layers and two
different keys. The encryption key for the first layer is calculated in another function and stored in the global
structure ConfigObj (the value is the result of Xloader’s custom SHA1 algorithm of the decrypted content of

the PUSHEBP data block number 5). The encryption key for the second layer is built on the fly: an initial key
is built on the stack and XORed with a DWORD (XOR key), producing the final key (Xloader never hardcodes

exact values including for encryption keys and delimiter tags). Figure 8 shows the code involved in the
decryption of the second layer for one of the encrypted NO-PUSHEBP functions.

El:

Dc Init _Memory_3F_if_@xFAB122D4_return_8_else_xor_al_S4edd2c(@x24A7588
3 == @x18;

ex5B8922840;
exECDF2CC6;
6x13483169;
BXE592F893;
exA3A6AB40;

2[5], @, exC);

memset (8
i ( lus
y Find start of the encrypted block, the

id is not hardcoded, it's calculated mixing

while ( *(_DWORD *){v2 + v24) != id
{

if ( 4402 >=
goto LABEL 7;

other hardcoded values

xor_array_5_dwords(in key _nopushebp2, [@xB873600
d_2|= De_Init_Memory 3F_if_exFAB122D4_return_@_ else xor_al_S4edd2c(ex1D27B6C4

DecryptCriticalCodeType2_noPUSHEBPhdr_set_9@9@9@9@ecBb55( —

(_BYTE *)(v2 + v24 + 4),
F_I t)init_key_nopushebp2,
1);
¥
EL_?7
e = {char *}{(int (__cdecl *){int *))EncryptedCodeNoPushEBP2)(al);

_—

cdecl DecryptCriticalCode

ype2_noPUSHEBPhdr_set

unsigned int vS; // esi
unsigned int v6; // ecax
int v8[2]; // [esp+8h] [ebp-8h] BYRE

a;
@;
)

—~ 0

.if ]
i

while ( *(_DwoRD *)&buf[ve] != id 2 )} Find end of the encrypted block
{
if (446 >= ad )

goto LABEL_6;

Vs = vB}

ABEL _E
L[decrypt_typgz_rmbaspd(i if, vS, key);

IF (a5 )

{
- ’ Set pushebp/mov ebp,esp once code is decrypted
VAT o=ee®5% | and at the end of the black 90 90 90 90
Sub_418718_Transfer_Data((int)(buf - 3), v8, 3);
Sub_418718_Transfer_Data((int)&uf[vs], &4, 4);

}

return v5;

Figure 8. NO-PUSHEBP layer 2 decryption (Xloader version 4.3)

After the code is decrypted, the tag before the encrypted code is replaced by the opcodes EC 8B 55 (push
ebp / mov ebp esp function preamble). The tag after the encrypted code is replaced by 90 90 90 90 (NOP)

opcodes.

08989898ec8b55(
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Encrypted Configuration

The most important parameters of Xloader’s configuration are stored in the PUSHEBP encrypted data blocks
or calculated from hardcoded constants (that are also obfuscated).

Encrypted Strings

The encrypted strings in Xloader are stored in the PUSHEBP data block 1. All the PUSHEBP data blocks
have to be decrypted with the custom buffer decryption algorithm as explained before. Once the block is
decrypted, the result is a sequential list of items that have the following format:

struct encrypted_string {
BYTE length;
BYTE content[length];

3

Each string is decrypted with the custom Xloader RC4 algorithm and an encryption key stored at offset 0x990
in the ConfigObj. This RC4 key is generated in the function shown in Figure 9.

*__cdecl OBFUS_GenKeys_ConfigObj(ConfigObj *configlbj) DWORD * decl 08FUS_build_key_xor_with_configobj_1b8{int al, _DWORD *a2)

{
int pushebp_blk_5; // ea _BYTE v3[a]; // [¢
int pushebp blk_6; // ea int va; /[
char pushebp_blk_5_dec[123]; // [«
int cur_shal[26]; //

pushe 5 [e] = @; =

UTIL_Init Menory (Boushebp bl ec[1], @, ex79u); o
= 0BFUS_get_| push:bp blk_S(); o

0BFUS_FF Encoszun:t:on({ nt) ’ o bl T 4 2, @x78u);

= OBFUS_get_ pushe:p blk_&();

>ke_-¢‘_55|’_ F E + 2, @x318u);

GBFUS_buA]d _key_xor_with_configobj_1be({fint) . & -rkey_998); r ] B

= - 5y H *(_DWORD *)v3 = @xE4011093;
08FUS_sha_Stir Value(cur_shal, r 1 jec, Bx7B); - exBIOSDAFE;
OBFUS_sha_Mix_6@h Valdef{ nt)cu 1); 5 = 8)(53[-5[:8!2,
UTIL, Tr‘ansfe-* Data(f -»shal_pushebp blk 5, cu 21, @xla); = BxFF@5FCT2;
0BFUS_decrypt_type2_ rcabucd(& -3key_58C, 8x318u, (int)& -»shal_pushebp_blk_5); ! = @xD3BEGCIF;
0BFUS_malware_shal_init( 11); UTIL_Transfer_Data((int)az, v2, @x14); T
0BFUS_sha_Stir_Value(cur 1, &configObi->key_99@, @xid4); return OBFUS xor array 5 dwords(aZ, *( DWORD [*)( + ex1B@));
08FUS_sha_Mix_6@h_value({int) 1) L
08FUS_decrypt_type2_ rcahased(s -rkey_S8C, 8x318u, (int) ' e
0BFUS_malware_shal_init( 11) 3 T—
0BFUS_sha_Stir_Value( , Beonfiglbi-s>key_58C, @x318); e
0BFUS_sha_Mix_68h_Value({int) S H -
return OBFUS decrypt type2 r‘cﬂhased{& f —3key 990, @xldu, (int)cu 1 ~text:10418D86 (7 B6 BO @1 @8 8@ CC C@ FC @3 mov [esi+ConfigObj.field_188], 3FCCRCCh

Figure 9. Generation of the RC4 key for encrypted strings (Xloader version 4.3)

ThreatLabz has reproduced this algorithm to decrypt the encrypted strings in Xloader 4.3 in Python. The
code is available in our GitHub repository here.

Encrypted C2s

The Xloader configuration contains a C2 that is stored separately from another list of C2 domains. The C2
that is stored separately was thought to be Xloader’s real C2 and the other C2s were used as decoys.
However, in more recent versions of Xloader, real C2s are likely hidden among_the list of decoy C2s. In fact,
the author behind Xloader has made significant efforts to protect the list of C2s that were previously thought
to be decoys.

Hardcoded C2

The code shown in Figure 10 is responsible for decrypting the hardcoded Xloader C2.
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L - UJ

memset({v27, @, sizeof(v27));

vE = @)
UTIL Init Memory(but, 8, @x27u);
UTIL Init Memory(MemocryTop, @, @x58u);
*(_DWORD *)(al + @x1Be) = @x3FCCecC;
vS = OBFUS get pushebp blk 4();
OBFUS_FF_EncodeFunction((int)&v19, v5 + 2, @x1l4u);
OBFUS build key xor with_configobj 1b8(al, &v11});
vE = OBFUS get pushebp blk 5();
OBFUS FF_EncodeFunction(({int)&v3, ve + 2, 8x78u);
OBFUS _customrcd with_shal decrypted pushebp blkl as key(&v3);
UTIL Transfer Data((int)v27, &vi, 22);
OBFUS_decrypt_type2 rcdbased(v27, @xl6u, (int)&v1l};
OBFUS_decrypt_type2 rcdbased(v27, @x16u, (int)&v10};
if ( !a3 )

HIWORD(v22) = @;
if ( *( DWORD *)v27 == ".www' )

w3 o= 45
v7? = UTIL_strlen{& 27[v :]}
UTIL Transfer Data(a2, &v27[v3], v7);

Figure 10. Hardcoded C2 decryption (Xloader version 4.3)

The code in Figure 10 combines a set of operations based on Xloader’s various encryption algorithms and
the data stored in the PUSHEBP data blocks to generate the encryption key necessary to decrypt the
hardcoded C2 (which is stored in the PUSHEBP data block 5).

C2 List

As previously mentioned, there is another list of C2s that may contain decoy C2s and real C2s. In Formbook
and in earlier versions of Xloader, these were stored as an encrypted string with no additional layers of
encryption. In Xloader 2.9, the developers introduced an additional custom RC4 layer and Base64 encoding
for the C2 list as shown in Figure 11.
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XLOADER version 2.9:

for ( 1 =8; i < Ox1C48; i += @x388 )
if { ConfigObjExt[8xB34] != v7 &8& ConfigObjExt[@xS8E] != w7 )
1

memset{v26, "."};

memset( (char *)&v22, "@");

w19 = 8

Sub_41B798 Init_Memory(vie, 8, @x286u);

memset((char *)(i + ConfigObjExt[@xAF7]), @x388u);

*(_DWORD *)(ConfigObjExt[@xAFY] + 1 + @x2E4) = (((_BYTE)w7 - 1) * (unsigned _ int8)sub_41C788()) & 1;

v = strlen(&v24);

memcpy {ConTigObjExt[@xAFF] + 1 + B48, &v24, v3);

memcpy ( (int)v2e, w32, 4);

current pos decrypted domain table = &vi26[strlen(v26)];

StringsDecryptor2((int)ConfigObjExt, (int}&w22, (unsigned _ int8)*({&rand_table + rand_table_index});

11 = baseb4_decode{current _pos_decrypted domain_table, &v22};

decrypt_type2_rcdbased(current_pos_decrypted_domain_table, w11, (int){ConfigObjExt + @x481));

= SFITM{ VIO Jy

m;mcpy(CcnfigEbjExi[@xAF?] + i + @x2F@, w26, vl2); Additional layers
XLOADER version 2.5:
for ( 1 =8; 1 <« @xlC48; i += Bx338 )
if ( *(_DWORD *)}(ConfigObjExt + @x1178) != v7 )

1
domemset({(int)v2l, 48);
memset(v1ls, @, sizeof(v1S));
domemset{i + *({ DWORD *)(ConfigObiExt + @x14A4), Bx388);
*( DWORD *)(*(_DWORD *}(ConTigObiExt + @x14A4) + i + @x48) = (((_BYTEW7 - 1)
* (unsigned _ int8)TickCountWithoutfpi ()) & 1;
v = strlen(vze);
memcpy (*( DWORD *}(ConfigObjExt + ex14A4) + i + 135, v2@, v9);
memcpy ( (int)vzl, w23, 4);
vl@ = strlen(v2l};
StringsDecryptor2(ConfigObjExt, (int)&v21[v1e], (unsigned __ intB)*(&v24 + v7));
vll = strlen(v2l});
memcpy (i + *({_DWORD *)(ConfigObiExt + @x14A4), w21, will);

Figure 11. Additional encryption layer for the C2 list (Xloader version 2.9)

In Figure 11, the function StringsDecryptor2 decrypts the first layer of the encrypted strings. In version 2.9, an
additional Base64 layer is decoded followed by a layer of custom RC4 decryption. In Xloader version 4.3,
they have added an additional encryption layer to this C2 list. Figure 12 shows the code responsible for
decrypting these new layers.
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— . 2[99] = @x623048C;
XLOADER version 4.3: -[100] - ex31F1BES;
do [181] = @x1BOFBFED;
{ [182] = @x530B448;
if ( configobi-»field 2868 != v8 ) s[1e3] = ex2B1E8CB;
{ :[184] = @x384DF83;
if ( *(_BYTE *)stringID } vE[185] = @x1886@EAS;
{ vE[186] = Bx12A6278;
UTIL_Do_Init_Memory(Me p, (char *)"."); vE[187] = @xBBFB4T4;
UTIL_N Init_Memory((char *)&output_stagel _domain, (char *)°@); vE[188] = @x1823446;
= v5[189] = Bx196DFF46;
urIL Inl‘t _Memory (v22, @, exzeﬁu}- [118] = @x1969A55C;
UTIL_Do_Init Memory(( r *)}(vie + conf -»field 44ES} (char *)ex394); 5[111] = @x9ABCSBE;
*(_DWORD =)(vie + gobi->field . 44E8 + @x38C) = (((_BYTE)vE - 1) * (unsigned _ ints)UTIL_RMG()) & 1; [112] = @x3E41B75;
11 = UTIL strlan(g 2633 5[113] = @x1SCE1BBF;
UTIL_Transfer_Data(v1@ + configo ;->[ield_ﬁ4EB + 0x334, Bv26, vil); °[114] = @x1AE2648;
UTIL TransFer Data(( nt JMemoryTop, w36, d); [115] = @xFB7FE46;
put_st nobazefd « BMemoryTop[UTTL strlen{MemoryTop)]; [116] = @xFBABCSS;
0BFUS strlngDecryptorz with_extra_{2 layer( [117] = @x2B1C30EF;
\ [118] = @x2382BFE;
(int)ko [118] = ex2e154; \
*(uns | * s[120] = ex15141D02;
13 = OBFUS_| bn5:54 d:(.odc{..: utput_stagel domain); c[121] = ex311paces; % Table of 4-bytes length keys.
0BFUS, dccrypt _type2_| \r'(.4bu5:d( g 13, (int)8configobj->key_1_decoy_C2s); 5[122] = exd4AERC32; A Each position in the table is a
\ H;:} - zﬁg:g::;?‘ key for one of the encrypted
N\, /| vE[125] = ex1194960; stngs
Y, / [126] = @x27D1A926; /
\ / vE[127] = @x5C2ASE3; /
\ 7 vE[128] = @x22A3C37; /
, / vE[129] = Bx43EB3A; /
b V4 v5[138] = Bx9FBABFC;
Al J =[131] = @x25D9CE1; I
fint __cdecl OBFUS StringDecryptor2 with extra C2 layer(ConfigObj “configt / 5[132] = BxB43D124; /
H [133] = @x26803512; /
gned int8 buf; // [esp+4h] [ebp-184h] BYREF Vs 5[134] = @xCADAT4E; 2"
char HE.DryTDp[QSQ], /! [esp+5h] [ebp-183h] BYREF Vi 5[135] = @x3ET1194;
2[136] = Bx3F757E4; !
buf = @; / f =(_8 )ve[as CAOH
UTIL_Init_Memory(MemoryTop, 5; 9K193U)> / return OBFUS_base64_customRC4_reencode_base6s(
0BFUS, strlngnecryptorz( i, (int)8bu ing id + @x49); /
Additional decoy C2 return OE’,:L,'S,F:STG“»,:;i:emm:‘ r::ncade basesa hlrdcodzd _key_for_ C2s( Tt decodes the first BASEG4 layer, decrypts the first layer
encryption layer Bbuf using the key in the table and custom RC4, and encodes

in BASE64 again

utput_stagel_domain,
ing id + @x49)

Figure 12. New encryption layer for Xloader’s C2 list (Xloader version 4.3)

In the new version, the C2 list is first Base64 decoded and a custom RC4 layer is decrypted. A table of 4 byte
keys is built on the stack. Each position of the table corresponds to a C2. Once decrypted, this custom RC4
layer is Base64 encoded again. After the new additional decryption layer is complete, Xloader decrypts the
same layers as version 2.9: decoding the Base64 layer again and decrypting an additional custom RC4 layer
with a key stored in a sub-structure of the ConfigObj. The way that this key (for the last RC4 layer) is
generated has also changed in Xloader 4.3. Figure 13 shows the code generating the RC4 key for the last
encryption layer of the C2 list.

.text:1842B603 8B 75 @3 mov esi, [ebpt+configobj]

.text:1842B606 3B BE 90 00 20 @0 mov edi, [esi+ConfigObj.configObj_Extendedl]

Jtext:1842B68C 33 CO xor eax, eax

.text:1842B60E 89 85 4@ FF FF FF mov [ebptvar_ce], eax

.text:1842B614 89 85 44 FF FF FF mov [ebpt+var_BC], eax

.text:1842B61A 89 85 438 FF FF FF mov [ebp+var_B8], eax

Ltext:1842B6208 C7 86 68 26 @@ @0 A @0 @0 88 mov dword ptr [esi+2B68h], @Ah

.text:1842B62A C7 85 2C FF FF FF 3F 49 F3 9C mov dword ptr [ebp+var_build_keyl decoy_C2s], 9CF3493Fh

.text:1842B634 C7 85 3@ FF FF FF 63 1B A2 7B mov [ebpt+var_D@], 7BA21B63h

.text:1842B63E C7 85 34 FF FF FF B@ 43 DA @7 mov [ebpt+var_CC], 7DA43B8h

.text:1e42B648 C7 85 38 FF FF FF 47 C1 ED 37 mov [ebp+var_C&], 37EDC147h

Ltext:1842B652 C7 85 3C FF FF FF A4 21 23 E6 mov [ebpt+var_C4], 8E62321A4h

Ltext:1842B65C 86 97 8C 2@ @@ @@ mov edx, [edi+288Ch]

text:1842B662 52 push edx The key to decrypt the last decoy C2s'
.text:1842B663 8D 85 2C FF FF FF lea eax, [ebpfvar_build keyl decoy C2s]  .,ceom RO layer is huilt on the stack
.text:1842B669 5@ push eax

fah and xored with a DWORD previously
S_xor_array_5_dwords kept in the ConfigOhjExtended

Ltext:1842B66A B3 A4 mov bl,
.text:1842B66C ES E2 EF FE FF
Ltext:1e42B66C

Ltext:184169A5 C7 87 D8 @3 @@ @@ DC E@ C9 22 mov dword ptr [edi+3D8h], 22C9E@DCh

_text:184169AF C7 87 8C @@ @@ @@ 9C 83 43 @5 mov dword ptr [edi+8Ch], 543839Ch|; ConfigObjExtended = *(DWORD*)&ConfigObj[@x9@]
.text:184169AF ; edi = ConfigObjExtended + @x2eee

Ltext:184169AF ; *(DWORD*)(edi + @x8c) = @x543839C -> key xor DECOY C2s key
.tEx‘t:lMlGQBQ C7 87 EC &4 @@ @b 98 85 68 @9 mov dword ptr [edi+4ECh], 96885398h

Figure 13. Key generation for the final encryption layer of the C2 list (Xloader version 4.3)

As shown in Figure 13, the key is built on the stack and it is XORed with a value from the ConfigObj that was
initialized previously in a different part of the code. Once this last layer is decrypted, the plaintext C2s are
obtained.
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Branch ID and Version Number

In previous versions, the Xloader branch ID and version number were sent in the registration packet to the
C2. The format of the registration packet (before the last two RC4 layers) was the following:

XLNG BotID Version Number Operating System Base64(Username)

XLNG is the tag for the Xloader branch (FBNG was the branch ID for Formbook).

In Xloader version 4.3, the registration packet sent to the C2 includes an additional encryption layer as
shown in Figure 14.

EE&'rEI]&&EFd ptr ds:[rsi-aszu]
mov edx,dword ptr ss:lrbp+éF]

movw rcx,qword ptr ss:[rbp+é7] [rbp+&7] : "FPKT2Z : xk1oHTgUi BSbwary2 TG /+eBC 2 yQ="
lea r&,qword ptr dsi[rl2+rill+z?A)
|call pcs3zsz rc4

moyw edx,dword ptr ss:[rbp+éF]
Figure 14. Xloader 4.3 Registration packet with additional PKT2 layer

This new encryption layer is marked with the tag PKT2. Communications are performed in the context

of explorer.exe (previously injected). However, this registration packet is built in the first injected process (a
hollow process) and copied to the context of explorer together with the rest of the injected code. That first
injected process exits after injecting into explorer, so the registration packet under the last encryption layer
marked with the PKT2 tag is no longer in plaintext after the first injected process terminates.

The PKT2 packet is built in one of the NO-PUSHEBP encrypted functions. That function is decrypted and
executed in the context of the first injected process. The code first builds a string with the same format as the
registration packet in previous Xloader versions as shown in Figure 15.

001500%C |58 4C 4E 47 |3A 39 46 29|41 32 44 34[00 34 2E 33 |XLNG:9F9A204.4.3
OD150DAC | 3A 57 &9 GE |64 &F 77 72|20 31 30 20|45 &E 74 &5 | :iwindows 10 Ente
0D15D0BC |72 70 72 69|73 65 20 78|36 34 3A 00|00 00 00 00| rprise xéd4:.....
Q0150DCC| 00 00 OO0 OO/QO0 QO OO0 QODI00 0D 00 OOI00 00 00 00l snanasnnnnns

Figure 15. Registration packet with the new PKT2 encryption layer

However, as we can see in Figure 15, Xloader 4.3 introduces a NULL character separating the bot ID and the
malware version number. This added NULL byte is likely a coding error.

Figure 16 shows how the first registration packet is constructed (marked with XLNG tag) and encrypted with
RC4 and encoded with Base64, and then concatenated to the PKT2 tag to generate the final registration
packet.
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mov dword ptr [ebptvar_44], "2TKP® ; PKT2 mev €31, LEOpFErE_v)
mov [ebp+var_s4+4], 3Ah ; ':° v edi, [“'?wah]. . .
call OBFUS_xor_array_5_dwords lea eax, [es:l-l{onflgob]‘verslon_xo‘r:ed_Bc_bytelj H Lo
push 5 == _,'_:Lnt e P. hon?xor(b \x@84\x12\xef\x06", b"\x3c\
lea ecx, [ebptvar_44] 7
push ecx ; _BYTE * :‘E: 1‘ ; Bytesize

. 5 ;

;::h ::1‘ [edi+sech) ; int mov [esiﬂonfigob'_li,ver‘s:ion_x ed_3c_bytes], cl
call UTIL Transfer Data : mov [ebptptr_version xored 3c], eax
N T arg_@:*Destination , arg_4:*Source ,arg_8:ByteCount Wv byte Etr.Ff:ﬂ‘ N |

7 L T
:::h :dx, [ebp+arg_e]; int lea ecx, [ebptvar_127]
push edx : BYTE * pu5: ebx ; InitData
<. us| ecx ; MemoryTo

;::h :::, [ebpwar_dzal-riﬁ:h] smv word ptr [ebp+var_74], )S(Ahp; R
call UTIL_Transfer Da;a 3 mev dword ptr [ebp+var_74+2], ebx

- T ; arg_0:*Destination , arg_4:*Source ,arg_8:ByteCount mov [ebpivar_GE], ebx
mov ecx, [ebptptr_version_xored_3c] / :: EeEpi‘-‘.-ar‘_Z;Jl, ::x
:z: E:::::::“;;S;?egza’ 3ch ; decrypt branch / |m0v ;-or:i ptr_[e;.i-i-Con'FigObj.uersion_xered_Bc_hyr_eﬂ, @F12h

- febhnt al
r r R [eoptarg By —oax

:zr E:::‘:::r:iig%: gg: / mov byte ptr [eax], 64h ; 'd’
yor [ebptvar_124], 3ch V4 mov dword ptr [esi+45h], 6787278h
push a = . int yd mov [ebp+var_s4], 32826C3Ch
push eex : BYTE * / mov [ebp+var_68], 349C508Ch
lea edx, [ebptcp versi;n] mov [ebp+var_5C], BDCCFeBlh
push  edx A / mov [ebp+var_58], @E55329D8h
call UTIL_Transfer_Data ; / mov [ebptvar_S4], SDGGF733h

- T i a @:*Destination , arg_4:*Source’,arg_8:ByteCount e [ebp+var_s@], ebx
xor byte ptr [ebptcp version], 3Ch ; decrypt version ) mev [ebptvar_4c], ebx
xor byte ptr [ebptcp_version+l], 3Ch mev [el?p+‘{ar_48], =bx
xor byte ptr [ebp+cp_version+2], 3Ch add edi, 20000
xor byte ptr [ebp+cp_version+3], 3Ch
lea eax, [ebptvar_42B8+383h)
add esp, 48h
push eax ; eax —>-| XLNG:9F9A2D4||\xee I4,3:Nindows 1@ Enterprise x64:
call UTIL_strlen
push eax ; int
lea ecx, [ebptvar_428+383h] g
push ecx 3 _BYTE *
lea edx, [ebptvar_42B+7Fh] \
push  edx 5 int extra null
mov [ebp+arg_@], eax
call UTIL_Transfer_Data ;

; arg_@:*Destination , arg 4:*Source ,arg_8:ByteCount
push ebx
lea eax, [ebp+var_428+1@3h]
push eax ; eax —>-|\"NRtaH4= (base64 ‘admin') ‘
lea ecx, [ebptvar_42B47Fh]
push ecx 3 ecx -3 XLNG:9F9A2D4
call UTIL_Transfer_data_after_set_null ; Built string: "XLNG:9FIA2DAYWRtakd="
mov ebx, [ebptarg_e]
add ebx, [ebptvar_a4]
lea ecx, [ebptvar_64]
push ecx ; rc4 key
lea edx, [ebptvar_428+7Fh]
push ebx
push edx 3 edx -> "XLNG:9F9A2D4YWRtakd=""
call 0BFUS_do_Rc4_InitByteTable
push ebx
lea eax, [ebptvar_42B+7Fh]
push eax
lea ecx, [edi+511h]
push ecx
call 0BFUS_Encode_Base64
; arg_8:fcontrolBlock+@x14a8 , arg_4:*AsciiString , arg_c:Stringlength

push esi ; esi -»| "PKT2:xkJoHTgUiBSbWarY2TG/+6BC2yQ=" (registration packet)
call UTIL_strlen

Figure 16. Xloader version 4.3 registration packet construction

However, because of the coding error previously mentioned (an extra NULL character after the bot ID) the
final registration data contains just two fields for the XLNG branch and bot ID as shown below:

XLNG BotID

The PKT2 tag is then prepended with the RC4 and Base64 encoded data as follows:

PKT2 RC4 BASEG64(registration_data)

As a result, the version_number, operating_system and user_name is never sent to the C2. This bug will
likely be fixed in future versions of the malware.
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Figure 16 also shows that the branch ID and version number are no longer hardcoded unlike previous
versions, with the encrypted version number and branch ID decrypted with an XOR key (0x3c).

Tools

Zscaler ThreatLabz has developed an IDA script to decrypt the Xloader’s encrypted code. The code is
available in our GitHub tools repository here.

Conclusion

Since its inception, the Formbook and Xloader malware families has been a prominent threat. The threat
actors behind it continue to update and improve the malware code in an effort to hinder analysis. In the most
recent version, the threat actors increased the level of complexity yet again with additional layers of
encryption for critical parts of the code and important data. However, Zscaler researchers have been able to
unravel these obfuscation layers and analyze the key components of the malware code.

Cloud of Sandbox Detection

@5>zscaler cloud Sandbox

SANDEOX DETAIL REPORT

Report 1D (SHA): 18F 701AC...

CLASSIFICATION

Class Type Threat Score
Malicious

Catogory 100
Malware & Botnet I g

VIRUS AND MALWARE

No known Matware found

STEALTH

* Injects A PE File Inta A Foreign Processes
« Binary Contains A Suspicious Time Stamp
« Creates A Process In Suspended Mode (Likely To Inject Code)
+ Sample Uses Process Hollowing Technigue
* System Process Connects To Netwark
Disables Applicatson Efror Massages

EXPLOITING

+ Known MDS
May Try To Detect The Windows Explorer Process

WghRE  ® Modeste ek LowSek

Analysis Performed: 25/01/2023 10:16:22

MACHINE LEARNING ANALYSIS

SECURITY BYPASS

» Maps A DLL Or Memory Area Inta Ancther Process

» Queues An APC In Anathar Process

= Sample Execution Stops While Process Was Sieeping (Likely An Evasion)
» Sample Sleeps For A Long Tima (Installer Filas Shows Thesa Property)
= Allocates Memory In Foreign Processes

» Creates A Thraad In Another Existing Process

= Modifies The Context Of A Thread In Anather Process

SPREADING

= C2 URLs / IPs Found In Malware Configuration

PERSISTENCE

* Drops PE Files To The User Root Directory
« Creates An Autostart Registry Key
Creates Temporary Files
Drops PE Files

[~

File Type: exe

MITRE ATTACK

This repart contains 18 ATTACK techniques mapped ta 8 tactics

NETWORKING

« HTTP GET Or POST Without A User Agent
» Snort IS Alert For Metwork Traffic
Downloads Files From Web Servers Via HTTP
Found Strings Which Match To Known Social Media URLs
Perfarms DNS Lookups
Posts Data To Web Server
Sample HTTP Request Are All Non Existing, Likety The Sample Is No Longer

INFORMATION LEAKAGE

= Tries To Harvest And Steal Browser Information

» Tries To Search For Mail Accounts

SYSTEM SUMMARY

» Found Malware Configuration

= Annarmal High CPU Usage

» Contains Thread Delay
Binary Contains Paths To Debug Symbols
Checks If Microsoft Office Is Installed
Classification Label

Creates Window Controls

Zscaler's multilayered cloud security platform detects Xloader and Formbook indicators at various levels, as

shown below:

Indicators of Compromise

Variant Version SHA256

XLoader 4.3

Botnet

9e1b4f2d408e187ca641c0c16269069d0acabebae15514418726fbc720b33731  6qne
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Variant Version SHA256 Botnet
XLoader 4.3 f55ce0741ed4615bae5646c644b3a971323ac344b12693495d5749c688d5d489 6gne
XLoader 4.3 3bd86f3906f59f627bf65664d2bfacf37a29dbaafeae601bafb5eeb544396f26¢ 6gne
XLoader 3.9 8e12b85676aaf45a93c91e2db2065151e19f184907da6d85701ac3b13d0e6052 nvp4
XLoader 3.9 6a726fb5c93adbae0f3061b40b19745587c0114deb86bd72c90acdd69242cbe0  nvp4

Network Indicators

Type

Harcoded C2 domain

Domain

jourmoe[.Jcom

C2 list domain

060jinbo[.Jcom

C2 list domain

10086253[.Jvip

C2 list domain

117ygh9x[.Jcom

C2 list domain

365-8119[.]com

C2 list domain

365heji[.Jcom

C2 list domain

4tx[.Jru

C2 list domain

667fm[.Jcom

C2 list domain

991-touring].]info

C2 list domain

abttt[.]win

C2 list domain

adacaranya[.Jcom

C2 list domain

allforfun[.]Jonline

C2 list domain

allison2patrick[.]Jonline

C2 list domain

applicationsdown].]store
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Type

Domain

C2 list domain

apsocreto[.Jonline

C2 list domain

avdeeval.]info

C2 list domain

betfury-platform[.]net

C2 list domain

bilpoinsaat[.]Jnet

C2 list domain

bocc].]Jlive

C2 list domain

bookinbournemouth[.]Jco[.Juk

C2 list domain

botanica-online[.Jru

C2 list domain

byfuture[.]biz

C2 list domain

canlicerrahi[.]xyz

C2 list domain

ceu84g[.Jcom

C2 list domain

chiyigian[.Jnet

C2 list domain

christmatoy[.Jcom

C2 list domain

cinemamaxz[.Jcom

C2 list domain

coffeelectro[.Jonline

C2 list domain

dedmorozvidos|.]store

C2 list domain

difozaal.]life

C2 list domain

dugebitv4[.]xyz

C2 list domain

eatgre[.]wiki

C2 list domain

expertponto[.Jcom

C2 list domain

farmanow[.]xyz
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Type

Domain

C2 list domain

flippingfrenzy[.Jcom

C2 list domain

g2fm[.]co[.]Juk

C2 list domain

ginaandhipa[.Jcom

C2 list domain

graciesvoicel[.]info

C2 list domain

guzmanmodels[.Jcom

C2 list domain

habka[.]Jonline

C2 list domain

hal-skincare[.]Jcom

C2 list domain

hiufouwnwk].Jshop

C2 list domain

hjiga[.Jcom

C2 list domain

huifeng-tech[.Jcom

C2 list domain

identowel[.]Jcom

C2 list domain

inigrey[.Jcom

C2 list domain

ituyiut[.]wang

C2 list domain

jimtrosper[.Jcom

C2 list domain

kajainterior[.Jcom

C2 list domain

loaddown[.]vip

C2 list domain

mgconsultantlogistics[.]Jcom

C2 list domain

myif4710k9ipidk2KKI[.]xyz

C2 list domain

najdlegend1[.Jcom

C2 list domain

nnhuigou[.Jcom




Type

Domain

C2 list domain

ogeil.]app

C2 list domain

poweroffer[.]net

C2 list domain

realtxt[.]co[.Juk

C2 list domain

seeword[.]site

C2 list domain

solutionsquik[.]Jnet

C2 list domain

themas5erofssuepnsel[.]Jcyou

C2 list domain

uevj[.Jwin

C2 list domain

vowlashes|.]co[.Juk

C2 list domain

wanknumbers[.]Jco[.]uk

C2 list domain

wsavxrg[.]shop

C2 list domain
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