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This guide provides steps organizations can take to assess whether users have been
targeted or compromised by threat actors exploiting CVE-2023-23397. A successful exploit
of this vulnerability can result in unauthorized access to an organization’s environment by
triggering a Net-NTLMv2 hash leak. Understanding the vulnerability and how it has been
leveraged by threat actors can help guide the overall investigative process.

This document covers:

e An overview of the vulnerability

Exploit scenarios

Post-exploit activities observed in attacks

Techniques for determining if an organization was targeted or compromised via this
vulnerability

Mitigations available to protect your environment

Exploitation of CVE-2023-23397 leaves very few forensic artifacts to discover in traditional
endpoint forensic analysis. This blog describes how Microsoft Incident Response (previously
known as Microsoft Detection and Response Team — DART) was able to detect the abuse of
CVE-2023-23397 and how organizations can identify historical and present evidence of
compromise through this vulnerability.

This vulnerability triggers a Net-NTLMv2 hash leak. Abuse of the leaked Net-NTLMv2 hash
is post-exploitation activity. In this blog, we emphasize specific observed post-exploitation
activity that targeted Microsoft Exchange Server. However, there are numerous ways that a
leaked Net-NTLMv2 hash could be used by a threat actor.

Understanding the vulnerability (CVE-2023-23397)

CVE-2023-23397 is a critical elevation of privilege vulnerability in Microsoft Outlook on
Windows. It is exploited when a threat actor delivers a specially crafted message to a user.
This message includes the PidLidReminderFileParameter extended Messaging Application
Programming Interface (MAPI) property, which must be set to a Universal Naming
Convention (UNC) path share on a threat actor-controlled server (via Server message block
(SMB)/transmission control protocol (TCP) port 445).

In exploitation of CVE-2023-23397, threat actors can specify the value for the
PidLidReminderFileParameter in specially crafted messages to trigger a Net-NTLMv2 hash
leak to threat actor-controlled servers.
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The user does not need to interact with the message: if Outlook on Windows is open when
the reminder is triggered, it allows exploitation. The connection to the remote SMB server
sends the user’s Net-NTLMv2 hash in a negotiation message, which the threat actor can
either a) relay for authentication against other systems that support NTLMv2 authentication
or b) perform offline cracking to extract the password. As these are NTLMv2 hashes, they
cannot be leveraged as part of a Pass-the-Hash technique. All versions of Microsoft Outlook
on Windows are impacted. Outlook for Android, iOS, Mac, and users who use Outlook on the
web (OWA) without using the Outlook client are not affected.

Microsoft has traced evidence of potential exploitation of this vulnerability as early as April
2022.

This technique leverages the Transport Neutral Encapsulation Format (TNEF). TNEF is a
Microsoft-specific format for transmitting formatted email messages. A TNEF message
contains a plaintext version of the message and an attachment that packages the original
formatted version of the message. Typically, this attachment is named Winmail.dat. The
Winmail.dat attachment includes formatting, attachments, and Outlook-specific features such
as meeting requests including extended MAPI Properties. Details about TNEF can be found
here:

Outlook on Windows is designed to enable a user to specify a custom sound file associated
with a reminder.
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Figure 1. Setting a custom sound to play when a reminder is triggered in Outlook on
Windows client

Modifying this value sets the PidLidReminderFileParameter extended MAPI property, which
is stored as a property associated with the specific mail object. A tool such as MFCMAPI
(see https://github.com/stephenegriffin/mfcmapi) can be used to view extended MAPI
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properties associated with an object. In the following screenshot, the value of the
PidLidReminderFileParameter is shown set to reminder.wav, the PidLidReminderSet is
“True”, and the reminder times are set to occur in the past.

Test Message add a reminder file parameter! - 0 X
Actions  Property  Tools

Name M Other Names Tag Type Value Value

UMI PidLidReminderFileParameter 0x801B001F PT_UNICODE reminder.wav cb::

|E| PidLidReminderSet 0x8011000B PT BOOLEAN True

@PidLidReminderSignalTime 0x80180040 PT_SYSTIME 11:00:00.000 PM 3/20... Low

@PidLidReminderTime 0x80160040 PT_SYSTIME 11:00:00.000 PM 3/20... Low I

PidLidSideEffects 0x81330003 PT_LONG 0 0x0

(W] PidLidSmartNoAttach 0x8135000B PT_BOOLEAN False

El PidLidTaskComplete 0x80CCO00B PT_BOOLEAN False

@PidLidTaskDueDate 0x801F0040 PT_SYSTIME 12:00:00.000 AM 3/2... Low

PidLidTaskMode 0x81370003 PT_LONG 0 0x0

Properties retrieved from item Properties: 208
Figure 2. Resulting extended MAPI Properties and their values as a result of customizing the
sound to play when reminders are triggered as seen using MFCMAPI.

To further deceive users, threat actors may also set the PidLidReminderTime property to
remain dormant in the mailbox until a future date.

The affected Net-NTLMv2 hash belongs to the user signed in to the Windows device where
the Outlook client application is running, regardless of the identity that received the malicious
message. If the user does not dismiss the reminder/task Outlook alert or the reminder is
recurring (i.e., fires multiple times), the user’s Net-NTLMv2 hash can be leaked multiple
times.

Note: Interaction based on the WebDAV protocol is not at risk of leaking credentials to
external IP addresses via this exploit technique. While the threat actor infrastructure might
request Net-NTLMv2 authentication, Windows will honor the defined internet security zones
and will not send Net-NTLMv2 hashes. In other words, an external threat actor can only
exploit this vulnerability via the SMB protocol. If a target device can communicate to external
threat actor infrastructure over port 445 (SMB), Net-NTLMv2 hashes might be sent; however,
if this communication via SMB is not possible, Windows will fall back to leveraging WebDAV.
WebDAV will set up a connection with the threat actor infrastructure, but Net-NTLMv2
hashes will not be sent.

Observed post-exploitation actions

In a recent engagement, Microsoft Incident Response has observed additional post-
exploitation activities following exploitation of CVE-2023-23397. The presence of artifacts
associated with these post-exploitation activities can strongly suggest compromise of user
accounts. These post-exploitation activities include:
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Initial access (authentication bypass):

Using a Net-NTLMv2 Relay attack against Exchange Servers (NOTE: Azure Active Directory,
the default authentication service for Exchange Online, is not directly susceptible to a Net-
NTLMv2 relay attack. However, it is possible that a federated identity provider may be
susceptible).

Credential access/lateral movement:

Using the Exchange Web Services (EWS) API to send additional messages with the
malicious value of the PidLidReminderFileParameter extended MAPI property to users inside
and external to the organization.

Discoveryl/persistence:

Using the EWS API to enumerate folders in a compromised user’s mailbox and changing the
mailbox folder permissions using the UpdateFolder API so that any authenticated user can
access all mailbox folder content with “owner” privileges. This technique established
additional persistent access to contents of user’s mailboxes even if a password was reset or
otherwise remediated.

The following diagrams show initial access using a Net-NTLMv2 Relay attack, persistence
via modifying mailbox folder permissions, and lateral movement by sending additional

malicious messages.
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NetNTLM NTLM relay
v
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Attacker-controlled HH Victim Exchange EWS Update folder
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Figure 3. Observed threat actor exploitation of CVE-2023-23397 to gain unauthorized access
to Exchange Server and modify mailbox folder permissions for persistent access to the
mailbox.
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Figure 4. Observed threat actor activity to extend their access in a compromised

environment by using a compromised e-mail account to target other members of the same
organization.
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Threat hunting guidance: Evidence of targeting

Organizations should use an in-depth and comprehensive threat hunting strategy to identify
potential credential compromise through CVE-2023-23397. While running the Exchange
scanning script provided by Microsoft is an effective first step, this script does not provide
visibility into malicious messages for all scenarios.

o Outlook allows users to open multiple mailboxes at the same time. If a user has
configured their Outlook to open mailboxes from multiple e-mail services, a malicious
message received through one of those other services will still trigger the vulnerability
but that message is not in the scanned mailboxes. (Note: Independent of what mailbox
or the identity used to access the mailbox, if a malicious message is received, the
credential that will leak belongs to the identity currently signed in to the Windows
device.)

o Users may move messages to a local file (PST). Local e-mail stores are not scanned
when scanning the Exchange environment. Archived messages may show evidence of
a prior compromise. If the local files are open in Outlook, messages can still trigger the
vulnerability.

If messages have been deleted from Exchange (some organizations may have a policy
limiting data retention), then the messages will no longer be available in Exchange.

If no suspicious or malicious values are identified through the Exchange scanning script,
organizations should also hunt for known threat actor indicators of compromise (IOCs)
related to the exploitation of this vulnerability.
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For example, if IP addresses and URIs are extracted from the PidLidReminderFileParameter
values, incident responders should review all available security telemetry for presence of
these newly identified indicators. Data sources can include:

o Firewall logs

e Proxy logs

e Azure Active Directory sign-in logs for users of Exchange Online

 |IS Logs for Exchange Server

¢ VPN logs

o RDP Gateway logs

o Endpoint telemetry from an endpoint detection and response (EDR) solution if available
» Forensic endpoint data such as windows event logs from end user systems

For example, using advanced hunting in Microsoft Defender for Endpoint, multiple tables can
be queried simultaneously to uncover activities related to IP address indicators:

//Search for activity around IOAs
let IoCs = dynamic(["<IP Address 1>","<IP Address 2>"]);
let range = ago(30d);
union (DeviceProcessEvents | where Timestamp > range | where ProcessCommandLine
has_any (IoCs)),
(DeviceNetworkEvents | where Timestamp > range | where RemoteIP in (IoCs) or
LocalIP in (IoCs)),
(DeviceLogonEvents | where Timestamp > range | where RemoteIP in (IoCs))
| extend SignatureName = tostring(parse_json(AdditionalFields).SignatureName)
| project-reorder Timestamp, DeviceName, ActionType, LocalIP,RemoteIP,
RemotePort,SignatureName, ProcessCommandLine
| sort by Timestamp desc

Hunting strategically

There are several approaches to identifying whether your organization was targeted,
including the following (ordered from the most high-fidelity to more anomaly-based
approach):

¢ Review suspicious messages, calendar items, or tasks with reminders that were
reported by users
o Examine network logging and endpoint logging for evidence of known atomic indicators
e Scan Exchange for delivered messages with the PidLidReminderFileParameter set
e Hunt for anomalous behaviors based on:
NTLM authentication involving untrusted or external resources. This can be
observed in Exchange Server logging, Microsoft Defender for Identity, and
Microsoft Defender for Endpoint telemetry.
WebDAV connection attempts through process execution events.
SMBClient event log entries.
Firewall logs for suspicious outbound SMB connections.
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Review suspicious messages, calendar items, or tasks reported by users

Users in targeted organizations will have received messages with the malicious value of the
PidLidReminderFileParameter value set. In some cases, users may have reported these
suspicious messages, tasks, or calendar invitations to their security team. A high-level
investigation of messages potentially exploiting CVE-2023-23397 may not reveal any overt
malicious elements, as embedding malicious URLs or other content in the message body
itself is not necessary. A deeper analysis of the message’s extended MAPI properties
(specifically, the PidLidReminderFileParameter value) is required to confirm if it is malicious.

Scan for messages with malicious properties

Organizations should search their Exchange environment for messages where the
PidLidReminderFileParameter value is set. Microsoft has provided a script to enable
organizations perform this search here, including instructions:
https://microsoft.github.io/CSS-Exchange/Security/CVE-2023-23397/.

The script produces a CSV file enumerating each message that has the
PidLidReminderFileParameter property set, and will report on targets that are local on the
computer, internal to the network, or on the internet. Any messages identified where this
property references a server in the “InternetZone” should be considered malicious.
References to intranet servers should also be carefully analyzed. Figure 5 depicts a sample
output from this script.

Mailbox Id IltemType Sender  Recipient Subject DateReceived PidLidReminderFileParameter Cleanup
AdeleV@MSDx1 38 AMMEADQINTOL Calendar Testing PidLidReminderFileParameter  3/21/2023 1:24:00 PM  c\myreminders\folder\sound. wav N
AdeleV@MSDx138E AAMKADQ3NTQ: Calendar Testing PidLidReminderFileParameter  3/21/2023 1:22:13 PM  \\malicious-domain.com\folder\sound.wav N
AdeleV@MSDx138E AAMKADQINTCL Calendar Testing PidLidReminderFileParameter  3/21/2023 8:24:01 AM Y \folder\sound.wav N
AlexW@MSDx1388 AAMKADZIYTIYT Calendar Testing PidLidReminderFileParameter  3/21/2023 10:21:44 AM Y\outlook.intra\share\notification.wav N
AlexW@MSDx 1388 AAMKADZIYTIJYT Calendar Testing PidLidReminderFileParameter  3/21/2023 10:16:46 AM Y \folder\sound.wav ]

Figure 5. Sample output for PidLidReminderFileParameter detection script.
Customers with a large number of mailboxes in Exchange may consider customizing the
script logic strategically, by:

« Initially targeting high-value users by specifying a list of mailboxes of interest.

o Timeboxing: As the first known exploitation of this vulnerability was in April 2022
performance can be improved by prioritizing a search from 2022 onwards. It is still
recommended to search further historically as well, however with lower priority, as it is
possible this exploit was used prior to April 2022.

Running multiple concurrent scans across different user mailbox sets by using batching
(see script documentation).

If any suspicious or malicious messages are identified via this script, organizations should
further triage their environment, including:

» examination of the targeted users’ logon behaviors
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 hunting for further presence of any malicious domains or |IP addresses in available
network and endpoint logging.

Artifacts on endpoints

Organizations should review SMBClient event logging, Process Creation events, and other
available network telemetry to identify potential exploitation via CVE-2023-23397. To
determine whether any such exploitation led to a threat actor gaining unauthorized access to
the environment, analysis of authentication events, network perimeter logging, and
Exchange Server logging (if Exchange Server is used by the organization) will be
instrumental.

Microsoft-Windows-SMBClient/Connectivity event logs
This event logging channel records server errors and warnings for both SMB and WebDAV

connections, and provides a source to identify potential compromise through CVE-2023-

23397, as it may reveal failed outbound connection attempts to threat actor-controlled
infrastructure.

The ServerName field in Eventlds 30800, 30803, 30806, 30804, and 31001 should be
monitored for non-trusted servers, as illustrated in Figure 6.
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14 Event Properties - Event 30803, SMBClient X

Details

Failed to establish a network connection.

Error: {Device Timeout}
The specified |/O operation on %hs was not completed before the time-out period expired.

Server name:

Server address: 445

Instance name: \Device\LanmanRedirector
Connection type: Wsk

Guidance:
This indicates a problem with the underlying network or transport, such as with TCP/IP, and not with SMB. A firewall
that blocks TCP port 445, or TCP port 5445 when using an iWARP RDMA adapter can also cause this issue.

Log Name: Microsoft-Windows-SMBClient/Connectivity

Source: SMBClient Logged: 3/18/2023 8:20:53 PM
Event ID: 30803 Task Category: None

Level: Error Keywords: (64)

User: SYSTEM Computer: outlookl.outlook.intra
OpCode: Info

More Information: Event Log Online Help

Copy Close

Figure 6: Sample event where SMB traffic was blocked in the firewall.

It is critical to note that the presence of these events cannot be used to confirm whether
credentials were leaked, and can only be used as evidence that an outbound connection
attempt was made by the device but failed (due to a protocol or network error). Microsoft
Incident Response observed during an engagement that a device affected by CVE-2023-
23397 attempted to connect multiple times to threat actor infrastructure, failing occasionally
and producing these event log entries, but otherwise successfully leaking credentials to the
threat actor.

WebDAV Process Creation events

If SMB traffic to the internet is blocked by your organization or otherwise fails, Windows will
fall back to using WebDAV to attempt to complete the connection. This behavior, paired with
CVE-2023-23397 execution, results in a potentially unique Process Creation event and
command line parameters that organizations can hunt in endpoint detection and response
(EDR) telemetry or other endpoint logging (such as Sysmon logs, as depicted in Figure 7):

e Parent process command line: C:\Windows\system32\svchost.exe -k LocalService -p -s
WebClient
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e Child process command line: rundll32.exe
C:\Windows\system32\davcint.dll, DavSetCookie <IP Address> hxxp.//<Threat actor
IP>/folder/sound.wav

It is possible that the filesystem URL may not have a traditional .wav file extension.

ii] Event Properties - Event 1, Sysmon ot

Details

OriginalFileName: RUNDLL3Z.EXE

CommandLine: rundll32.exe C:\Windows\system32\davclnt.dll, DavSetCookie

http:// ‘folder/sound.wav

CurrentDirectory: C:\Windows\system 32\

User: OUTLOOK\azadmin

LogonGuid: {502fb383-6770-6419-daba-420000000000}

Logonid: Ox426ADA

TerminalSessionld: 2

IntegrityLevel: High

Hashes: SHA256=B53F3C0CD32D7F20849850768DA6431E5F876B7BFAG61DBOAAO700B02873393FA
ParentProcessGuid: {502fb383-68f2-6419-d 102-000000000e00}

ParentProcessld: 9364

Parentimage: C:\Windows\System 32\svchost.exe

ParentCommandLine: C:\Windows\system 32\svchaost.exe -k LocalService -p -s WebClient

ParentUser: NT AUTHORITY\LOCAL SERVICE ¥
Log Name: Microsoft-Windows-Sysman,/Operational
Source: Sysmon Logged: 3/21/2023 8:24:39 AM
Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
Level: Information Keywords:
User: SYSTEM Computer: outlookl.outlook.intra
OpCode: Info

More Information: Event Log Online Help

Copy Close

Figure 7: Sample WebDAV process create event

It is critical to note that the presence of this process tree in your environment cannot be used
to confirm whether credentials were leaked. It can only be used as evidence that a message
exploiting CVE-2023-23397 was delivered, triggered an attempted outbound SMB
connection/credential leak to threat actor infrastructure, but failed in the given instance as
credentials cannot be leaked through WebDAV with this vulnerability. If this failure was the
result of a transient network issue (rather than SMB being blocked deliberately and
systemically), it is still possible that credentials may have been leaked.

Exchange Server logs

For organizations using Exchange Server, there are several log sources that can provide
value in hunting for indicators of attack or compromise through CVE-2023-23397. These log
sources may potentially reveal unauthorized access to Exchange Server via a Net-NTLMv2
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Relay attack, as well as possible post-exploitation activities. These logs do not provide value
in determining whether a NTLMv2 hash was leaked, however.

Microsoft provides this tool to enable organizations to collect relevant Exchange Server logs:
https://microsoft.github.io/CSS-Exchange/Diagnostics/ExchangelogCollector/.

Microsoft Incident Response recommends collecting all logs with the -AllPossibleLogs
command line flag; however, a more minimal collection can be obtained using the following
flags:

e -EWSLogs

e -IISLogs

e -PowerShellLogs

o -Serverinformation

e -ExchangeServerinformation
e -MessageTrackinglLogs

e -OWALogs

Collected logs can be reviewed by ingesting_them into Azure Data Explorer, Log Analytics in
Azure Monitor, or another SIEM or log parsing utility (such as Log_Parser Studio).

Exchange IIS logs

Analysis of IIS logs from Exchange Server (or, if the server is behind a reverse proxy, the IIS
logs from the proxy server) can provide insight into potential threat actor behavior.

NOTE: If Exchange Server is protected by a reverse proxy, client IP values (cIP) in logging
will only show the IP address of the proxy server. In this case, access to logs from the proxy
is critical to determine if connections originated from untrusted IP addresses.

Reverse Proxy Logs

If a reverse proxy is implemented and configured to register headers, such as those that
include authentication methods and Net-NTLMv2 negotiations, it is possible to identify Net-
NTLMv2 Relay behavior. Microsoft Incident Response was able to leverage these logs in a
recent engagement: certain users appeared to authenticate from their appropriate and
expected workstations, but the authentications originated from IP addresses associated with
threat actor infrastructure.

EWSLogs

Exchange Web Services (EWS) logs include the AuthenticationType. If a Net-NTLMv2 Relay
attack was leveraged against an EWS Endpoint, it can often be seen in these logs.
Strategies to hunt for anomalies in these logs include:

 Filtering EWSLogs by AuthenticationType for NTLM
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e Grouping by ClientlpAddress (NOTE: The external client IP address may need to be
parsed from the field, as it can contain the results of proxying the ClientIP to the
Exchange Server backend component. Fields will be in the form <Client/P>:
<PortNumber> <ProxiedIPAddress>).

e Group by the AuthenticatedUser

Any authentications using NTLMv2 originating from unknown or untrusted IP addresses
should be further examined. If a single external IP address is associated with multiple users’
authentications, and the IP address is not consistent with those users’ typical patterns of
behavior (based on factors such as geolocation, hosting provider, or User Agent string),
events associated with such an IP should be investigated further.

If a threat actor changes mailbox permissions or mailbox folder permissions as part of their
post-exploitation behaviors, SoapActions including “GetFolder”, “UpdateFolder”, and
“FindFolder” may be observed for the combination of the authenticated user and IP address.

If a threat actor attempts to access email for a compromised user, SoapActions including
“‘ResolveNames”,”GetDelegate”,”GetFolder”,”FindFolder”,”Findltem”, and “Getltem” may be
observed for the combination of the authenticated user and IP address.

The following Kusto Query Language (KQL) query can assist with parsing and summarizing
EWS logging for the purposes described above, if the relevant logs have been ingested into
Azure Data Explorer.

EWSLogging

| where AuthenticationType == 'NTLM'

| extend IpAddress = tostring(split(ClientIpAddress,":")[0])

| summarize count(), min(['DateTime']),max(['DateTime']),
make_set(SoapAction), make_set(UserAgent) by AuthenticatedUser, IpAddress

Exchange HTTP Proxy EWS Logs

HTTP Proxy EWS logs can be useful to identify the details of NTLMv2 authentications. The
user name, workstation name, and domain name can be extracted from those values using
the techniques described in

o https://community.pulsesecure.net/t5/Pulse-Secure-vADC/HowTo-Decode-and-log-the-

username-in-an-NTLM-connection/ta-p/28869
 https://davenport.sourceforge.net/ntim.html

Exchange Server Message Tracking Logs

Exchange Server Message Tracking Logs are useful to identify messages with certain
subjects or from certain sender IP address values. Refer to the following Microsoft Learn
pages for more details:
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 https://learn.microsoft.com/exchange/mail-flow/transport-logs/transport-logs?
view=exchserver-2019

e https://learn.microsoft.com/exchange/monitoring/trace-an-email-message/run-a-
message-trace-and-view-results

Additional indicators of compromise

Potential registry key modification

Microsoft Incident Response identified a registry key that can indicate that a reminder was
triggered for a Note or Task item. This registry key holds certain properties (e.g., location and
size) of the Ul window that is created when the reminder triggered. If a user has not used the
reminder functionality within Tasks or Notes, these registry keys will not exist. Figure 8
depicts the Task key as viewed in RegEdit:

o HKCU\Software\Microsoft\Office\<VERSION OF OUTLOOK>\Outlook\Tasks
o HKCU\Software\Microsoft\Office\<sVERSION OF OUTLOOK=>\Outlook\Notes

ﬁ’ Reqistry Editor - O X
Eile Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Office\ 16.0\Outlook\ Task

- PST Name Type Data
> I Resiliency ab| (Default) REG_SZ (value not set)
> &5 Search | 24| Frame REG_BINARY 01 00 00 00 2c 00 00 00 00 00 00 00 01
-~ Security
Setup
L |

Figure 8: Example registry key for a Task item.

The presence of these keys provides evidence that a user has received a reminder for a
Task or Note. If the presence of this registry key is identified, and appears to be anomalistic
for your organization, threat hunters should examine the user’s mailbox as well as
network/endpoint telemetry for further evidence of compromise using the techniques

described in this blog, especially by performing temporal analysis around the LastModified
timestamp of the registry keys.

Hunting for outbound SMB connections

Network perimeter telemetry and/or EDR data can be investigated for SMB connections
involving external IP addresses as part of a larger threat hunting strategy.

The following query can be used in the advanced hunting portal of Microsoft Defender for
Endpoint to further align SMB connections with Net-NTLMv2 behavior.
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The query will identify connections involving port 445 (standard for SMB) involving remote
public IP addresses. By filtering on both Local and Remote parameters, the query will also
include records of the NetworkSignaturelnspected ActionType. If threat actor infrastructure is
attempting to harvest Net-NTLMv2 credentials, the NetworkSignaturelnspected ActionType
should include a SignatureName of NTLM-Challenge. This indicates a Net-NTLMv2
negotiation was attempted.

For more information about the NetworkSignaturelnspected actions, check Hunting_for
network signatures in Microsoft Defender for Endpoint.

//Hunt for SMB to the internet

let range = ago(30d);

DeviceNetworkEvents

| where Timestamp > range

//Connections have RemotePort set to 445

//NetworkSignatureInspected have LocalPort set to 445

| where RemotePort == 445 or LocalPort == 445

| where not(ipv4_is_private(RemoteIP)) or not(ipv4_is_private(LocalIP))

| extend SignatureName = tostring(parse_json(AdditionalFields).SignatureName)
| project-reorder Timestamp, DeviceName, ActionType, LocalIP,RemoteIP, LocalPort,
RemotePort,SignatureName

| sort by Timestamp desc

NOTE: Organizations may consider filtering out their own public IP address space from the
query above.

Microsoft product detections

Organizations using Microsoft Defender for Endpoint or Microsoft Defender for Office 365
can identify threats using the following detections.

* Microsoft Defender for Endpoint provides detections with the following titles in the
security center can indicate threat activity on your network:
Possible target of Net-NTLMv2 credential theft — This detects specific attacks
observed by Microsoft prior to disclosure of the vulnerability and might not detect
variations on the attack after publishing.
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» Microsoft Defender for Office 365 detects messages exploiting this vulnerability and
shows administrators the following alerts to indicate that the file contains a critical
elevation of privilege exploit related to CVE-2023-23397:

Exploit_Office_ CVE_2023 23397 A
Exploit_Office_ CVE_2023 23397 B
Exploit_Office_ CVE_2023 23397 _C
Exploit_Office_ CVE_2023 23397_D
Exploit_Office_ CVE_2023 23397_E
Exploit_Office_ CVE_2023 23397 F
Exploit_Office_ CVE_2023 23397 _G
Exploit_Office_ CVE_2023 23397 _H

Recommendations

Microsoft Incident Response recommends the following steps to mitigate this type of attack
and the observed post-exploitation behavior:

o Ensure Microsoft Outlook is updated as soon as possible to mitigate the issue. If
patching is not immediately possible, ensuring you have implemented these security
best practices can help mitigate this threat:

Add users to the Protected Users group, which prevents the use of NTLM as an
authentication mechanism. This might impact applications that require NTLM, but
the settings will revert once the user is removed from the Protected Users group.
This makes troubleshooting easier than other methods of disabling NTLM
authentication. The Protected Users group provides credential protections
beyond disabling NTLM and should be used for high-value accounts, such as
domain administrators, when possible.

Block TCP 445/SMB outbound from your network by using a perimeter firewall,
local firewall, and through your VPN settings. This helps prevent the exploitation
of CVE-2023-23397 to send NTLM authentication messages to remote file
shares. For remote users, it is important to check split tunnel VPN settings to
ensure outbound traffic is blocked when they are not on your corporate network.

o For organizations leveraging on-premises Microsoft Exchange Server, apply the latest
security updates to ensure that defense-in-depth mitigations are active.

* Where suspicious or malicious reminder values are observed, make sure to use the
script to remove either the messages or just the properties, and consider initiating
incident response activities.

e For any targeted or compromised user, reset the passwords of any account logged in
to computers of which the user received suspicious reminders and initiate incident
response activities.
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https://learn.microsoft.com/windows-server/security/credentials-protection-and-management/protected-users-security-group?ocid=magicti_ta_learndoc
https://support.microsoft.com/topic/preventing-smb-traffic-from-lateral-connections-and-entering-or-leaving-the-network-c0541db7-2244-0dce-18fd-14a3ddeb282a?ocid=magicti_ta_support
https://learn.microsoft.com/exchange/new-features/build-numbers-and-release-dates?view=exchserver-2019

» Use multifactor authentication to mitigate the impact of potential Net-NTLMv2 Relay
attacks. NOTE: This will not prevent a threat actor from leaking credentials and
cracking them offline.

e Disable unnecessary services on Exchange.

e Limit SMB traffic by blocking connections on ports 135 and 445 from all inbound IP
addresses except those on a controlled allowlist.

e Disable NTLM in your environment.

Understanding mitigations

To address this vulnerability, you must install the Outlook security update, regardless of
where your mail is hosted (e.g., Exchange Online, Exchange Server, some other platform) or
your organization’s support for NTLM authentication.

When using Exchange Online or Exchange server as your mail host, you can take the
following additional actions:

o Determine if your organization was targeted by actors attempting to use this
vulnerability
e Provide defense in depth for new messages received outside your organization

Protections in Outlook

Outlook for Windows first checks if the path specified by the PidLidReminderFileParameter
message property is to a location that is not in the local or trusted network. If the path points
outside of the local or trusted network locations, the parameter is not honored when updates
are installed.

Protections in Exchange Online

Exchange Online drops the PidLidReminderFileParameter message property at TNEF
conversion when a new message is received.

Protections for Exchange Server

Exchange Server (with March 2023 SU) drops the PidLidReminderFileParameter message
property at TNEF conversion when a new message is received.

Conclusion

While leveraging NTLMv2 hashes to gain unauthorized access to resources is not a new
technique, the exploitation of CVE-2023-23397 is novel and stealthy. Even when users
reported suspicious reminders on tasks, initial security review of the messages, tasks, or
calendar items involved did not result in detection of the malicious activity. Furthermore, the
lack of any required user interaction contributes to the unique nature of this vulnerability. In
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this document, Microsoft Incident Response has highlighted threat hunting techniques and
strategy for exploitation of this CVE, alongside some hunting techniques for observed post-
exploitation threat actor behaviors. Furthermore, a broad threat hunting for anomalous user
activity consistent with credential compromise is advised.

Observed indicators of attack

Several malicious samples have been uploaded to VirusTotal.com and a signature has been
created that identifies potentially malicious messages associated with exploitation of CVE-
2023-23397.

VirusTotal subscribers can review those results here:
https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253A000bc4a247%257CEX
PL_SUSP_Outlook CVE_2023 23397_EXxfil_IP_Mar23

Known IP addresses associated with exploitation of this vulnerability in the above VirusTotal
results are listed below. NOTE: These IP addresses were assessed by Microsoft Threat
Intelligence to be compromised infrastructure.

e 101.255.119[.]42
e 213.32.252[.]221
« 168.205.200[.]55
e 185.132.17[.]160
« 69.162.253[]21

e 113.160.234[.]229
« 181.209.99[.]204
. 82.196.113[]102
e 85.195.206[.]7

« 61.14.68[.]33
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https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253A000bc4a247%257CEXPL_SUSP_Outlook_CVE_2023_23397_Exfil_IP_Mar23

