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Intro

In this blog post | will be going through a recent bumblebee camapign that impersonates
DocuSign, | will be going through the execution chain, the powershell loader and some |OC
extractions

The Phish

The email delivered to the user simply tells the user that an invoice is waiting to be paid and
that a “unique HTML code” was created for him to download and view the invoice on the
user’s computer. Additionally a password was provided: RD4432
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https://0xtoxin.github.io/malware%20analysis/Bumblebee-DocuSign-Campaign/

Subject DocuSign Documents sent

Hi Guys,

We hope this letter finds you well. We recently noticed that you have yet to view an invoice that is due for payment. To
make it easier for you to view and pay your invoice, we have created a unigue HTML code that will download and view
the invoice on your computer.

|Password: RD4432 |

Thank you so much,

Docuﬁigmk

You should read and authorize the document.

SEE THE DOCUMENT

Dear Recipient,

Kindly check this statement
Invoice you see is generated automatically.

Hovering over the the “See The Document” can help us to see what is the click on action
URL:
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Docuﬁgn:

You should read and authorize the document.

SEE THE DOCUMENT

Dear Recipient,

Kindly check this statement
Invoice you see is generated automatically.

93F6E!118&authkey=ALbZV_c_Tn70-0A

) oo o G i s d o 2 e o o roto oo 9 a llo o a2
https://onedrive.live.com/download?cid=0F6CD861E2193F6E&tresid=F6CD861E21

The URL is:

https://onedrive.live[.com/download?
cid=0F6CD861E2193F6E&resid=F6CD861E2193F6E%21118&authkey=ALbZV_c_Tn70-0A

so instead of going to the actual DocuSign site, the file will be hosted on onedrive which
once clicked will trigger an auto download of an archive file.

Execution Chain

Below you can see a diagram of the execution chain from the moment the phishing mail was
opened:
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— . Password Protected Zip Img File
Phishing Mail OneDrive Password: RD4432 I

B> [ &) > B

Hidden psl File Embedded DLL BumbleBes

Lets go quickly through this chains:

Downloaded archive is being opened by the user, in order to extract the IMG file the
user will have to enter the given password: RD4432

T+ |% 2. requested_documents_714407544541.zip - ZIP archive, unpacked size 3,604,480 bytes

~

Name Enter password X | CRC32

&) 8702268950347.img * | 3.6 Enter password for the enarypted file 90898891
C:\Users\igal\AppData\Local\Temp\Rar$DIb. .. \8702268950347.img
in archive 2. requested_documents_714407544541.zip

Enter password
| RD4432| v

[ show password

Use for all archives

Organize passwords...

Once the IMG file is opened the user will see only the LNK file requested
information (because the .ps1 is hidden)
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E‘ Extra large icons @ Large icons Q Medium icons G ) by ™ Item check boxes '

| small icons E List E Details columns = +| File name extensions
= Hide selected ~ Options
E Tiles E Content by all columns to fit Hidden item itemms ~

Layout oy 5t
b DVD Drive (E} »
Name
BB documents
B requested information
@8 > DVD Drive (E) » documents
Name Jate modified ype Size

This felder is empty.

EE small icons B8 uist B Details
EE Tiles E Content - by all columns to fit [+ Hidden item

calumns +| File name ex

\!/ Extra large icons Q Large icons Q Medium icons . M| Group by ~ Item check b
- So

Layout
@8 > DVD Drive (E) > documents

MName

documents.ps1

The LNK file will execute the hidden .ps1 script

Relative Path:
Arguments:

Bumblebee Ps1 Loader

I will be focusing now on what is going on in the script and what I've done to extract the
payload out of it. So | know that there are about 42 base64 encoded strings (that are actually
archives) each one of them stored in variable with the name elem{X} , for example:

The script then removes the first char in the encoded string and replace it with H to match the
.gz magic bytes: 1f 8b.

. Invoke (0,1)

. Invoke (0O, )

This script will extract each string variable, decode it and save in the selected folder
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from base64 import b64decode
import re
import os

PS1_FILE_PATH
OUTPUT_FOLDER

'/Users/igal/malwares/bumblebee/21-02-2023/documents.psl'’
'/Users/igal/malwares/bumblebee/21-02-2023/archives/"'

REG_PATTERN = 'M$elem.*\=\"(.*)\"$'
archiveIndex = 0

if not os.path.exists(OUTPUT_FOLDER):
os.makedirs(OUTPUT_FOLDER)

psiFile = open(PS1_FILE_PATH, 'rb').readlines()
for line in psiFile:
regMatch = re.findall(REG_PATTERN, line.replace(b'\x00',b'"').decode('iso-8859-
1'))
if regMatch:
varData = b64decode('H' + regMatch[0][1:])
open(f'{OUTPUT_FOLDER}/archive{archiveIndex}.gz', 'wb').write(varData)
print(f'[+] gz archive was created in:
{OUTPUT_FOLDER}/archive{archiveIndex}.gz"')
archivelIndex += 1
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[+] gz archive was created in:

2023/archives//archive0.gz

[+] gz archive was created in:

2023/archives//archivel.gz

[+] gz archive was created in:

2023/archives//archive2.gz

[+] gz archive was created in:

2023/archives//archive3.gz

[+] gz archive was created in:

2023/archives//archive4.gz

[+] gz archive was created in:

2023/archives//archive5.gz

[+] gz archive was created in:

2023/archives//archive6.gz

[+] gz archive was created in:

2023/archives//archive7.gz

[+] gz archive was created in:

2023/archives//archive8.gz

[+] gz archive was created in:

2023/archives//archive9.gz

[+] gz archive was created in:

2023/archives//archivel0.gz

[+] gz archive was created in:

2023/archives//archivell.gz

[+] gz archive was created in:

2023/archives//archivel2.gz

[+] gz archive was created in:

2023/archives//archivel3.gz

[+] gz archive was created in:

2023/archives//archivel4.gz

[+] gz archive was created in:

2023/archives//archivel5.gz

[+] gz archive was created in:

2023/archives//archivel6.9z

[+] gz archive was created in:

2023/archives//archivel?7.gz

[+] gz archive was created in:

2023/archives//archivel8.gz

[+] gz archive was created in:

2023/archives//archivel9.gz

[+] gz archive was created in:

2023/archives//archive20.9z

[+] gz archive was created in:

2023/archives//archive21.gz

[+] gz archive was created in:

2023/archives//archive22.9gz

[+] gz archive was created in:

2023/archives//archive23.gz

[+] gz archive was created in:

2023/archives//archive24.gz

[+] gz archive was created in:

2023/archives//archive25.gz

/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-
/Users/igal/malwares/bumblebee/21-02-

/Users/igal/malwares/bumblebee/21-02-

717



[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive26.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive27.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive28.9gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive29.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive30.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive31.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive32.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive33.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive34.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive35.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive36.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive37.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive38.gz
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive39.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive40.9z
[+] gz archive was created in:/Users/igal/malwares/bumblebee/21-02-
2023/archives//archive4l.gz

Each archive contains code parts of a bigger powershell script, | will extract the content of
those archives and concatenate them to one big powershell script.

import gzip
ARCHIVES_FOLDER = '/Users/igal/malwares/bumblebee/21-02-2023/archives’
OUTPUT_FILE = '/Users/igal/malwares/bumblebee/21-02-2023/powershellCommand.txt'
countArchives = sum(1 for file in os.scandir (ARCHIVES_FOLDER))
finalString = "'
for x in range(0Q,countArchives):

with gzip.open(f'{ARCHIVES_FOLDER}/archive{x}.gz', 'rb') as f:

finalString += f.read().decode('utf-8")

open(OUTPUT_FILE, 'w').write(finalString)

8/17



2074441

Once again the script contains a huge amount of b64 encoded strings that once
concatenated they create an executable.

[byte[]]

[System.Convert] : :FromBase64String (

psliFileContent = open(OUTPUT_FILE, 'r').readlines()
REG_PATTERN = 'A\$mbVar.*FromBase64String\(\"(.*)\"\)$'
OUTPUT_PAYLOAD = '/Users/igal/malwares/bumblebee/21-02-2023/payload.bin’
finalPayload = b''
for line in psiFileContent:

regMatch = re.findall(REG_PATTERN, line)

if regMatch:

finalPayload += b64decode(regMatch[0])

open(OUTPUT_PAYLOAD, 'wb').write(b'\x4d' + finalPayload[1:])
print(f'[+] Payload was extracted to the path:{OUTPUT_PAYLOAD}"')

[+] Payload was extracted to the path:/Users/igal/malwares/bumblebee/21-02-
2023/payload.bin

Investigating the extracted binary, | found out it’s 64bit DLL, I've opened the DLL in IDA to
see what is being executed from DLLMain:

L _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPW

d ka

( fdwReason )

{ fdwReason ==
{

sub_1svdpiese();

¥

i sub 13
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DLLMain will execute the function sub_180001050 which contains interesting array variable,
which has in it’s first value a pointer to Mz blob and in the second value what seems like the
size of the blob:

blobEmbeddedBin

MZ header

| took the starting offset of the blob (0x180007320) and addded the possible length
(0x169400) (wrote it in the IDA output window)

print (hex(0x180007320 + 0x169400))

And by double-clicking on the printed value it jumped to the offset which was the actual end
of the blob data:

I've opened the binary in x64Dbg and set a breakpoint at the array assign of the blob and
dumped the embedded binary:
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rax, blobEmbeddedBin
Lrsp+48h+var_20|, 169488h

tr |ds: [7FFB59577320]

Address Hex

i Al 90 03

B&

OE 1F BA OE

Now we can investigate the embedded binary.

BumbleBee Payload

In this part | will going over a quick triage process of extracting encrypted configs located in
the BumbleBee payload.

First of all by simply uploading the payload to Tria.ge we get a static incrimination that the
payload is indeed BumbleBee payload:

Submission

Target
payload_00007FFEAE987000.bin

Filesize
1.5MB

Completed
6-2-2023 10:0

bumblebee

File tree

payload_00007FFEAES87000.bin

Files selected: 1/32

Additionally Tria.ge shows us the botnet ID which is: 2021g.

Going through what possibly can be the main function of the loader | saw pretty at the
beginning of the function a call to a function which pass as an argument an hardcoded
strange looking string:
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https://tria.ge/dashboard

The function contains inside of it RC4 encryptions routines that will use the hardcoded
passed argument as a key and will pass alongside with it encrypted blob of data and the
length of the data

me

=
mwRC4KSAWrapper |
mwRc4Wrapper((__1
mwRetSelf(( int64)ve)

-
-

=4
oL
=4
oL

"8
mwRC4KSAWrapper |
mwRc4Wrapper(

mwRetSel

So now that we know what the data is let’s implement a quick decryption script:
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from Crypto.Cipher import ARC4
import binascii

KEY = "XNgHUGLrCD"

BLOB_CONFIG_PORT =
"Ob002425baa537efd52cf61f68318116bc994d01c892b9c140f4a29c3T8a®bh823f5a65b8dcO8bb73cle7
ec5f5ch40cad4ads5ea741c5367ad2368ea826d4e90a4c2f986b4cTfd78e1038028d261F872279b"
BLOB_CONFIG_BOTNET =
"0de42549dda537efd52cf61f683F8116bc994d01c892b9c140f4a29¢c3f8a0b823f5a65b8dcO8bb73c1e7
ec5fbcbh40cadads5ea741c5367ad2368ea826d4e90a4c2f986b4cfd78e1038028d261f872279b"
BLOB_CONFIG_C2 =
"0e00260b8b9306c1e418c531590ch72c8eae7f2dfaa38def77c38ca50ca439b30a60578eef248a43f5c9
dd69649a3d9193709574f60c4ee605a2991fe2¢c7387e1bb6597ccd56d033balceas53d44012afc739f7fc6
717d5691f8421cel9ceff182407a705418cd7b6ac92h685308988032dee724be6d2d897fdb031calfe74a
115369eba75a7dldaa2cdab50ad2dc4920229b4a2d03204dff76d0787efee3b3f6129e23c56Ff0db2638f5
4548b8eeb0e33634b56T78€218b807a7d8088e19961165acaa738d226d897cdeb9eelell36la7f4eefbabb
f8f3c4d4d23dc724df1db8b62a51edeal5eat11988094fcOd172e91dallc5121a0e663522d7a06e51ea6d
db531b4a89de69hb8bb3a0622046d2bd26577e763a52bd55¢c9fc33855585alcadd57f1167c3cea60068cc
Qaacfb5ddfas59baab6cael138f29e554ea51317e6f23f9a70339816c413b1b8501e2a1231b602666b3a5619
06T752cca682fd8c48c3256c148ccddb89e0199b2122fe3¢c06d8123d727215431e8358692¢59¢T291d03e
b57a92c0d031d604e79b10bd0c5231ccd940ab30ece@d0e33aal2062c0bc48bd49b223de7088768a9a3a8
90el1277bba2006b42eaedcal®@as57d85a306f8b3560b6T79a95e51732¢c109a26c47086F31ba8456¢ch182be
49f2f2bf11d8fb1971e2b296495eb463a018612c4465ebbdOb97fd0c9566T75aa7c643926b4dd7966df7
5b5957445af826e48e0084efh68c73aaaed0dc2b47e7ef70673ee1d8c812bde7c77ba274b8348beceac75
93dd444f513072ec832407173ccff8f46f1fa224bbe2f96990d41e837¢c37278688270e4c706085ec36c48
02787¢c168637654543efccf22cd3al1b4561064c301d5fe5fa9add6281e396¢c7b6b6053a109a6e12chbb9b6
7b34559fb0cd8834136¢cec8ffca715cael19cf831d8f592ca87196008a89178522ccee395fbfbc1407843d
df216566a8cc35b05b548T09616aeb896757389e526744fh9f5a83e91338d890418ach698fd882ea2acae
9c8215d943f579452ab185c2bb8f8a80eb294efd9b70636f0fadc1b8f505523dd9c65687e6T149797b7
l1a95beeb6dc9f4dafa3a9decc8eb77557e87f09bf6Tf96T581dba6bf2f41c0641a43c065c992efd9df4b4a
58ae807bbb46d3a83181705ebd3f95f3d869fh485ba7274526560dc2479a35c664fh55ae74612a767a5fc
2b50c3034d5bab9092bcch4c9adObc5e654481e4e5b1f85f8ad4fbe2cc26e1442a808bf6b5Ff90564733329
b4a5a62d815175a15c8b4718f6c16d474957f014d2b930fd7eea94ce485d0a9echd36a0391205b4cechel
9b2e39ed4a7bl1e2c3698b0a66ba9594fe35cd21abdb578c984bcbed482fce3f5bb209ed7f8e8009238656
fd5edab5a5e2cfec507d065960a01d051f4f7af0378714c4fbh8040a46feabb74a6278f36cdacl867a7a429
cd4aff551a381df09492aeca2bfb3e0774a3160f21ad9bh82a984590e7fa84b6bb01a0a591t882d316203c7d
910a4c27a26d30babb8cbbf4997c47a5b3721c7fa578a0e458834bb27ffbe71d22ede304d8d89077e4d69
dd7c215451cae24ebc9459d7e6ddbea97cd307fac9f9d8d0ed4657528ce78054494b85F25b49bde3e691cf
cd6c30015b241a782c9e78cd3¢c180db8a48625973490740b4fd3b435e1215339ae43cel15¢c984cf80d2166
6d46b55a99e51f676€12540074283c95ec682cdccf4e06c4336e03acd670123785bb42111d954737829a2
8170c52b9c8ce9c3aldf1547ae5fa63d8df26bc0262Tb97be82adc19381c19287d0704e36e7d41fcc8620
5bccOd2dc4dfb4eld304a44bc74e57346a5b92921¢c9828eac6612f2d0d7c7a2el168c4a77aledef27928d2
01016c246a84af104396622d7d2cd59279aac6c35b50cfch12990d323d8d03ca2d380d2058e00491Ff410
c478fdadeb77e59a1d611c8a2bh12091¢c3515301d60ee95ce950aad32948924f87063860ea50820f4bffc8
8ceae22hb403a7d13d8dd0644a68c6elce6Tb13ed8381dad4e2f1e263fba3440626de00a33808ceb4adas4
8138ccah58f4elb9facldeab5e753fe3b851567d6Tf0c76f03d0461Fbf64858abe8d59efe5175b28bc2c0Oc
88eb16f8e7507ed16390f0a8161bf77db73b886907d266ad71666e166b084aa3ed4bed4lbf4c86af2aea8d3l
9c425fa76af5498bf4cf2a7c238ea34658302822e88ad5e807b1bbac59450ec7¢c3c0bd16fdc7220540148
aaf1d9f11a8df7fae8131a1042c33541e396b875a3a7¢c05d0d3c485305Teb036087d2d1115ae007c7133e
3521e19c6a3fa885491d053cec36f979ae3c174082b19a33c4d0e3cOfelcd7b76alfaaf2307180f7eb45e
97390fb49a89ee2f05d36feac4862dee22df20aef615cc20c685b5052c681d402abbed1a528db0cae366e
c8cd1ffa79920f55f3d7b51dd0f91fe339a0c2d94e179d26746d60311980b68782bdadb1dc9415a87bed6
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4a97af03d2df234a73fa6e08e25¢c6d365c54c5b3223a7ed10d48713fa307fb9dced9e9fch50050f60db52
efdlicoaffebddfd4f67ed9154a8607e3f4582a1bf45914e58953ad6d4d96201cc8633c05940a34de55d28
8eae99d3a7bb4a50621702e22816811a4ea8147f8dd6756462b21fd678e37b841d864c9033aab5a482398
€23d643f42a1b11c866b69928e4478c89090e37c4f70bed141dfed9eal3df4c181de244452a185d76¢7153
53cale33dcafb90fdobb6642d5af89774e5fc8746ef8c68054bbh392a90bd6d72967977554c39fbbaf9767
295049¢c09c25bc82b1bb4f7fc3b83a02bf722b33a54332dfdObae6aad5236db428e94eef3b76394e35aaf
ab43a7ce376feced®b33c2a9d2d5fd77177745515df5d98124cde965e5177¢c4c064T94f92felb311c67aa
c88eaddc1bff648547d311c099b3560f40e244506d195aab67bf36b635Fff7d30495a88b75864263T04004
049d3580a41666a79f295acaebaelafe4a916547e52287af8e0e7b49473918afff0f66cd4e19da9do43f8
923aab8f4df541fc0e5a5409cf6a695039h52F1e1479fc20560e7a76dcf56dbd8c4e8c7864c5c48d3f777
cd030ab40dd8e1935579¢21552c2ddObb05b71f8eeb9615dd969c860d273d3db1e02897d57485890d1970
dcc1b5041ec40ed78849367d66d839c381324e30211fd092fb54df386bd8b244e57fc233b3c970e9d387¢
ce7cd4d1c807215calf9568be0a52767c2b98a0953ec514d52e4e5d8abef3c6d0940688e88h1998334360
48690dabb30bd602020edf380c7d997a39edc49909Ff0bT78da88e0e8d445c74bac96c5cd2e2d0aald875a
8b0c3c696ddbba8al3a941342718639219326eddc0c237f52c407d4dc5532e49577fddd20f949fdcc51e15
2231f0f1d6a4c4200286a74645d2b80782228abd2d19d56c3bb2d4a6bc370924c776edlcefe2aa54dd720
4fc6983eefaab23a9a40fbbc658fbc14f118e3464ca7a91delb4c37c6299aee6c9921be8c13b4250ffel?
b7225bf6c620c560333f0c7fbblca4438da82f1b200602c2c2blalf20b70f1a342df54c04achada99b22e
3211769¢c8ad317¢c4d70d86755868dbbbeal185328539fa4082d27860bac3d96bc467958960ce9797¢c1c298
9723e9f0c61c4dadfd2b4ef69e3538adf88dd8500f75¢c6F35691e9a7¢c8625b19d48FFf9f13b5bbadf0a6c9
cd9136257366bcT038bedfbde2bf68aa56b90e747e41c759ef200fae4ba87077f2c712091cd2b1d21cfc8
7125db90f61483985276elabad88a36bb16336cad2ae5728300aa64527447¢c7445¢c99e1f64eb2fa6f3fdo
36Ta684b1e116c0f2d88f809d641903a477ele25abe2ch9a8497a27602295e55¢ce20257f83496b74d3897
787ffb4a50f3f076f83017F5c4144841fa70b5e88697afb0e7a6b98b2a487d00de2eab366389682165fh2
Oc27cPaafld4a03ab46b0a622c0acl3e90f58e505f1caed2738b69F2b992f8026e35ea5b594545dccdffald
1c9c22e692ad4940c42821821aa0f28abf72010c4655bd46bTf703cbc26fa83665df8b08bc144227d241fF4
9877138d424db6bfc64f61b8fdledd4dcc353a38¢c60a8671fff32a39dec6c2chafd5344d7393ded7faec3
520d605d420bad79b8alc7103d9a924c9ece97¢c77d6bd63b7318F8d903126cec0e24e9a13¢c3b935180e7b
61d78d42e5dcdc9abefce858bTd068eade2c5ec036ehb29e5204084d496167822341375e1b45f9fb6e2a34
f2a29fd217a748a6d2c469c28943b84cd9d7f7¢c711068d1da87e41d7e27bb395dbc5515d1a0f9d4eff78c
bcde7a66abf3bfacc073b35e98e4bacdd9e967d3e5db5fchl1ad9f69h67e0cebefe984b604a02f48f5d03c
d5c34591f111514499679d4cbf3e245fdf6560b8d94ce998b186b0f31526ecdf9ca49c5c6dd3fc3084488d
2140d0ffa2165a4e26T54a3de813bb01b42510898520afflcc727a21430addec70dbf8b9b86ddc720017d
6beb4f807bc2295d00108eb84bdd3c70f8c7320130781bb755fcf95afecaf4446edb59b800f6aee2bdall
£237ee6540d09008713a31cf8bd3067f3dcOb71f2badbh22579972915987911308d6086F9edleab6344aaae
a794cbb63f15197bc8df2957d775T9db43b6669cf7d128ebc4eel38d90ac32difa22f06ec595201¢c524692
59¢chb054761b583ch8cf30856aaca94946f076d39fb8995e43733d311d51dafcaffaad2ecec44bf74749fa
36d5b4bfd8f1229af37d6794d53f234ad1e434c3388fef13a4a1030c0aa5050ff46152Ff2d858cfc8f464c
ceb33887ed950a117589474a70eca2a®b419adfd8de8e492b65efd3f9dadfc31b69bd1808dc8108a59822
9d43e0e86c3bdfb3ch4e6ad7921b07a3c413918ab44d95424c2061ece4f5f5004500503924b88e4e9846a
1194d3f70c690abc78b3ea894a3fd3a08785856e9056a36699c585eae0221eda8l0e32deaae3ad4cchfef
b387c78096a650301eb6b5387501d554d0ebabebeceef514d3a42050c0cf150658f4fe6dac85ef5b6d3440
c88308a8137e92f5bf3025cce853f7bafce424232a6899a95060e401db71249a3d6d4f62ed64e30ab7814
9f4cfd32833d11798142celc80ba76ea9894d21247836ee€9339754497e0253ed62016deleflae91284cfe
7c51d88141c4376c9b405cTf1e927a1420a38b6c9ac15021810968c6406T9b41ec869421262c2efe@806b6
ac2ff329a8cb688326bdbfcbdf123d88fece510c2f211e823fcbfb7e4160a486383320389a4bad5197eb5
0fdcO4csd2e2751e5a30aeefla8af37b7e6b67e63ae22705dfbc78b19ed32e8d7cdbb1166b29f0428806f
3b8e83440efd893525e7fefef10911ceed195f5bfa93t2b454112d47f436367a8e87F5e7780dcleche202
d52b398ec81eb51dd340b19992d45a0a2d6fae6538d3b6e68b9068d5af5037004c4175F291deal3aa35d17
2ad4bccee6858738011bae78flabef4ee3de767996298a6278eea9d565b88f6f906193ad80Tf0378bedf4d
26f5eae0091f614add12fd7a96d531f2316a23af49b06b0363e88d2069acal3c335¢c8dc466ch281a55bfe7
365e375513f93ba669c8350b7094764121bd5a6203dch4fbcc75f1170a28fe35T03ddb000c72dcaledn024
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d61ea590f7067237f30fd997408230fac900755cda8e75a4492fh65d465df772ef0435d13084519abc405
fc72a2e804b21361629643e1bbfbf8f232c389725c2cd7f7¢c8235a482ed4c328deb1e9149310fed4badl5¢c
df94019dca679f5f718d879c44a44c572f2bb9676086446ada3b67e5406d2aef8b6184b1e2a5bb6229158
ee7bc4191e7bb4b7fdd54faf1892aa8b8"

def toRaw(hexval):
return binascii.unhexlify(hexVal.encode())

def initCipher():
return ARC4.new(KEY.encode())

cipher = initCipher()

plainPort = cipher.decrypt(toRaw(BLOB_CONFIG_PORT)).split(b'\x00\x00\x00\x00")
[0].decode()

cipher = initCipher()

plainBotnet = cipher.decrypt(toRaw(BLOB_CONFIG_BOTNET)).split(b'\x00\x00\x00\x00")
[0].decode()

cipher = initCipher()

plainC2List = cipher.decrypt(toRaw(BLOB_CONFIG_C2)).split(b'\x00\x00\x00\x00")
[0].decode().split(',")

print(f'[+] Botnet:{plainBotnet}')

print(f'[+] Port:{plainPort}")

print('[+] C2 List:"')

for c2 in plainC2List:
print(f'\t[*] {c2}")
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[+] Botnet:2021g

[+] Port:443

[+] C2 List:
141.161.143.136:272
214.77.93.215:263
104.168.157.253:443
196.224.200.10:482
254.65.104.229:127
209.141.40.19:443
107.189.5.17:443
44.184.236.94:128
60.231.88.20:422
210.38.79.54:319
23.254.167.63:443
91.206.178.234:443
72.204.201.249:374
146.19.173.86:443
103.175.16.104:443
138.133.49.46:211
150.18.156.130:256
93.216.14.249:213
73.73.80.51:127
216.73.114.69:379
58.249.161.153:350
140.157.121.40:433
194.135.33.85:443
6.66.255.6:433
173.234.155.246:443
179.55.218.145:322
241.163.228.200:362
38.174.252.233:131
146.29.236.141:457
32.234.39.72:191
181.87.160.175:479
114.70.235.72:357
51.68.144.43:443
172.86.120.111:443
160.20.147.242:443
207.12.58.212:419
51.75.62.204:443
174.72.94.173:309
205.185.113.34:443
194.135.33.184:443
246.6.106.79:340
23.82.140.155:443
185.173.34.35:443
255.115.3.251:370
177.232.32.155:257
122.125.104.16:475
24.64.127.190:229

—
*
—_

* * * * * * * * X * * * * * * * * * * *

*

* * * * * * * * * * * X * * * * * * * * * *
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The retrieved botnet ID is: 2021g which is fairly correlated with a recent tweet coming from
k3dg3 regarding BumbleBee activity utilized by TA579:

#TAS579 dropping #Bumblebee "132Ig" via #DocuSign lures

Email -> URL -> Zip -> Password -> IMG -> LNK -> BAT -> DLLhttps://t.co/iD7ip1ngpS

— Kelsey (@k3dg3) Eebruary 13, 2023

Summary

In this blogpost we went over a recent BumbleBee campaign that uses multi layered
powershell script in order to load the BumbleBee loader.

I’'ve mainly focused on breaking down the powershell script part rather then focusing on the
loader capabilities, if you want to learn more about the BumbleBee Loader, check this blog
written by Eli Salem

Update 1

During my writing i found yet another campaign with the botnet ID of |g0203 I've run my
scripts on the hidden powershell script and managed to extract the DLL without any problem

)

I0C’s

Samples:

o requested _documents 714407544541 .zip -
d4a358c875ab55c811368eabe8fa33d09fe67f2d3beafa97b9504bf800a7a02d

o 8702268950347.img -
a55979165779c3c4fc1bc80b066837df206d9621b0162685ed1a6f6a5203d8af

o requested information.Ink -
6fb690fbeb572f4f8f0810dd4d79cff1ca9dbd2caa051611e98d0047f3f2aa56

o documents.ps1 -
b6d05d8f7f1f946806cd70f18f8b6af1b033900cfaadab7b7361b19696be9259

o LoaderDLL.bin -
2d5c9b33ed298f5fb67ce869c74b2f2ec9179a924780da65fcbc1a0e0463c5d0

o BumbleBeeloader.bin -
4a5d5e6537044cdbf8de9960d79c85b15997784ba1b74659dbfcb248ccc94f59
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https://twitter.com/k3dg3
https://twitter.com/hashtag/TA579?src=hash&ref_src=twsrc%5Etfw
https://twitter.com/hashtag/Bumblebee?src=hash&ref_src=twsrc%5Etfw
https://twitter.com/hashtag/DocuSign?src=hash&ref_src=twsrc%5Etfw
https://t.co/iD7ip1nqpS
https://twitter.com/k3dg3/status/1625173015901216768?ref_src=twsrc%5Etfw
https://elis531989.medium.com/the-chronicles-of-bumblebee-the-hook-the-bee-and-the-trickbot-connection-686379311056
https://twitter.com/elisalem9
https://tria.ge/230303-kvklvsgc4x/behavioral2
https://bazaar.abuse.ch/sample/d4a358c875ab55c811368eabe8fa33d09fe67f2d3beafa97b9504bf800a7a02d/
https://bazaar.abuse.ch/sample/a55979165779c3c4fc1bc80b066837df206d9621b0162685ed1a6f6a5203d8af/
https://bazaar.abuse.ch/sample/6fb690fbeb572f4f8f0810dd4d79cff1ca9dbd2caa051611e98d0047f3f2aa56/
https://bazaar.abuse.ch/sample/b6d05d8f7f1f946806cd70f18f8b6af1b033900cfaa4ab7b7361b19696be9259/
https://bazaar.abuse.ch/sample/2d5c9b33ed298f5fb67ce869c74b2f2ec9179a924780da65fcbc1a0e0463c5d0/
https://bazaar.abuse.ch/sample/4a5d5e6537044cdbf8de9960d79c85b15997784ba1b74659dbfcb248ccc94f59/

