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Parallax RAT (aka, ParallaxRAT) has been distributed through spam campaigns or phishing
emails (with attachments) since December 2019. The malware performs malicious activities
such as reading login credentials, accessing files, keylogging, remote desktop control, and
remote control of compromised machines.

The Uptycs Threat Research team has recently detected active samples of the Parallax
remote access Trojan (RAT) targeting cryptocurrency organizations. It uses injection
techniques to hide within legitimate processes, making it difficult to detect. Once it has been
successfully injected, attackers can interact with their victim via Windows Notepad that likely
serves as a communication channel.

Malware operation

Figure 1shows the ParallaxRAT workflow.

Malware Workflow

Stage 1: Malware executable Stage 2: Pipanel.exe Stage 3: Collection

Figure 1: ParallaxRAT workflow
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Payload1

Compiled using Visual C++, payload1 is a binary file in the form of a 32-bit executable. It
seems to have been intentionally obfuscated by threat actors (TA) wanting to hide
something. Its fifth section (figure 2, highlighted) seems to have been altered and is
unusually large compared to the remainder.

Moreover, this section has been marked with the "Code and Executable" flag, indicating it
contains executable code. The TA was able to decrypt its content and use it to create a new
binary, which we refer to as payload? (i.e., Parallax RAT). Payload1 uses a technique known
as process-hollowing to inject payload2 into a legitimate Microsoft pipanel.exe process that
then gets launched by an attacker.

To maintain persistence, payload1 creates a copy of itself in the Windows Startup folder.
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Figure 2: Payload1 binary

Payload2

ParallaxRAT is a 32-bit binary executable that gathers sensitive information from victimized
machines, e.g., system information, keylogging, and remote control functionality.

It has null import directories and encrypted data is stored in the .data section. The attacker
uses the RC4 algorithm to decrypt this data, revealing the DLLs required for further action.
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loc_4@5061: ; CODE XREF: sub_485D@9+E1]

pop esi

sub esp, 8

lea esp, [esp+i]
Xor [esi], cﬁ

i'mi short loc 485049

: =5SUBROUTINMNE

sub_485D6D proc near ; CODE XREF: sub_485D&D+284p
arg_@= dword ptr 4

3 FUNCTION CHUMK AT .text:88485B9D0 SIZE @eee@e87 BYTES

lea esp, [esp+d]
xor eax, eax
mov ecx, [esp-4+arg_@8]

jmp short loc_4@85DCE

3

loc_4@85D87: ; CODE XREF: sub_485D89+371j
jnz loc_4@5B9D

call sub_4@s506D

adc BCX, BCX

mov gs, word ptr [eax-36h]

sub_405D05+60 (Synchronized with RIF)

@ Hex View-1
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Ga48C1E@ BB
ea48C1F8 EB
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@e4eC218 SE
ea4aC228 Al
@ad4aC238 FF

Figure 3: RC4 decryption algorithm
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An attacker can extract sensitive information from a victim's machine, including computer
name and operating system (OS) version. And the attacker is able to read data stored in the
clipboard.
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[D] Hex View-1
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Figure 4: Read victim machine

Uptycs has detected and recorded the same event.
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Figure 5: Uptycs event detection

Keystrokes
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The attacker has the ability to read and record their victim's keystrokes, which are then
encrypted and stored in the %appdata%\Roaming\Data\Keylog_<Data> directory.

. - AppData Roaming Data

B Hame Date modified

. Keylog_21-02-2023 21-02-2023 17:49

Figure 6: Keylogger data

Command and control

After successfully infecting a victim's machine, the malware sends a notification to the
attacker. They then interact with the victim by posing questions via Notepad and instructing
them to connect to a Telegram channel.

File Edit  View

The threat actor initiates a
hey dude, can we talk? chat with the victim.
comnpanyk you wor K for//

E *README.txt - Notepad

File Edit  View

iy teEgam s @heclipph1 2 The threat actor provided the

victim with a Telegram ID.
do yoou haaaveee teleggraamm//Yes ssln sty

You are from
okay

ggiiveee meee yourr teleegraamm contttaccttt
¥

iii waantt ttooo unnddstndddyyyorr possitionn
purpose of

Your ID plz

yyysss ysss yeesss i wnattt t knoww

T

Ln 1, Col 30

Figure 7: Attacker shared Telegram ID via Notepad
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Shutdown

The attacker is able to remotely shut down or restart the victim's machine. Here, they
remotely restarted our test machine (figure 8).
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T1204 - USER EXECUTION - WINDOWS

Process executed by user File Cwindows\syswowb4
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v Signals (1} : CA\Users) \Desktanl, \angle.exe

Figure 8: Attacker restarted victim machine

Script file

The ParallaxRAT binary was extracted from memory and independently executed, wherein it

drops a UN.vbs file and runs that using the wscript.exe tool. The script deletes the payload
and erases any traces of its existence.

On Error Resume Next
Set DpxjzJfinNL = CreateObject("Scripting.FileSystemObject")
while DpxjzJffnNL.FileExists("C:\Users\<username>\AppData\Local\Temp\<payload2>.exe")

DpxjzJffnNL.DeleteFile "C:\Users\<username>\AppData\Local\Temp\<payload2>.exe"
wend

DpxjzJfinNL.DeleteFolder "C:\Users\<username>\AppData\Local\Temp\<payload2>.exe"
DpxjzJffnNLX

Figure 9: Visual Basic script

Threat actor objective

The threat actor uses a commercially available remote access Trojan (RAT) tool. It grabs
private email addresses of cryptocurrency companies from the website, dnsdumpster.com.

ParallaxRAT subsequently disseminated malicious files via phishing emails and obtained
sensitive data.
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The Uptycs Threat Intel research team conducted a thorough analysis to gain a better
understanding of the operations and goals of the actor modules, we have engaged with the
threat actor. The following picture illustrates how the actor is utilizing Parallax RAT in his
campaign targeting crypto companies.

Threat Actor

Emall collection

hittpefldrsdumpster.com

It was discovered that the attacker was searching
o private email addresses of targeted companies.

Collect the domain list of well-know
cryptocurrency organizations.

s0.you anly hack on crypto urrency companies only?

TA purchased ParallaxRAT and use
the same for weaponization.

[

Actor's conversation

Stage 3:

Onea TA collacts the list of mails then, for delivery TA use phishing
mail with i Tasa

rrently camp

Stage 4:

Once ParallaxRAT has been installed into
victim machine, TA get the RAT access of
victim's system.

Figure 10: Telegram chat and attacker’s mindmap
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Figure 11: ParallaxRAT grabs target company info from public source
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Conclusion — Uptycs EDR detects and blocks ParallaxRAT attacks

It's important for organizations to be aware of this malware’s existence and take necessary
precautions to protect systems and data. With YARA built-in and armed with other advanced
detection capabilities, Uptycs EDR customers can easily scan for ParallaxRAT. EDR
contextual detection provides important details about identified malware. Users can navigate

to the toolkit data section in a detection alert, then click the name of a detected item to reveal
its profile (figure 12).
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Figure 12: Uptycs EDR detection showing ParallaxRAT—YARA rule match

I0OCs

File name Md5 hash
Payload1 40256ea622aa1d0678f5bde48b9aalfb
Payload2 698463fffdf10c619cebaebcb790e46a

pipanel.exe(Legitimate) 3c98cee428375b531a5c98f101b1e063

milk.exe 40256ea622aa1d0678f5bde48b9aalfb
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Persistence

C:\users\<username>\appdata\roaming\microsoft\windows\start
menu\programs\startup\milk.exe

Domain/URL

By analyzing the VirusTotal graph, we were able to identify a higher number of Parallax RAT

samples spreading in recent days. All the files are communicating with the USA regions
(144.202.9.245:80) as per vt report.

144.202.9.245

Communicating files

02e1b63a5b66f3561526e4e51523d50abe73a5601ad0ech5eed662061aafala7
282b6b7815e5caBiba496feal64286bed 2{19d6b031885(5992bedca3s4f28de
31430b192bffe611f9c0699ea7h637fbbelicc1fb58349aab32fale1d9b33bedb
5044c39801c2f782c03d25932¢1587283e779255{6195echbc497al117a34t8db3
533cdal9ddd4581250a297e0c7a899cc7c215f0e3bbibefcfedf443c6ad2aat0
6al1294412c06804fc586980a7cb8700£107843da3c25280013fcf1b6ale1753
76429b0f7b0a3cd96434d46aa13e3d9996a81fdd1a5389750btb003e512cbi01
81b24e7846b6b3b27dabeaadeeedBI574bc1c1bddB47hal650t28aaffBde311f
8241e731del61cb17844£020acb2aB819933d975b9e4bc205c5cab292b7712da
9195d0c98acd 1c0ca9b530da5a7a4477134856aa1522f48a155d57 20e6f3c7fh
94c6f295a34fe62aae7b701bBad7edad33d04085acalace643099He9b30f0e6
996032d5038305591ff35a2 16874bdecc748d3c1237442b532bb053b0a932c6e
c3a3c6015ffc1bc98b5a2 1f89e78049900e5796e67e098bead011a20a99%7b0d
ca717a60b79583baa7c7732296a4567aa5d954f1e83a6431dbd00596ea91bch
Eﬂ]’E cad6510efbeb 1be9725f9492c69098595e0adc1063a23e3c0fchdaceb6f42b18
db609d53c46bB8a97d87e5ed485a4b3097edbd3%e2e1c592c4 1eb45e6b9968a5264
dbe783a31bfad5d5c5af93fac74753060a177ad067a0c04b56efc89b94{6dd2d
dfd6626c2dabledaf7hbalfefa726056239aa675022542ca69e0cf7f3db35fed

{71612e706ee9368841abf6b5a300323158db4ad 105491 bacBbad120e2a2491b

fc97b364bebaf6b1bdbaal6e906b4bIfIFBE04034f0bOdf 1{7deb04183d229e
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Figure 13: VirusTotal graph for ParallaxRAT
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