KiGepnoniuis BMKpuna xakepcbke yrpynoBaHHA Ha
aTakax iHO3eMHUX KOMMaHin BipycomM-lunpyBanbHUKOM
— OenapTtameHT Kidepnoniuii

. cyberpolice.gov.ua/news/kiberpolicziya-vykryla-xakerske-ugrupovannya-na-atakax-inozemnyx-kompanij-virusom-
shyfruvalnykom-4133/

BiTaemo Ha odininHomy canTi

KiGepnoniuii YkpaiHu

[o 3aBaaHb Kibepnoniuii BxoaATb:

Peanisauis gep>xaBHoI NoniTuku B cpepi npoTtuaii kKibepanovnHHocTi 3aB4yacHe
iHbOpMYBaHHSA HaceneHHsa Npo NosBY HOBUX Kibep3no4vmHLiB BrnipoBagkeHHA
nporpamHmnx 3acobiB ansa cuctemarmaauii kKibepiHunageHTiB PearyBaHHA Ha 3anuTu
3apybikHUX napTHepiB, Aki byayTe HagxogMTh No kaHanax HauioHanbHoi Llinogo6oBoi
MepeXi KOHTaKTHUX MYHKTIB

Kibepnoniuis BUKpuna xakepcbke yrpynoBaHHA Ha aTakax
IHO3eMHUX KOMMNaHin BipycomM-luncppyBaribHUKOM
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https://cyberpolice.gov.ua/news/kiberpolicziya-vykryla-xakerske-ugrupovannya-na-atakax-inozemnyx-kompanij-virusom-shyfruvalnykom-4133/

BukopucToByroum WKignuee nporpaMmHe 3abesnevyeHHs, Xxakepyu KpMnTyBanu AaHi Ta
BUMaranu BMKyn 3a BiAHOBNEHHA aoctyny. Big nporunpaBHuX Ain noctpaxaanu
noHap 50 koMmnaHin y KpaiHax €EBponu Ta AMepukn. 36UTKM cAraroTb NoHaa MiNIbUOH
ponapis CLUA.

HisnbHICTb XakepCcbKoi rpyny BUKpUNK cniBpobiTHMKK [lenaptameHTy kibepnoniuii cninbHo 3
[onoBHUM crnigunm ynpaeniHHaMm Haunoniuii, npauiBHnkammn CBY Ta y cniBnpadi 3
Koneramum-npaBooxopoHusmun 3 BennkobpuTtanii Ta CLUA.
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OpraHizatop rpynu 36-pivyHNUIN KUSSHWUH CRISTbHO 3 APY>XMHOIKO Ta TpbOMa 3HAaNOMUMM
30incHIOBaB KibepaTaku Ha iHO3eMHi KOMMaHii.

BukopucToBytoun Wkianuee nporpamHe 3abesnedeHHs Tuny Ransomware, dirypaHtu
KpunTyBanu Aadi notepninux. Bipyc-BMmaray notpannisiB Ha TEXHIKY LUIISIXOM crnam-
PO3CUNOK Ha ENEeKTPOHHI CKPMHBbKW. BrKyn 3a BiAHOBNEHHSA JOCTYNYy OO0 AaHMX OTpUMyBanm
TPOE BUKOHABLIB Ha BriaCHi KpunToramaHLui.

3a nonepegHiMu gaHnmu, Big atak nocTpaxganu noHag 50 komnaHin, 3aranbHa cyma
30u1TKiB carae GinbLie HixX MinbnoH gonapis CLUA.
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Kpim Lboro, Ha 3aMOBMEeHHS iIHO3eMHUX XakepiB pirypaHTn Hagasanv nocrnyru 3 nigmiHn 1P-
agpec KopucTyBadiB. AK HAcnigokK - OCTaHHI Manu 3mMory NpuxoBaHo 34iNCHIOBATU
NPOTUNpPaBHY AiSNbHICTb.

TakoXX BCTAHOBMNEHO, WO OAWH 3 (pirypaHTiB po3LLYKyBaBCSA NPaBOOXOPOHHMMW OpraHamu
iHWKX gepxaB. Tak NpaBoMNoOpYLUHMK 3a 4ONOMOrOK «BipyCy» OTpMMyBaB AaHi 6aHKIBCbKNX
KapTOK KnieHTiB GputaHcbkux 6aHkiB. 3a KOWT NOTepnifinx 3NOBMUCHUK KyMnyBaB Pi3Hi
TOBapwu B iHTEPHET-Mara3mHax Ta 3rogom nepenpogasas IX.

MpauiBHUKK Noniuii cnifbHO 3 NpaBooXxopoHUAMM BennkobpuTaHii Ta CnonyveHnx LLUTaTis
Amepukun nposenu 9 obLwykiB B ocensx (pirypaHTiB Ta B IXHiX aBTiBkax. BunyyeHo
KOMM'IOTEPHY TEXHIKY, MOBiNbHi TenedoHun, BaHKiBCbKi KapTKK, hreLu-Hakonmyysaymn Ta Tpu
aBTOMOGIni.

[lo npoBeaeHHs obLwyKiB Takox Byno 3anyyeHo npadiBHukiB nigpo3ainy TOP
HenaptameHTy naTpynibHOT NOSiLii.
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BigkpunTo KpnmMmiHanbHe npoBagkeHHs 3a Y. 2 ¢T. 361 (HecaHkuioHOBaHe BTpyYaHHS B
poboTy KOMN'tOTEPIB, aBTOMATM30BaHUX CUCTEM, KOMM'IOTEPHNX MEPEXK YN MEPEXK
eneKkTpo3B'a3Ky), Y. 2 cT. 361-1 (CTBOpPEHHS 3 METOK BUKOPUCTAHHS, PO3MOBCIOAXKEHHS abo
30yTy LWKIANUBUX NPOrpaMHUX Y1 TEXHIYHMX 3aC0oBiB, a TaKOX 1X PO3NOBCIOAXEHHSA abo
30yT), cT. 209 (Jleranisauis (BigMMBaHHS) ManHa, ogepXXaHoro 3f04YNHHUM LLFISIXOM)
KpumiHaneHoro kogekcy YkpaiHu. Cnigyi gil TpusaroThb.
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MpouecyanbHe KepiBHMUTBO 3aincHioe Odic MeHepanbHOro npokypopa.

HDenaptameHT KiGepnoniuii HagioHanbHOI noniuii YKkpaiHu
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