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Context

Grandoreiro is a Banking Trojan written in Delphi language that emerged in 2017, attacking
mainly Brazil and some Latin American countries. This banking trojan is used as a backdoor
to allow the attacker to access the victim’s devices and thus steal their banking information in
the online banking sessions they open.

A common feature of this type of banking trojans is the use of different domain generator
algorithms (DGA) that make it difficult for organizations to block outgoing malicious traffic
since multiple domains are generated, even on a daily basis. Being able to decipher this type
of algorithm would allow an organization to monitor, detect, block and therefore, anticipate
future attacks by these actors.

In this blog, we describe the process followed by the Threat Intelligence Team to decipher
the DGA algorithm used by Grandoreiro in a recently active campaign in Mexico, which
allowed us to predict the future malicious domains to be used by actors for the rest of 2022,
and with this, protect account holders of our banking customers proactively. With the
intention of contributing to the protection of the region, we have decided to share these
indicators for the benefit of the Mexican banking sector.

Motivation/Impact

Theft of online banking credentials from account holders.

Key Points
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https://www.metabaseq.com/grandoreiro-banking-malware-deciphering-the-dga/
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e This campaign is active in Mexico and is distributed through spam emails.

o The victims are account holders of multiple Mexican banks.

o This malware allows the remote collection of user and banking data by using dynamic
domains.

Conclusions

As Grandoreiro has targeted the Mexican region, constant monitoring of its indicators is
essential to prevent future attacks.

Malware Properties

File name: dbghelp.dll

MD5: 61ebbb2dec6895f168e5feec74452be9
First seen: 12/07/2022

Type: DLL

Class: Backdoor, Banking Trojan, Infostealer

TTPs:

Browser window monitoring

Screenshot

The use of the Domain Generator Algorithm (DGA)
Stop operating system processes

Detail of the analysis

Analysis of the infection process

Through the monitoring of the Threat Intelligence team, an active campaign of the Brazilian
Malware Grandoreiro described in this blog was detected.

This sample was identified on July 12 of the current year, however, there is a very similar
variant from July 6. What suggests the potential beginning of the campaign, and, as a matter
of fact, it was still active at the time of this writing.

The way Grandoreiro infects is through phishing campaigns to convince users to download
and execute an attachment. In this case, it is a DLL named dbghelp.dll posing as part of a
legitimate software named “intune.exe” or “Advanced Installer Intune Tool” (Figure 1).
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e: intune.exe Properties

Product version  186.1.0

(c) Caphyon LTD. Al rights reserved
Size 908 KB

Date modfied ~ 8/18/2022 10:03 AM
Language English (United States)
Onginal flename intune exe

Remove Properties and Personal Information

e

General Compatibility Digital Signatures
Security Details Previous Versions

Property Value

Description

File description  Advanced Installer Intune Tool

Type Poplication

File version 18610

Product name  Advanced Installer Intune Tool

Apply

e

a INSTALLER

New

Open

’ @advinst

4 new
messages

Merge Modules

Windows Store

Import

View Settings
Developers IT Pros | o

Installer Templates

Java
Jgj Visual Studio

Updates Application

Add-Ins st NET Application
NET

Visual Basic 6.0
Application

ASP NET Application

Generic

Figure 1: Apparently legitimate software containing the Grandoreiro malware

Detailed technical analysis: dbghelp.dlil

During the first part of the analysis of the dbghelp artifact.dll a relationship was found
between it and the domain “bsalsa.com®, which belongs to a site originally created for the
development of freeware solutions of the Delphi language.
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bsalsa productions
IONME.

- 1 - - - -
News Products Downloads Support Forum Credits

Delphi tips, tricks, code snippets, Samples & Component Search Engine.

| | | Search |

The current search engine database includes about 5000 Delphi web sites and growing...

By pressing the button below, FGU can add the Search engine to your iGoogle.
LA b

Home

bsalsa productions develop freeware solutions for users and programmers with
"Embarcadero Delphi” for "Microsoft Windows" OS. Our main product is the Embedded Web
Browser Component Pack. Most of its components were originally developed by Per Lindse
Larsen.

Our Pack gives you a complete solution to develop and control Internet based applications.
It allows you to create a customized Web browsing application, add Internet-, file- and
network browsing, document viewing, and data downloading capabilities to your
applications.

In the Pack there are many components that answer the needs of the programmer from
Internet webbrowsers, to applications web updating.

The components support all Delphi versions from D5 to Delphi XE.

Our guideline is easy use and implementation. So, all the components are under one tab and
the code implementation in with one line of code! In the Pack, we included full featured
demos so that programmers can easily understand "how to do what".

Our major goals are:

[ Fast.

U Handy.

1 Small.

1 Freeware.

| [ Google Search

(*) web () www.bsalsa.com

For easy navigation, here is a link to our site map.

Figure 2: Site bsalsa.com before restricting its access

This in turn, has as one of its most notable contributions the “Delphi — Embedded Web
Browser”, which, according to its official github: https://github.com/ghquant/Delphi-
EmbeddedWB allows you to create a custom web browsing application, add Internet, file
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https://github.com/ghquant/Delphi-EmbeddedWB

navigation, mouse control, document viewing, and the ability to download data from
applications. It is possible that this functionality has allowed the acceleration of the
integration of Delphi with browsers and then have malicious purposes.

Continuing with the analysis, the following text strings were found to correspond to the initial
suspicion that this variant targets account holders from mexican banks (hidden in the image):

OxEBB540 : B

OxEBB550 : 5 Web -
OxEBB568 : 5

BxEBB578 : Ban Banco
OxEBB5AG : Er

OxEBBSBC : £

OxEBBSDC : §

BxEBBSE8 : Banca

OxEBB&1O : Ban

@xEBB61C : Usuario

OxEBBG38 : Log on net

BxEBB&AC : net

OxEBB658 : Mexico
OxEBB&6T8 : Banca Mexico
BxEBBGsA® : | Ban

OxEBBGDE : B

BxEBB&F8 : Banco
OxEBBT10 :

OxEBBT2C : BANCO
OxEBBT6C : I

OxEBB788 : I

@xEBBTSC : A

OxEBBTAC : A

BxEBBT7CE : Banco

Figure 3: Chains related to multiple Mexican banks found in the campaign

The malware was written in Delphi7 and with a possible nickname of the developer as
“lulalivre”, a name that expresses a political opinion about one of the former presidents of
Brazil. This, along with the fact that there are many strings written in Portuguese, allows us
to begin to outline the variant that we eventually ended up confirming as Grandoreiro due to
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the TTPs and IOCs described below.

The interesting thing is that this new variant focuses on account holders in Mexico but, by
maintaining the functions in Portuguese, it suggests a collaboration between Brazilian
developers and actors with context in the Mexican banking sector or that the malware was
modified by this second group without the knowledge of the Brazilian actors.

The malware has validations to be able to work on the following versions of Windows:

e Windows 8

e Windows 10

e Windows 11

o Windows Server

Going deeper into the code, a function was found that allows to check if the infected user is
using any of the most common browsers in the Windows operating system: Chrome, Firefox,
IE, Edge, Opera, listed in the code as shown in the following figure:

A

egroundWindowsText((int )&

BYTE *)System::_ linkproc__ LStrToPChar

int8)Strutils::A

StrToPChar

AnsiContainsStr

: tAnsiContainsStr(1

LStrToPChar(wv4
5::AnsiContainsStr(f
int
linkproc LStrToPChar

::AnsiContainsStr(1

Figure 4: Case of the opening of a browser on the victim’s computer
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Subsequently, it monitors when the victim accesses the online banking website searching for
browser titles related to their online banking and words such as “Log on” and “Net”.

In the case of identifying any of these chains in the name of the window and the name of the
site, it focuses on the collection of sensitive information:

concat__ ((int)&

getFor
vll

StrToPChar(l

1]);
**) d'.\.'l'_‘-l"d_EfE.-_;':C + 536

Figure 5: A segment of code that runs if any site in the bank is opened

A very interesting feature is the validation that the communication is only between the
malware and the Command & Control without third parties. This is achieved with the use of
specific strings from each bank, injected into the callback traffic generated:

GetNumb

lub_asr

Figure 6: Validation functions for connection
Another interesting function is responsible for capturing screens in the system, applying a
colored mask to obfuscate the image. This mask looks as the image below:
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this, height};

y{this, width);

D) colorMask) ;

Figure 7: Content of the 0OXEB6520 function

DGA subdomain generation

A function was found in charge of generating dynamic domains for the connection with the
C2. The algorithm starts.

The algorithm starts using TldDayTime and makes requests at time[.] nist[.] gov to get the
date and make this request multiple times in case of error.

e::T1dDayTime | *)Iddaytime dDayTime: : TIdDayTime
dDayTime * s_IdDayTime_TIdDayTime,

o LStriLen(Time)

System: :TObject: :Free(TimeSocket);
TE :

ime *)Iddaytime::TIdDayTime::TIdDayTime(
(Iddaytime: : TIdDayTime *)&cls IdDayTime TIdDayTime,

Figure 8: Content of the start of the function OXEC22AC

From the strings obtained, these are separated according to their spaces and “:” to give them
a DD/MM/20YY format, thus obtaining a new list of dates. The day, month, and the year are
extracted from each of these dates.
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*, int, int ¥)

(_f all a trings *, int, int *, int) WORD *)TStrList 1 striist, 2, &x, lenY);
_ linkproc__
::_ linkproc__ LStrCatN( t, 3, s V31, v38, Exl, EH2, EL2, Ex EH3, iDD, monthK, Y);

Figure 9: Segment of OXEC22AC where the day, month and year are extracted
And depending on the value of the month, in the getMonthKey() method you get a different
key called mKey.

oc__ L5trAsg(Key,
oc__ LStrAsg(K
LstrAsg(K

LStrasg(K

LSErAsgik

___ LstrAsg(K
__ LstrAsg(K
oC__ LStrAsg(K
oc__ LStrAsgik

— ___ LstrAsgik
nth == 12 3%

em: :_linlr.'.pr."u:uc_ LStrasg|

Figure 10: getMonthKey() function
Based on this, from the value of the day that has been obtained, the substring to be used is
extracted in the following section:
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Sysutils::Trim(TDay);
LstrOmp(strDay[32], &str @1[1]);
if |

v5 = split({decoded, 1

(*(woid (_ fastcall **){ ::TStrings *, int, int *))(*(_DWORD *

éysutils::Trim[T]ayj;
LStrCmp(strDay[31], &str @2[1]);

{

ve = split(decoded, 124);

(*(wvoid (_ fastcall **)(Classes::TStrings *, int, int *})(*(_DWORD *
éysutils::Trim(T]ay};
LStrCmp(strDay[3@], &str_@3[1]);

{
v7? = split(decoded, 1

(*(wvoid (_ fastcall **)(
éysutils::Trim(T]ay};
LStrimp(strDay[29], &str_e4[1]);

vB = split(decoded, 124);
(*(void (_ fastcall **)(Classes::TStrings *, int, int *))(*(_DWORD *

éysutils::Trim[T]ay};
Lstrimp(strDay[28], &str_@5[1]);

{

vl = split(decoded, 1

*(woid (  fastcall **)( 4= *, int, int *)})(*( DWORD *

éysutils::Trim(T]ay};
Lstrimp(strDay[27], &str_@6[1]);

{
v1@ = split(decoded, 124};
(*(wvoid (_ fastcall **}(Classes:: *, int, int *))(*( 0 *wle + 12))(vie, 7, 8Keys);

éysutils::Trim[T]ag);
Lstrimp(strDay[26], &str_@7[1]);

v1ll = split(decoded, 124};
(*(wvoid (__fastcall **)(Classes:: *, int, int *})({*(_DWORD *)v11 + 12))(v1l, 8, &Keys);

éysutils::Trim{T]ay];
Lstrimp(strDay[25], &str_@8[1]);

Figure 11: Extract of code that gets the day
The getFormat, xorHexValues, remap, and replaceEqToNull functions are then called.

petFormatl Keys, (1nt)&8DDKY):

rorHexValues BDDKY, Keys, (int)&XOR);

System:: linkproc  LS5trCat3((int)&CAT, ibr, XOR);
remapl|CAT, (int)strDay

SVEUT11s: : lowerCase

‘eplaceEqToNulllstr




Figure 12: Code extract to obtain the final result of the dynamic domain
In getFormat the key obtained from the month, the value of the day and the last value
obtained from the year are combined into a key.

In xorHexValues an XOR is made with the values of the date and the month key to then
obtain its hexadecimal value.

Then, it starts remap where, from the previous output, a conversion and exchange of values

is carried out by concatenating the “=” symbol several times.

System::_  linkproc_  LStrClr{&unk EE341C);

gmemcpy( (void *){

return *{_BYTE *)(a2 + (al & ;?'ﬁ - '@’

Figure 13: Extract from the remap function

The result passes everything to lowercase and in the segment replaceEqToNull changes all
the “=" to “null”, resulting in a subdomain that will be concatenated with the string “/]
freedynamicdns[.] org”, which turns out to be the domain of a service used to generate
dynamic domains for free.

Sysutils::anertase{sfljay[: 3

replaceEqToNull(strDay[1], (char)vB@);
System::_ linkproc__ LStrAsg(genDomain, *({_DWORD *)wB@);

Figure 14: Extract of the function with replaceEqToNull
The append string freedynamicdns[.Jorg is a service that allows you to generate dynamic
domains for free, according to its description:
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Free Dynamic DNS

Try our Free Dynamic DNS Service today!

Get YOURNAME.FREEDYNAMICDNS.ORG now for free!
Would you like to monitor your home remotely via webcam, access your

computer remotely, or even run your own server from your house on a dynamic

IP address?
1 Hostname Dynamic DNS Updates
Email Support URL & Port 80 Redirects

Figure 15: Image of the site freedynamicdns.org that is public

How we can help

The Threat Intelligence Team created a tool to automatically predict the dynamic domains to
be used during 2022 by this Grandoreiro variant, which is available on our Intelligence
Platform for customers:
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May 5, 2022 at 6:42:35 PM

November 10, 2020 at 3:13:44 PM

DISABLED
August 22, 2022 at 7:29:34 PM

Figure 16: Threat Intelligence Platform
We confirm that as of today, the domain is active and ready to be used in future campaigns:

2022-08-14 hdpftboBsasltak.freedynamicdns.org
2022-08-15 hdpftijklszoltjw.freedynamicdns.org
2022-08-16 hdpftanlwaodtaw.freedynamicdns.org
2022-08-17 hdpftbkluatktab.freedynamicdns.org
2022-08-18 hdpftbwluao5tbo.freedynamicdns.org
2022-08-20 hdpftbblxgo5tbo.freedynamicdns.org
2022-08-21 hdpftbbOsjodtan.freedynamicdns.org
2022-08-22 hdpftbf@sqodtan.freedynamicdns.org
2022-88-23 hdoftbblwzphtbk.freedvnamicdns.ore
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Figure 17: Extract of future domains

Once the day is over, this domain stops working to pave the way for the next dynamic

domain.

It is worth mentioning that Trustwave’s great work helped a lot to the quick understanding of
previous algorithms similar to the one explained in this blog:

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/grandoreiro-banking-

malware-resurfaces-for-tax-season/

Indicators of Compromise

Hashes:

61ebbb2dec6895f168e5feec74452be9
26f8dd7bba9792821eafddc3d0abb480

URLs:

http[:]//www][.] bsalsa[.Jcom

Domains:

bsalsa[.]Jcom

freedynamicdns[.] Org

File Names:

dbghelp.dll

Intune.exe

Registration Keys:
Software\\Microsoft\Windows\\CurrentVersion\\Run
Domains generated by the DGA during 2022:
2022-01-01 hdpftaoOsqoOtbw.freedynamicdns.org
2022-01-02 hdpftjpOwqpjtaj.freedynamicdns.org
2022-01-03 hdpftkk1sjo4tar.freedynamicdns.org

2022-01-04 hdpftjpOxapktaw.freedynamicdns.org
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2022-01-05 hdpftjsOszpmtaf.freedynamicdns.org
2022-01-06 hdpftbbOtjo3tjf.freedynamicdns.org
2022-01-07 hdpftjr1szodtjk.freedynamicdns.org
2022-01-08 hdpftjj1watmtaw.freedynamicdns.org
2022-01-09 hdpftjbOsjpktbb.freedynamicdns.org
2022-01-10 hdpftko1szodtjf.freedynamicdns.org
2022-01-11 hdpftjbOujpktbb.freedynamicdns.org
2022-01-12 hdpftjfOujpitbb.freedynamicdns.org
2022-01-13 hdpftbkOtapmtaf.freedynamicdns.org
2022-01-14 hdpftjjoxapktbb.freedynamicdns.org
2022-01-15 hdpftas1sjtltjw.freedynamicdns.org
2022-01-16 hdpftbwOtas4tas.freedynamicdns.org
2022-01-17 hdpftjs1sjthtjb.freedynamicdns.org
2022-01-18 hdpftaj1satitkk.freedynamicdns.org
2022-01-19 hdpftarOxjs5tag.freedynamicdns.org
2022-01-20 hdpftbk1wqs4tko.freedynamicdns.org
2022-01-21 hdpftjs1tqoOtjj.freedynamicdns.org
2022-01-22 hdpftjg1tathtjb.freedynamicdns.org
2022-01-23 hdpftjstwqgo1tjb.freedynamicdns.org
2022-01-24 hdpftjo1saoOtjw.freedynamicdns.org
2022-01-25 hdpftaf1szo1tbs.freedynamicdns.org
2022-01-26 hdpftjk1wzoztjo.freedynamicdns.org
2022-01-27 hdpftbb1ujs4tjn.freedynamicdns.org
2022-01-28 hdpftaj1tqtitko.freedynamicdns.org

2022-01-29 hdpftaf1tztktjw.freedynamicdns.org
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2022-01-30 hdpftab1wqodtjg.freedynamicdns.org
2022-01-31 hdpftakOszo5tbb.freedynamicdns.org
2022-02-01 hdpftabOtaphtaf.freedynamicdns.org
2022-02-02 hdpftar1uatktjg.freedynamicdns.org
2022-02-03 hdpftjgOtjsetjs.freedynamicdns.org
2022-02-04 hdpftjs1twztltjs.freedynamicdns.org
2022-02-05 hdpftan1xatktaj.freedynamicdns.org
2022-02-06 hdpftak1sqtjtjf.freedynamicdns.org
2022-02-07 hdpftjgOsqgpitak.freedynamicdns.org
2022-02-08 hdpftbsOujo1tko.freedynamicdns.org
2022-02-09 hdpftas1tzodtjw.freedynamicdns.org
2022-02-10 hdpftjkOtaphtaf.freedynamicdns.org
2022-02-11 hdpftbw1xao1tko.freedynamicdns.org
2022-02-12 hdpftas1tzoztjj.freedynamicdns.org
2022-02-13 hdpftao1xqodtjw.freedynamicdns.org
2022-02-14 hdpftko1tztktjk.freedynamicdns.org
2022-02-15 hdpftjjowzs3tbf.freedynamicdns.org
2022-02-16 hdpftjjowzs2tbs.freedynamicdns.org
2022-02-17 hdpftjf1tas2tbw.freedynamicdns.org
2022-02-18 hdpftag1wztktjk.freedynamicdns.org
2022-02-19 hdpftjn1xjtltjo.freedynamicdns.org
2022-02-20 hdpftas1tjtjtjf.freedynamicdns.org
2022-02-21 hdpftjn1sqtktjk.freedynamicdns.org
2022-02-22 hdpftbb1xjo3tko.freedynamicdns.org

2022-02-23 hdpftbsOsjo1tjn.freedynamicdns.org
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2022-02-24 hdpftbfOtjo1tko.freedynamicdns.org
2022-02-25 hdpftbsOtqo1tas.freedynamicdns.org
2022-02-26 hdpftjoOsao5tak.freedynamicdns.org
2022-02-27 hdpftarOsasftaf.freedynamicdns.org
2022-02-28 hdpftjn1wztltjf.freedynamicdns.org
2022-03-01 hdpftafOtjs1tak.freedynamicdns.org
2022-03-02 hdpftjwOtjs2taf.freedynamicdns.org
2022-03-03 hdpftjpOuatktaw.freedynamicdns.org
2022-03-04 hdpftjo1wzs4tko.freedynamicdns.org
2022-03-05 hdpftajluaoztjg.freedynamicdns.org
2022-03-06 hdpftjg1sas4tjb.freedynamicdns.org
2022-03-07 hdpftbsOtgphtar.freedynamicdns.org
2022-03-08 hdpftjn1uatktbk.freedynamicdns.org
2022-03-09 hdpftbfOxjs1tag.freedynamicdns.org
2022-03-10 hdpftko1tjoftjj.freedynamicdns.org
2022-03-11 hdpftjffOwqo5tbs.freedynamicdns.org
2022-03-12 hdpftjg1tjo3tjw.freedynamicdns.org
2022-03-13 hdpftajiwaoetjs.freedynamicdns.org
2022-03-14 hdpftjf1tatktab.freedynamicdns.org
2022-03-15 hdpftag1sjoztjj.freedynamicdns.org
2022-03-16 hdpftboOszs2taf.freedynamicdns.org
2022-03-17 hdpftariwzs0Otas.freedynamicdns.org
2022-03-18 hdpftjriwqoetjf.freedynamicdns.org
2022-03-19 hdpftjjosjodtaw.freedynamicdns.org

2022-03-20 hdpftanOtgs1taf.freedynamicdns.org
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2022-03-21 hdpftbsOsjphtan.freedynamicdns.org
2022-03-22 hdpftbfOsqthtjn.freedynamicdns.org
2022-03-23 hdpftab1xqtjtaj.freedynamicdns.org
2022-03-24 hdpftjg1szsdtjb.freedynamicdns.org
2022-03-25 hdpftjwOxqo4dtbs.freedynamicdns.org
2022-03-26 hdpftaf1wqtjtjj.freedynamicdns.org
2022-03-27 hdpftarOxgpktaf.freedynamicdns.org
2022-03-28 hdpftbsOwzs1tag.freedynamicdns.org
2022-03-29 hdpftas1xjpitan.freedynamicdns.org
2022-03-30 hdpftbk1xjtjtaj.freedynamicdns.org
2022-03-31 hdpftjo1tzo1tjf.freedynamicdns.org
2022-04-01 hdpftakOsztltbf.freedynamicdns.org
2022-04-02 hdpftjgOsjsdtjf.freedynamicdns.org
2022-04-03 hdpftas1tatltbs.freedynamicdns.org
2022-04-04 hdpftanOsapmtak.freedynamicdns.org
2022-04-05 hdpftas1sztltbf.freedynamicdns.org
2022-04-06 hdpftbwOtjtmtar.freedynamicdns.org
2022-04-07 hdpftanOszodtag.freedynamicdns.org
2022-04-08 hdpftboOsjs2taf.freedynamicdns.org
2022-04-09 hdpftanOwzpmtag.freedynamicdns.org
2022-04-10 hdpftafOtjodtas.freedynamicdns.org
2022-04-11 hdpftbwOsjsetan.freedynamicdns.org
2022-04-12 hdpftjo1wathtjo.freedynamicdns.org
2022-04-13 hdpftag1tzsdtan.freedynamicdns.org

2022-04-14 hdpftasOtasetbo.freedynamicdns.org
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2022-04-15 hdpftjpOwzs1tjg.freedynamicdns.org
2022-04-16 hdpftjr1tjo2tbk.freedynamicdns.org
2022-04-17 hdpftag1szoOtbk.freedynamicdns.org
2022-04-18 hdpftjg1xqtjtbs.freedynamicdns.org
2022-04-19 hdpftar1sqgs4taw.freedynamicdns.org
2022-04-20 hdpftab1wzs4taj.freedynamicdns.org
2022-04-21 hdpftan1wzo1tab.freedynamicdns.org
2022-04-22 hdpftbb1xjsetbo.freedynamicdns.org
2022-04-23 hdpftjo1tjtktjj.freedynamicdns.org
2022-04-24 hdpftbwOtqtltjf.freedynamicdns.org
2022-04-25 hdpftjs1sqtjtjb.freedynamicdns.org
2022-04-26 hdpftaw1xqoztjb.freedynamicdns.org
2022-04-27 hdpftasOtgtmtar.freedynamicdns.org
2022-04-28 hdpftjs1xqtktbw.freedynamicdns.org
2022-04-29 hdpftbo1tas4taj.freedynamicdns.org
2022-04-30 hdpftbo1xjo3taj.freedynamicdns.org
2022-05-01 hdpftigOuaoetaw.freedynamicdns.org
2022-05-02 hdpftjo1tjpitbb.freedynamicdns.org
2022-05-03 hdpftaj1xgsztbk.freedynamicdns.org
2022-05-04 hdpftjk1wzobtjo.freedynamicdns.org
2022-05-05 hdpftbsOtjphtar.freedynamicdns.org
2022-05-06 hdpftjj1tjpmtjo.freedynamicdns.org
2022-05-07 hdpftan1wzthtag.freedynamicdns.org
2022-05-08 hdpftjsOxatitaf.freedynamicdns.org

2022-05-09 hdpftjs1szpktaw.freedynamicdns.org
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2022-05-10 hdpftjpOuaoetbs.freedynamicdns.org
2022-05-11 hdpftjbOujodtjs.freedynamicdns.org
2022-05-12 hdpftjwOujo3tbs.freedynamicdns.org
2022-05-13 hdpftas1xas2tko.freedynamicdns.org
2022-05-14 hdpftaf1xapktjg.freedynamicdns.org
2022-05-15 hdpftbsOtas1tjn.freedynamicdns.org
2022-05-16 hdpftafiwzpjtaj.freedynamicdns.org
2022-05-17 hdpftboOsqtitag.freedynamicdns.org
2022-05-18 hdpftbbOwztitak.freedynamicdns.org
2022-05-19 hdpftko1wasetbo.freedynamicdns.org
2022-05-20 hdpftab1wapktjg.freedynamicdns.org
2022-05-21 hdpftbo1wzsztab.freedynamicdns.org
2022-05-22 hdpftbb1xjsdtbo.freedynamicdns.org
2022-05-23 hdpftar1xjsztaw.freedynamicdns.org
2022-05-24 hdpftariwqgsdtab.freedynamicdns.org
2022-05-25 hdpftjg1sqodtbw.freedynamicdns.org
2022-05-26 hdpftakOtaphtar.freedynamicdns.org
2022-05-27 hdpftjjoxqoztaf.freedynamicdns.org
2022-05-28 hdpftbsOwzthtag.freedynamicdns.org
2022-05-29 hdpftkk1wgsdtab.freedynamicdns.org
2022-05-30 hdpftjr1szoOtbo.freedynamicdns.org
2022-05-31 hdpftjw1sjsztab.freedynamicdns.org
2022-06-01 hdpftjo1ujsztak.freedynamicdns.org
2022-06-02 hdpftjrisjpltbw.freedynamicdns.org

2022-06-03 hdpftjwOwao4tbf.freedynamicdns.org
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2022-06-04 hdpftjjOxapltbw.freedynamicdns.org
2022-06-05 hdpftjn1tqo3tjk.freedynamicdns.org
2022-06-06 hdpftjpOxgpmtjk.freedynamicdns.org
2022-06-07 hdpftjfoxao4taw.freedynamicdns.org
2022-06-08 hdpftbbOwztjtjn.freedynamicdns.org
2022-06-09 hdpftbs1tqtmtkk.freedynamicdns.org
2022-06-10 hdpftao1wzs4tjb.freedynamicdns.org
2022-06-11 hdpftjf1sjpmtbw.freedynamicdns.org
2022-06-12 hdpftaw1waodtjw.freedynamicdns.org
2022-06-13 hdpftbo1xas5tab.freedynamicdns.org
2022-06-14 hdpftasOtzoftbb.freedynamicdns.org
2022-06-15 hdpftbfOtgsztag.freedynamicdns.org
2022-06-16 hdpftab1waqtitjb.freedynamicdns.org
2022-06-17 hdpftjjoxjodtbb.freedynamicdns.org
2022-06-18 hdpftafOwztjtjn.freedynamicdns.org
2022-06-19 hdpftanOwzsztak.freedynamicdns.org
2022-06-20 hdpftaj1ujtmtjb.freedynamicdns.org
2022-06-21 hdpftbb1xapktbo.freedynamicdns.org
2022-06-22 hdpftbs0szoztjf.freedynamicdns.org
2022-06-23 hdpftbk1xqgtitaw.freedynamicdns.org
2022-06-24 hdpftjg1szo3tbw.freedynamicdns.org
2022-06-25 hdpftjn1sas4tan.freedynamicdns.org
2022-06-26 hdpftbwOsjsftak.freedynamicdns.org
2022-06-27 hdpftjjoxjpmtbf.freedynamicdns.org

2022-06-28 hdpftkk1uao3tbw.freedynamicdns.org
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2022-06-29 hdpftanOwzsztak.freedynamicdns.org
2022-06-30 hdpftanOtgphtaf.freedynamicdns.org
2022-07-01 hdpftjr1tas1tjb.freedynamicdns.org
2022-07-02 hdpftjjowas4tjs.freedynamicdns.org
2022-07-03 hdpftjgOtjs4tjk.freedynamicdns.org
2022-07-04 hdpftjr1sjoStan.freedynamicdns.org
2022-07-05 hdpftan1xasOtaj.freedynamicdns.org
2022-07-06 hdpftjfOxqtltbf.freedynamicdns.org
2022-07-07 hdpftab1uapmtkk.freedynamicdns.org
2022-07-08 hdpftjgOxaodtaf.freedynamicdns.org
2022-07-09 hdpftbfOwzodtak.freedynamicdns.org
2022-07-10 hdpftasOsasftar.freedynamicdns.org
2022-07-11 hdpftbfOsjsftar.freedynamicdns.org
2022-07-12 hdpftjk1tzsdtjj.freedynamicdns.org
2022-07-13 hdpftajiwapjtko.freedynamicdns.org
2022-07-14 hdpftboOsaoftag.freedynamicdns.org
2022-07-15 hdpftanOsaoftas.freedynamicdns.org
2022-07-16 hdpftajiwzpktjn.freedynamicdns.org
2022-07-17 hdpftjk1sasztjf.freedynamicdns.org
2022-07-18 hdpftbb1xjsdtjj.freedynamicdns.org
2022-07-19 hdpftar1sqgphtaj.freedynamicdns.org
2022-07-20 hdpftbb1xqo4tbk.freedynamicdns.org
2022-07-21 hdpftjo1ijsftjf.freedynamicdns.org
2022-07-22 hdpftbfOsjtktjf.freedynamicdns.org

2022-07-23 hdpftbk1ujpktjn.freedynamicdns.org
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2022-07-24 hdpftaf1szsdtbf.freedynamicdns.org
2022-07-25 hdpftjpOxgs5tbs.freedynamicdns.org
2022-07-26 hdpftag1szphtjw.freedynamicdns.org
2022-07-27 hdpftjs1sasetjb.freedynamicdns.org
2022-07-28 hdpftjg1xqgsdtjb.freedynamicdns.org
2022-07-29 hdpftaj1sasetjw.freedynamicdns.org
2022-07-30 hdpftan1xatmtbo.freedynamicdns.org
2022-07-31 hdpftbf1xao4tbo.freedynamicdns.org
2022-08-01 hdpftafitwas3tak.freedynamicdns.org
2022-08-02 hdpftab1xqgtmtjj.freedynamicdns.org
2022-08-03 hdpftboOszphtan.freedynamicdns.org
2022-08-04 hdpftjk1sqoOtjw.freedynamicdns.org
2022-08-05 hdpftjwOsgs1taj.freedynamicdns.org
2022-08-06 hdpftjwOxapjtbb.freedynamicdns.org
2022-08-07 hdpftaj0szs4tjn.freedynamicdns.org
2022-08-08 hdpftowOwao4tar.freedynamicdns.org
2022-08-09 hdpftar1tatmtaj.freedynamicdns.org
2022-08-10 hdpftasOsao5tar.freedynamicdns.org
2022-08-11 hdpftjpOuapltaf.freedynamicdns.org
2022-08-12 hdpftbfOtzs3tag.freedynamicdns.org
2022-08-13 hdpftas1xqodtjw.freedynamicdns.org
2022-08-14 hdpftboOsas1tak.freedynamicdns.org
2022-08-15 hdpftjk1szo1tjw.freedynamicdns.org
2022-08-16 hdpftan1waodtaw.freedynamicdns.org

2022-08-17 hdpftbk1uatktab.freedynamicdns.org
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2022-08-18 hdpftowOuaob5tbo.freedynamicdns.org
2022-08-19 hdpftbsOuaphtan.freedynamicdns.org
2022-08-20 hdpftbb1xqo5tbo.freedynamicdns.org
2022-08-21 hdpftbbOsjo4tan.freedynamicdns.org
2022-08-22 hdpftbf0sqodtan.freedynamicdns.org
2022-08-23 hdpftbb1wzphtbk.freedynamicdns.org
2022-08-24 hdpftak1sqo1tbf.freedynamicdns.org
2022-08-25 hdpftjfOxjpjtjg.freedynamicdns.org
2022-08-26 hdpftjjoxapktjs.freedynamicdns.org
2022-08-27 hdpftjfOxgpjtbb.freedynamicdns.org
2022-08-28 hdpftjpOsgphtbs.freedynamicdns.org
2022-08-29 hdpftjwOsjpktbb.freedynamicdns.org
2022-08-30 hdpftjfOujpltaj.freedynamicdns.org
2022-08-31 hdpftkk1szphtjo.freedynamicdns.org
2022-09-01 hdpftakOsqpktbf.freedynamicdns.org
2022-09-02 hdpftjo1tapltjw.freedynamicdns.org
2022-09-03 hdpftaj1xqgpitaw.freedynamicdns.org
2022-09-04 hdpftbbOtztjtas.freedynamicdns.org
2022-09-05 hdpftao1ujsOtjw.freedynamicdns.org
2022-09-06 hdpftjn1tzs2tab.freedynamicdns.org
2022-09-07 hdpftjk1sapmtbw.freedynamicdns.org
2022-09-08 hdpftjriwqoftbo.freedynamicdns.org
2022-09-09 hdpftjwOxatltjs.freedynamicdns.org
2022-09-10 hdpftjr1sao4tbw.freedynamicdns.org

2022-09-11 hdpftaw1uapmtjb.freedynamicdns.org
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2022-09-12 hdpftariuasOtaw.freedynamicdns.org
2022-09-13 hdpftab1tapmtbs.freedynamicdns.org
2022-09-14 hdpftjn1tqs3tbk.freedynamicdns.org
2022-09-15 hdpftjn1tzs3tbo.freedynamicdns.org
2022-09-16 hdpftjf1tjs1taw.freedynamicdns.org
2022-09-17 hdpftag1szs3tbk.freedynamicdns.org
2022-09-18 hdpftjj0sqo3tjg.freedynamicdns.org
2022-09-19 hdpftbsOuasztjn.freedynamicdns.org
2022-09-20 hdpftaf1xas3tjw.freedynamicdns.org
2022-09-21 hdpftjn1tjphtjf.freedynamicdns.org
2022-09-22 hdpftkk1szodtbw.freedynamicdns.org
2022-09-23 hdpftjn1sjo5tjo.freedynamicdns.org
2022-09-24 hdpftjp1taodtbw.freedynamicdns.org
2022-09-25 hdpftanOsijtltak.freedynamicdns.org
2022-09-26 hdpftanOsjtktag.freedynamicdns.org
2022-09-27 hdpftaf1sapktbb.freedynamicdns.org
2022-09-28 hdpftafOwqpltbf.freedynamicdns.org
2022-09-29 hdpftkk1was2tab.freedynamicdns.org
2022-09-30 hdpftjsOtatjtag.freedynamicdns.org
2022-10-01 hdpftabOtjtmtaj.freedynamicdns.org
2022-10-02 hdpftjpOwaoOtaf.freedynamicdns.org
2022-10-03 hdpftkk1sjoztar.freedynamicdns.org
2022-10-04 hdpftarOsjtjtag.freedynamicdns.org
2022-10-05 hdpftab1xjpltjw.freedynamicdns.org

2022-10-06 hdpftao1szs1tjj.freedynamicdns.org
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2022-10-07 hdpftas1wqphtjw.freedynamicdns.org
2022-10-08 hdpftbwOujsftjn.freedynamicdns.org
2022-10-09 hdpftaw1tjs2tjw.freedynamicdns.org
2022-10-10 hdpftariwqtktag.freedynamicdns.org
2022-10-11 hdpftbsOsaoftar.freedynamicdns.org
2022-10-12 hdpftbk1wzsOtaw.freedynamicdns.org
2022-10-13 hdpftjbOtjo3tjs.freedynamicdns.org
2022-10-14 hdpftbfOtzsztko.freedynamicdns.org
2022-10-15 hdpftao1wqgs2tjb.freedynamicdns.org
2022-10-16 hdpftjn1tjo4tjk.freedynamicdns.org
2022-10-17 hdpftao1wqs1tjj.freedynamicdns.org
2022-10-18 hdpftag1wzphtjf.freedynamicdns.org
2022-10-19 hdpftanOwztmtak.freedynamicdns.org
2022-10-20 hdpftanOtatmtaf.freedynamicdns.org
2022-10-21 hdpftbk1watktas.freedynamicdns.org
2022-10-22 hdpftajiwasetkk.freedynamicdns.org
2022-10-23 hdpftab1ujtktas.freedynamicdns.org
2022-10-24 hdpftajiwzsdtkk.freedynamicdns.org
2022-10-25 hdpftab1xqgsftas.freedynamicdns.org
2022-10-26 hdpftanOsztktas.freedynamicdns.org
2022-10-27 hdpftjk1xqo4tjo.freedynamicdns.org
2022-10-28 hdpftbo1tjphtaw.freedynamicdns.org
2022-10-29 hdpftan1tjs3tab.freedynamicdns.org
2022-10-30 hdpftjk1tzo5tbw.freedynamicdns.org

2022-10-31 hdpftjiwOwqgsOtaw.freedynamicdns.org
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2022-11-01 hdpftbbOtzsetjg.freedynamicdns.org
2022-11-02 hdpftas1tqtltjk.freedynamicdns.org
2022-11-03 hdpftjpOuasztbs.freedynamicdns.org
2022-11-04 hdpftjgOsgsetjs.freedynamicdns.org
2022-11-05 hdpftjj1tjsOtab.freedynamicdns.org
2022-11-06 hdpftbsOtgs3tan.freedynamicdns.org
2022-11-07 hdpftafiwzo2tas.freedynamicdns.org
2022-11-08 hdpftjk1xathtjj.freedynamicdns.org
2022-11-09 hdpftjg1wzs5tjf.freedynamicdns.org
2022-11-10 hdpftbb1tqs5tjj.freedynamicdns.org
2022-11-11 hdpftan1xqoftab.freedynamicdns.org
2022-11-12 hdpftanOtjo5tak.freedynamicdns.org
2022-11-13 hdpftbfOsjo4tag.freedynamicdns.org
2022-11-14 hdpftow1wqo2tko.freedynamicdns.org
2022-11-15 hdpftbfOtqo4tas.freedynamicdns.org
2022-11-16 hdpftawOtqo2tko.freedynamicdns.org
2022-11-17 hdpftao1wqtmtjj.freedynamicdns.org
2022-11-18 hdpftjw0OsasO0tbf.freedynamicdns.org
2022-11-19 hdpftjn1waoztbo.freedynamicdns.org
2022-11-20 hdpftkk1szoztbk.freedynamicdns.org
2022-11-21 hdpftko1szoztbo.freedynamicdns.org
2022-11-22 hdpftasOszs2tar.freedynamicdns.org
2022-11-23 hdpftjs1tjthtbf.freedynamicdns.org
2022-11-24 hdpftjg1sztjtjo.freedynamicdns.org

2022-11-25 hdpftjk1xqtktjo.freedynamicdns.org
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2022-11-26 hdpftan1ujoetaw.freedynamicdns.org
2022-11-27 hdpftko1tatktjo.freedynamicdns.org
2022-11-28 hdpftjjOsjsetjg.freedynamicdns.org
2022-11-29 hdpftjn1was2tan.freedynamicdns.org
2022-11-30 hdpftjpOuasOtjk.freedynamicdns.org
2022-12-01 hdpftak1xjs5tjw.freedynamicdns.org
2022-12-02 hdpftjwOtzpmtag.freedynamicdns.org
2022-12-03 hdpftbsOsjpltas.freedynamicdns.org
2022-12-04 hdpftjo1xjoftko.freedynamicdns.org
2022-12-05 hdpftboOsqs3taj.freedynamicdns.org
2022-12-06 hdpftbkOsas3taf.freedynamicdns.org
2022-12-07 hdpftab1xqtktkk.freedynamicdns.org
2022-12-08 hdpftaf1szs4tjg.freedynamicdns.org
2022-12-09 hdpftaoOwqgtmtbb.freedynamicdns.org
2022-12-10 hdpftjkOtapltak.freedynamicdns.org
2022-12-11 hdpftjbOtgs3taf.freedynamicdns.org
2022-12-12 hdpftbw0Osaodtjn.freedynamicdns.org
2022-12-13 hdpftjkOtgpjtaf.freedynamicdns.org
2022-12-14 hdpftbbOsjpltas.freedynamicdns.org
2022-12-15 hdpftbsOtaoztkk.freedynamicdns.org
2022-12-16 hdpftjj1tzsftbf.freedynamicdns.org
2022-12-17 hdpftjwOxgsOtaj.freedynamicdns.org
2022-12-18 hdpftjk1xatmtjw.freedynamicdns.org
2022-12-19 hdpftaf1szs4taj.freedynamicdns.org

2022-12-20 hdpftbk1wqs4tjg.freedynamicdns.org
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2022-12-21 hdpftbo1xjo3taw.freedynamicdns.org
2022-12-22 hdpftjg1waqtitjo.freedynamicdns.org
2022-12-23 hdpftjk1wgthtbw.freedynamicdns.org
2022-12-24 hdpftasOtasetar.freedynamicdns.org
2022-12-25 hdpftko1tzo1tbk.freedynamicdns.org
2022-12-26 hdpftjwOxgs1tjg.freedynamicdns.org
2022-12-27 hdpftjjoxasOtjk.freedynamicdns.org
2022-12-28 hdpftbb1tzodtko.freedynamicdns.org
2022-12-29 hdpftaj1tzo1tjb.freedynamicdns.org
2022-12-30 hdpftao1tjtitik.freedynamicdns.org

2022-12-31 hdpftao1xjo2tjj.freedynamicdns.org
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