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Evasive Infostealer leveraging Phishing and Spam Campaigns for its Delivery

Threat Actors (TAs) are increasingly using spam emails and phishing websites to trick users into
downloading malware such as Stealer and Remote Access Trojan (RAT) to infect users’ machines and
steal sensitive information.

Cyble Research & Intelligence Labs (CRIL) is actively monitoring various stealer malware and publishing
blogs about them to inform and educate its readers.

Recently, we came across a new strain of malware called “Rhadamanthys Stealer.” This stealer variant is
active, and the TA behind the malware stealer is selling this under the Malware as a Service (MaaS)
model.

Rhadamanthys stealer spreads by using Google Ads that redirect the user to phishing websites that mimic
popular software such as Zoom, AnyDesk, Notepad++, Bluestacks, etc. It can also spread via spam email
containing an attachment for delivering the malicious payload.

Spam Email

The Rhadamanthys stealer infection starts through spam emails containing a PDF attachment named
“Statement.pdf’ as shown in the figure below.
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Fw: Statement(SOA) - Message (Plain Text)

Message Help Q Tell me what you want to do

@ Fw: Statement(SOA)

i We removed extra line breaks from this message,

Statement.pdf
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Good morning, %
Please find attached your statement of account (SOA) showing purchase orders and corresponding invoices.
Kindly download the attached document and confirm all details to enable us arrange payment.

Endeavour to confirm the correctness of the invoice total and your bank account details.

Your immediate response will be highly appreciated.
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CONFIDENTIALITY NOTICE: This communication and any accompanying

document(s) are confidential and privileged. They are intended for the sole use of the addressee. If you receive this transmission in
error, you are advised that any disclosure, copying, distribution, or the taking of any action in reliance upon the communication is strictly
prohibited.

B e e

FEEEEEEEFEEEEREEETEES

Figure 1 — Spam Email with PDF Attachment
When opening the attachment present in the spam email, it displays a message indicating it is an “Adobe
Acrobat DC Updater” and includes a download link labelled “Download Update,” as shown below.
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Statement.pdf - Adobe Acrobat Reader DC

File Edit View Sign Window Help

Statement.pdf

B v ® 8 Q

Updating Adobe Acrobat DC (18.009.20044) by

This update addresses customer issues and security vulnerabilities. Adobe
recommends that you always install the latest updates.

You can continue working while download is in progress.

Download Update Download Document

| https://zolotayavitri na.comﬂan-statement.exek

Figure 2 — PDF document with a download link
When a user clicks the “Download Update” link, it downloads a malware executable from an URL
“https[:]\\zolotayavitrina[.Jcom/Jan-statement[.Jexe” into the Downloads folder.

Upon execution of the “Jan-statement.exe” file, it runs the stealer and allows it to steal sensitive
information from the victim’s machine. The figure below illustrates the process tree of the Rhadamanthys
stealer that was delivered via a spam email.
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Figure 3 — Process tree of spam email downloads Stealer

Phishing Sites

The TAs behind this campaign also created a highly convincing phishing webpage impersonating
legitimate websites to trick users into downloading the stealer malware, which carries out malicious
activities. The link to these phishing websites spreads through Google ads. We have observed several
phishing domains created to spread this malware. Some of the following:

e bluestacks-install[.Jcom
e zoomus-install[.Jcom
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e install-zoom[.Jcom

e install-anydesk[.Jcom

e install-anydeslk[.Jcom

e zoom-meetings-install[.Jcom

o zoom-meetings-download|.Jcom

e anydleslk-download[.Jcom

e zoomvideo-install[.Jcom

e zoom-video-install[.Jcom

o jstaller-zoom[.Jcom

e noteepad.hasankahrimanoglu[.Jcom/[.Jtr

The phishing websites further downloads an installer file disguised as a legitimate installer downloading
the respective applications. When installing the respective application, it also silently installs the stealer
malware without the user’s knowledge. The below figure shows the process tree of the malicious AnyDesk
installer deploying Rhadamanthys stealer.
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Figure 4 — Process tree of malicious AnyDesk installing Stealer

Payload Analysis

Upon execution of the installer file, it creates a folder named “ST” in the %temp% location and drops two
hidden binary executable files.

e [nitialize 4.exe
e Runtime Broker.exe

The loader “Runtime Broker.exe” is a 32-bit Pylnstaller executable with SHA256:
db66fc58c07baOccbe1b9¢c2db770179d0d931e5bf73838da9c915581661d4c1a.

The additional information is shown in the figure below.
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ﬁ Detect It Easy v3.01 - (] X

Fle name

C:\Users s \AnpData \Roaming \Temp'\ST \Runtime Broker, exe

File type Entry point Base addre MIME

00400000 Memory map .
' . Hash

TimeDateStamp Size0flmage Resources
—_—
20200105 12:16:35 00031000 I Manifest Version

Endianness Mode Architecture Type
Detect It Easy(DiE) LE K ¥ 1386 GLUT

compiler Microsoft Visual C/C++ (2015 v.14.0)[-]
linker Microsoft Linker(14.0, Visual Studio 2015 14.0°)[GUI32, signed]

overlay zlib archive(-][-]
Signatures | [_ Deep scan
|| 258 msec

Figure 5 — Static file details of “Runtime Broker.exe”
Upon execution of “Runtime Broker.exe”, it drops multiple Python-supporting files in the %temp% folder.

"«

These files include “.pyc”, “.pyd”, and “.dll” files, which were extracted from the Pylnstaller executable as
shown below.

Figure 6 — Extracted files of Pylnstaller executable

The “Binary_Stub_Replacer.pyc” is a python compiled file which contains obfuscated raw data that will be
de-obfuscated using replace function and then converted into Binary and ASCII format for getting the
second stage malicious python code as shown below.

FEFFEFFFFFAFFFFFFFFFFEFFITFAFFFFFFFAFFFFFEFFFFF

Figure 7 — Decompiled python content of Binary_Stub_Replacer.pyc

The decoded python code contains an embedded base64-encoded content which is a shellcode. When
executed, this python code decodes the base64-encoded stub, creating a new Portable Executable (PE)
payload file. The PE file is then injected into a new “Runtime Broker.exe” process using the CreateThread()
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API function, as shown in the image below.
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Figure 8 — Decoded payload from base64 stub
The below image shows the details of the shellcode, which is a 32-bit executable file compiled with
Microsoft visual C/C++ compiler, as shown below.
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Detect It Easy v3.01 . 0 »

File name

C:\WUsers\i et om0 p\shellcode.exe
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Entry point Base address MIME

00404658 > Disasm | 00400000 Mernorl,r map | - =
- AR - - Hasl
Import o= 1 l Overlay o

TimeDateStamp SizeOfimage
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2022-12-26 07:99:31 00034000

a
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X
Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1335

compiler Microsoft Visual C/C++(6.0)[libcmt]
linker Microsoft Linker(6.0%)[GUI32]

Options |

Signatures [ eep sC About |
[~

Exit

i

Figure 9 — Payload file details

Upon execution, the shellcode begins by creating a mutex object to ensure that only one copy of the
malware is running on the victim’s system at any given time. It then checks if it is running on a virtual
machine, such as VMware or VirtualBox, by searching for strings associated with virtual machine
environments, as shown in the figure below.
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"SYSTEM\\ControlSeto0o1\\Control\\SystemInTormation"”
"SYSTEM\\ControlSetool\\Services\\BALLOON"
"SYSTEM\\Controlsetool'\\Services\ \Balloonsarvice"”
"SYSTEM\\ControlSetool\\Services\\WBoxGuest"
'SYSTEM\\Controlseto0o1\\Services\\VBoxMouse"
"'SYSTEM\\ControlsSetool\\Services\\VBoxXSF"
"SYSTEM\\ControlSetool\\Services\\VBoxService"
"SYSTEM\\ControlsetDol\\Services'\WVBoxVideo"
"SYSTEM\\ControlSetoo1\\Services\\VirtIo-FSs Service"
'SYSTEM\\ControlSetool1\\Services\\Virtioserial"™
"'SYSTEM " \ControlsSeto0ol\\Services\\netkvm"
'SYSTEM\\ControlsSetooi\\Services\\vioscsi"”
"SYSTEM\\Controlsetoo1\\services\\viostor™ Mutex
" Sandbox™
SertalNumber -
L”Sessiun\\%u\tHSCTF.Asm.[%DBTx—ﬁﬁ#x—%0#x—%ﬁZx%DZx—%Ozx%ﬁZx%OZx%DZx%UZx%OZx}r
L"Sources™

I_l-l_i'r'l_l-l'l"f-l-l'r'l"l_‘i

L"System32'\ \VBoxControl. exe™
L"sSystem32\\drivers\\VBoxGuest.sys"
L"system32\\drivers\\VBoxMouse.sys"
L"system32\\drivers\\VBoXSF.sys"
L"System32\\drivers\\VBoxvideo.sys"
L"System3z2\\drivers\\balloon.sys"
L"System32 \driversi\netkvm.sys"
L"system32\\drivers\\pvpanic.sys"

L System32h\\drivers\\viofs.sys"
L"system32\\drivers\\viogpudo.sys"
L"System32\\drivers\\vioinput.sys"
L"System32\\drivers\\viorng.sys"
L"System32\\drivers\\vioscsi.sys"
L"System32\\drivers\\vioser.sys"
L"system32\\drivers\\viostor.sys" Fi 10
L"SystemBZ\tvguxﬁisE.g]q" igure -
L"System32'\\vboxhook. 5 M

L "System32\\vboxmrxnp.dl1™ VB““: VMI—reIated St"ngs
L"system32\\vboxogl.d11"
L"System32\\vboxoglarrayspu.dil”
L"System32\\vboxoglcrutil.dll”
"system32\\vboxoglerrorspu.dil”
L"System32\\vboxoglfeedbackspu.dll"

L"System32\\vboxoglpackspu.dil™ L\@
L"System32'\\vboxoglpassthroughspu.dll™
L"System32\\vboxservice. exe"
L"System32\\vboxtray.exa"

L"SystemIT"
L"SystemManutfacturer"”
L"SystemProductName"
L"Ssystem\\CurrentControlsSet\\Enum\\IDE"
L"system\\CurrentControlSet\\Enum\\SC5I1"
L " TEQUILABOOMBOOM"
L vROX
L"vBOX"
L"VBOX™
L"VBoxTrayToolwnd"
L"VBOXTrayToolwndClass"
L"VBoxvideows"”
L "vBoxwddm"
L "VEN_VBOX"™
L"VGAuthService. exe"
"VIRTUALBOX™
an“pr
. AR E*

AntiVM related strings
This check is designed to prevent the malware from being detected and analyzed in a virtual environment.

If the malware detects that it is running in a controlled environment, it will terminate its execution.
Otherwise, it will continue and perform the stealer activity as intended.

After the check, the shellcode further drops a DLL file named “nsis_unsibcfb0.dll” in the %temp% folder
and launches it using the “rundll32.exe” with specific parameters shown in the figure below.
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Figure 11 — Dropped DLL file execution

While investigating this malware, we observed that a steganography image was downloaded from the
remote server. We suspect the shellcode decrypts the steganography image to get the actual
Rhadamanthys payload. The memory of rundll32.exe contains all the malicious code responsible for
stealer activities.

The Rhadamanthys stealer now starts collecting system information by executing a series of Windows
Management Instrumentation (WMI) queries. The collected information includes the computer name,
username, OS version, RAM, CPU information, HWID, time zone, user and keyboard language, and
others.

After gathering system details, the malware queries the directories of the installed browsers on the victim’s
machine and searches for browser-related files such as browsing history, bookmarks, cookies, auto-fills,
login credentials, etc. It targets different browsers such as Brave, Edge, Chrome, Firefox, Opera Software,
Sleipnir5, Pale Moon, CocCoc, etc.

Crypto Wallets

This stealer malware is also designed to target various crypto wallets and collects information from them.
While the malware can target a wide range of crypto wallets, the observed stealer samples were found to
have specific functionality to target the following crypto wallets:

o Armory

e Binance

e Bitcoin

e Bytecoin

e Electron

e Qtum-Electrum
o Solar wallet
o WalletWasabi
o Zap

o Zecwallet Lite
e Zcash

Also, the Rhadamanthys stealer steals data from the following crypto wallet browser extensions, which are
hard coded in the stealer binary, as shown in the image below.
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Crypto browser wallet |Extension ID Crypto browser wallet Extension ID

MyTonWallet fldfpgipfncgndfolcbkdeeknbbbnhcc Oasis Wallet ppdadbejkmjnefldpcdjhnkpbjkikoip
Exodus Wallet aholpfdialjgjfhomihkjbmgjidlcdno Goby jnkelfanjkeadonecabehalmbgpfodjm
Trust Wallet egjidjbpglichdcondbcbdnbeeppgdph StarMask mfhbebgoclkghebffdidpobeajmbecfk
ZilPay wallet foekallmnjoeggkefjkbebpineneilec Eternl kmhcihpebfmpgmihbkipmjimmioameka
MetaMask ejbalbakoplchighecdalmeeeajnimhm Wombat amkmjjmmflddogmhpjloimipbofnfjih
Bitcoin dmdimapfghaakeibppbfeokhgoikeoci Hycon Lite Client bcopgechhojmggmffilpimbdicgaihlkp
Flint Wallet hnhobjmcibchnmglfbldbfabcgaknlk] Crypto.com hifafgmccdpekplomijjkcfgodnhcellj
X-Wallet bofddndhbegljegmpmnlibhcejofmjgbn  |Keeper Wallet Ipilbniiabackdjcionkobgimddfbcjo
Stargazer Wallet pgiaagfkgcbnmiiolekcfmljdagdhlcm Terra Station Wallet aiifonbfobpmeekipheeijimdpnlpgpp
Theta Wallet ckelpdlfgochnkdgikcgbimdcfgpkhgk SteveumKeychain jhgnbkkipaallpehbohjmkbjofjdmeid
BitKeep jiidiaalihmmhddjgbnbgdfflelocpak Jaxx Liberty cjelfplplebdjjenlipjcbimijkfcffne

Pali Wallet mgffkfbidihjpoaomajlbgchddlicgpn ZilPay kinaejjgbibmhlephnhpmaofohgkpgkd
TON Wallet nphplpgoakhhjchkkhmiggakijnkhfnd Yoroi Wallet akoiaibnepcedcplijmiamnaigbepmcb
KardiaChain Wallet pdadjkfkgcafgbceimepbkalnfnepbnk Ronin Wallet fnjhmkhhmkbjkkabndcnnogagogbneec
Fractal Wallet agechnindjilpccclelhlbjphbgnobpf Rabet hgmoaheomcjnaheggkfafnjilfcefomo
ArConnect einnioafmpimabjcddiinlhmijaionap Auvitas Wallet klbgaboailigngkiifaglicepkfckppa
Swash cmndjbecilbocjfkibfbifhngkdmjgog Liguality Wallet kpfopkelmapcoipemfendmdcghnegimn
Nash onofpnbbkehpmmoabgpcpmigafmmnjhl | Nifty Wallet jbdaocneiiinmjbjlgalhcelgbejmnid
XDEFI Wallet hmeobnfnfemdkdemlblgagmfpfboieaf Oxygen - Atomic Crypto Wallet |fhilaheimglignddkjgofkcbgekhenbh
BitClip ijmpgkjfkbfhoebgogflfebnmejmfboml Crocobit Wallet pnlfjmicjdjgkddecgincndfgegkecke
DAppPlay lodccjjbdhfakaekdiahmedfbieldgik Finnie cjmkndjhnagcfbpiemnkdpomcecnjblimj
Leafwallet cihmoadaighcejopammfbmddcmdekcje  |Slope Wallet pocmplpaccanhmnlibbkpgfliimijljgo
OneKey infeboajgfhgbjpjbeppbkgnabfdkdaf XDCPay bocpokimicclpaiekenaeelehdjllofo
Byone nlgbhdfgdhgbiamfdfmbikcdghidoadd Solflare Wallet bhhhibepdkbapadjdnnojkbgioiodbic
Cyano Wallet dkdedlpgdmmkkfjabffeganieamfklkm Sollet fhmfendgdocmcbmfikdcogofphimnkno
TezBox - Tezos Wallet |mnfifefkajgofkcjkemidiaecocnkjeh Guildwallet nanjmdknhkinifnkgdcggcfnhdaammmj
Temple - Tezos Wallet |ookjlbkiijinhpmnjffcofjonbfbgaoc Guarda hpglfhgfnhbgpjdenjgmdgoeiappafin
KHC heflpincpppdclinealmandijemnkbgn BitApp Wallet fihkakfobkmkjojpchpfgemhfjnmnfpi
Nabox Wallet nknhiehlklippafakaekibeglecifhad Math wallet afbcbjpbpfadlkmhmclhkeeodmamcflc
ICONex fipiciilemghbmfalicajoolhkkenfel OKEx Wallet mcohilncbfahbmgdjkbpemcciiolgege
Polymesh Wallet jojhfeoedkpkglbfimdfabpdfjaoolaf EQUAL Wallet blnieiiffboillknjnepogjhkgnoapac

Auro Wallet cnmamaachppnkjgnildpdmkaakejnhae  |MOBOX WALLET feckkdbjnoikooededlapcalpionmalo
Keplr dmkamcknogkgcdfhhbddcghachkejeap  |Phantom bfnaelmomeimhlpmgjnjophhpkkoljpa
Clover Wallet nhnkbkgjikgcigadomkphalanndcapjk Coinbase Wallet hnfanknocfeofbddgcijnmhnfnkdnaad
NeolLine cphhigmgameodnhkjdmkpanlelniohao  [TronLink ibnejdfjmmkpcnipebkimnkoeoihofec
Saturn Wallet nkddgncdjgjfcddamfgemfnlheenimig MetaMask nkbihfbeogaeaocehlefnkodbefgpgknn
MEW CX nlbmnnijcnlegkjjpcficimefggfefdm Binance Wallet fhbohimaelbohpjbbldengenapndodip
iWallet kncchdigobghenbbaddojjnnaogfppfj Coin98 Wallet aeachknmefphepccionboohckonoeemg

Figure 12 — Targeted Crypto wallets with the extension 1D
The stealer also targets various applications such as FTP clients (CoreFTP, WinSCP), email clients
(Foxmail, Thunderbird, Outlook, TrulyMail, GmailNotifierPro), File managers (Total commanders),
password managers (RoboForm, KeePass), VPN services (NordVPN, ProtonVPN, Windscribe VPN,
OpenVPN), messaging applications (Tox, Discord, Telegram) and others. Additionally, it captures
screenshots of the victim’s machine using the BitBIt() API function. Finally, it sends all the collected stolen
information to the attacker’s C&C server.

C&C Panel

The below figure shows the Rhadamanthys stealer’s active C&C panel.

10/12



,\r‘ Rhadamanthys Admin

Figure 13 — Rhadamanthys stealer C&C panel

Conclusion

Information stealers are malicious software used to gain unauthorized access to corporate networks, which
has become a serious concern. Threat Actors use various techniques to deploy their malicious payloads
into the victim’s system. In this case, we observed that the TAs used spam email and phishing websites to
deliver the Rhadamanthys Stealer, designed to steal sensitive information from the victim’s machine.
Additionally, it was also noticed that the malware spreads via Google Ads. It is crucial for users to exercise
caution when receiving spam emails or to visit phishing websites and to verify the source before
downloading any applications.

Cyble Research and Intelligence Labs will continue monitoring the new malware strains in the wild and
update blogs with actionable intelligence to protect users from such notorious attacks.

Our Recommendations

o The initial infection may happen via spam emails or phishing websites, so enterprises should use
security products to detect phishing emails and websites.

¢ Avoid downloading pirated software from Warez/Torrent websites. The “Hack Tool” present on sites
such as YouTube, Torrent sites, etc., contains such malware.

o Use strong passwords and enforce multi-factor authentication wherever possible.

o Turn on the automatic software update feature on your computer, mobile, and other connected
devices.

o Use a reputed anti-virus and internet security software package on your connected devices, including
PC, laptop, and mobile.

o Refrain from opening untrusted links and email attachments without first verifying their authenticity.

+ Educate employees on protecting themselves from threats like phishing/untrusted URLSs.

¢ Block URLs that could be used to spread the malware, e.g., Torrent/Warez.

+ Monitor the beacon on the network level to block data exfiltration by malware or TAs.

MITRE ATT&CK® Techniques
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Tactic Technique ID Technique Name

Initial Access T1598
Spearphishing Attachment
Execution 11204 User Execution
T1059 Command and Scripting Interpreter

Privilege Escalation T1055

Process Injection

Defense Evasion T1218 Rundll32
T1027 Obfuscated Files or Information
T1497 Virtualization/Sandbox Evasion
Credential Access 11003 OS Credential Dumping
T1056 Input Capture
T1552 Credentials in Registry
Discovery T1082 System Information Discovery
T1518 Security Software
T1083 Discovery File and Directory
T1087 Discovery Account Discovery
Collection T1005 Data from Local System
T1114 Email Collection
Command and Control T1071 Application Layer Protocol
T1095 Non-Application Layer Protocol
T1105 Ingress Tool Transfer

Indicators of Compromise (IOCs)

Indicators

Indicator Description
Type

046981c818bd26e7c28b12b998847038e6b64c44df6645438dae689d75fb0269 Sha256  Spam email

4f4b5407d607ee32e00477a9f4294600ca86b67729ff4053095744433117fccf Sha256 Spam email

4a55c833abf08ecfe4fb3a7f40d34ae5aec5850bc2d79f977c8ee5e8a6f450d4 Sha256 PDF

attachment
(Statement.pdf)

093a58f36c075644d1dc8856acdefad7fd22332444b6aa07fee2ad615d50b743  Sha256  AnyDesk.msi

db66fc58c07balccbe1b9c2db770179d0d931e5bf73838da9c915581661d4c1a Sha256  Runtime

Broker.exe

fe99a49596fc6f841b7605021da6fce7f6c817d5247d880227f790388a7cabe4 Sha256 Shellcode exe
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https://attack.mitre.org/techniques/T1598/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1055
https://attack.mitre.org/techniques/T1218
https://attack.mitre.org/techniques/T1027
https://attack.mitre.org/techniques/T1497
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1552
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1518
https://attack.mitre.org/techniques/T1083
https://attack.mitre.org/techniques/T1087
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1114
https://attack.mitre.org/techniques/T1071
https://attack.mitre.org/techniques/T1095
https://attack.mitre.org/techniques/T1105

