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Ransomware attacks have been rising in recent years, with the frequency of attacks increasing. In 2021, several high-profile ransomware
attacks made headlines, such as the attack on the Colonial Pipeline. This attack resulted in the temporary shutdown of the pipeline, which
caused fuel shortages and panic buying in some areas. This incident could have led to a crisis within the country.

In addition to targeting large companies, ransomware attacks are frequently directed at small businesses, hospitals, and other organizations
with less robust cybersecurity measures.

In November 2022, the Royal Ransomware group was the most actively operating ransomware group, and the group is continuing to damage
organizations.
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Ransomware activities in November 2022 (Source: Daily Dark Web)

Who is Royal Ransomware Group?

Royal Ransomware strain was first detected on DEV-0569’s (threat actor) operations in September 2022. The actors behind the Royal are
composed of experienced individuals from other ransomware operations, such as Conti, and operate independently without any affiliates.
Royal Ransomware group operates professionally rather than adopting Ransomware-as-a-Service as most other groups work.

According to SOCRadar’s dark web team’s findings, Royal Ransomware primarily targets the manufacturing_industry. It could be because of
the broad attack surface area, such as various specialized equipment and managed software used in the field. Plus, the limited IT and
security workforce may have led to factories becoming easy targets for cybercriminals. In addition, the probability of getting paid the ransom is
high for ransomware groups considering that the extended downtime will increase the damage to facilities.
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Ransomware

How Royal Ransomware Group Attacks?

According to BleepingComputer, Royal Ransomware attacks used a technique called callback phishing, which involves tricking victims into
believing they need to take some action, such as returning a phone call or opening an email attachment.
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@ Standard Notes

Hi there,

We believe that you like your experience using Standard Notes. Your
14 day trial ends in 24 hours.

After it ends, your subscription will be automatically renewed,
because during registration you confirmed the auto-renewal of the
Standard Notes Professional subscription after Free Trial ends.

The funds will be debited from your payment method provided
during the trial period.

Order Detalis: LM-4535676343 m Qty

Standard Notes Professional
Subscription

If you do not want to continue or renew your subscription, you can An example of Royal’s callback phishing mail (Source:
cancel it at any time. Fastest way - by calling the Sales Department

ﬁ Toll free number:

Sales office working hours: Monday-Friday 9 am to 6 pm Central Time.

o i

Nested folders Easy data import & Password protection
export

This is an automatically generated email and address is not monitored — please do not reply to it.

Feel secure with,

Standard Notes Team
Bleeping Computer)
When the victim reaches Royal, the group uses social engineering techniques to persuade the victim to install their remote access software -a
malware downloader that poses legitimate applications like Zoom and Microsoft Teams— and get initial access to the network of the victim’s
organization.
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Diagram of DEV-0569°s attack chain, which is a threat actor that uses Royal Ransomware actively (Source: Microsoft)
SOCRadar Researchers took a sample and analyzed Royal Ransomware, which is detailed in the “Analysis of Royal Ransomware” section
below.

In addition, the group generally uses the double-extortion method, which means they also exfiltrate sensitive data before encrypting it for
ransom. Also, the group’s ransom demand ranges between $250,000 to over $2 million.

Which Countries Did Royal Ransomware Target?

Royal ransomware group’s victims are commonly from Europe and the American continent.

Affected countries by Royal Ransomware
SOCRadar researchers analyzed about 70 observed claims from Royal Ransomware since September 2022 and found that around 69% of the
attacks were made against organizations in the United States.

5/24


https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/

United States 69.01%

Other (8.45%)

Australia 2.81%

ltaly 2.81% /\[

0,
Germany 4.22% Canada 8.45%

Brazil 4.22%

Royal Ransomware’s percentage distribution of target countries from its latest attacks

Findings on Royal Ransomware

Since it has damaged about 75 organizations and continues its operations actively, SOCRadar researchers browsed open sources. They
examined the Royal Ransomware sample obtained from the Malware bazaar platform to learn which activities are happening after it starts
working on infected systems. The findings of the sample can be seen below: (You can find the IOCs of Royal Ransomware used in the
analysis at the Appendixes section)

Several anti-analysis techniques were encountered when the Royal Ransomware ran step by step. After these stages were passed, it was
seen that the process compares three arguments: “-path,” “-id,” and “-ep.”

The*-id” parameter could be for the victim ID, “-path” could be for the directory path, and the “-ep” parameter, as we observed, refers to
the encryption percentage of the file.
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mov gwora pLr HsIirsp+oF LU, ral
nop word ptr ds:[rax+rax],ax
mov rcx,gword ptr ds:[rbx]

lea rdx,gword ptr ds:[1402B4BAS]
€all gword ptr ds:[<&uaw_1strcmpw>]
test eax,eax

jne royalransomware.14007DDC3
mov rl5,gword ptr ds:[rbx+8]

inc esi

add rbx,8

jmp royalransomware.14007DE4C
mov rcx,gword ptr ds:[rbx]

lea rdx,gword ptr ds:[1402B4BB8]
€all gword ptr ds:[<&uaw_lstrcmpw>]
test eax,eax

jne royalransomware.14007DE1D
mov rdi,gword ptr ds:[rbx+8]

add rbx,8

mov rcx,rdi

inc esi

€all gword ptr ds:[<&lstrlenw>]
mov qword ptr ss:[Irsp+38],ri2
mov r&,rdi

mov rod,eax

mov gword ptr ss:[irsp+30J,ri2
lea rax,gword ptr ss:[irbp+6B900
mov dword ptr ss:irsp+28J,21

:"mzE" . .
00I402B4BA&:L"-path

:"mzE" .
001402B4BB&:L"-1d

rex: "mzE

210

xor edx,edx

mov ecx,FDES

Test eax,eax

add rbx,8

inc esi

in Royal Ransomware
Also, the program skips the encryption process for all the files with extensions “dll,” “bat,

000000014007D390
000000014007D396
000000014007D398

000000014007 D3B8

NN ANN7NRINY

mov gword ptr ss:[irsp+20J,rax

qword ptr ds:[«&wideCharToMultiByte=]
jmp royalransomware.14007DE4C
mov rcx,gword ptr ds:[rbx]
lea rdx,qword ptr ds:[1402B4BC0]
€all gword ptr ds:[<&uaw_Tstrcmpw=]

jne royalransomware.14007DE4C
mov rcx,gword ptr ds:[rbx+8]

zE

rcx: "mMzE"

rex: "Mz
00000001402B4BCO:L" " -ep”

“path”, “-id”, and “-ep” parameters used

royal,” or “exe.”

48:c745 F8 07000000
48:C745 FO 04000000
48:88 2E006C006E

000000014007 D308 48:8945 EO
000000014007 D30F 66:8975 EB
000000014007D313 48:8853 08
000000014007D317 48:3853 10
000000014007D31B 74 32
000000014007 D31D 48:8932
000000014007D320 48:8972 10
000000014007 D324 48:8972 1
000000014007D328 OF1045 EOD
000000014007D32C 0F1102
000000014007D32F OF104D FO
000000014007D333 OF114a 10
000000014007D337 48:8975 FO
000000014007D338 BA 07000000
000000014007D340 48:8955 F8
000000014007 D344 66:8975 EO
000000014007D348 48:8343 08 20
000000014007D34D EB 10
000000014007 D34F 4C:8D45 EO
000000014007D353 48:8BCB
000000014007D356 ES 050F0000
000000014007 D358 48:8855 F8
000000014007 D35F 48:83FA 08
000000014007D363 72 36
000000014007D365 48:801455 02000000
000000014007D36D 48:884D EO
000000014007D371 48:8BC1
000000014007D374 48:81FA 00100000
000000014007 D378 72 19
000000014007D37D 48:83c2 27
000000014007 D381 48:8B49 F8
000000014007D385 48:28C1
000000014007D388 48:83C0 F8
000000014007 D38C 48:83F8 1F

OF87 6D060000
EE B1531600
48:C745 F8 07000000

000000014007 D3A3 48:C745 FO 06000000
000000014007D3AB F2:0F1005 4D762300
000000014007 D3B3 F2:0F1145 EO

86805 4A762300

000000014007 D3BE 8945 EB
000000014007 D3C1 66:8975 EC
000000014007D3C5 48:8B53 08
000000014007D3C9 48:3853 10
000000014007 D3CD 74 32
000000014007 D3CF 48:8932

AR-RQ7? 1N

mov gword ptr ss:[frbp-8],7
mov gword ptr ss: rbg-10|,4
mov rax, EO06C002E
mov qword ptr ss:frbp-20],rax
mov word ptr ss:[rbp-18],si
mov rdx,qword ptr ds:[rbx+8]
cmp rdx,qword ptr ds:[rbx+10]
je royalransomware.14007D34F
mov gword ptr ds:[rdx],rsi
mov gword ptr ds:[rdx+10],rsi
mov gword ptr ds:[rdx+18],rsi
movups xmm0,xmmword ptr ss:[irbp-20Q
movups xmmword ptr ds:[rdx],xmmO
movups xmml,xmmword ptr ss:|[Irbp-10]
movups xmmword ptr ds:[rdx+10],xmml
mov gword ptr ss:[irbp-100,rsi
mov edx,7
mov qword ptr ss:irbp-8],rdx
mov word ptr ss:lrbE 209,51
add gword ptr ds:[rbx+8],20
jmp royalransomware.14007D35F
ea r8,qword ptr ss:[irbp-200
mov rcx,rbx
€all royalransomware.14007E260
mov rdx,qword ptr ss:[irbp-8l
cmp rdx,8
1b royalransomware.14007D398
ea rdx,qword ptr ds:[rdx*2+2]
mov rcx,qword ptr ss:irbp-200
movV rax,rcx
cmp rdx,1000
jb royalransomware.140070396
add rdx,27
mov rcx,qword ptr ds:[rcx-8]
sub rax,rcx
add rax,FFFFFFFFFFFFFFF8
cmp rax,lF
ja_royalransomware.14007DA03
h royalransomware.1401E274C
mov qword ptr ss:ffrbp-8Q,7
mov qword ptr ss: rbp-lo!.ﬁ
movsd xmmO,qword ptr ds:[1402B4A00]
movsd gword ptr ss:[irbp-20J,xmm0
mov eax,dword ptr ds:[1402B4A08]
mov dword ptr ss:[Qirbp-18],eax
mov word ptr ss:lrbp—lJE,si
mov rdx,qword ptr ds:[r X+8]
cmp rdx,qword ptr ds:[rbx+10]
je royalransomware.14007D401
mov gword ptr ds:[rdx],rsi

mevs muned are de s Tedwveinl ecd

Skipping files with extensions dll, bat, exe, and royal.

rax

" bat”

[rbx+8] : "« saaauaaaunuacns"
[rbx+10] : " cexexccccacxccas"

[rbx+8] : "«aaaaauanuuncucae"
rex: "eecccacacaacacxe” | rbx:&L", exe”
rax:L".bat”, rcx:"ccccccececaccxes”
FEX: " Kaaanaeaaaaacas

rax:L".bat", rcx:"sscssccaaanaaens’
rax:L".bat™

rax:L".bat™

00000001402B4A00:L". royal”

eax

L. bat”

rbx+8) : "«essaxanncacunca"

rbx+10] : " «aecas
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Address
00000001402B49€0] ..
00000001402B4420
00000001402B4460
00000001402B4A40
00000001402B4AEQ
00000001402B4B20
00000001402B4B60
00000001402B4BA0D
00000001402B4BED
00000001402B4C20
00000001402B4C60
00000001402B4CA0D
00000001402B4CED
00000001402B4D20
00000001402B4D60 | |Q+@. . .. .ot i it e s BE @ ...HE @....PE @ ... .XE @....°
00000001402B4DA0 (. ... 7JdUb. .. ... .. @, KW KA. .. i]ab
00000001402BADED | .o v v s v uriau s nennsnnssnnsnannsansnnnsnnnnss
00000001402B4E20| .. oo v i et i et e e et BN+ . XN+. TP+
00000001402B4EG0| - . . 5. oo o Buo o (Nbe o e e e e eeeeeee e ans :
00000001402B4EAD | . ..o e i et i et e et AN+ ... aN+. XN+. TP+
00000001402B4EED| "o v ennn.. DA a 2R S

royal.
The program encrypts files using AES and IV and changes the extension of files with “.royal.”

Skipping files with extensions dll, bat, exe, and

ge;erate_ranaom_148981989(,
generate_random_148831968(&

Ve 32);
v, 16);

AES and IV key generation processes (Source: TrendMicro)

(RSAEncrypt_naé?FBa)(48164, va, vap, az, 4);
When the encryption process starts, the first ‘README.TXT” file, which contains the ransom note, is created under the C:\Program Files

directory.

Program Files

Name Date modified
| | g " el 0™ "0
L nem mm o s oEps

slesZ E "

e dF

L. elest M

LR e T

FETEEREEE

= H

= 1w I
g | e e Ol ol e, e =T I
- mn o= H ol ot "H
b

LTS L

First file that contains

sl Lo Al
5 'H

EFEEEEE EEE@E
rH {4 T Fr+t=F rr

[ L o gy | Ile=
LV P A3 E I
T e e el FJAH e
L A F B | H
i = :H ]|
SN | E N T SR
I README.TXT 212972022 3:58 Text Document

rrkF2Fk

ransom note observed in C:\Program Files
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'J READMETXT - Notepad? [o] & =
File Edit View Settings 2

@ 9| an A Bl @i
1Hello!
2
3 If you are reading this, it means that your system were hit by Royal ransomware.
4 Please contact us via :
5 http://royal <tni2fyadédpmpxedid.onion/xxx
6

7In the meantime, let us explain this case.It may seem complicated, but it is not!

g§Most likely what happened was that you decided to save some money on your security infrastructure.

9Alas, as a result your critical data was not only encrypted but also copied from your systems on a
secure server.

10 From there it can be published online.Then anyone on the internet from darknet criminals, ACLU
journalists, Chinese government(different names for the same thing),

11and even your employees will be able to see your internal documentation: personal data, HR reviews,
internal lawsuitsand complains, financial reports, accounting, intellectual property, and more!

12

13 Fortunately we got you covered!

14

15Royal offers you a unique deal.For a modest royalty(got it; got it ? ) for our pentesting services we
will not only provide you with an amazing risk mitigation service,

16 covering you from reputational, legal, financial, regulatory, and insurance risks, but will also
provide you with a security review for your systems.

17 To put it simply, your files will be decrypted, your data restoredand kept confidential, and your
systems will remain secure.

18

19 Try Royal today and enter the new era of data security!

20 We are looking to hearing from you soon!

n20:20 Col43 Sel0 141 KB ANSI CR+LF INS Default Text

Royal’s Ransom note (Source: BleepingComputer)
The URL link in the ransom note directs the victim to the Contact page of Royal:

Please read carefully the "readme"” u got from us.
If you still have a problem, use our contact form.

Go to contact form

Contact form page of Royal
The Royal group uses another page to share their claims:
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Email

Submit

Emoney

Australian First Mortgage Pty Ltd is a company that operates in the Financial Services industry. |
t employs eople and | M-510M of revenue.

Royal’s page that they share their claims and links of their exfiltrated files
Security researchers observed that the group first used BlackCat's encryptors and Zeon’s ransom notes. These notes changed to Royal’s
ransom notes in September 2022.

@ * Untitled - Notepad? - O X
File Edit View Settings ?
DOQdH 929t As|Eaqq o e

1A11 of your files are currently encrypted by ZEON strain.

]
i

3As you know (if you don't - just "google it"), all of the data that has been encrypted by our
software cannot be recovered by any means without contacting our team directly.

4If you try to use any additional recovery software - the files might be damaged, so if you are
willing to try - try it on the data of the lowest value.

5

6To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files
completely free of charge.

8You can contact our team directly for further instructions through our website :

9

10 TOR VERSION :

11 (you should download and install TOR browser first https://torproject.org)

12

13http://zeonrefpbompx6rwdgaShxgtp2cxgfmoyml1i3azoanisze33pp3x3yd.onion/

14

15YOU SHOULD BE AWARE!

16Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are
ready to publish it on out news website if you do not respond. So it will be better for both
sides if you contact us as soon as possible.

17

18
19 ---BEGIN ID---
20 XXXXXX

21 ---END ID---

Ln20:21 Col7 SelO 1.03 KB ANSI CR+LF INS Default Text

Zeon ransom note (Source: BleepingComputer)
Additionally, the ransom note used by Royal ransomware was similar to that used by Conti —observed as Zeon after Conti stopped operating-
and the code used to decrypt files was also used by Conti.

Royal Ransomware Malware Analysis

Executive Summary
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Threat

Identifiers

Name Royal Ransomware
Threat Ransomware

Type

Detections  Full List (VirusTotal)

Tor « hxxpl[:]//royal2xthig3oubhd7zsligagy6yygk2cdelaxtni2fyad6dpmpxedid[.Jonion

Address
* hxxp[:]//royal4ezp7xrbakkus3oofjw6gszrohpodmdnfbe5e4w3og5sm7vb3qd[.]Jonion

Noticeable = Ransomware skips the encryption process for all the files with extensions “dll, bat, royal, exe.*
Behaviors

Those sub-folders and files are not encrypted by the ransomware. “Windows, Royal, Perflogs, Tor browser, Boot,
$recycle.bin, Windows.old, $window.~ws, $windows.~bt, Mozilla, Google”

Conclusion The attacks of this group occur more often, and their pattern should be kept in mind to be safe. The group mainly uses
callback phishing to get initial access to its victims. Organizations should provide cybersecurity awareness training for their
employees to prevent attacks from callback phishing.

Royal ransomware is a recent threat that appeared in 2022 and was particularly active during recent months. The ransomware deletes all
Volume Shadow Copies and avoids specific file extensions and folders. It encrypts the network shares found in the local network and the local
drives. A parameter called “-id” that identifies the victim and is also written in the ransom note must be specified in the command line.

The files are encrypted using the AES algorithm (OpenSSL), with the key and IV being encrypted using the RSA public key that is hard-coded
in the executable. The malware can fully or partially encrypt a file based on the file’s size and the “-ep” parameter. The extension of the
encrypted files are changed to “.royal.”

Ransomware Composition

When run as an administrator, Royal ransomware runs two sub-processes and terminates them after. Terminations could be because the tool
used for analysis may be detected by the parent process, or it could terminate itself by detecting the virtual machine environment. This will be
answered in the static analysis section.

The findings gathered using Sysmon, Process Monitor and Event Viewer can be seen in the table below:

Process Name Command Line

vssadmin.exe delete shadows /all /quiet

conhost.exe \??\C:\WINDOWS\system32\conhost.exe 0xffffffff -ForceV1

slui.exe \??2\C:\WINDOWS\System32\slui.exe -Embedding

vssadmin.exe

Volume Shadow Copy Service or VSS is a Windows service that allows taking manual or automatic backup copies (snapshots) of computer
files or volumes, even when they are in use. It is executed as a Windows service called the Volume Shadow Copy service.

conhost.exe

Microsoft provides the conhost.exe (Console Windows Host) file and is usually legitimate and completely safe. conhost.exe needs to run to
allow Command Prompt to work with Windows Explorer. One of its features is that it gives you the ability to drag and drop files/folders straight
into Command Prompt.
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E.? Royal.exe (2412) C\Users\Team-C... |
|E| 33V ssadmin.exe (7548) Command Line Int.. C:A\Windows\Syste... Microsoft Corporati...
i:is Conhostexe (4032) Console Window ... C:\WINDOWS\SyS...| Microsoft Corporati... |

Static Analysis

Overview

File Name Royal.exe

File Size  3.013 KB

File Type Win32.exe

MD5 df0b88dafe7a65295f99e69a67db9e1b

SHA-1 db3163a09eb33ff4370ad162a05f4b2584a20456

SHA-256  f484f919babe36ff33e4fb391b8859a94d89c172a465964f99d6113b55ced429
The ransomware was written in C++ and was not packed even with an entropy value of ‘6.60303’, which is thought to be 82% packed malware
first. Let’'s examine the strings and see if we can find anything during the analysis. You can see the entropy value in the screenshot below.

Total Status Offset
6.60303 packed 00000000

Entropy Status

S b i

(3)[.pdata’] 00000000002cec... 00000000000192... 6.18808 not packed
Section(4)[_RDATA’] 00000000002€e7e... 00000000000002... 3.34589 not packed
Section(5)["rsrc’] 00000000002e80... 00000000000002... 4.71345 not packed

00000000002e82... 00000000000092... 543990 not packed

500.000 1e+06 1.5e+06 2e+06 2.5e+06 3e+06 3.5e+06
When we searched for HTTP in the strings, we found an output. This onion URL may be the contact address of Royal Ransomware.

FLOSS.exe Royal.exe | grep http
received wrong http version

redirection from https to http
http://royal2xthig3oushd7zs1liqagybyygk2cdelaxtni2fyad6dpmpxedid.onion/%s
The first function call at the program’s start is shown in the screenshot below:
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PerformanceCount= LARGE_INTEGER ptr 28h
arg_18= qword ptr 28h
mowv [rsp-8+arg_ 18], rbx
push rbp
mov rbp, rsp
sub rsp, 28h
mov rax, cs:_ security_cookie
mov rbx, 2B992DDFA232h
cmp rax, rbx
jnz short loc_1401E3087
%I
il = &5
and quord ptr [rbp+SystemTimeAsFileTime.dwLowDateTime], ©
lea rcx, [rbp+SystemTimeAsFileTime] ; lpSystemTimeAsFileTime
call cs:GetSystemTimeAsFileTime
mowv rax, gqword ptr [rbp+SystemTimeAsFileTime.dwlLowDateTime]
mowv [rbp+arg 0], rax
call cs:GetCurrentThreadId
mov eax, eax
xor [rbp+arg 0], rax
call cs:GetCurrentProcessId
mov eax, eax
lea rcx, [rbp+PerformanceCount] ; lpPerformanceCount
xor [rbp+arg 8], rax
call c¢s:QueryPerformanceCounter
mowv eax, dword ptr [rbp+PerformanceCount]
lea rcx, [rbp+arg 8]
shl rax, 20h
xor rax, gqword ptr [rbp+PerformanceCount]
xor rax, [rbp+arg 8]
xor rax, rcx
mov rcx, OFFFFFFFFFFFFh
and rax, rcx
mowv rcx, 2BO992DDFA233h
cmp rax, rbx
cmovz  rax, rcx
mowv cs:_ security cookie, rax

-
Anti-Debugger control is provided with “IsDebuggerPresent” API. If the EAX register takes 1 as a value, the program will close itself, and it is

not possible to debug with the analysis tools; that's why it is necessary to change it to 0 to run the program without closing. The anti-Debugger

Bypass technique will be done during Dynamic analysis.
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-text:00000001401E31CF

sub_1401E4650

.text :00000001401E31D4 mov rax, [rbp+J

-text:00000001401E31DB mov [rsp+5C@h+var_560], rax

.text :00000001401E31E0 mov [rsp+5C@h+var_570], 40000015h
.text:00000001401E31E8 mov [rsp+5C@h+var_56C], 1

.text:00000001401E31F0 call cs:IsDebuggerPresent

-text:00000001401E31F6 :

.text:00000001401E31F9 lea rax, [rsp+5C@h+var 570]
.text:00000001401E31FE mov [rsp+5C@h+ExceptionInfo.ExceptionRecord], rax
-text:00000001401E3203 lea rax, [rbp+4C@h+ContextRecord]
.text:00000001401E3207 setz bl

-text:00000001401E320A mov [rsp+5C@h+ExceptionInfo.ContextRecord], rax
.text:00000001401E320F xor ecx, ecx ; lpTopLevelExceptionFilter
.text:00000001401E3211 call cs:SetUnhandledExceptionFilter
.text:00000001401E3217 lea rcx, [rsp+5C@h+ExceptionInfo] ; ExceptionInfo
.text:00000001401E321C call cs:UnhandledExceptionFilter

.text :00000001401E3222 test eax, eax

.text:00000001401E3224 jnz short loc_1401E3232

.text:00000001401E3226 test bl, bl

.text:00000001401E3228 jnz short loc_1401E3232

.text:00000001401E322A
.text:00000001401E322D

ecx, [rax+3]
sub_1401E30F0

The function related to the OpenSSL and RC4 encryption stage is given in the image below:

sub_1480B11A0 proc near

arg_@= qword ptr 8
arg 8= qword ptr 18h
arg_10= gword ptr 18h

mov [rsp+arg 8], rbp
mov [rsp+arg 18], rsi
push rdi

mov eax, 20h

call _chkstk

sub rsp, rax

mov rbp, rdx

mov rsi, rcx

call sub_1400C47A0
mowv ecx, 2

movsxd rdi, eax
call sub_14@1ECAE4
mov rex, rax

lea rdx, aTestEngOpenssl @ ; "(TEST ENG OPENSSL RC4) test init key() "...

call sub_1400BOCE®
test edi, edi

je

short loc_1400B11F5

The ransomware imports a hard-coded RSA public key. The OpenSSL library will be used to encrypt the files using the AES algorithm, with the
AES key being encrypted using the RSA public key:

--BEGIN RSA PUBLIC KEY----- ' ,0Ah

;3 DATA XREF: sub_7FF66BCDF870+49To
; sub_7FF668CDF870+5910 ...

db 'MIICCAKCAGEAUWfX+pICUCKcOxsWLVHpCpw6TL20HG/Vk4vF3GYLr6H1tX7BMRTA" ,04Ah
db ' 70GyMztNb37xW66NX+uxHghrX3+sm23yImSfressIIGOvVDNZVO8@JevZxuhHUome" ,@Ah
db 'RALfjRYpuEgB8mbEdL1c1jQqoEZEROIbELhv1dBDNWXEBGNT/kBuMuY784xxDfbpt” ,0Ah
db *'SB1SO00HRfvIqMcIbskQ8RFMDFeiwYNRVrCkyhXOTB+RkmzTtp7q8gjnAlAHOFHSx " ,@AR
db 'e0BVtILz27uuS4RIf/b31laiBolzAWft44wSC4diYvSom93d6S2K60MYNOQVSu+zI" ,0Ah
db 'U8/yzxebDN@bWILVPZxndQFBVHiTXQfWDilBdsaljR2BHPj/tYWd4j/72vNivywt " ,8Ah
db 'M3sn5TINql/glZ7HuUeQOyBzdLk3vpmmqbySwwXLd+WKPWv3HEKaOy8@KeF7FrhC" ,0Ah
db '@g3nbKAfSY+MzkEUNHDWWTkIuKYEIL1CI0/FXE78BULCXrgy@w76WVZWweLrsVunSk® ,0Ah
db 'J9i+LhcBNH7D]GI544zC1yFi7sBgeW@@VYCh7Ur4o0aE2EwTNYeLIgsFf4A6mOER " ,0Ah
db '6gfoRDNH4@U4ADAKSIFQRp2tLXI9307hSEEWAhIe7s@LyD1DLXksQjNkRUe+0jd5G" ,@Ah
db 'AGdM3G7RZuWrMC4FfmtPlzYfdl502k/u9RYi7fi8pU34GQvvPhWBwWKBCAQM=",0Ah

db '---

--END RSA PUBLIC KEY----- ' ,08Ah
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call cs:lconnect

cmp eax, OFFFFFFFFh

jnz short loc_1400AE7F6

mov ecx, eax

call sub_1400AE500

test eax, eax

jnz loc_1400AE6GBE

call sub_140087B80

lea r8, aBioConnect ; "BIO connect”

mov edx, 7Dh

lea rcx, aCryptoBioBioSo @ ; "cryptol\\bio\\bio sockZ.c”

call sub_140087CAQ
call cs:WSAGetLastError

lea r8, aCallingConnect_@ ; "calling connect()}"”
mov ecx, 2
mov edx, eax

call sub_140087DA0
call sub_140087B80

lea r8, aBioConnect ; "BIO connect”

mov edx, 7Fh

lea rcx, aCryptoBioBioSo @ ; “"crypto\\bio\\bio sockz.c"
call sub_140087CA0

xor r8d, r&d

lea edx, [r8&+67h]

jmp loc_1400AE6B4

Dynamic Analysis

When executing the Royal ransomware, it takes three arguments. In this section, we will start the dynamic analysis phase by showing what
they are and for what they are used.

When we run the program, it performs backup deletion -with child processes using the parameters we specified in the Ransomware
Composition section- with vssadmin.exe and conhost.exe.

Conhost.exe must be run to allow Command Prompt to work with Windows Explorer. One of its features is that it will enable you to drag and
drop files/folders directly into Command Prompt.

ANY.RUN Process Graph

ﬁ royal.exe & vssadmin.exe conhost.exe
' P 4

A sluiexe

Behavioral Information Reads the computer name Checks supported languages The process checks LSA protection

royal.exe X PID: 1568 X

vssadmin.exe X X PID: 4768
conhost.exe PID: 4892 PID: 4892 PID: 4892
slui.exe X X PID: 1672

When we examined the network activity, we could not find any interaction with blacklist IP addresses. All requested domain addresses are
legal addresses and whitelist IP addresses.

Since it is a 64-bit program, let’s run it step by step by marking the relevant parts using x64dbg in the virtual environment.
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During the Debugger, when we try to move forward by putting a breakpoint on a few specific APIls, the program closes itself and performs the
terminate operation. It is clearly understood that Anti-Analysis techniques, which we see in the Static analysis section, are used.

Command line arguments:

— path: The path to be encrypted.

— ep: The number that represents the percentage of the file that will be encrypted.

—id: A 32-digit array.

mov rcx,gword ptr ds:[rbx]

lea rdx,qword ptr ds:[7FFE6FDED4BASB]
c€all gword ptr ds:[<&uaw_1strcmpw>]
test eax,eax

jne royal.7FFEFDCIDDC3

mov rl5,qword ptr ds:[rbx+8]

inc esi

add rbx,8

jmp royal.7FFEFDCIDE4C

mov rcx,gword ptr ds:[rbx]

lea rdx,gqword ptr ds:[7FFGFDED4BES]
€all gword ptr ds:[<&uaw_1strcmpw>]
test eax,eax

jne royal.7FFEFDCIDELD

mov rdi,gword ptr ds:[rbx+8]

add rbx,8

mov rcx,rdi

inc esi

€all gword ptr ds:[<&lstrlenw>]

mov gqword ptr ss:rsp+38Q,riz2

mov r8,rdi

mov rod,eax

mov gword ptr ss:irsp+300,ri2

lea rax,gword ptr ss:[irbp+6890[
mov dword ptr ss:[irsp+28],21

xor edx,edx

mov gword ptr ss:[rsp+200,rax

mov ecx,FDES

call gword ptr ds:[<&WideCharToMultiByte>]
jmp royal.7FFEFDCIDELC

mov rcx,gword ptr ds:[rbx]

lea rdx,qword ptr ds:[7FFEFDED4BCO]
€all qword ptr ds:[<&uaw_1strcmpw>]

Toest eaw aay

[rbx]:L”c:\\Users\\Team—godeRED\\DDwn1Dads\\Ruya1\\RDya1.exe“

00007FFEFDED4BAS: L "-path

rbx:&"c:\\Users\\Team-CodereD" \Downloads" \Royal' \Royal. exe"

[rbx]:L”C:\\Users\\TeaT—CDdeRED\\DDwn10ads\\R0ya1\\RDya1.exe“

00007 FFEFDED4BBE: L " -1d

rbx:& "C:\\Users'\Team-CodeRED" \Downloads"\Royal\\Royal. exe"

21:°

[rbx]:L"c:"\Users\ \Team-codereD" \Downloads"\Royal'\Royal. exe
00007 FFEFDED4BCO: L  —ep”

Re-examined code part where the parameters are run with Ghidra can be found below:
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40 lpCmdLine = GetCommandLineW () ;

41 ppfivarS = CommandLineToArgvW(lpCmdLine,local_ 6e58);
42 1var3d = 0x32;

43 local_248 = 0;

44 ccal 268 = ZEXTE16(0);

45 local_258 = zZEXTE16(0);

46 pWVarf = pWVar7;

47 if (0 < local_ge9%8[0]) {

48 do {

49 /* The path to be encrypted */
50 ivar2 = lstrcmpW (*ppWVar5,L"-path");

51 iVaré = (int)pWVar7;

52 if (iVar2 == 0) {

53 pWVarf = ppWVvar5[1];

54 ivaré = ivar6 + 1;

55 ppWVarsS = ppWvars + 1;

S 1

57 else {

58 /+ 32-digit array */

59 iVar2 = lstrempW(*ppWVars5,L"-1id");

60 if (ivar2 == 0) {

61 pWVar7 = ppWvar5([1];

62 ppWVar3 = ppWVar3 + 1;

€3 iVaré = ivVaré + 1;

64 1Var2 = lstrlenW (pWVar’);

€5 WideCharToMultiByte (Oxfde%,0,pWVar7, iVar2,local_26€8,0x21, (LPCSTR) 0x0, (LPBOOL) 0x0) ;
1 }

67 else {

68 /* Parameter specifying the encryption percentage of the file */
69 iVar2 = lstrcmpW (*ppWVars,L"-=p");

70 if (ivar2 == 0) {

71 ppWVarl = ppWvars + 1;

72 ppWVarS = ppWvarS + 1;

73 iVaré = ivaré + 1;

74 lvar3 = _wtol (*ppWvarl);

75 if (99 < 1var2 - 1U) {

Té 1lvar3 = 0x32;

77 }

78 }

79 }

80 }

81 pWvar7 = (LPCWSTR) (ulonglong) (ivaré + 1U);
82 ppWVars = ppWvVar3 + 1;

83 } while ((int) (iVaré + 1U) < local_€e98[0]);
84 }

Anti-Analysis Section

We saw the EAX Register value as 1 for IsDebuggerPresent, an important API that we constantly encounter in malware and will make the
analyst’s job more difficult. Let's check again with Ghidra and start looking at what we can do for an anti-analysis bypass.

R 51 *jundefinedd *) (puvard + -8) = Oxl40leI1f6;
1401elled <7 44 24 Moy dword ptr [RIF + local_Séc],0xl 52 EVarZ ® IsDebuggerPresent();
54 02 00 Ell[5:| *tundefined +#) tpuvars + dudd) = pus + OnS0y
o0 00 Blllss | *tundesined ++) ard + O0xdB) = 1
1401e31€0 ££ 15 72 AL quord ptr [~ 32.DLL: : Tabeb: 1 B llss | ¢ tondefineds ) tpuvars + -8) = Ox1401e3217;
52 02 00 w |52 | settUnhandledPuceptionFilter({LPTOF_LEVEL EXCEFTION FILTER) 00}z
P402e3126 83 £8 01 L EAX, 1 = [ls7 | ¢ (undetineds ¢) (puvard + -8) ® Ox1401e3222;
1401e31£9 48 84 44 LEA Rax=>local 570, [REF + 0x50) ! 58 L¥ard = UnhandledExceptionFilter ( (_EXCEPTION_FOINTERS *) (puvard + Oxd0));
29 50 s | if (o2 = 0) & (Bvas2 1= 1)) |
1401edife 40 05 44 Mo quord ptr [F99 + local S80],RAx mil ¢ (undefineds +} (puvard + -5} = Ox1401e3232;

As we will see in the screenshot below, if we directly pass the function call made at the base address “00007FF6FDE0296D”, the program
performs the terminate operation.
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00007FFEFDED2947
00007FFEFDED2949
00007 FFEFDED294C
00007FF6FDED2951
00007FFGFDEQ2956
00007FFEFDED2959
00007FFEFDED295E
00007FFEFDED2961
00007 FFGFDEOEQGJ

0000?FF6FDE0296D

00007FFEFDED2979
00007FFGFDEQ297B
00007FFGFDEO297D
00007 FFGFDEO2980
00007FFEFDEQ2982
00007FFEFDED2987
00007FFEFDED2989
00007FFEFDED298B

~ 74 08
48:8808B
EE D3EE0Q0OO
EE EEOQ80000
OFB7DB
ES EESAQL00
44 :8BCB
4C:8BCO
33p2

je royal.7FF6FDE02951

mov rcx,qword ptr ds:[rbx]
call royal. 7FFEFDELL1824
€all royal.7FFEFDEO3244
movzx ebx,ax

€all royal.7FFGFDELB44C
mov rad, ebx

mov rg,rax

xor edx,edx

5 _ L o
i

EE 7EB3IEOFF

EE 0OF090000

84co

~ 74 50
40:84FF

~ 75 05

ES8 BLEEQQO0D

33p2

Bl 01
E8 1C030000

o
call roya1 7EF6EDCIDCED

call roya1.?FF6FDE03238
test al,al

je royal.7FFEFDEO29CD
test dil,dil

jne royal.7FFE6FDEQ2987
€all royal.7FFE6FDELLE08
xor edx,edx

mov cl,1

€all royal. 7FFGFDEOZCAC

DC20000]

00007FFEFDC20000: "MzE"

Let’s skip the executing process by changing the RIP address before it terminates the process using the function call and continue exploring it.

We’'ve detected another function call that performs another terminate operation “00007FF6FDE029CF”.

Let’s perform the previous RIP address change at this stage as well.

UL FRDFDEULDC S

BY U/ UUUUUU
E& 2B0O70000

mov_ ecx, s
ca11 roya1 7FF6FDEO30F8

E8 BCEE0000D
8

can royal.7FF6FDE11860 |

00007FFEFDED29D5
00007FFEFDED29D7
00007FFEFDED29DC
00007FFEFDED29DD
00007FFGFDEQ29DE
00007FFGFDEQ29DF
00007FFEFDEO29EQD
00007FFEFDEQ29E4
00007FFEFDEO29EYS
00007FFEFDEO29ED

ARAATEE S ReATAE T

It repeats the same actlons Now let’s start reviewing the parts we skipped. After we got through the Anti-Analysis stages, we continued

8BCB
E& 3CEE0000
a0

CC

CC

CC

48:83EC 28

ES 07060000

48:83c4 28
- E9 7AFEFFFF

mov ecx,ebx

€all royal.7FF6FDE11818
nop

int3

int3

int3

sub rsp,28

€all royal.7FFG6FDEQO2FFO
add rsp,28

]mp roya1 7FFEFDEQ028B6C

EntryPoint

monitoring the program’s operation, as seen in the image below. Once the backups have been deleted, Royal ransomware will set its exclusion
paths (the files or directories spared from file encryption). The following file extensions will be excluded from being encrypted:

.exe, .dll, .bat, .Ink, README.TXT, .royal

oo?oso1|
014007D308B
14007 D30F

0000(
0000¢

140070338
0140070340

14007 D398
014007 D3A3
014007 D3AB
14007D3B3

48:C745 F8 07000000
48:C745 FO 04000000

mov gqword ptr ss:[rbp-g],7
mov gword ptr ss:[rb -108,4

48:88 ZEMSCDOGEOOGBGIN rax,68006E006C002E

48:8945 E
66:8975 EB
48:8853 08
48:3853 10

74 32

48:8932
48:8972 10
48:8972 18
OF1045 EO
0F1102

OF104D FO
OF114a 10
48:8975 FO

BA 07000000
48:8955 F8
66:8975 EO
48:8343 08 20
EB 10

4C:8p45 EO
48:8BCB

EE 050F0000
48:8B55 F8
48:83FA 08

72 36
48:801455 02000000
48:884D EO
48:88C1
48:81FA 00100000

48:83c2 27
48:8849 F8

48:83C0 F8

48:83F8 1F

0F87 6D060000

EE B1531600

48:C745 F8 07000000
48:C745 FO 06000000
F2:0F1005 4D762300
F2:0F1145 EO

86805 4A762300

8945 E8

66:8975 EC

48:8853 08

48:3853 10

74 32

48:8932

AR-RQ72 1N

mov qwnrd ptr JJ.[rbp 200, rax

mov word ptr ss:[irbp-18

mov rdx,qword ptr ds:[r x+8]

cmp rdx.qwﬂrd ptr ds:[rbx+10]

je royalransomware.14007D34F

mov gword ptr ds:[rdx],rsi

mov gword ptr dJ.Erdx 10],rsi

mov gword ptr ds:[rdx+18],rsi
movups xmm0,xmmword ptr ss:ffrbp-200
movups xmmword ptr ds:[rdx],xmm0
movups xmml,xmmword ptr ss:|rbp-10]
movups xmmword ptr ds:[rdx+10],xmml
mov qword ptr ss:[Qirbp-100,rsi

mov edx,

mov gword ptr ss:firbp n yrdx
mov word ptr ss:[irb ,51
add gword ptr ds: [rgx

jmp royalransomware. 1400?035F

ea r8,qword ptr ss:[irbp-20]
mov_rcx,rbx

call ruya]ransomware 14007E260

mov rdx,qgword ptr ss:firbp-g[

cmp rdx,8

1b royalransomware.14007D398

ea rdx,qword ptr ds:[rdx*2+2]
mov rcx,qword ptr ss:irbp-20[
mov rax,rcx
cmp rdx,1000

jb royairansomware.140070396
add rdx,2
mov rcx,qword ptr ds:[rcx-8]
sub rax,rcx
add rax,FFFFFFFFFFFFFFFS
cmp rax,lF
ja roya]ransorrlware 14007DA03
€all royalransomware.1401E274C
mov gword ptr ’,’,:Erbp &l,7
mov gward prr ss:firb {
movsd xmmO,qword ptr ds:[140284A00]
movsd qwurd ptr ss:[irbp-200, xmm0
mov eax,dword ptr ds: [1402B4AGS]
mov dword ptr ss: [rbp 18],eax
mov word ptr ss:|[irbp E ,51
mov rdx,qword ptr ds [r x+8]
cmp rdx,qword ptr ds:[rbx+10]
je roya1ransomare 140070401
mov gword ptr ds:[rdx],rsi

mens muned nare de s Tedwoinl ecd

rax:L".bat”

[rbx+8] ! " «ssaansasasnuans"
[rbx+10] : "«easaaxassaacaas"
[rbx+8] : " sewaauassswwnmas"™

rex:"eeececeaenaeaaas”

rax:L".bat”, rcx:"esceccas

rex: M eeeas
rax:
rax:
rax:

00000001402B4A00:L". royal”

eax:L".bat™

[rbx+8]:"
Lrbx+10]

, rbx:&L".exe

X 4 4 4 4 4K 4 4

18/24



Address

00000001402B49E0| . .

00000001402B4A20
00000001402B4A60
0000000140284 A40
00000001402B4AE0
0000000140284820
00000001402B4B60
0000000140284BA0
00000001402B4BEO
0000000140284C20
00000001402B4CHE0
00000001402B4CA0
00000001402B4CEQ
0000000140284D20
0000000140284D60

00000001402B4DA0| . ...

0000000140284DEO
00000001402B4E20

ng.A.

Auamaoos
m
L

N.S..... I.P.C.S......... \- -
........ cannot import key....%s...............%@......Y@&. .......

00000001402B4EGD | . .. . yyyy

00000001402B4EAQD

00000001402B4EE0|

Next, the ransomware will set the list of directories excluded from the encryption process. These directories are the ones that contain the

following strings:

— Windows, RoyalPreflogs, Tor Browser, Boot $recycle.bin, Windows.old, $windows.~ws, $windows.~bt, Mozilla, Google.

Network Activity

e WYY @ N e e 0 000 00+, O ]

Ransomware will scan the network interfaces and, if possible, retrieve the different IP addresses for the target machine/machines using the

“GetlpAddrTable” API call. It will specifically search for IP addresses that start with “192.10.100./ 172.”

Royal ransomware will establish a socket using the APl WSASocketW and associate it with a completion port using CreateloCompletionPort. It
then will use the API call tones to set the port to SMB and eventually try to connect to the instructed IP addresses via the LPFN_CONNECTEX

callback function.

Ransomware will enumerate the shared resources of the given IP addresses using the API called NetShareEnum. If a shared resource is one
of “\<IP_Address>\ADMIN$” or “\\<IP_Address>\IPC$", the ransomware will not encrypt it.

if (local_38[0]

puvarlz =

do {
uvVar? =
uvarl =
uvarl4

uVar2 =

Encryption

local 50 = pul

GetIpAddrTable (0, local 35,0);

=0)

puvVarl2 = (uint *) operator new((ulonglong)local 38 [0]);

varla2;

ivarhg = GetIpAddrTable (puvVarlz, local 38,0);
if (iVard == 0) {
local 58 = 0;

if (*puvarlz != 0) {

puvarl2 + 17

local 58
puvarl2[2];

puVarl2 & uVarl;
/* IP addresses that start with “192.10.100.172% */

*puVarl2;

if ((({((uVvarl4 & Oxff) == 152) && ((uVarld & Ox££00) == 0OxaB00)) ||
((uvarl4 & 0xff) == 10)) || (((uVarl4 & 255) == 100 || ((uvarl4 & 253) == 172))))

uvarl4 = htonl (uvarl4);

Royal ransomware’s encryption is multi-threaded. To choose the number of running threads, the ransomware will use the API call

GetNativeSystemlnfo to collect the number of processors in a machine. It will then multiply the result by two and create the appropriate number
of threads accordingly. Next, the ransomware will set the RSA public key, embedded in the binary in plain text and used for encrypting the AES

key.

RSA Public Key: —BEGIN RSA PUBLIC KEY—
\nMIICCAKCAgEAUWfX+pJCUCKcIxsWLVHpCpw6TL20HG/Vk4vF3GYIr6HIEX7BMRfA\n70GyMztNb37xWB6NX+uxHghrX3+sm23yJmSfres
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rdx:L"

rdx:L"

rdx:L
rdx:L

rdx:L"

rdx:L".r
rcx:&L"c \\\Program Files\‘\wireshark''\dtd_gen. Tua.royal"

[rsp+60]:L"C: Program Files\\Wireshark\'\dtd_gen. Tua.royal”

.roya
[rsp+40]:

rax:& "c:\\"\Program Files\‘\wireshark"'\dtd_gen. Tua.royal"”, 00000001402CF920:

.roya
rdi:"afayx03", rcx:&L"C:\\\\Program Files\‘\wireshark\dtd_gen. lTua.royal”

.roya
.royal”

.royal

L C:\\\\Program Files)

1%, rax:& "C:\\\\Program Files\‘\wireshark'\dtd_gen. lua.royal”
gwireshark\\dtd_gen.1ua“

rex:&L"C\W\\Program Files\\Wireshark'\dtd_gen. Tua.royal"”, rax:&"cC:\\\\Progrz
[rsp+60]:L"C:\\\\Program Files\\Wireshark\\dtd_gen. lua.royal”
[Fsp+40]:L"c:\\\\Program Files\\wireshark'‘dtd_gen. Tua”

[rsp+40]:L"C:\\\\Program Files\\Wireshark\‘dtd_gen. Tua"

ecx:&L"C:\\\\Program Files\‘\Wireshark"\dtd_gen. Tua.royal"

rdx:L a
rexs&L'C: <\

ecx:& "C:\4\\Program Files\\wWireshark\dtd_gen. Tua.royal"

1", 00000001402B39E0:"-—-—— BEGIN RSA PUBLIC KEY---—- \NMITCCAKCAQEAL
““Program Files\‘wireshark''\dtd_gen.Tua.royal"”, 00000001402B4C28:"C

rdi:"afAyx03"

‘&

1"

rdx+10:L"README. TXT"

1", rdx+18:L"ME.TXT"

a1

\

Regarding partial encryption, Royal ransomware gives the ransomware operator a more flexible solution for evading detection than most
ransomware. We assume this flexibility and the evasion potential it enables was a design goal for the creators of Royal ransomware.

Latest Attacks of the Group

Ransomware attacks on the healthcare industry increased by 81.1% in 2022 compared to 2021. Also, Health Sector Cybersecurity
Coordination Center (HC3) draws attention to this issue in its latest analysis of Royal Ransomware. Some recent attacks made in the

healthcare industry, such as compromising the Northwest Michigan Health Services and Happy Sapiens Dental firms, are made from Royal

Ransomware. The group may likely target this sector more often in the future.

Dental

Happy Sapiens Dental

Personalized dental care enables us to provide the quality family dentistry in ng-ia:.rr.r a)ad We
odlands our patients deserve. We provide comprehensive dental treatme
torative and cosmetic fmm} de'nfa! kr.m‘f& ‘T&au!d a Pmr.hw.,.:‘ and

lental healt
hecking the overall health of your teet)
wkg.n necess.

iy amed of your overall kea!‘a'h a.n} Hew
¥ :Hﬂe" es that may impact your dental health

Building a foundation of trust by treating our patients as special individuals is vital to our suce
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Link $5 Million
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https://socradar.io/5-lessons-learned-from-healthcare-industry-cyberattacks-in-2022/
https://www.hhs.gov/sites/default/files/royal-ransomware-analyst-note.pdf

One of the Royal’s most significant claims is the compromise of INTRADO, an American telecommunications company with more than 10K
employees. It is unknown which data was stolen, but according to Royal, they exfiltrated internal documents, passports, and driver’s licenses
of INTRADO’s employees.

?Ue;;mber INTRADO

[ ] internal documents \ passports \ employee driver's licenses

Website Revenue
0% Link $3.5B

Employees
10

Link #1

claim about INTRADO
Countries affected by Royal Ransomware over time, based on our findings from around 70 observations, can be seen below:

Brazil, United
States

United States, Italy,
Canada, Argentina,

Germany

United States, Finland,
Nigeria, Germany, Italy

Australia, Canada, United
States, Brazil, Germany,
Portugal, Mexico, Hungary

Timeline of Royal Ransomware attacks
The SOCRadar dark web team constantly monitors ransomware activities and reports in the SOCRadar Dark Web News panel.
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SOCRadar’s Dark Web News panel under the Cyber Threat Intelligence module

Conclusion

The attacks of this group occur more often, and their pattern should be kept in mind to be safe. The group mainly uses callback phishing to get
initial access to its victims. Organizations should provide cybersecurity awareness training for their employees to prevent attacks from callback
phishing.

Employees should:

« Be cautious of unsolicited calls, texts, or emails, especially if it asks to provide personal information or login credentials.
* Be cautious when providing personal information online.

» Do not click links or download attachments from unknown sources.

» Use strong passwords and assist it using 2FA or MFA solutions.

» Keep their systems up to date, which will help protect the devices from vulnerabilities that could be exploited.

Organizations -especially those operating in the Manufacturing and Healthcare sectors- should:

* Regularly update and patch software and systems.

* Regularly back up important data and test the backups.

« Use network segmentation and access controls to limit attackers’ movement within the network.
» Deploy and regularly update security software. (e.g., firewalls and antivirus)

These measures can help reduce the risk of Royal Ransomware, but no security measures are foolproof. It is vital to have a response plan in
place in case of an attack.

Appendixes

Appendix 1.
Royal Ransomware (used sample’s information)

+ MD5:df0b88dafe7a65295f99e69a67db9e1b

o SHA-1:db3163a09eb33ff4370ad162a05f4b2584a20456

o SHA-256: f484f919ba6e36ff33e4fb391b8859a94d89¢c172a465964f99d6113b55ced429
» File Type:Win32 EXE

10Cs of Royal Ransomware:

« 104.86.182.8:443 (TCP)
« 20.99.133.109:443 (TCP)
« 20.99.184.37:443 (TCP)

« 23.216.147.64:443 (TCP)
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e 23.216.147.76:443 (TCP)

¢ a83f:8110:0:0:64ca:1f00:0:0:53 (UDP)

o a83f:8110:1749:73ff:1749:73ff:1a4b:73ff:53 (UDP)

» a83f:8110:8401:0:2075:2cc:8401:0:53 (UDP)

» hxxp[:]/royal2xthig3oubhd7zsligagy6yygk2cdelaxtni2fyad6dpmpxedid[.]Jonion/%s
o README.txt

Appendix 2.

MITRE ATT&CK Techniques

Techniques Name

T1059 Command and Scripting_Interpreter

T1106 Native API

T1559.001 Inter-Process Communication: Component Object Model
T1129 Shared Modules

T1055 Process Injection

T1134 Access Token Manipulation

T1134.001 Access Token Manipulation: Token Impersonation/Theft
T1070.004  Indicator Removal: File Deletion

T1622 Debugger Evasion

T1027 Obfuscated Files or Information

T1140 Deobfuscate/Decode Files or Information

T1082 System Information Discovery

T1622 Debugger Evasion

T1057 Process Discovery

T1083 File and Directory Discovery.

T1135 Network Share Discovery

T1518 Software Discovery

T1560 Archive Collected Data

T1090 Proxy
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https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1106/
https://attack.mitre.org/techniques/T1559/001/
https://attack.mitre.org/techniques/T1129/
https://attack.mitre.org/techniques/T1055/
https://attack.mitre.org/techniques/T1134/
https://attack.mitre.org/techniques/T1134/001/
https://attack.mitre.org/techniques/T1070/004/
https://attack.mitre.org/techniques/T1622/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1622/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1135/
https://attack.mitre.org/techniques/T1518/
https://attack.mitre.org/techniques/T1560/
https://attack.mitre.org/techniques/T1090/
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