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We recently discovered ransomware, which performs MSDTC service DLL Hijacking to
silently execute its payload. We have named this ransomware CatB, based on the contact
email that the ransomware group uses. The sample was first uploaded to VT on November
23, 2022 and tagged by the VT community as a possible variant of the Pandora
Ransomware. The assumed connection to the Pandora Ransomware was due to some
similarities between the CatB and Pandora ransom notes. However, the similarities pretty
much end there. The CatB ransomware implements several anti-VM techniques to verify
execution on a “real machine”, followed by a malicious DLL drop and DLL hijacking to evade
detection.

CatB ransomware contains two files, the dropper (version.dll), packed with UPX, and the
ransomware payload (oci.dll). The dropper handles anti-VM checks, dropping the
ransomware payload and executing it.

Anti-VM

CatB dropper implements three anti-VM/sandbox evasion techniques:

Processor core check — Real computers nowadays all have at least two processors,
so if the ransomware detects only one CPU core, that would be a strong indicator that it
is currently residing on in a sandbox.The ransomware retrieves system information by
GetSystemInfo API function and checks the number of processors. If there are less
than two processors, it exits and does not execute.

lea rcx, [rbpt+2D8h+systemInfo] ; lpSystemInfo
call cs:GetSystemInfo

cmp [rbpt+2D8h+SystemInfo.dwNumberOfProcessors], 2
jb loc_ 7FFE@42913E2

Figure 1 — Processor check
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Total Physical memory check — As opposed to virtual machines, real machines today
all have at least 2GB RAM, and usually have between 4GB and 32GB. The CatB
Ransomware detects VMs/sandboxes by checking physical memory size. This is done
by retrieving the information about both the physical and virtual memory using the
GlobalMemoryStatusEx API function. In our case, the ransomware checks and exits if
the machine has at less than 2GB of physical memory.

.text:88807FFE8429183C lea

Ltext:eeee7FFE42916843 mov

text:@ee87FF304291840 call
dext:aeeevFFE842016853 test
.text:B8887FFE842910855 jz

rcx, [rbp+2D8h+Buffer] ; lpBuffer
[rbp+2D@h+Buffer.dwLength], 48h ; "@'
cs:GlobalMemoryStatusEx

eax, eax

short loc 7FFB8420186D

.text:08887FFER4291857 mov rax, [rbpt2D@h+Buffer.ullTotalPhys]
Jtext:88ea7FFE8R429185E shr rax, ldh

LJext:8eea7FFE842916862 cmp eax, 888h

.text:@@8887FFB84291867 jb loc_7FFBB42913E2

LJtext:eeea/FFEe4291867

; } // starts at 7FF804291000

Figure 2 — Physical memory check

Hard Drive size — Malware can check the machine hdd size and continue execution
leaning on that parameter. This can be done by using the DeviceloControl Api function
with ‘Ox70000’ passed as the dwloControlCode parameter. CatB ransomware will
execute only in a machine with at least a 50GB hard drive.

a LCAL . UUTTI S 1 DU LIATIUE AU 23Uy P 2u 2 MLNIpU I Ty LT
.text:B00A7FFEA42916887 lea rcx, [rsp+3Deh+0OutBuffer)
text:80007FF8842910BC mov [rsp+3D@h+dwFlagsAndAttributes], 18h ; nOutBufferSize
text:80007FFE842918C4 mov gword ptr [rsp+3D@h+dwCreationDisposition], rcx ; lpOutBuffer
tewt: AeAA7FFEA42916C9 xor réd, rad ; lpInBuffer
Ltext: 00887FF8842910CC mav rcx, rax ; hDevice
Jext:888a7FFE842018CF mov edx, IOCTL DISK GET_DRIVE GEOMETRY ; dwIoControlCode
Ltext:B00A7FFEA4291604 call cs:DeviceIoControl
dext@Bea7FFEE42910048 test eax, eax
Ltext:BERATFFEA42010DC jz short loc_7FF384291118
i L J

Lol =]

Ltext:80887FFEA42918DE mov ecx, [rsp+3DBh+var _358]

.text:8e087FFEA42916E2 mov eax, [rsp+3DBh+var 354 ]

Ltext:eeee7FFE842918E6 imul rax, rcx

Ltext:8e887FFEA42918EA mov ecx, [rsp+3DBh+var_35C]

.text:e@ea7FFEA42910EE imul rax, rcx

Ltext:00007FF3042916F2 imul rax, [rsp+308h+0utBuffer]

text:88e87FFE842918F8 cqo

.text:08087FF3042916FA and edx, 3FFFFFFFh

Ltext:00007FF884291106 add rax, rdx

LSdext B8R 7FFER4291183 sar rax, 1lEh

.text:e6867FFE84291167 cmp eax, 50

Ltext:00007FF804291104 b loc_7FF8842913DA




Figure 3 — Hard Disk size check

DLL Hijacking

If all anti-VM checks pass, the dropper will continue its execution and drop the ransomware
payload (oci.dll) into the C:\Windows\System32 folder. Next, it looks for the MSDTC service

(the Distributed Transaction Coordinator Windows service that is responsible for coordinating

transactions between databases (SQL Server) and web servers) and changes its

configurations.
[l e [5=1
Ltext:88087FFE84291186 mov réd, 12h ; dwDesiredAccess
Ltext:88A@7FFE8429118C lea rdx, ServiceName ; “msdtc”
Tdext:eBea/FFEE4291193 mov rcx, rax 3 hsCManager
.text:88007FFEA4291196 call cs:0penServiced
TdextieaearFrFee429119C mov rbx, rax
LTdextieBeay7FFee429119F test rax, rax
text:@0087FF384291142 jz short loc 7FF884291208@

Figure 4 — MSDTC service

The configurations changed are the name of the account under which the service should run,

which is changed from Network Service to Local System, and the service start option, which
is changed from Demand start to Auto start for persistency if a restart occurs.

MSDTC Properties X || MSDTC Properties X
Triggers Other Comment Triggers Other Comment
General Security Recovery Dependencies Dependents General Securtty Recovery Dependencies Dependents
Coordinates transactions that span multiple resource managers, such as Coordinates transactions that span multiple resource managers, such as
databases, message queues, and file systems. If this service is stopped, these databases, message queues, and file systems. If this service is stopped, these
transactions will fail, i this service is disabled, any services that explicitly depend transactions will fail. If this service is disabled. any services that explicitly depend
on it will fail to start. on it will fail to start.
Type: |Own process v| [attype: | Demand stat v | Tyve: [Ovprocess v| Pattpe | Ao stat v
Emor cortrol: | Normal v | Group: ! ‘ Emor control: | Normal ~ | Group: [ ]
Binary path: l(;;l-‘{gdgws;ﬁx:_st_em}?_\@__sgt;_gt_e Browse... Binary path:  |C:\Windows\System32\msdtc exe Browse...
|User account: INT AUTHORITY \Network Service | } | User account: 'EooaISysiem | ]
Password: Io.oooool [ O Password: sesesees I D
Service DLL:  [N/A Service DLL:  [N/A |
Delayed start Delayed start

Figure 5 — Service Configuration Changes
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The account under which the service runs was changed to grant admin rights to the service,
as the Network Service account runs with user rights. The cChangeing of the start type will
grants the ransomware the ability to executeion every time the system restarts.

The dropper starts the service after changing its configuration. When this service starts, it
attempts to load, by default, several DLLs from the System32 folder. This gives it the
opportunity to plant an arbitrary DLL (in our case, oci.dll) into this folder in order to execute
malicious code.

Ransomware

The Malicious oci.dll file is loaded into the msdtc.exe process, after which the encryption
process starts. CatB enumerates and encrypts specific hardcoded disks and folders:

1. Disk D:\

2. Disk E:\

3. Disk F:\

4. Disk G:\

5. Disk H:\

6. Disk I\

7. All files under C:\Users and its sub-directories

8
oci.dl]l:@86@7FFER1262ECE lea rdx, [rbp+7ibhivar_ 548
oci.dl]l:Pe887FFE@L262ECD lea rcx, asc_FFFE@12B2F18 ; “H:
oci.dl]l:@@6@7FFE01262ED4 call enumerate_and_encrypt
oci.dl] :9@ee7FFEa1262E09 lea r9, [rbp+72éh+var_418])
oci.dl]l:@86@7FFE81262EEe mov dword ptr [rsptE2éhevar_B28), ebx
oci.dl] :9@e@7FFE@1262EE4 lea r8, [rbp+728h+var_558)
oci.dl]l:@86@7FFE01262EERE lea rdx, [rbp+72bhivar_S548]
oci.dl]l:ee8@7FFE@1262EF2 lea rcs, ab i AN
oci.dl]l:P@e@7FFE01262EF9 call enumerate_and_encrypt
oci.dl] :eee@7FFEA1I62EFE lea r9, [rbp+728h+var_418]
oci.dl]l:d@6@7FFE@1262FE5 mov dword ptr [rsp+BE28hsvar_g8@], ebx
oci.dl] :eee@7FFER1262FE9 lea r8, [rbp+72@h+var_558]
oci.dl]l:@@8@7FFE@1262F18 lea rdx, [rbps728h+var_54@)
oci.dl]l :eeE@7FFEAL1262F1T lea rcx, asc_JFFFE@12B2F28 : "F:\)
oci.dl]l:e@8@7FFE@L1262F1E call enumerate_and_encrypt
oci.dl]l :9GE@FFFERL1262F23 lea r9, [rbp+728h+var_ala)
oci.dl]l:@@8@7FFE@L262F 24 mov dword ptr [respiB28hsvar E2@], ebx
oci, dl] :eGe@7FFE@1262F2E lea r8, [rbp+728h+var 558)
oci.dl]l:@@8@7FFE@1262F35 lea rdx, [rbpt728htvar_5S4@]
ocl.dl]l:@@8@7FFE@1262F3C lea rex, ak i TEAWNT
ocl.dl]l:eeea7rFe@l1262Fr43 call enumerate_and_encrypt
oci.dl]l:9eee7FFER1262F48 lea r9, [rbp+72@h+var_418])
ocli.dl]l:eee@7FFE@1262F4F mov dword ptr [rspiB28hsvar_B2@], ebx
oci. dl]l:@ee@7FFE@1262F53 lea r8, [rbp+728h+var 558
ocl.dl]l:eee@7FrFE@1262F54 lea rdx, [rbpt728h+var_548)
oci.dl]l:9e887FFERL262FE] lea rex, al § "OEANT
oci.dl] :9@8@7FFE@L1262F6GE call enumerate_and_encrypt
oci.dl]:eese7FFE81262FED lea ra, [rbpt+72ehiver_418]
ocl.dl]l:oee@7FFEBR1262F74 mov dword ptr [rep+B2ehsvar B2@], ebx
oci.dll:@eee7FFEALI62F7E lea r8, [rbpt+72eh+var_558]
oci.dl]l:@@ee7FFE@L1262F7F lea rdx, [rbp#728h+var 548]
oci.dll:@ape7FFEBL262FEE lea rex, aCUsers 3 "Cr\\Users
oci.dll:@eee7FFE@L126ZFED call enumerate and encrypt

Figure 6 — Hardcoded Disks
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CatB avoids encrypting files with .msi, .exe, .dll, .sys, .iso extensions and the NTUSER.DAT
file. An interesting thing about the CatB ransomware is that the ransom note is added into
the beginning of every encrypted file and not as a separate file in every folder as most of the
ransomwares do. It also doesn’t change the file extensions. This might initially confuse users
who may not notice the encryption and the file will just appear to be corrupted as they would
be unable to open it as its binary contents are broken. The ransom note itself looks very
similarly built to Pandora and Crypt ransom notes, with some sections actually being
copy/pastes from them:

[ update-natfierpm json £

czypee:

e p depends on how £ast you can pay to us.ffifff

Crypt Ransomware

Crypt/Pandora Ransomware

55117 ] Crypt Ransomware

TTNUTNUL N NU LN RULN U LD

Encrypted Data

Figure 7 — Encrypted file

There is no official ransom name in the note and no tor website URL. The only method
available to contact the ransomware operator is via email.

Prevention

Minerva Armor’s Ransomware Protection Platform easily prevents CatB ransomware by
simulating environmental data that the ransomware is actively trying to avoid.

For example when the ransomware queries for the number of processors, Minerva Armor
leads it to believe that it is in an environment with only 1 CPU.

[3864] C:\Windows\explorer.exe
Created on Oct 20th 2022 12:14 pm
| bl } [6904] C\Windows\System32\cmd exe
" Command: "C:\Windows\system32\cmd.exe"
Created on Dec 27th 2022 ©1:59 pm b) EDESKTOP
SHA 256: dBcebl8272966ab62b8edffl1e@ebdata3cbsSdcB+2a32b2bl18721fea2d9cB9as

"
—

\

- N ------------ Al rundll32 exe "C:\Users\ \Desktop\version dlI*,versions

Figure 8 — Prevention
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Relevant MITRE ATT&CK:

T1027 — Obfuscated Files or Information

T1036 — Masquerading

T1497 — Virtualization/Sandbox Evasion

T1082 — System Information Discovery

T1518.001 — Software Discovery: Security Software Discovery
T1486 — Data Encrypted for Impact

T1574.001 — Hijack Execution Flow: DLL Search Order Hijacking

IOC’s

1. Version.dll —
3661ff2a050ad47fdc451aed18b88444646bb3eb6387b07f4e47d0306aac6642

1. Oci.dll — 35a273df61f4506cdb286ecc40415efaa5797379b16d44c240e3cad4714f945b
1. Bitcoin wallet address — bc1qakuelOs4nyge9rxjylsqdxnn9nvyhc2z6k27gz
1. Email contact — catB9991@protonmail.com
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See the Minerva Armor Platform in Action!

View a recorded demo or sign up for a one-on-one talk

Schedule A Demo
Manage Cookie Consent

To provide the best experiences, we use technologies like cookies to store and/or access
device information. Consenting to these technologies will allow us to process data such as
browsing behavior or unique IDs on this site. Not consenting or withdrawing consent, may
adversely affect certain features and functions.
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The technical storage or access is strictly necessary for the legitimate purpose of enabling
the use of a specific service explicitly requested by the subscriber or user, or for the sole
purpose of carrying out the transmission of a communication over an electronic
communications network.

The technical storage or access is necessary for the legitimate purpose of storing
preferences that are not requested by the subscriber or user.

The technical storage or access that is used exclusively for statistical purposes. The
technical storage or access that is used exclusively for anonymous statistical purposes.
Without a subpoena, voluntary compliance on the part of your Internet Service Provider, or
additional records from a third party, information stored or retrieved for this purpose alone
cannot usually be used to identify you.

The technical storage or access is required to create user profiles to send advertising, or to
track the user on a website or across several websites for similar marketing purposes.
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