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How to write Yara rule for Nokoyawa ransomware

In the frist, we will work with 3 files that shared by zscaler

Introduction

Nokoyawa is a ransomware family that targets 64-bit Windows systems. It was first identified
in February 2022 and is known for its use of double extortion tactics, which involve
exfiltrating sensitive data from targeted organizations before encrypting files and demanding
a ransom payment. The initial version of Nokoyawa was written in C programming language
and used Elliptic Curve Cryptography (ECC) with SECT233R1 and Salsa20 for file
encryption. In September 2022, a revised version of Nokoyawa was released, which was
rewritten in Rust programming language and utilized ECC with Curve25519 and Salsa20 for
file encryption. This new version, known as Nokoyama 2.0, includes a configuration
parameter that can be passed via the command-line, providing threat actors with greater
flexibility at runtime.

I0OCs

o 7095beafff5837070a89407c1bf3c6act8221ed786e0697f6c578d4c3deOefd6
o 47c00ac29bbaee921496ef957adaf5{8b031121ef0607937b003b6ab2a895a12
o 259f9ec10642442667a40bf78f03af2fc6d653443cce7062636eb750331657¢c4

Loading sample with IDA pro

| manually write Yara rules by using IDA Pro to load samples and examine their strings for
unique characteristics relevant to a specific family. From this analysis, | can use the identified
strings to craft effective Yara rules.

Strings with IDA
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https://malgamy.github.io/malware-analysis/Nokoyawa/
https://www.zscaler.com/blogs/security-research/nokoyawa-ransomware-rust-or-bust
https://www.virustotal.com/gui/file/7095beafff5837070a89407c1bf3c6acf8221ed786e0697f6c578d4c3de0efd6
https://www.virustotal.com/gui/file/47c00ac29bbaee921496ef957adaf5f8b031121ef0607937b003b6ab2a895a12
https://www.virustotal.com/gui/file/259f9ec10642442667a40bf78f03af2fc6d653443cce7062636eb750331657c4
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Error while formating path!\n
SKIP_EXTS
DELETE_SHADOWH LA
Successfully deleted shadow copies from
Your config isn't configurated to delete shadow copies!\n
was found. Added to encryption list.\n
src\\windowsapi.rsCouldn't delete shadow copies from volume! GetLastError: \n
QA ES RN T A U IO P AN S D F DG S H AL Z NS AB M WM INVALTD_HANDLE_VALUE\R
Jfrustc/a55dd71d5fblecSata3ale8c27b2127bad491ce52\\library\\core\\src\\str\\pattern.rs
called “Result: :unwrap()™ on an "Err’ value
How to run:\n
--config <base64 encoded config=> (to start full encryption)\n
src\\main.rs
--config <base64 encoded config> --file <filePath> (encrypt selected file)\n
--config <base64 encoded config= --dir <dirPath> (encrypt selected directory)\n
CIS lang detected! Stop working...\n
;LOAD_HIDDEM_DRIVESYour config isn't configurated to load hidden drives!\n
ENCRYPT_NETWORKYour config isn't configurated to encrypt network shares!in

e "—config (to start full encryption)"

e "—config --file "

o “CIS lang detected! Stop working”

o “config isn’t configurated to load hidden drives”

o “ENCRYPT_NETWORKYour config isn’t configurated to encrypt network shares”
» “Your config isn’t configurated to delete shadow copies”

e “Successfully deleted shadow copies”

By analyzing strings of malware, we can extract relevant strings and use VirusTotal (if you
have a premium account) to test them individually in order to select appropriate conditions
for our rules

We can detect that the file “deps\noko.pdb” will be present in all samples because it is a
member of the family of pdb files.
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content: "depstinoko.pdb'|

FILES 3

JASREAFFFSE3TATAAR048TC1BF3C6ACF 322 1EDTREERETTFACSTBOM4CINEBEF DG
& 5 Noko. exe

peexe assembly runtime-modules  detect-debug-environment  idle  Gdbits

4T CBAAC2SEBAEC D2 1426EFSS TADAFSFEERET 121 EFBcRTIZTEOAZE0AE2A895412
@ @ AEEE o S IS TEE. pdf Lexe

peexe assembly runtime-modules detect-debug-enwvironment idle  B4dbits

2R0FDEC 8642442667 A4ABFT BFB3AFZFCAD65344 3CCETRG2636EE75A3 3165704
& B 2dab3cRécafa@dy7edi341ebiZbeaclae .exe

peexe assembly  runtime-modules  detect-debug-enwvironment  idle  Gdbits

o PDB stands for “Program Database,” and it is a file format used by Microsoft Visual
Studio to store debugging information about a program. It contains information about
the program’s code, data, and resources, as well as details about the program’s
execution. PDB files are typically used by developers to debug their programs and fix
errors. They can also be used by other tools, such as debugger programs, to analyze
the code and execution of a program. PDB files are often associated with the .exe file
of a program, and they are typically stored in a separate directory or folder.

» We can use the PDB as a condition for detecting the presence of the Nokoyawa family
in a sample. If the Yara scan identifies PDB in the sample, it will be identified as
belonging to the Nokoyawa family.

After testing each string individually, we discovered that the first four strings were present in
three samples, while the remaining strings were present in only one sample. Based on this
information, we can conclude that the first three strings are except to the PDB string, and can
therefore be used to detect the presence of the three samples. Therefore, our condition will
be as follows: uint16(0) == 0x5A4D and ($pdb or 3 of ($s*))

Our YARA rule
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https://github.com/MalGamy/YARA_Rules/blob/main/Nokoyawa.yara

rule Nokoyawa_ransomware: Nokoyawa

{
meta:
description = "Detect_Nokoyawa_ransomware"
author = "@malgamy12"
date = "20/12/2022"
license = "DRL 1.1"
hash = "7095beafff5837070a89407c1bf3c6acf8221ed786e0697f6c578d4c3de@efd6"
hash = "47c00ac29bbaee921496ef957adaf5f8b031121ef0607937b003b6ab2a895a12"
hash = "259f9ec10642442667a40bf78f03af2fc6d653443cce7062636eb750331657c4"
strings:
$pdb = "deps\\noko.pdb" ascii
$s1 = "How to run:" ascii
$s2 = "--config <base64 encoded config> (to start full encryption)" ascii
$s3 = "--config <base64 encoded config> --file <filePath>" ascii
$s4 = "CIS lang detected! Stop working" ascii
$s5 = "config isn't configurated to load hidden drives" ascii
$s6 = "ENCRYPT_NETWORKYour config isn't configurated to encrypt network
shares" ascii
$s7 = "Your config isn't configurated to delete shadow copies" ascii
$s8 = "Successfully deleted shadow copies from" ascii
condition:
uint16(0) == Ox5A4D and ($pdb or 3 of ($s*))
}
Testing
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As depicted in the preceding figure, it appears that our condition is functioning as intended.
After conducting testing, we can confidently assert that our rules are effective on our sample
set.

Hunting
Advanced Search (YARA)
'_. . |:|lla Kokoyawa_ransomware: Mokoyawa File type
: h meta o
4 description _'s-a._t Nokoyawa_ransomwara’
5 -
5 First seen after this date
:

First seen before this date

$pdb "deps’\noko.pdb” ascii

tfigs (to start full encryption)” ascii Minimurn file size
- filepath:" ascii

Maximum file size

From the previous figure, we can see the results of our rules
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https://www.hybrid-analysis.com/yara-search

Search results from HA Community Files

@ Downioad all Local File Hashes (C5V) || @ Download all DNS Aeguests (C54]

- Tirmestamp

Decernber 21st 2032 11:30:13 (UTC)

Decernber 215t 2072 09:14:27 (UTC)

Oiciober 1512022 003250 (UTC)

Details

Input

Threat level
Summary
Environment
Action

Input

Threat level
Sumimary
Enviranment

Action

Input

Threat level
Sumimary

Countries
Enviranrment
Action

@ Download all Contacted Hosts (C5v) | £k

bounty-82027585846 500398
PE3l+ executable (console) xB6-64. for M5 Windows
TO95beafff 583707028940 Foibi3ctacf 82 Ned? 86069 Tec 57 8d4c 3deDelds

AV Detection: 100% Windmalicious_confidence_100%

OE

bounty-12775534 474614191
PE3 2+ executable [consele) xB6-84, far MS Windows
155fReclDBA2 442667240017 81032 2febd 653443000 061 636ebT 503316574

AV Deteclion: 100% 'Mr,-'p,raywa:e_mrfucencr_-_lUU%

0

ki.exe

PE32- executable (console) xB6-64, for MS Wirdows

ATe 00ac 29 bbaee921496e95 Fadal5f 803NN 06079 3Th003 b6k a 89512
Matched Extracted File <47c00ac?_ 22895212 i
ambiguous

Theeal Score: No Threat

ANV Detection: 4% TrojanGeneic

Maiched 18 Indicators.

Windows ¥ 64 bt
' Re-analyze | 7]

Thanks a lot for reading. You can find me into the following links
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