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[Update] November 22, 2023: See the subheading: “Unrest Within KillNet: Internal Conflict
and Public Criticism.”

By SOCRadar Research

The ongoing conflict between Ukraine and Russia has attracted the attention of various
cybercriminal groups and pushed them to get involved in this cyber warfare. According to
CyberKnow’s research, over 190 threat actor groups actively play a role during Ukraine-
Russia cyber warfare.

2022 Russia Ukraine War CyberTracker FEB-DEC — 201 Total Groups

Pro-Ukraine - 117 Groups

Pro-Russia — 74 Groups
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Some groups have aligned with one side of the conflict and are using their skills to support
their chosen faction. KillNet is one of the groups that has played a significant role and is
known for its DDoS activities in the interests of Russia.

Who is Killnet?
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Killnet is a pro-Russian hacktivist group known for its DDoS campaigns against countries
supporting Ukraine, especially NATO countries since the Russia-Ukraine war broke out last
year. DDoS is the primary type of cyber-attack that can cause thousands of connection
requests and packets to be sent to the target server or website per minute, slowing down or
even stopping vulnerable systems.

While Killnet's DDoS attacks usually do not cause major damage, they can cause service
outages lasting several hours or even days. It is known that KillMilk, its founder, left the
group in July 2022, and its new leader is a hacker using the name Blackside. However,
KillMilk is still related to the group and shares Killnet's announcements on his telegram
channel, as seen below.

‘OFFICIAL KILLNET CHANNEL' shared by Killnet in their Telegram group:
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How Did Killnet DDoS Service Become a Hacktivist Group?

Until the Russia-Ukraine war, Killnet was known as the name of a DDoS attack tool that only
subscribers could rent and use. With the crisis in Russia and Ukraine, Killnet emerged as a
hacker group and continued its attacks under the name “Killnet.”

Afterward, the Killnet hacker group carried out many attacks to support Russia and fight for
Russia’s interests. They targeted countries that supported Ukraine in the war between
Russia and Ukraine. For months, the Killnet group has attacked the countries that support
Ukraine, and their political interests are against the Russian government.

They do not seem interested in financial gain; they aim to harm web services by disrupting
them with mainly DDoS attacks.
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Killnet Grows

The group has continued its operations for over a year and has become a serious cyber
threat. With the encouragement from Killnet service users, which reached tens of thousands
of subscribers, they formed subgroups under the name “Cyber Special Forces of the
Russian Federation.”

The group also started another hacker group called LEGION in April 2022 and continued its
DDoS attacks from there. Other groups were observed under the LEGION group, each
carrying out different attacks. In July 2022, the group announced that LEGION had been
disbanded and would be relaunched as LEGION 2.0. There are more than a thousand
estimated group members with all these related groups.
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Killnet’s Relationship with Other Hacker Groups

their Telegram channel that their birth date is November 13,
2021. However, they announced that they became a hacktivist group on February 23, 2022.
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A group formerly known as XakNet announced that it had merged with Killnet, targeting
critical infrastructures. Another group, later known as F**kNet, also expressed its intention to
work with Killnet, targeting the public and private sectors in countries that support Ukraine.

A former member of Killnet, now the leader of the Zarya group, also mentioned that other
hacker groups act parallel with them and defend Russia’s interests in an interview. He
named groups like XakNet, Beregini, CyberArmy, Anonymous Russia, RaHDit, DPR
Joker, NoName057, and Zsecnet.

The Hacker also said that Anonymous Russia and the Zarya group were founded by hackers
who left the Killnet group. Other hackers also joined Zarya from Killnet.

In the same interview, Zarya'’s leader also explained the reasoning behind the creation of
small groups by dividing Killnet. Smaller groups are easier to manage, and it is more difficult
for the enemy to understand from whom to attack. He also revealed that Zarya was
previously a part of the Killnet team but is now an independent entity.
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ANONYMOUS | RUSSIA 4
Forwarded from THE DARKNET

KILLNE |

g\.’ery interesting review from abroad, about Russian hack
groups!

# An example of using Killnet is starting from the East
and heading to the West.

One of the main contributors to the hacktivist ecosystem is
Killnet, launched publicly around the end of February 2022,
at the beginning of the Russian-Ukrainian war. The group
started its aggressive activities in March, mainly in Ukraine.
Howaever, in April, the group completely shifted its focus to
supporting Russian geopolitical interests around the world.
Between the end of February and September, the group
claimed to have carried out more than 550 attacks. Only 45
of them were against Ukraine, less than 10% of the total
number of attacks.

# Read more:

https://research.checkpoint.com/2022/the-new-era-of-
hacktivism/
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Killnet’s Targets and Operations

Killnet has attacked many European and Western countries, including Ukraine, since
February 2022. The US, the UK, Germany, Italy, Romania, Lithuania, Estonia, and
Poland are among these. Attacks on US airports, the Eurovision contest website, and
more than a thousand websites in Lithuania were worth mentioning. There were also attacks
on railways and government portals in the Czech Republic.
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Countries affected by Killnet (Source: SOCRadar)

In April 2022, Kilinet focused entirely on supporting Russian geopolitical interests worldwide.
They claimed to have carried out more than 550 attacks between late February and
September. Only 45 of these attacks were directed against Ukraine, less than 10% of the
total attacks.

You can find previous attacks of Killnet on SOCRadar’s research article published on July
28, 2022.

Killnet’s Recent Cyber Attacks
May 2022:
Killnet attacked Romanian government websites.

They attacked Italy and managed to block a few websites, while the attack on the CSIRT site
was unsuccessful. Killnet hacked Istituto Superiore di Sanita and the Automobile Club of
Italy websites in the same attack. The Italian Senate website was also hacked and closed for
an hour. The attack was not as devastating as predicted.

June 2022:

The group targeted Norwegian organizations through various DDoS attacks. Also, the
group took responsibility for the DDoS attack through the Lithuanian government and private
institutions.
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June 26, 2022

WE ARE KILLNET

Nurea, y Te6a octanocs 14 yacos!
Lietuva, jums liko 14 valandy!

https:/ftime.is/ru/Lithuania
time.is
INuTea — TOYHOE Bpemsa

TouHoe BpeMs, YaCOBOA NOAC, pasHWLIa BO BPEMEHM,
BpeMs BOCXO0/1a W 3aKaTa, OCHOBHbIe dakThi 0 JluTea.

August 2022:

The group and its founder, called “KillMilk,” claimed responsibility for a cyber-attack on the
American defense contractor Lockheed Martin as a retaliation for the HIMARS systems
supplied by the US to Ukraine.

9/33



— e
& lockheedmartin.com/en-us/index.h @ A p

Skip 0o ain content

504 ERROR 0
| Togte navigation | The request could not be satisfied.
Wi O CloudFront attempted to establish a

LOCKHEED MARTIN connection with the origin, but either the
FEDW attempt failed or the origin closed the
co AccessLA Account . i
connection. We can't connect to the server for
this app or website at this time. There might
be too much traffic or a configuration error.
Try again later, or contact the app or website
Help owner.

TN ‘;’;':LT::“;;!;;““““ Ma If you provide content to customers through
B | services antbanlusery de \‘ CloudFront, you can find steps to troubleshoot

’;Lﬂ‘&;ﬁ‘iﬁﬁf;m? _and help prevent this error by reviewing the
5 custorners and coleg '- CloudFront documentation.

request ancd manag 1

[

Jlyywasn B Mupe cuctema 3awmntobl Akamai otBanunacb
oT Lockheed Martin. BO3MO>XHO OHM MOHANM YTO He
HY>XHO NomMoraTtb TeppopucTam!

44

WE ARE KILLNET oy

September 2022:

Killnet announced that it had attacked 23 websites of 4 ministries and agencies in Japan,
including e-Gov, a portal site for administrative information administered by the Digital
Agency, and eLTAX, a local tax website administered by the Ministry of Internal Affairs and
Communications.

October 2022:
Several US airport websites were attacked.

Killnet posted a list of several government websites they would target in the coming days
beneath an image of a nuclear explosion behind the Statue of Liberty.
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‘ WE ARE KILLNET |

USA OFFLINE

FUCK MATO

Alleged targets are listed below:

e Alabama
o Alaska

e Connecticut
e Colorado
e Delaware
e Florida

e Hawaii

e Idaho

¢ Indiana

e Kansas

o Kentucky
o Mississippi

November 2022:

On the Killnet Telegram channel, the group shared a post that said, “We have gained
strength and now we are able to reduce the traffic of drug addicts to sellers’ websites to zero!
Not without your help, of course, comrades!”

Killnet threat actors hacked Russia’s largest dark web drug site. They published dealers’ and
drug addicts’ data, storage locations, etc.

In a mail from a Latvian State Revenue Service employee, they announced they have VPN
access to corporate government networks and downloaded 200 gigabytes of documents.

11/33



Killnet hacker group declared that they attacked western governments’ and companies’
websites. They have posted a gateway to a government portal for authentication and
access to various web resources in their Telegram group.

The White House announced that it has temporarily closed its official website and Starlink
API. Experts stated it is a critical target because the Ukrainian army uses Starlink
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Killnet posted an announcement on its Telegram channel, asking all hackers for help
attacking and targeting Poland. They said several of the targets would be inoperable for four
days. Following this announcement, Warsaw Airport, Gdansk Airport, and Rzeszow Airport
became victims of cyberattacks.

LJTranslate

« Hello hackers, today everything is simple!

- If you are willing to join the biggest DDOS attack in the world, please
follow the steps below.

1). Repost this entry "this way we will track which hack group is
involved in a collective attack’

2). Open the search engine "Google"

3). Enter any query from the example "Online Poland, login Poland,
login gov pl, Poland commerce online, Poland health, gov Poland,
Poland payment. % Q
4). Choose the best target for your parameters! ‘/ ,
5). Kill her and publish on your channel! \
6). We keep the selected targets offline until November 20th.
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December 2022:

In a post, the Killnet group mentioned a new project called Infinity. They plan to launch the
project sometime this winter-spring, which is getting a lot of attention at this stage.

They have also published a post asking President Putin for nuclear strikes on the capitals of
Ukraine’s allies on the Killnet telegram channel:

ANONYMOUS | RUSSIA "'ﬂ
Forwarded from KillMilk

Dear Vladimir Vladimirovich Putin!

I ask you, on behalf of our entire friendly Killnet team, to
launch nuclear strikes on:

4 UK - London

4 Belgium - Brussels
+ USA - Washington
+ Poland - Warsaw

Latvia - Riga
'Don't touch Kyiv, Zelensky himself will come to you in
Moscow on the carpet”

An hour after the strike, 50% of the world capitulates. The
bottom line is the death of the commanding Nazi-
Russophobic staff around the world, will lead to the
deactivation of aggression against Russian borders.

Dear President, we ask your office to consider our request
out of turn and take action!

Saturday is a good day for the death of all our enemies
and the beginning of peace on earth on holy Sunday!
14K @ Dec10at11:22

’|
Another critical piece of intelligence about the Killnet group is that some members said they

attacked the Bankers Automated Clearing Service (BACS), the London Stock Exchange, and
the Prince of Wales official website. Killnet stated that the “royal official site” was not working.
“Perhaps this is due to the supply of high-precision missiles to Ukraine,” the group said.
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And this is the royal official site

htt princeofwales.gov.uk under the fierce
protection of Cloud Flare.,
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ntips://check-host.net/check-report/db290a6k1e6
nitps://check-host.net/check-report/db2950ckf3e
DBut today it does not work, perhaps this is due to the
supply of high-precision missiles to Ukraine!

Also today all medical institutions, government services
and online services stop working!
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Killmilk, a senior member of the Killnet group, has threatened the US Congress with the

sale of the health and personal data of the American people because of the Ukraine policy of

the US Congress.
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CyberKnow
@Cyberknow20

#killmilk a senior member of #killnet has declared
#American citizens as targets in response to #USAEE
congress actions - making threats against personal
data of Americans

#cybersecurity #infosec #russiaukrainewar
#UkraineRussiaWar

KillMilk

United States Congress, you will regret your
actions! | give my word and stake the fate of
Killnet. Starting today, your citizens' money
will begin to disappear. Today, your medical
systems for tracking severe patients will

be disabled. Your citizens will pay a huge

price! | will sell all the data that | have about
the credit cards of American citizens. The
amount of my archive reaches 2.5 million
m=. | do not accept and will not accept
apologies for insulting the DPR flag. Your
destiny is darkness, your future is death.

We Are Killnet.

10:06 PM - Dec 8, 2022
January 2023:

In late January 2023, KillNet shared that it was targeting Germany via the Passion
Botnet with the hashtag #'epmanuaRIP.
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WE ARE KILLMNET |
Homouxan XyeTa (repsMasmn ), NepegaeT poTy XyaThd
(Taskon) camHopeixy. Anokanwncuc Boié Gnwee u Snwoxe
Apyasa A HO 3TOT KoHey ceeTa GygeT yuukaneH. Ero
YHHKANBHOCTE JAKMNKYAETCR TONBKD B CMEpTH EBpons.
BoT TONBKO KAK NapY MECALSE Ml YLLK B My GOk
EAKMHT, HHKOMD TOMKOM He KolsMapinK. Ho HeT, Kakana To
NaANbL M CNPABOWMPYeT HBC)

Ha npubyaeT Cc HaMM CBEPX CKOPOCTE NPOMYCKHOH
cNoCOGHOCTH CETH, W OMYCTHT CEB0MA B30p Bor rnobansHoR
NayTHHB H3 GAWKHCTKOE OTPOALE. XPaHKH Hac
KacnepcxkHi, HOCH HAC 38MNA MaTywka Poccua |

- MNepmanna RIP -

January 24

A day after the announcement, the group posted screenshots showing that they had denied
access to several German websites, including the Cabinet of Germany (Bundesregierung)
and the Federal Ministry of the Interior (Bundesministerium des Innern und fiir Heimat).

03 Joctiyn nnpemen

MB/] @PT - Bundesministerium des Innerm und fiir Heimat
OFFLINE!

JAoGpoe yTpo) Hawm Apy3ss ua OPT CRUHYNN HAM XOPOWYIO
HaBoky!

Maxcusys 4o OP MoXET BO3GYANTS, TaK 3TO
GAHONOTOTD HMNOTEWTA C MOMOLLBIO HEMEUKOND NOPHO.

NET S # Oruer: hit
MOAKMOUBEMCA K KOMNEKTUBHOM STAKW TOBADMILM !

Killnet shared a list of other German websites they targeted on the same day, categorized by
industry:
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January 25

KillMilk
Forwarded frorn WE ARE KILLNET

* BHUMAHWE!!! + KONNEKTUBHAA KMBEP ATAKA HA ©PT -
START!

KillMilk
Forwarded from WE ARE KILLNET

® BCEM YHACTHMKAM!M
-KBOWO-L7/L4
(Mo mupy He paGoTaeT Akamai)

lNocynapcTeeHHbIe CanTh ©

https://www_ bundesregierung.de/ — (PepepanbHoe

MNpaBuTenLCTBO
https./fwww.giz.de/ — lNpaBUTENbLCTEO
www.bmvg.de/de — MunmncTepcTeo 060pOHBI
Jfwww.bnd.bund.de/DE/Startseite/startseite_node html —
(bepepanbHan passefbiBaTensHas cnyxba

https:/fwww.polizei.de/Polizei/DE/Home/home_node.html —
Monuums NepmanHmnm
nttps./fwww.bundesfinanzministerium.de/Web/DE/Home/home.nt
ml — MuH®uH FepmaHum
https./fwww.bafin.de/DE/Startseite/startseite_node.html —
hepepanbHoe ynpasneHue puHaHcosoro Haasopa NepmaHum
https:/fwww.cc-egov.de/support — 3NeKTpoHHOE pelleHWe AnA
loc.ynpaBneHua

(uHaHCOBLIA CeKTop :

nttps./fwww.db.com/ — Jloid baHk

hittps:/fmeine. deutsche-bank . de/trxm/db/init. do — NOrMH KNWEHTOB
ww.bundesbank de/ — @enepanbHbli Hemevkuil BaHk

https:/fextranet. bundesbank.de/cash — Cuctema norvHa baHka

KpynHeiilume asponopTbl FepmMaHmum :
https://ber.berlin-airport.de/en.html — Bepnun({Cloudfront)
https:/fwww.munich-airport.de/ — MioHxeH
https:/fwww.dus.com/de-de — lioccensgopd
ww.hahn-airport.de/en/horme — ®pankdypr




The NetSide and SARD Telegram groups also shared that they had hacked the admin
panels of hundreds of websites to support Kilinet and posted the credentials on Killnet's

page:
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WE ARE KILLNET
Forwarded from NETSIDE GROUP

=

@ Hacked by NetSide and SARD s noaaepxky killnet.

» CerofiHa A 1 MOA KOMaHf1a cienana MaccoBblil Banom
sapy6exHbiX caiiToB B nogaepxky killnet.

¥ Bce caifTol npegocTaenenbl B dopmare link:login:pass

- MoCMOTpeTh U NOMIPaThCA C CaTaAMKU MOXHO TYT:

@MetSide_150

~ NetSide: @NetSide_official
W Sard: @sard_public

Mpexae Yem 3ax0AUTh B afMHHKY HCNONb3YHTE BNH K
BUPTYaNKW.

WE ARE KILLNET
Forwarded from UserSec | Reserve
1s://meidilight.com/wp-login.php karam:Karam7868**
3-//sunplex.net/wp-ogin.php Moshiurl :misor336216
1s://brintel.com.br/wp-login.php operacional:sig16
ys://dyndns.it/wp-login.php robermailster-belleddu
5-/inoizefield.com/wp-login.php djomg:omgomg20omg
15://sunplex_net/wp-login.php Jamirul83:@73297329@
ys://thrivingskill. com/wp-login.php abid:sanik1111
./ postmyhub.com/wp-login.php miajames:Mia123l@#
15://90monkeys.com/wp-login.php stephanie:534sah11
-/ redworx.net/wp-login.php ultimatgold:MASk4ron
It is noteworthy that NetSide and SARD make such posts at regular intervals.
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@ Hacked by NetSide and SARD

Camisil Gonblsoi sanue caiktos ). 1000 caiTos.

Boe cafimed npanocTaRness B hopmaTe linkcloginpass

2 MOCMOTPETS M NOMIPATLCA C CAATAMM MONHO TYT:

' NtSide: (2N
o Sard

[ Mpemge wem 3ax0iTh B aMWHKY MCNONLIYRTE BOM W

BTN,

THEL

@ Hacked by NetSide and SARD

 Enge caliTel Hatuwx aparos (50 wryx). Tax kak Hrdero rogHoro
W 104 PROLLIMNE CICHMYTh BTORYIO NadKy

* Boe cafimu npegocTanness: & dopmare linkloginpass
& TOCMOTDETE W NOWIPATECA © CARTEMM MONHO TYT:

& MNetSide:

 Sard

| Mipesge wess saxoums B sy WCNONE3YATE BNH I
BUPTYRMKH

TBEL

@ Hacked by NetSide and SARD
MNepawe saxon 50 wryx.
Boe cafiTel npegocTaRneHt B Gopmare linkloginpass
& MocMOTPETE U NOMIPETLER C CAATAMK MOMHO TYT.
W NetSide: @Net
W Sard:

| | Npexae 4em 3AX0AMTE B AAMMHKY HCNONLIYATE BOH W
BHOTYANKM.

At the end of the month, Killnet shared that they carried out a massive Layer 7 DDoS
attack on several healthcare organizations all over the US. In addition, according to the Daily
Mail, hospitals in the Netherlands reportedly experienced a DDoS attack from Russian

hacking groups.
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WE ARE KILLNET

* BHUMAHUME KOMAHOAM KOTOPBIE
NPUCOEQUHUIUCH K HALLEA MUCCHM!

@) Bcem ynap L7 no 50 Tapretam rocnuranei - 50
wratos AMepuku!

Alask

port/e77f515k82d

http /e77f5a2kcbe

Arkansas

/e7821b1kf6

s-//check-h

Connecticut

https://gfp.c

https: eck-host.net/check-report/e781374kbab
Delaware

https: ristianacare.org
https://check-host.net/check-report/e77a063kb3e

5:/fwww.leehealth.orc
yst.net/check-report/e77fbeck78c
Georgia
https: iorthside.com

sport/e77fb83k192

February 2023:

February started with a stunning announcement and a call to action; Killnet posted an
announcement message urging anyone interested in attacking the United States to contact
the administrator of the Infinity hacker group:
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KillMilk
Forwarded from WE ARE KILLNET

-
BHUMAHWE! §
Bcem XaK-KONNeKTUBam, OMHOYKaM U MIDGOMY, KTO UMeeT
cTpeccepbl, 60THETHI, G2 NaHenu, cepeepa. Ecnu Bol Xxenaete
NOAKNIOYWTECA K MaccOBOM aTake no CLUA - HanuiliuTe
@Infinity_administrator

SecurityScorecard has shared a list of public IP addresses known to belong to Killnet so
that cybersecurity personnel can block them:

@ SecurityScorecard

Today, made its open
proxy IP blocklist available to the public. This list aims

to empower organizations to defend themselves by
preventing traffic from the assets KillNet exploits
when launching their attacks.

Anonymous posted a news article from gazeta.ru on its Telegram channel about an interview
with KillMilk, the leader of KillNet. According to KillMilk’s interview, the Ukrainian hacking
group Phoenix teamed up with the Russian group KillNet to take revenge for the arrest of
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https://www.gazeta.ru/
https://www.gazeta.ru/tech/news/2023/02/05/19667983.shtml

their accomplices by the SBU (Security Service of Ukraine):

m ANONYMOUS | RUSSIA
- Forwarded from Maseta.Ru

raseraru

POCCHUMCKAS
FPYNMUPOBKA KILLNET
OBBSABMU/IA O COO3EC
YKPAMHCHUMM
XAKEPAMM M3 PHOENIX

IKCKNIO3NB -

YkpauHckme xakepel Phoenix npuMKHynH K poccrilcKoit
rpynnupoeke KillNet pagu MecTu 3a apecToBaHHbIX
coTpyaHukamu CBY noco6HmMKoB

06 atom «lasete.Ru» pacckazan nugep KillNet Killmilk. Ou
OTMETHI, 4TO YKPAMHCKKME XaKepbl Ha4anu aHOHMMHO

y4acTeoBaTh B opraHu3osaHHbIxX KillNet DDoS-aTakax Ha
3anafiHbie OpraHusaLMum elle netom 2022 rofa.

«MOTHB JaHHOM rPYNNMPOBKH OYeHb MPOCT — MecTb. MecTsb 3a
ApecT nATH cBoMx cofipathes. Mocne safepxanns Bbina
BblfjepXaHa KaHOHHWYHARA nay3a & oquH rog. Mocne yero Phoenix
BCTan Ha sauuty Py, = ckazan Killmilk.

WanauyanbHo Phoenix Haxounach Ha TEpPUTOPUM YKPaUHbI W
cneuManuaupoBanach Ha BanomMe cMaprhoHos. B nocnegHee
Bpemn, no cnosam Killmilk, Phoenix sauumaetca DDoS-atakaMu Ha
coucny6bi MepMaHuK B 3HAK NPOTECTa Nepegayvn HemeLKux
TaHkos BCY.

«B ckopom Bpemeri Phoenix nnaHupyeT HayaTe paboTy no
HAEMHHKaM, HAXOAAUMMCA Ha TEPDHTOPHK YKpauHbi. Yxe
MMEeTCA JOCTATONHO JaHHBIX O MHOMHX SIMYHOCTAX, — CKasan
Xakep.
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Killnet in 2023

Since the end of January, Killnet has been actively targeting healthcare organizations. In
their telegram post, they shared that the corporate entrances and websites of various

hospitals were down and that this attack was a joint operation.

Bad qatE'l.-"."B"}-' Ermreosa 03

Wiglt clovdflarecom for mora informati on.

2025-02-02 714200:50 UTC

U8 Mass General Brigham

=

Error establishing a

429 database connection

ChWvwWwKoM MHOro

* B neHpocTaHe 15:32. MNonoeuHa paboyero gHA, a
KOpnopaTUBHbIE BXOAbl B 60NbHMLbLI He paboTaloT, CalTbl
ToXe. OcTanbHble CHeCNn CBOM JOMEeHbI, KTO TO
noctasun Akamai u Cloudflare@® Hac sTo He
OCTaHaBMMBAET U Mbl NPOAO/IKAEM CETEBOe MeCcHBO! I

OTBETCTBEHHBbIE 3A ATAKY:
KILLNET ANONYMOUS RUSSIA PASSION BOTNET
NETSIDE MISTNET USERSEC SARD BEAR.IT.ARMY AKL

Tak Xe cBOM BKNaf BHECNH :
Duck Leo Nion

We are Killnet §
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Some of those mentioned in KillNet's Telegram post are hacker groups, and some are known

as DDoS-as-a-Service providers.
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https://socradar.io/dark-web-stories-ddos-as-a-service/

Killnet was recently observed operating with the Passion Botnet, a group that offers DDoS-
as-a-Service. The origin of Passion is unknown, but they have become more active lately,
especially at the beginning of 2023. They have a history of targeting individuals and
organizations against Russia’s invasion of Ukraine, using techniques like defacement and
denial of service.

Also, other groups affiliated with Killnet offer DDoS as a Service model, such as AKL Client,
Infinity Stresser, and MistNet.

AKL

AKL client

Db duumanbHbiil KaHan paspaboTuukos AKL clie PaSSion BOtnet

Kynuts VIP (49P):
Monubii npaiic:

" .f‘m
MISTNET,
- "-..

MistNet // Botnet

Inﬁnity Stres ser MistNet — good L4/L7 bypassed botnet

have custom TLS-HTTP strong browser method
and OVH bypass

Infinity Stresser Starting at 15 $ monthly...

Killnet’'s cooperation with multiple DDos-as-a-Service providers may indicate that it will be
more active in future events.

Unrest Within KillNet: Internal Conflict and Public Criticism
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Recent developments indicate a significant internal rift within the notorious Russian hacktivist
group KillNet. According to a Telegram post by a Russian-speaking researcher, dozens of
hackers and hacktivists have publicly denounced KillNet and its leader, known by the alias
KillMilk. Accusations of unethical behavior and inadequate technical skills against KillMilk
mark this internal dissent.
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T.Hunter < |

#news CKaHOANBHO M3BECTHOW POCCHMUCKOW XaKepCKOW

rpynnupoeke Killnet 6onbline e ckaHaansl: AECATKK

XaKEePOB M XaKTUBMCTOB NySAMYHO BbICTYNWAKU NPOTUB

Killnet n ee nupepa, nasectHoro nog Hukom Killmilk. A

«[aseTa.py» TOBapMLLa Nof WYMOK AeaHOHMMUIMPYET. Tom Hunter’s Telegram post,

M3panne npeactaenaet Hekoro Cepadumosa Hukonas
Hukonaeeuda 1993-ro roga poxasHua. HeoqHO3HAYHAR
penyTauus, atakm Ha uHbpacTpykTypy PO,
MOLUEHHMYECTBO M HAPYLLEHMA XaKepPCKON 3TUKKN —
NOCNYXHOW CNACOK Y TOBapULLA CONMAHBIA. COPaTHUKM
WMEHYHOT €ro MHMOLUBIrAHOM OT XaKepcKoro Mupa co
cnabbiMu TEXHaBbIKamK. BenneieakoT ckeneTel B wkady ¢
0BMaHOM KoNner no TeHeBOMY BU3HecCY. XaKTUBUCThI U
NpoYMe COMHUTENBHBIE AMYHOCTH COBMPAIOT anbAHC NO
paspyweHunio penyTtauuu Killmilk. 3a okeanom bpainaH
Kpebc 3anacaetcs NONKOPHOM — ANA pasHoobpasus
LEaHOHOM POCCUMMCKHMX XaKepoB BbiNano 3aHMMaTbCa He
emy. B oblem, ckangansl, MHTPpUrK, paccnenoesandusa. MNog
CTaTh CAMOW rpYyNNMpPoOBKE.

—

(@tomhunter

t. me/tomhunter/1847 14K @ Nov 21 at17:29
details explained below
In a deeper expose, Gazeta.ru has identified one person, Nikolai Nikolaevich Serafimov,
born in 1993, as a key figure associated with KillMilk. Serafimov is described as having a
contentious reputation, involving attacks against Russian infrastructure, fraudulent activities,
and breaches of hacker ethics. His peers have labeled him as an “information gypsy” in the
hacking world, offensively critiquing his limited technical prowess.
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https://www.gazeta.ru/tech/2023/11/21/17878753.shtml

This internal turmoil within KillNet, marked by allegations and the potential de-anonymizing of
its members, represents a significant chapter in the group’s controversial existence, mirroring
the very nature of the group itself.

Prominent Characteristics & TTPs

By observing Killnet’s attacks and behavior to date, some inferences could be made about
whether they are applied repetitively or consistently.

e Due to its motivation and determination to defend Russia, the group chose its targets
among NATO-linked countries. It is also a potential threat to countries whose political
interests contradict Russia.

o They prefer DDoS attacks against their targets. Victims can recover their systems from
attacks, which usually take 1-3 days, with appropriate measures in a matter of hours.

e They target governments’ or public institutions’ websites. This way, they think that they
signal to the victims that the victims chose the “wrong side.”

e They announce their attacks and targets on Telegram channels.

 Killnet is also associated with other hacker groups that have common goals with them
or act in Russian interests. They have been collaborating with XakNet and F**kNet,
and the additional threat actors aforementioned.

MITRE Map
Reconnaissance Resource Credential Impact
Development Access
T1595: Active Scanning T1583: Acquire T1110: T1498: Network
Infrastructure Brute Force  Denial of Service
T1589: Gather Victim T1584: Compromise T1489: Service Stop
Identity Information Infrastructure

Primary Killnet Tactics
Brute-force dictionary attacks against:

e SSH (port 22) primarily targets the root account
e Minecraft and TeamSpeak servers

DDoS attacks on the OSI model:

e layer 4 (SYN flood attacks)
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¢ layer 7 (high volume POST/GET requests) to cause resource exhaustion and system
failure.

In various Telegram groups, they collaborate with the members who are instructed to use IP
stresser-for-hire tools such as Crypto Stresser, DDG Stresser, Instant-Stresser, and
Stresser.ai. Moreover, several scripts are used during their attacks. Some of them are CC-
attack, MDDoS, Low Orbit lon Cannon (LOIC), KARMA, and Dummy.

How to Prevent a Killnet Attack

Firstly, we need to pay attention to two main defense tactics. One is enforcing strong
password policies that can withstand basic brute-force credential attacks, and the second is
to have a proper strategy for fighting off DDoS attacks.

The other defensive tactics are listed below:

e Purchase DDoS mitigation services from an Internet Service Provider (ISP), Content
Delivery Network (CDN), or Web-Application Firewall (WAF) provider.

o Deploy multi-factor authentication (MFA) mechanism for all remote accesses

e Use blocklisting known Killnet-related 10C, such as IP addresses used by Killnet
attacks.

o Enable the DMZ (Demilitarized Zone) for internet-facing entities.

o Employ DDoS protection via web bot detection techniques.

» Reduce attack surfaces and make it easier with ASM (Attack Surface Management)
platforms.

o Get the CTI (cyber threat intelligence) feeds that monitor dark web information to
identify and predict potential threats and provide actionable intelligence data for your
organization.

o Configure web servers and APIs with security modules to optimize performance during
a web traffic spike.

o Perform stress tests on all critical services for their ability to handle resource
exhaustion attacks

o Create and practice IRP (Incident Response Plan) for the worst case, which resulted in
temporary downtime.

Learn What Hackers Talk About Your Company With SOCRadar

The fact that Telegram is a legit messaging app used by millions gave hackers a chance to
conceal themselves and follow their malicious agenda. More and more threat actors use
Telegram for communication and announcements, and it has become the main hub

for threat actors.
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https://socradar.io/telegram-a-new-place-for-hackers/
https://socradar.io/suites/cyber-threat-intelligence/threat-actor-tracking/

GET STARTED WITH

- Threat intelligence enriched with External Attack Surface Management
and Digital Risk Protection

- Discover your shadow IT with a hacker mindset
« Maximize the efficiency of your security efforts with false-positive free alerts
« Monitor dark web to get actionable, and contextualized threat intelligence

- Get full access to the platform with SOCRadar technical team

eat Intelli

Request Demo —
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https://socradar.io/request-demo/

