Mustang Panda Uses the Russian-Ukrainian War to Attack Europe
and Asia Pacific Targets

222 blogs.blackberry.com/en/2022/12/mustang-panda-uses-the-russian-ukrainian-war-to-attack-europe-and-asia-pacific-targets

The BlackBerry Research & Intelligence Team

1. BlackBerry Blog
2. Mustang Panda Uses the Russian-Ukrainian War to Attack Europe and Asia Pacific Targets

Mustang Panda continue targeting countries across Europe and Asia Pacific, utilizing current geopolitical

events to their advantage. Their attack chain remains consistent, with the continued use of archive files,
shortcut files, malicious loaders, and the use of PlugX malware. Based on the lure covered in this blog, the
goal of this particular operation appears to be collecting sensitive information from European countries and
states from Asia, which might be supporting Western countries.

Summary

As part of ongoing hunting and continuous monitoring efforts regarding the advanced persistent threat (APT)
group Mustang Panda, the BlackBerry Threat Research and Intelligence team recently came across an
interesting RAR file titled “Political Guidance for the new EU approach towards Russia.rar’.

This file captured our interest due to the ongoing geopolitical situation in Eastern Europe. An examination of
its contents revealed a decoy document matching the naming convention of the RAR, along with additional
components that are often seen as part of a typical PlugX infection chain.
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By delving into the associated network infrastructure and pivoting off related network artifacts, additional files
and infrastructure were uncovered. These conformed to similar Tactics, Techniques, and Procedures (TTPs)
and appeared to be part of a larger campaign from this same threat actor targeting multiple entities, both
Government and Private, in several industries and throughout many countries across the world. In this report,
we document what we found.

You can read our previous post on Mustang Panda here.

Weaponization and Technical Overview

Weapons DLL Loaders + encrypted .dat payloads

Attack Vector Current event-themed phishing lures

Network Web based command-and-control (C2)
Infrastructure
Targets Mining, Education, Telecoms, Financial, CDN Companies, Internet Service Providers,

Internet Security Firms, Web Hosting Companies

Technical Analysis

Context

Mustang Panda, also known as HoneyMyte, Bronze President or Red Delta, is one of the more active APT
groups in operation on the threat landscape today, with a wide variety of campaigns documented as far back
as 2012. It is publicly attributed to China-based cyberespionage threat actors.

It is continually honing its capabilities, but its core approach remains consistent, with the use of themed lures
related to current events. These contain decoy documents and legitimate applications that are susceptible to
DLL search order hijacking.

This is exploited to coerce targets into executing a malicious loader to deliver a PlugX payload. The RAR
archive — “Political Guidance for the new EU approach towards Russia.rar" — aligned with numerous TTPs
related to Mustang Panda that have previously been documented by both BlackBerry and other vendors.

Mustang Panda Attack Vector

A RAR file is an archive that contains one or more files compressed with RAR compression. As seen in
recent campaigns, the use of archives is a common infection vector for Mustang Panda. The political theme
of the RAR file is a tactic employed by the threat actor to coerce targets into opening the file. Once the

archive is open, the victim will see a directory called “ " and a shortcut file named with the same politically
themed lure.

The .LNK file uses a double file extension in an attempt to disguise the shortcut file as a document in the
hope the target would open it, in the process executing the shortcut file. This utilization of double extensions
has been used by Mustang_Panda in the past as a way to convince users to execute the shortcut file.

The shortcut file contains a command that kicks off the initial execution of the attack chain:
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Figure 1: Phishing lure contents

The LNK file looks to execute “test11.bpu”, which is a legitimate portable executable (PE) file called
“ClassicExplorerSettings.exe” belonging to Classic Shell, which is a freeware utility used to customize the
look of the Windows® system.

™40 HxD - [_\MP_Archive\_L\_\_\ \___\_\test11.bpu]

i) File Edit Search View Analysis Tools Window Help
oG IE RN RERG +|| Windows (ANSI) v | hex v

-

&) testll.bpu

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 MZ..........¥¥..
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ,.eeeeeelBuiuenen.
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +ueeesceconoanas
00000030 00 00 00 00 00 00 00 00 00 00 00 00 EO 00 00 00  ..veweweneann ...
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00000050 €9 73 20 70 72 €F 67 72 €1 €D 20 63 61 6E 6E €F is program canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS

00000070 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 mode....S5.......

Figure 2: MZ file header

Hashes (md5, sha-256) 7177ab83a40a4111eb0170a76e€92142b
f70d3601fb456a18ed7e7ed599d10783447016da78234f5dca61b8bd3a084a15

File Name Political Guidance for the new EU approach towards Russia.rar
File Size 567144 bytes
Created 2022-11-01 02:32
Last Modified 1979-11-29 13:00
Weaponization
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The Mustang Panda attack chain is reliant on the DLL sideloading technique previously used in their

alongside each other, a technlque which is designed to take advantage of the search order of a program as
soon as the legitimate application has been invoked. Once the shortcut file is executed, the legitimate
application will be launched and the malicious DLL loader will also get invoked.

“ClassicExplorer32.dll” is planted in the same directory as “test11.bpu” to abuse the search order once the
executable is invoked. The purpose of the DLL is to load the “ClassicExplorerLog.dat” file and execute the
shellcode within it. Interestingly, the loader used seems to have a subtle change in how the shellcode is
decrypted and executed.

Mustang Panda DLL loaders reported by Secureworks back in September were utilizing the
EnumThreadWindows API to pass execution to the start of the malicious payload file. In these more recent
samples, the DLL loader uses the EnumSystemCodePagesW API to execute the shellcode similarly. A
pointer to the already decrypted shellcode is passed to EnumSystemCodePagesW API as an application-
defined callback function, as seen in Figure 3 below. The use of the EnumSystemCodePagesW API was
mentioned in a Twitter thread by kienbigmummy and also seen in a Black Hat Asia presentation. The purpose
of the shellcode is to decrypt and execute the final malicious payload — PlugX — in memory.

wide PRy

1 T kerrel}d teumsystoncoderapere ]

e 10FLAM “LrumsysLent oderece

Lx  7Iane cwrre32 |n.|-\nu-:nm ageve
[ moum TErunSy B LenCodeP e

fruealeretect”

04 AGFFEFFF

% distiets elassicenploreri, 7R8I
» i5crson
TS 12

Bdale 04
nc
24 3r

it 3 (fmpty) TS 3 (Gmpty)

a3 15cror) MTStatused 0000

md42a 14 AT
it

- OFBd BE000000

eanacharn 13 Enmsys tencodasagesus

Tant:TRALIEYS classicenploreril. dll: 5L

T — - : REREDY e
I B Fle [dt Search View Ansbyss Took Window Hel
o v). ¥ . B o2

R o | Windows (ANSS o | e v

Specal eddon

~  Data imigacton

SEERCA

CLAFDI0
QL8ROI | 0%
L F080
OLéar0T0
OLearosd
S =
Lear -
oltar0a0 - - 44 ¢ ¥
oitaroc Cé 26 3
Citaroes BL/SaAS T
Citaroes - ¢ 2 e A Berary (8 bt 01010000
QLEAFONG | O < e 1 et puis 8
GLE8F100 o BS 01 13 6 41 _ )
ol6ar1i0 - =t Uit gais 80
OL6Ar10 | & % B ¢ or L rd o 2188
siari % 13 oC 74 4 B oaks <128
i " - £ AB 37 OB L w 2R
CLEAF130 | © s 7 0 r As 27 0 vig sela 2134
38 06 A¢ €F IT OF 40 et et 6706000
0 2 6 4 72 Uit geto 6706100
Vool Qumge IGO0 -> 0168FI20 (ONO000000L bytes) 10 4L EA 43 9 54

1? oo s 191ISTM

Figure 3: DLL Loader utilizing EnumSystemCodePagesW to Ioad and execute shellcode

Hashes (md5, sha-256) ae105528a6c5758ccf18705a8c208a97

b44cc792ae7f58e9a12a121c14a067ee1dd380df093339b4bf2b02df5937b2af

ITW File Name ClassicExplorerSettings.exe

Compilation Stamp 2017-08-13 15:49:42 UTC

File Type/Signature PE32 executable for MS Windows (GUI) Intel 80386 32-bit
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File Size

Hashes (md5, sha-256)

98616 bytes

6d6alca7c7343eedfffeb697229a4929
8e27900949a087349488d82e7434937bd253d31749041bb0233000a7339fc3e1

ITW File Name

ClassicExplorer32.dll

Compilation Stamp

2022-10-25 09:32:51 UTC

File Type/Signature

PE32 executable for MS Windows (DLL) (GUI) Intel 80386 32-bit

File Size

Hashes (md5, sha-256)

115000 bytes

a95f48acdbdad4beddd4115e12653c23c
9c1ea202237726984b754d17528cfab0212ff9587bbffaf01c8535277b01c24a

ITW File Name

ClassicExplorerLog.bin, ClassicExplorerLog.dat

File Type/Signature

DATA File

File Size

614718 bytes

Once the PlugX payload has been decrypted and execution is passed to the payload, we can see the config
also get decrypted into memory. Here we can see the IP address 5[.]34[.]178[.]156, the campaign ID of
“test222”, as well as the name of the decoy document that gets displayed to the victim.

10097088 [ 00 00 00
10097098 | 2E 31 35
100970A8 | 00 00 00
10097088 | OO 00 00
100970cg [ 00 00 00
10097008 | 2E 31 37
1009708 | 00 00 0O
100970F8 [ 00 00 00
10097108 | 00 00 00
10097118 | 35 2E 33
100077128 | 00 00 Q0

00|01 00 BB 01|35 2E 33 34|2E 31 37 38|...... ».5.34.178
36|00 00 00 00|00 00 OO0 00|00 00 00 00| .156............
00|00 00 00 00|00 OO OO0 OO(0O0 OO0 OO0 00| ......cvvvnnnn.
00|00 00 00 00|00 OO OO OO(0O0 00 00 00| ..........nn....
00|00 00 00 00(01 00 BB 0135 2E 33 34|.......... ».5.34
38|2E 31 35 36|00 00 00 00|00 00 00 00| .178.156........
00{00 00 00 00|00 00 OO0 00|00 00 00 OOf..........cnunnn
00|00 00 00 00|00 OO OO0 OO(0O0 OO0 OO0 00| ......cvvvnnnn.
00|00 00 00 00|{00 00 00 0001 OO BB O1|.......0n0vuunn ».
34|2E 31 37 38|2E 31 35 36|00 00 00 00|5.34.178.156....
Q0100 00 00 00100 00 00 00100 00 00 00

Figure 4: PlugX config C2
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10096DF8 |00 00 00 00|00 00 00 00|00 00 00 00|74 00 65 00| ............ t.e.
10096E08 | 73 00 74 00[32 00 32 00|32 00 00 00|00 OO 00 00|sS.t.2.2.2.......
10096E18 (00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ..o vveenennnnnnn
10096E28 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 OOJO@OY ...............&¢
10096E38 |00 00 00 00|00 0O 00 0OO|{0O OO 00 00|00 OO0 00 0O/ ........ooovon...
10096E48 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ..o v esenunnnnn
10096E58 |00 00 00 00|00 00 OO0 OO|00 OO0 00 00|00 00 00 OO ......vueeeunn..
10096E68 |00 00 00 00|{00 00 00 00|00 00 00 00|00 00 00 00| ... vuuununnns
10096E78 |00 00 00 00|00 00 00 00|00 00 00 00|50 00 6F 00| ............ P.O.

10096E88 | 6C 00 69 00|74 00 69 00|63 00 61 00|6C 00 20 00f1.4i.t.i.c.a.1. .
10096E98 |47 00 /5 00|69 00 64 00|61l 00 bE 00|63 00 65 00|G.u.i.d.a.n.c.e.
10096EA8 | 20 00 66 00|BF 00 /2 00|20 00 74 00|68 00 65 00| .f.o.r. .t.h.e.
10096EB8 | 20 00 BE 00|65 00 77 00|20 00 45 00|55 00 20 00| .n.e.w. .E.U. .
10096EC8 (61 00 70 00|70 00 72 OO|BF 00 61 00|63 00 68 00|a.p.p.r.o.a.c.h.
10096ED8 | 20 00 74 00|GF 00 77 00|61 00 /72 00|64 00 73 00| .t.o.w.a.r.d.s.
10096EE8 |20 00 52 00|75 00 73 00|73 00 69 00|6L 00 2E 00| .R.u.s.s.i.a...
10096EF8 |64 00 6F 00|63 00 78 00|00 00 00 00|00 00 00 00| d.0.C.Xuvevuunn.

Figure 5: PlugX campaign ID + decoy document name
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Political Guidance for the new EU approach towards Russia

Through the and 1 military agg against Ukraine,
Russia is grossly viclating international law and the UN Charter, undermining
European security and security of European citizens. The armed aggression
against Ukraine is showing Moscow's readiness to use the highest level of military
force, reg of legal or i consk g ined with hybrid
tactics, cyberattacks and foreign information manipulation and interference,
economic and energy coercion, aggressive nuclear rhetoric and nuclear incident
threat.

Through armed interference in Georgia and Ukraine, the de facfo control over
Belarus, as well as the continued presence of Russian troops in protracted
conflicts, including in the Republic of Moldova, the Russian government is actively
aiming to establish so-called spheres of influence. In other theatres such as Libya,
Syria, Central African Republic and Mali, Russia also uses ongoing crises in order
te undermine EU's interests, including via the means of disinformation and
mercenanes.

The threat posed by Russia is the most serious challenge the EU needs to tackle
since its inception. The way in which the Union deals with this threat will define
the EU's role as a global actor and help handling other serious challenges to EU's
security coming from different directions.

In March 2022 we agreed our § ic Comp. where we evaluated general
glebal situation in the world and our worldwide long-t
strategy. Based upon its findings and taking into account Russia's war crimes,

unspeakable atrocities, illegal annexation of Ukrainian territory, its irresponsible
nuclear blackmail as well as escalatory mobilization decisions we need to
communicate our new - more focused EU approach to Russia.

It is crucial to ensure the Member States' involvement in defining the scope of
such framework. We suggest to formulate it in a concise, targeted way of short
political guidance which may read as follows.

Russia, under its present leadership, remains consistently an aggressive state
working on a doctrine of state imperialism, openly declaring an intention to further
violate principles of international order if its suits its interest, including through
annexation of further territories. That is why the threat Russia poses goes far
beyond Ukraine. Russia constitutes to be a direct multifaceted threat to
Europe and the whole world community.

Therefore the EU should not only be ready to effectively counter RU malign

Figure 6: Decoy document

Network Infrastructure

The C2 IP address — 5[.]34[.]178[.]156 — was seen to be hosting a service on port 443 with a unique SSL
certificate. The SSL certificate was first seen being associated with this IP from the period 2022-10-07 to
2022-10-30.

Domain Name Samples’ Hashes First/Last
Seen/ASN
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5[.134[.]178[.]1156 a95f48acd5da4beddd4115e12653c23c 2022-07-19
9c1ea202237726984b754d17528cfab0212ff9587bbffaf01c8535277b01c24a 2022-10-31

ASN:204957

CN=45.134.83.29,0U=TLS Demo Cert,O=File Transfer Service, 2.5.4.46=
#13186d67332f6d4c506d4b335966582f4d614a43732f6d673d3d

Issuer - CN=CTA Root CA, O=TEST TEST TEST,
2.5.4.46=#13185843794c4248705065757479714b4344383866614e773d3d

Additional Linked Infrastructure

Pivoting on the certificate showed 15 other IP addresses utilizing the same SSL certificate. Five of these were
being used as C2 servers for the same attack chain delivering lures/decoys in the form of RAR files, in the
hopes of the victims executing PlugX malware in memory.

The lures all varied but all aligned with the previous campaigns associated with Mustang Panda.
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Figure 7: SSL certificate showing C2 pivoting
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Targets

Mustang Panda’s previous targets have included Government and Non-Government Organizations (NGO) in
many locations around the world, from various states in Southeast Asia, to the European Union, to the U.S.
and beyond. Considering the decoy lures found, as well as the correlating network telemetry, we found the
threat actor to be targeting areas in Europe as well as Asia-Pacific, specifically Vietnam. This is not an
exhaustive list as we have been unable to identify the industries of all the victims thus far.

Figure 8: Partial list of victims

Conclusions

Mustang Panda continues to utilize well-thought-out lures related to current events to deliver the PlugX
malware that the group is synonymous with. While Mustang Panda has stayed within their typical TTPs with
PlugX, including custom lures, double extensions, and infrastructure re-use, they do make subtle changes
along the way in the hope of evading detection. The historical data associated with the pivoted SSL certificate
shows it being first seen on 2022-02-27. It is still being actively used at the time of writing.

Mustang Panda has a history of targeting many different entities across the globe, but their target aligns with
the interests of the Chinese government. From the associated lures, NetFlow data, and other characteristics,
the EU and APAC have been their biggest targets as of late.

Referential Indicators of Compromise (loCs)

Main File
File Name Political Guidance for the new EU approach towards Russia.rar
SHA256 F70d3601fb456a18ed7e7ed599d10783447016da78234f5dca61b8bd3a084a15
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File Type

RAR

Network Indicator (C2) 5[.]34.178.156

Network Indicators

C2

104[.]42.43.178

64[.]34.216.50

45[.]147.26.45

45[.132.101.7

64[.]34.216.44

185[.]80.201.4

103[.]192.226.87

194[.]124.227.90

43[.]254.218.128

62[.]233.57.49

Detailed MITRE ATT&CK® Mapping

Tactic Technique Sub-Technique name
Execution T1203 Exploitation for Client Execution
Execution T1106 Native API

Execution T1129 Shared Module

Execution T1559.001 Component Object Model
Execution T1204.002 Malicious File
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Execution T1059.003 Windows Command Shell
Persistence/Privilege Escalation T1547.001 Registry Run Keys / Startup Folder
Defense Evasion T1574.002 DLL Side-Loading

Defense Evasion T1027 Obfuscated Files or Information
Defense Evasion T1036 Masquerading

Defense Evasion T1036.007 Double File Extension

Defense Evasion T1218 System Binary Proxy Execution
Defense Evasion T1564.001 Hidden Files and Directories
Defense Evasion T1140 Deobfuscate Decode Files or Information
Discovery T1057 Process Discovery

Discovery T1082 System Information Discovery
Discovery T1518 Software Discovery

Discovery T1033 System Owner/User Discovery
Collection T1560.001  Archive via Utility

Persistence T1547.009 Shortcut

Command and Control T1071.001 Web Protocols

Related Reading:
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About The BlackBerry Research & Intelligence Team

The BlackBerry Research & Intelligence team examines emerging and persistent threats, providing
intelligence analysis for the benefit of defenders and the organizations they serve.
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