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Summary

This is our analysis of the LockBit 3.0 builder that was leaked online on September 21, 2022.
The executable called “keygen.exe” can be used to generate the RSA public and private
keys that are embedded in the encryptor and decryptor, respectively. The builder embedded
4 resources used to create executables or DLL files according to the command line
parameters. As in the case of Conti leaks, we’ll probably encounter LockBit-forked
ransomware because of the builder’s availability.

Analyst: @GeeksCyber
Technical analysis

SHA256:
A736269F5F3A9F2E11DD776E352E1801BC28BB699E47876784B8EF761E0062DB

The builder (“builder.exe”) was compiled on September 13, 2022. The executable
“keygen.exe” can be used to generate RSA public and private keys that are saved as
“‘pub.key” and “priv.key”.

The RSA public/private key is Base64-encoded, as highlighted below:
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The process retrieves the command-line string using GetCommandLineW:

Fm E8 97 16 00 0O |r_a11 <builder . GetCommandL i news v
LA EE-HE e
< >

<builder .GetCommandL inew= ‘

|I§Eﬁ—>-

.text:00403B39 builder.exe: $3B39 #2F39

Figure 2

The CommandLineToArgvW APl is utilized to obtain an array of pointers to the command line
arguments:

50 push eax | XB7SW_S5F O xB7SW_P 0 xB75W_U o

53 | push ebx bx: L
E8 C1 16 00 0D | €a17 <builder.commandLineToAr gvw: | v
== S , | Defaut (stdcal) w5 %[ unock

—'1: [esp] 02532246 L™\ "C:\\users' lll\\Desktop\\b
i 2: +4] O019FF54

“<bui 1der . CommandLineToAr gvG

00000000

= 4: 00000000
-text: 00403845 builder.exe:$3B45 #2F45 5: [esp+l0] 00000000
e ok B M
@Woump1  $oump2  @§oump3  MOumps  Woumps @ wathi  pellomls Y stuct IELET 025 3223¢ | L7\ C: Wusers\\IlI\\Desktop\\BuTTd

Running with the -type dec -privkey priv.key -config config.json -ofile LB3Decryptor.exe
parameters
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The malware compares the parameters with “-type enc” (encryptor) and “-type dec”
(decryptor) to decide which executable to generate:

] e =]
Ltext:8048365A add edi, 4
Ltext:88483B50 push offset aType "-type”
Jtext: 88483862 push dword ptr [edi] ; Strl
text:88483B864 call _wcsicmp
.text:80483669 add esp, 8
Ltext: 88483660 test eax, eax
.text:88483B6E jnz loc_483D9A
[
] s =]
Ltext:80483674 add edi, 4
Ltext:88483E77 push offset aEnc ;5 "enc"”
Jtext:@8483B7C push dword ptr [edi] ; Strl
text:88483B7E call _wcsicmp
.text:88483B83 add esp, 8
.text: 88483686 test eax, eax
.text:88483B88 jnz loc_4@3CES
1
— il i =
28], @ah Ctext:ee483CES
3 .text:88483CES loc_4B3CES:
Ltext:88483CES push offset aDec e
Ltext:88483CED push dword ptr [edi] ; Strl
Ltext:@0403CEF call _wcsicmp
Ltext:80483CF4 add esp, 8
Ldext:004083CFT7 test eax, eax
text:@B483CF9 jnz loc_483D9A

Figure 4

The builder opens the RSA private key file by calling the CreateFileW function (0x80000000

= GENERIC_READ, 0x1 = FILE_SHARE_READ, 0x3 =

FILE_ATTRIBUTE_NORMAL):

OPEN_

EXISTING, 0x80 =

Figure 5

. 6A 00 push A/ IM_D 3 LEWWLY)  AS¢ IM_i 3 LEWMLY)
o 68 80 DO 00 0O push &
- 64 03 push 3 xB7StatuswWord 0000
wc 6A 00 push XB7SW_B 0 XxB7SW.C3 0 XxB7SW.CZ 0
o 6A O1 ;:usn 1 xB7SW_C1 0 xB7SW_CO 0O xB7SW_ES O
o 68 00 00 00 80 push B00 S, X87SW_P 0 xe7sW.u 0
L]k FF 75 08 pusr\ dworu tr ss:[febp+5] ebp+ STy P .
EE—)- E8 1F 3C 00 00 call <bu11der Cr&at!F‘i'l S—
________j > v |[5 ][ unlock
ey 1: [esp] 02535C90 L priv.key
 <builder.Createrilew> I/2: [espr4] soooo000
esp+8] 00000001
= 4: [esp+C] 0DDDOOOO
-text:0040159F builder.exe: $159F #399F 5 fesp+rl0] 00000003
WWoump1  @oumpz @Hoump3  @Houmps  @Woumps @ watchi  beliocals ¢ Struct
Address | Hex ASCII |
DOLSFEC4 |20 34 €3 75(A0 5453 0230 SC 53 02100 00 00 80| 4Au 25..\S.....
0019FED4 | 01 00 00 nl'Ja s | 8300 0005 B0 00 0D 00| . rnserenseersins
DOlSFEE-i 00 00 00 00| il woz CF 1z 02 ....S_S.,'-S.LI.-

The process reads the above file content using the ReadFile API:

ess |
02541028 [ 00

Figure 6

00 00|00 00

00 00|00 00 0O

BA 0O push 0
8D 45 F4 lea eax,dword ptr ss:febp-cl x875tatusword 0000
50 push eax XB7SW_B 0 XB7SW.C3 O xB7SW.CZ O
53 push ebx XxB875W_C1 0 x875W_CO 0 x87SW_ES5 O
FF 75 F8 push dword ptr ss: eLp 5 XxB7SW_SF 0 XB7SW_P O XxB7SW U O
FF 75 FC push dword ptr ss:flebp-af | [mmme e =
EB 18 3C 00 00 €all <bui ‘Ider Reaﬂﬁ ‘Fe) =
T - 5 | Default (stdcal) =[5 12](] unlock
1: IB p] 0000DLCC
2: [esp+4] 02541D28
3: FCSDTE 00000158
4 O019FEF
.text:004015D0C builder.exe: $15DC #90C |52 "::E:iu] Dsgogogcl
¥4 Dump 1 % 2 - 3 L L s @ watchi el Local & Struct pacoice
&% Dump &% Dump %% Dump &% Dump &% Dump & 5 & | OOL9FEDS  02541D28
Iasc:u | [ | 0019FEDC | 00000158
DO19FEED | DO19FEFC

2/12



The RSA private key is Base64-decoded by the malicious process:

Ll et =]
Ldexteada8l3cs
Ltext:ee8481303 loc_4813C3:
Ltext:eed4e13C3 mov ecx, [esi]
Jdext 88481305 movzx  edx, cl
Lhext:ee4813C8 movzx  ebx, ch
.text: 88481308 push edi
Ltext:@848130C lea edi, [ebptvar_le4]
Ltext: 88481302 mov al, [edxtedi]
.text: 08481305 mov gh, [ebxt+edi]
Ltext 88481308 shr ecx, 168h
Jtext: 88481306 add esi, 4
LJext:884813DE movzx  edx, cl
Ltext:884813EL movzx  ecx, ch
.text:884813E4 mov bl, [edxtedi]
Ltext:884813E7 mov bh, [ecxtedi]
.text:884813EA pop edi
Ltext:884813EE mow dl, ah
Jtext:884813ED mov dh, bl
Jtext:884813EF shl al, 2
Jdext:884813F2 shr bl, 2
.text:984013F5 shl dh, &
Jtext:884813F8 shl ah, 4
Ltext:884813FB shr dl, 4
Jtext:884813FE or bh, dh
Jtext: 88481488 or al, dl
Jgext:88481482 or ah, bl
Ltext:eed481484 mov [edi], 21
Ltext 88481486 mov [edi+2], bh
Ltext:8e481409 mov [edi+1], ah
text:@a48148C dec [ebptvar_4]
.text:88481408F lea edi, [edit+3]
Ltext: 88481412 jnz short loc_4@813C3
Address | Hex

Figure 7

ASCII

02541EAQ |95 B4 82 C7
02541EBO| 46 &5 22 D6
02541ECO | EL 5F DA AC
02541EDO |13 1B EF B3
02541EE0 | 2A 1E 200 52
025 41EFO BESENEEE
02541F00 | D8 2ZA 1E Al
02541F10 | C¥ E5 3A CD
02541F20| 900 Ak CBE 39
02541F20|CE 08 90 41
02541F40 | AC ¥7 36 5D
02541F50 | 32 13 S50 F3
02541F60 | BB BA 77 09
02541F70| 38 FF B4 13
02541F30 | B5 82 OF 3C
02541F320 5¥ ¥3 CA D3

The executable parses the LockBit configuration file “config.json” that contains information
such as the whitelisted folders/files/extensions, the processes and services to stop, and the
ransom note content:

57
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D2
c7
9B
FD

78
7D
20
13
35
CF
AD
1B
DB

EZ 4A 2A|5A FC 51 59
34 68 81|61 B1 B7 &9
EA 62 E7|DD 08 33 7A
1D 64 F5|3E 73 72 DA
94 12 E2 |34 A9 9C BA
03 57 32 |EF 86 20 E2
EC 81 80 &C
88 94 99|35 93 F4 2A
C8 D9 7B|4D 77 6E 52
DA 55 FE|8B 7F EA &9
70 D3 7C |97 97 6B EO
27 6D AF|7F AF BS 1B
E6 81 56|08 DF 0D 7C
34 0A 4B |BA EB8 2E 56
C4 6D B6|BF DA 5F BF
3C F2 80 |AA D7 76 21
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A 0O
68 80 00 00 00
64 03
64 00
64 01
68 00 00 00 BD

sh (-Jtr'
,<builder.c

000

ss5:[febp+5]
reaterilens

B T L e pee

x875tatusword 0000

XB7SW_ B O XxBTSW C3 O XB7TSW L2 O
XB87SW_C1 0 x87SW.CO 0O xB7SW ES O
XBTSW_SF 0 NXB8TSW_P O Xx87SW_U o

<builder.Createfilews

. text:D040159F builder.exe: §159F #99F

@eDumpl  @YDump2 WYDump3 P Dump 4

¥ bump 5

&8 wiatch 1

[*=] Locals

' Struet

02541EAD | 95
02541EB0 | 46
02541ECD|EL 5F DA

ASCIT
27|+ C.aI*Z ALY
# feligeias

02541FCO| 7B OD
02541FD0| 20 20
02541FE0Q| 30 30
02541FF0| 30 30
02542000 | 20 20
02542010 | 30 30
02542020| 30 30
02542030| 7D 2C
) 02542040 | 0A 20
F|gureg 02542050| 20 7B

0254206070 74
02542070| 2C OD
0254208074 SF
0254209073 &5
025420A0| 72 73
02542080 | 2C 0D
025420C0| 69 64
02542000 | 66 &1
025420E0| 61 &E
025420F0| 66 61

O2FCATINAOI S8 S

5F
oA
13
2C
&F
oA
54
&L
&7
&C

=i |

20
75
20
30
GE
30
30
22
20
20
&F
20
&C
0A
61
20
6E
=1
6l
65

| il =

22
69
30
30
G5
30
30
63
22
20
&4
20
G5
20
74
20
5F
2C
&7
2C

=i, |

62
G4
30
30
79
30
30
&F
73
20
65
20
GE
20
69
20
66
oD
65
oD

]

BF
22
20
z0
22
30
30
GE
85
20
22
20
61
20
&F
20
6F
oA
5F
oA

e = |

74
ETY
30
30
3A
30
30
=13
74
20
3A
20
6D
20
GE
20
6L
20
63
20

=l =]

22
20
20
30
20
30
30
69
74
20
20
22
G5
20
22
22
&4
20
&5
20

b = ]

3A
22
30
30
22
30
30
&7
[
22
22
65
22
20
3A
73
85
20
&5
20

ks B ]

20
30
30
22
30
30
22
22
6E
&5
61
GE
EL
22
20
GB
72
20
63
20

= I

7B
30
20
2C
30
30
oD
3A
&7
&E
75
63
20
63
74
69
73
20
&B
20

b N |

oo
30
30
oD
30
30
04
20
73
63
74
72
66
6D
72
70
22
20
22
20

T A

oA
30
20
oA
30
30
20
7B
22
72
&F
79
61
70
75
5F
3A
22
3A
22

T3

20
30
30
20
30
30
20
oD
3A
79
22
70
&C
a5
65
&8
20
6C
20
BC

TE

B-: "bbt": §.:
"uid"™: "00000
Qo000 000000
00000000000™ , . .
“"key": "0OO0000
OO0 o0o000 0000000
O0000000000™ ., |
Fooo"eonFigh: f.
: “settings™:
el "enCry
pt_mode™: "auto"
e "encryp
t_filename"™: Tal
B “impe
rsognatien™: true
s "skip_h
idden_folders™:
false,.. &
anguage_check™
false,..

aral Aicl-ca +pmy,

.
an

Figure 10

The malware implements a custom “hashing” function that computes a 4-byte value for each
whitelisted directory/file/extension/host. An example of a function result is shown in figure 12.
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.text:084811F4 arg @= dword ptr 2
.text:884811F4 arg 4= dword ptr @Ch
Ltext:Be4ellr4

.text:884811F4 push ebp
.text:@84011F5 mov ebp, esp
Ltext:@884811F7 push edx
text:884811F8 push esi

LTdextieBdallrFe xor eax, eax
Ltext:884811FB mov edx, [ebptarg 4]
.text:884811FE mov esi, [ebptarg @]

Lext 88481261
Ltext:00481201 loc_481281:
Jtext:8e8481281 lodsh

Ltext:88481282 cmp al, 41h ; A’
text:eedelzed jb short loc_48128C
!Li 1

[l il = Figure 11
text:ee481206 cmp al, sth : "Z°
text:@a481208 ja short loc_4@128C
L1
Y
FFIE
text: 804812848 or al, 28h
FFIE
text:eed4al 260
Ltewt:88408128C loc 481280:
Ltext:8848128C add dh, 61h ; 'a’
Ltext:8848128F sub dh, 61h ; 'a’
Ltext:90481212 ror edx, @Dh
Ltext:88481215 add edx, eax
Tdextieadel2ly test eax, eax
Ltext:ee481219 jnz short loc 481281

es1=024A3440 "frecycle.bin”
ecx=024A344D "config.msi;$windows.~bt; twindows.~ws;windows;boot;program Tiles;program files (x86);programdata;system w

LText: 00402482 builder.exe:$2482 #1882

@oump1  @4pump2z @Dump3  Wloump4  @WDumps @ watch1  x=lLocak 2 struct m[}l']ig
Address | Hex | AscIz | ~ || E'ﬁﬁ
0253BEBS[2D) 21 0A 03|00 00 00 DO|0O0 00 OD DO[0D DD 00 OO|H!. . e veernrnnn | | A

Figure 12

The resulting buffer containing the hashes is Base64-encoded by the builder, as shown in
the figure below.
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Address | Hex

| AscIz

O253BEBE|2D 21 0OA O3 |CD 81 F2 BC|F5 78 70 -!..1.0.0xpaE~h&
0253BECE|D7 6C 42 E3|CO 3B A6 EL1|4E 4E 00 x]BEA;:éMM.E.E.aF]gure 13
0Z538BEDS8| 94 E3 75 ZE|AE BE 01 AE |D4 25 4B .au.E..Eb%KLSya.
O253BEEE |75 F9 66 GB|92 38 EA B7 |94 E6 &6 uifk.gé. .=fs.x. 1
DZ53BEFE8| 7B 3A DE 5C|3B 62 22 BA|B3 37 3A f:phibre=7:i.%r1
.text:88481428 lea edi, [ebpt+var_44]

Ltext:8048142E mov eax, 'DCBA'

text:804081433 stosd

Ltext: 90481434 mov eax, 'HGFE'

Ltext:90481439 stosd

text: 80481434 mov eax, 'LKII'

Ltext:8848143F stosd

Ltext: 88481448 mov eax, 'POMM'

text:80481445 stosd

Ltext: 80481446 mov eax, 'TSRQ'

text:080401448 stosd

Ltext:9048144C mov eax, XWvu'

Ltext:80481451 stosd

text: 80481452 mov eax, 'baZy'

Ltext: 88481457 stosd

Ltext:88481458 mov eax, 'fedc'

Ltext:8e48145D stosd

.text:8840145E mov eax, 'jihg'

text:8e4081463 stosd Figure 14

Ltext: 90481464 mov eax, '‘nmlk’

Ltext: 80481469 stosd

Ltext: 80481464 mov eax, 'rqpo’

Ltext:8848146F stosd

Ltext: 88481478 mov eax, 'wvuts'

text:8e481475 stosd

Ltext:88401476 mov eax, 'Zyxw'

text:804081478 stosd

LText:9848147C mov eax, '3218°

Ltext:988481481 stosd

text: 80481482 mov eax, '7654'

Ltext: 88481487 stosd

Ltext:88481488 mov eax, 'f+98°

text:8048148D stosd

.text:8840148E mov esi, [ebp+arg_o®]

Ltext:88481491 mov eax, [ebpt+arg_4]

Ltext: 88481494 mov [ebpt+var_4], eax

Ltext: 80401497 mov edi, [ebptarg 8]

Address | Hex ASCIT |
02544190 | 4C 53 45 4B |41 38 32 42|38 6F TA L5SEKABZBEB0Z 1eHAm
02544140 | 4E 58 35 6F |44 74 64 73|51 75 50 4F 36 62 68| NXSoltdsQuPAaDGbh
02544180 |54 6B F4 41 |4E 70 56 6C |43 4B 7o Tk4aNpVTCKUU43IUU Figure 15
025441C0| 72 6F 34 42|72 74 51 BC |53 30 77 ro4BrtQl sowlefaH
02544100 | 64 66 6C 6D |61 35 49 34|36 72 BS 35 6D SA 54| dfImasI46relUSmZET
025441E0| 6D 31 67 62 |7A 58 73 36|33 BC 77 59 &2 4B 36 mlgbzx'_-?ﬁﬂw?‘r'iiiﬁ
025441F0| 73 FA 63 36|37 78 69 2B|63 73 77 41 41 41 41| SZCE7XT+CSWASAML

The malicious executable can

use two instructions to generate 2 random 4-byte values:

RDRAND and RDSEED. Firstly, it checks if these instructions are supported by the
processor and then generates the random bytes. An identical implementation was also used
by DarkSide ransomware, which could mean that the two groups borrowed the code from the

same place:
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Jdext:pe481692 pop eax

Ltext: 08481693 cpuid

Jtext: 08481695 test ecx, 48000880h
.text:88481698 setnz  al
Ltext:@848169E test al, al

Ctext: 08481640 jz short loc_4816AA

FIZi=

Ltext:eed48leAn

Ltext:004016AA loc 4016AA:

Ltext: 884816448 push 7

tewt:eeddleAl pop Eax

Ltext: 88481640 xor ecx, ecx
.text:8840816AF cpuid

text:ee4816B1 test ebx, 40888hH
text: 88481687 setnz al
text:@e4816BA test al, al
Ltext:8840816BC jz short loc_4816C6

N
| ¥
s FZIE ] s 5=

text:eed4816A2 rdrand eax text:@04816BE rdseed eax Ltext:eed4a81606

Ltext:@84816A5 rdrand edx Ltext: 08481601 rdseed edx Ltext:@8401606 loc_4016C6:

.text:804816A8 jmp short loc_4816D6| |.text:884816C4 jmp short loc_4816D6[ |.text:884816C6 rditsc
Ltext:884816C8 mowv ecx, eax
Ltext:884816CA ror ecx, @Dh
text:eed4816CD rdtsc
text:e8d4816CF mov edx, eax
text:esda8l160l rol edx, @Dh
Stext:88401604 mov eExX, BCX

|

loc_4@816D6:
pop edi
pop esi
pop ecx

pop ebx
retn

Figure 16
The random values are combined with two hard-coded values, which are modified using

simple operations such as OR:

e 68 20 F4 51 58 XB7SW_B 0 xB7SW C3 O xB7sw C2 O

- 68 20 7F 95 4C XB7SW_C1 0 xB7SW_CO O xB7TSW_ES 0O

. 2 X87SW_SF O xB7SW_P O X875W_U 0O

o M N P
g E8 47 F9 FF FF | o |FE ==

. N T 5 | Defeuit (stdcall) * |5 15| unlock
| — i: [esp] 3DBBO7TSS
| builder.o0401130 ] B

2: ;CSD‘Y“-‘ 0D7C7493
3: lesprs] 4cas7F2D
4: [esp+C] SBS51F42D
|5: [esp+10] 00000171

. TEXT:004017E4 builder.exe:$17E4 #BES

Woump1  @EDump2  @Hoump3  $HDump4  EMDumps @B watchi  Iellowals ) Stuct
Address | Hex | asciz I
0254C380[58 07 BB 30[93 74 7C 00[71 01 00 0O[00 00 00 00| ¥.s=.Tl.Queerann

Figure 17

14 52 push edx XB7SW_B O xB7SW.C3 0 xB7SW C2 O
50 push eax XB7SW_C1 0 xB7SW CO 0O xB7SW_ES O
FF 73 04 push dword ptr d:-:?'_cux-—'] 0 x87sSwW_u L]
FF 33 push dword ptr ds;[ebx] | o memme o
EB 28 F9 FF FF | €810 'builder. 401130 | v
e — ' : * |5 | unlock
"1: [esp] 30BBOTSS
2: [esp+4] OD7C7493
3: [esp+8] 4CBIF2F4
4: [esp+C] CBCBITAF
-text: 00401803 builder.exe:$1803 #C03 5: [esp+10] 00000171
i " o _ &) 30880753
@oump1 @yoump2  YDump3  @Dumps  WDumps @ wath1  I-lLocals 5" Struct DO19FECC | DD7C7493
4CBIF2F4
Addr Hex A
e P R TAsCE | !"| D019FED4 | CECBSTAF

Figure 18
A buffer containing the RSA private key and the Base64-encoded string computed above is
XOR-ed with the values generated using the 4-byte random values:
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30 06 xor byte ptr ds:[esi],al
00401776 45 inc esi
00401777 4B dec ebx

778 85 DB test ebx,ebx

byte ptr E;51]=[02544090]=55
al=D4 'O’

LCexT: 00401774 builder.exe:$1774 #B74

4% Dump 1 B4 Dump 2 4 Dump 3 Wy Dump 4 B4 Dump 5 8 watch 1 [x=] Locals ;&’ Struct

Address | Hex ASCIT

02544090 |95 B4 82 C7 |87 ES 4A ZA|SA FC 51 59(6E SE FB 27 (L .C.al*Zuavkiu'
025440A0| 46 65 22 D6|C3 34 65 81|61 Bl BF 69|98 6D B9 78|Fe"0OA4h.a+-i.m'x
025440B0|EL 5F DA AC|D2 EA 62 E7 DD 08 33 7A |59 DD 96 77 (& U-0&bgY.3zYY.w

025440CD| 13 1B EF B3|C7 1D 64 F5|3E 73 72 DA|FE 40 AA CD|..9*C.d0>sri~@=2i
025440D0|2A 1E 2D 52|98 94 12 EZ |34 A9 9C 8A|AD 83 31 1D|(*.-R...a48....1.
025440ED|5F 72 24 FF|FD 03 57 233 |EF 86 20 E2|SA 85 4A 4E(_siyy.W3i. 8Z.IN
025440F0|D8 2A 1B Al |ED 9F EF 73|EC 81 80 6C|EOQ 40 FE 2D|(@%.i1.757..188~—
02544100 (C7 E5 3A CD|78 83 94 99|35 93 F4 24 |9 E1 D4 48|Ca:Ix...5.6+.abH
02544110| 90 A6 CB 39|7D C8 D9 7B|4D 77 6E 52|01 9A 88 7A|.'E9}EU{MwnR...zZ
02544120|C8 08 90 41|90 DA 55 FE|[8B 7F EA 69|D5 &F OF 76|E..A.0up..&i0o.v
02544130 |AC 77 36 5D |13 70 D3 7C |97 97 6B EQ|A4 58 E2 37 (-w6].pd]..kaHxar
0254414032 13 5D F3|35 27 6D AF|7F AF B5 1B|14 F1 3D 53|2.]o5'm . H..0=5
02544150 B8 BA 77 09|CF E6 81 56|08 DF 0D 7C|73 14 CE AF| °w.I=.v.R.|s.1

02544160 (38 FF B4 18|AD 34 OA 4B|BA E8 2E 56|70 S5E S5F EO|B8y . 4.Kte.vpi_a
02544170|B5 82 OF 3C|1B C4 6D BG|8F DA 5F BF|S5C EO EF 34|y..<.AmY.0_;\ais
02544180|57 73 CA D3|DB 3C F2 80(AA D7 76 21|23 3A D2 58|wsEOD<b. 2xvi#:0x
02544190 |4C 53 45 4B |41 38 32 42|28 6F 7A 21|65 48 41 6D |LSEKASZBSOZ1eHAM
025441A0| 4E 58 35 GF|4A 74 64 73|51 75 50 41|4F 36 62 68| NXSoltdsQuPaDebh
025441B0D|54 GB 34 41|4E 70 56 &C |43 4B 75 55|24 33 cc 7o | TK4ANpVICKUU43UU
025441C0| 72 6F 34 42|72 74 51 &C (53 30 77 31|65 66 41 48| ro4BrtqlsowlefAH

ATICAd4Annl o4 [l = =] Y = T = | =1 A=A LT CC | = = =1 £ C A C A AFImac TAC-aliCm7T
Address | Hex ASCITI
02544090 43 47 A0 18|01 BO 14 65(E1 76 39 DC |12 2B 86 I1C|AG ..°.eavol.+..
D25440A0| 10 44 69 DO|9E F2 89 3D(F4 93 B2 12|96 CB DF 75| .DiB.0.=06.=..ERu
025440B0| 49 F2 D9 AS|FD OB E2 5B|22 D9 2A 7&|4F 1D 6D AE|Iol w.a["0*vo.me
D25440C0 |59 4C DF 43 |AA DD 64 43 (47 44 22 35|0C 0OA 4C SB|YLRC2¥JCGD"S..L[
025440D0| 96 26 &4 B2 |30 89 OB &F|B7 5A CB F8|FB 4F &7 21|.&d=0..0.-ZEelog!
025440E0| 21 09 58 1F |ED 25 A2 CA|72 OD Al 60|62 1C 74 7F|!.X.i%¢Er.i b.t.
025440F0|(C8 49 D2 CB|3B CB CC EE|AB AE ES CF|EA ES5 BE OC|EIOE;EIT«=Alédx.
0254410035 2D 19 9A|EF A9 9B 78(34 1D 89 B9|7F 77 40 3E|5-..C8.X4.." . wE>
) 02544110| 39 49 S5E AO|DF E7 6D 4D |06 4D A9 61|7F DS D8 80| 9IA RgmM.MB8a.@8. |
F|gure 19 | 02544120 | 6E 8F C7 86|98 DC 38 22|2ZE C4 8C AO|9D 89 76 4C|n.C..U8".A. ..wvL F|gure
02544130|D4 47 35 BE|FA 1C C6 B7 (18 97 2A D8|64 1D D4 10| 0G5%0.£-..*6d.0.
02544140 | A8 94 C9 C9|F3 62 D6 13|F6 4B 17 F5|68 A8 EF7 El| .EEobd.6K.Oh ¢a
02544150(| 34 59 D1 F9|4E 75 20 DE|1B A3 D5 E3|6C 06 9A 61| 4¥Ruwu ..£0a1..a
02544160|F6 B4 31 GE(B3 F8 16 E3 |17 DD FA 73|9F 33 99 23|66 lk"e.ad.Y0s.3.#
02544170|55 AD 5D 14|8E 0D 5B 2C|58 E4 91 06(AA 43 68 4A(U.]...[,%&..2Ch]
D2544180| 15 E4 ES 4A|8F 9D SF FC|BB 3F 97 328|FF 24 OF SD|.d81.._ (»7.8=4.]
0254419038 B3 59 4F |73 DA 6E 0OB|E3 14 D3 03 |CF 6A GE 83 E-TGSUnLa.d.Iin.
D25441A0| B8 3C AS 06|BE 39 G6E AS|E4 AD BB S58|8B C2 3C 06| < .%9n & »X.A<.
025441B0| 1C 18 &3 DO|51 A7 33 86(5C 22 58 6D |C5 DO CB S84|..cBQ§3. \ "XmADE.
025441C0| 98 6D 58 F7|FE BB 7D 2E|CA 82 2F 24|C6& 53 AZ BE .m§1~»}.E:;$£sf.

Arragaanal 2a oAar o ra o Ra lan A Fra relar PR e oAarlea A S B

20
The encrypted data will be embedded in the final decryptor.

The malware determines the location of the resource with ID = 100 using
FindResourceW (OxA = RT_RCDATA):

“<builder,FindResourcews

push A
push &4

6A 0A
6A 64

50
E8 E8 17 00 0O

XB7SW _C1 0 XxBYSW CO O XxB7SW ES O
MBTSW_SF O XxB7SW_P 0 x87SW_U (4]

push eax
CATI<builder. FindResour cews ] v

17 [esp] 00400000
{ 2: [esp+4] 00000064
Fes p+5] 00000D0A

: : [esp+C] 02s35C24
.TeXt:004039E2 builder.exe: §39E2 #2DE2 |s: [esp+i0] 02535C00 aL“c:\\users\\JIl\\Desktrop\

@oump1  @4pump2  WWoump3 @Houmps  PEoumps @ watchi | Ieellocals & struet m R
. | DD19FF14

Addrare | uav I aervy 1

Figure 21
The resource is loaded into memory via a function call to LoadResource:
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57 push ed X87TW_3 3 (Empty)

3
5C push ax i o
| i1 T | 3 ty) X87TW.S 3 (Empty)
Es D7 17 00 00 call <buiTder.LoadResour ce> | XEITHCS 3 (Empty)  xB7TW 7 3 (Empty)
:5 D7 17 00 O .LockResource>
BB FO x87STatusword 0000
6A xB7SW_B 0 xB7SW_C3 0 xB7SW.C2 O
ES BC 17 +GetModul eHand ew> XBTSW_C1 0 x87SW.CO 0O xB7SW_ES 0O
57 xBTSW_SF 0 x8 0 xB7TSWU 0
50 push eax rey o o P P o
E8 D3 17 o €I <builder.SizeofResource> v
2 £ D3 k- 5 | Defoult (stocal) > 5 =[] unlock
T - -1: [esp] 00400000 builder.00400000
<builder.LoadResource> 2: [esp+4] OD4090AB builder.004090A8
3; [esp+8] 02535C24
4: [esp+C] 02535C00 &L"C:\\Users' [l \Desktop\}
.text:00403A11 builder.exe: $3a11 #2E11 5: [esp+10] D000000O
it " o = - —r o builder.00:
&% Dump 1 825 Dump 2 &% Dump 3 825 Dump 4 48 Dump 5 B Watch 1 lx=] Locals & Struct DO19FF14 : |bu1ldgr 8

Figure 22
The builder has embedded 4 resources in the “.rsrc” section. We’'ll give the details about the
other resources in the following paragraphs:

builder.exe

E- J RCData _ .
B 100 - [ang: 1033 [ TS ] N P E
i) 101 - [Iang 1033]
5 103-Jang:i03y|| Offset | 0 1 2 3 4 5 & 7 &8 9 & B C D E F | Ascii

i) 106 - lang:1033)| | 00000000 | 4D 5& 90 00 03 00 00 00 04 00 00 00 FF EF 00 00 |MZ 0...0. . .9%..
goooooio (B8 00 OO0 OO OO OO OO OO0 40 00 OO 0O OO0 OO 00 OO0 et .
OoOoo020 ( 00 OO0 OO0 OO0 00 OO0 0O 00 OO0 00 00 00 00 Q0 00 00 | ... ... . . .. .....
oooooo30 ({00 OO0 OO0 OO0 00 OO0 0O 00 OO0 00 00 OO0 80 0O QD OO | ............
gooooo40 | OE 1F BA OE 00 B4 09 D 21 B3 01 4C CD 21 54 63 0 1 ELI'Th
goooooso | e9 ¥3 20 Y0 Y2 eF 67 72 6l 6D 20 63 A1 AE AE AF iS pngram Canno
goooooen | ¥4 20 62 65 20 V2 V5 6E 20 69 AE 20 44 4F 53 20 t be run in. DOS.
gooooo?o | e 6F 64 65 ZE OD OD 0A 24 00 00 00 00 00 00 00 1100 i e
goooooso | 50 45 00 00 4C 01 06 OO A9 12 21 &3 00 00 00 00 FE. .IoQD 20 |z=. . ..

0oooooso0 (00 00 00 00 EO OO0 02 01 0OE 01 OE OC 00 44 00 00 ....a. oooon.D..
000000Ad | OO0 9C 00 00 00 OO0 00 00 &2 4C 00 00 OO0 10 00 00 dliria e bL...D.
000000BO | 00 60 00 OO0 0O OO 40 00 00 10 00 00 oo 02 0o oo T [
goooooco | 05 00 01 00 00 00 00 o0 05 00 01 00 o0 00 0o 00 |jo.o.. ... ]
goooooDo | 00 20 01 00 00 04 00 00 5F CD 01 00 02 00 40 81 ol I Tl R
000000EOQ | 00 00 10 00 00 10 00 o0 00 00 40 00 00 10 00 00 ..o..o... @ 0..
000000F0 | 00 00 00 00 10 00 00 o0 00 00 o0 00 oo o0 oo oo Pl | e e

goooolo0 | F8 62 00 00 C8 00 00 00 00 BO 0O 0O B0 &7 OO0 OO0 eb. E....*. 0.,
goooollo ( 00 00 00 0O OO0 OO0 00 00 00 0O 00 00 00 00 00 a0 | ... .. .. .......
gooooizo ( 00 10 01 00 18 03 00 00 DO 61 OO OO 1C OO0 00 0O 0o .00 . .bPa.. ...
gooool30 ( 00 00 00 00 OO0 OO0 00 00 00 0O 00 00 00 00 00 a0 | ... .. .. .. .....
goooo1l4o0 ( 00 00 00 0O OO0 OO OO OO0 00O 0O OO0 00 00 00 00 OO0 | ... ... .. .....

ooooolso0 | o0 00 00 OO0 00 OO0 00 OO0 00 &0 OO0 OO0 DO 01 0o o0 | ......... “aat Bl
00000160 [ 00 00 OO0 OO0 00 OO0 00 0 00 00 a0 00 oo o0 0o o0  ....... ... .....
0oooo170 [ 00 00 00 00 00 00 00 o0 2E 74 65 78 74 00 00 OO  ....... .. text. ..

ooooo1a0 | 32 42 00 00 00 10 00 00 00 44 00 00 00 04 00 00 ) SR | [ O P |
00000190 [ 00 00 00 00 00 OO0 00 a0 00 00 00 00 20 00 00 60 | ............... :
0oooo1a0 | 2E 72 64 61 74 61 00 00 25 0D 00 00 00 &0 00 OO0 srdate ol
000o0o01e0 | 00 OE 00 OO0 00 48 00 00 00 00 a0 00 oo o0 oo oo o | IR O

0oooo1Co | 00 00 00 00 40 00 00 40 2E 64 61 74 &1 00 00 00 S Ll L da b g
gooooipbo (88 10 00 00 00 70 0O OO0 00 08 0O OO0 0O 56 00 0O || RS = W | e
0o00001EO0 ( OO 00 00 00 OO 00 00 OO0 00 00 00 00 40 00 0O CO | ............ @A
goooolFo ( 2E 78 79 YA 00 00 00 OO0 00 20 OO OO0 0O S0 00 00 R T =
goooozoo | 00 20 00 00 OO0 SE 0O OO0 00 0O 00 00 0o o0 oo a0 | ..... Ty
ooooozio ( 00 00 00 00 40 00 00 €O 2E 72 73 72 63 00 00 0O L@ A rerc. .

gooooz2z0 | 80 57 00 00 OO0 BO OO0 00 00 58 00 00 OO0 7E 00 00 | RS R P S P
gooooz230 ) 00 00 00 00 OO0 OO0 00 OO0 0o 00 00 00 40 00 o0 40 | ......... ... @ @

oooooz240 | 2E 72 6% 6C 6F 63 00 00 15 03 00 00 00 10 01 00 .reloc. .00 .. .00 .
00000250 | 00 04 00 00 00 D& OO o0 00 00 a0 00 oo o0 oo oo A o 0 el B e e
00000260 [ 00 00 00 00 40 00 00 42 00 00 00 00 0o 00 oo oo G S BB s

Figure 23
The binary uses the undocumented RtlimageNtHeader function to retrieve the NT header of
the resource:

. 4 FF 75 EC dword ptr Tfe 3§ | iancia o amcia ERRIRPE ¥ Shar'
Fg— ES 99 1A 00 00 :n‘l'i <bui 'Ider Fl.t]I'rage\ Header>
Hp BN Default (stdcal) =I5 1207 unlock
— | 1: [esp] 0254casE
<builder .RtTImagentHeader> il 2: I:esg]-l D000DADD
: [esp+8] 004090F0 builder.004090F0
e [esp+C] 00000000
.text: 00403785 builder.exe:$3785 #2B8S [esp+10] 00000000
ai " g s 3 ) IPEEET 0254C856 |
4% Dump 1 %25 Dump 2 45 Dump 3 % Dump 4 825 Dusnp 5 & watch 1 [#=| Locals ' Struct 0000DADD
P P T [ascIz | '~ n-arnls 0 | builder. 004090F0
0254CB55 4D 54 90 00[03 O 00[04 00 00 OO|FF FF OO0 O0|MZ..avssnssoyyeo e

The section name called “.xyz” is replaced with “.data” by the process:
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68 DO BA 40 00 push & | +08400 XB7SW_C1 0 x87SW_CO 0 XB7SW_ES O
80 03 lea ea uwra ptr 1 [ebx] |eax: xa?sw sF 0 XBTSW_P o xB7SW_U o
50 push eax |eax: '. - A et A S -
E8 F2 05 00 00 €81 <builder . mbscpy> —
S 3 szadl(sklcal} + 5 ][ unlock
13 [esp] 0254CDAE Yz
2: [espt4] 004084D0 “.data”
3: [esp+s] oooDDADOD
-1: esp+C] 004090F0 builder.004090F0
.TeXT:004037E3 builder.exe:$37E3 #2BE3 5: [esp+10] DOGODOOO
@Woump1 Ghoump2  UHoump3  Woump4  WHoumps B watch1  bellocsls ) stuct %m“?ﬂ e

Figure 25
The CheckSumMappedFile method is used to compute the checksum of the extracted
resource. The value will populate the PE checksum field in the header:

push eax NE/STATUSWOra UUUL
lea eax,dword ptr ds:[ecx=58]) XB7SW_B 0 X87SW.C3 0 x87SW.C2 O
push eax XB7SW_C1 0 XB7SW._CO 0 xB7SW_ES O
push dword ﬂ(l‘ S-'. E.J.J , XB87SW_SF O XB7SW_P 0 x875wW_U o
Eush twoed ptr ss by Bt
| call <nunoer Checksumappedriles vl =
: » | Default (stdcall) >[5 1#/|[] unlock
o —"1: [esp] ozs4cESE |
<builder.ChecksurMappedriles 21 [esprs] DOGODACD
3: lesp+8] 0254CC30
o = o 4: [esp+C] ODLIFEFS
-Text: 00403827 builder.exe:$3827 #2027 is: eﬂﬂo] 0000DADD
. - o 0254CB58
¥4 Dump 1 % Dump 2 9% Dump 3 Woump4  oumps @ wach1  [e=lLocaks P struct nﬂnggg m
[T SO | : SO | ~|| oo19rens| 0019FEFS

Figure 26
The builder creates the decryptor file called “LB3Decryptor.exe” using CreateFileW:

. push o AGIIW_D 3 LEIERY S AGTIM_ 3 LEMNLY ]
- push s0
. push 2 xB75tatusword 0000
. push 0 X87TSW_B 0 XB7SW.C3 0 x87SWC2 0O
. push 0 XB7SW_C1 0 XB7SW CO 0 XB7SW_ES O
- push 4000000 | HETSW_ SF 0 X87SW_P 0 x87SW_U U
. i ush dm«d ptr ss:ebp:sj i_.ar_\._m L =
BEg— - can <I:|u|'ldzr Createrilews|
. Defa.ltl’.sml} v |5 &[] Unlock
— "1: [esp] 02535CD8 L“LB3Decryptor. eue'
[<builder.Createrilens 2: esp+4] 40000000
3: [esp+8] 00000000
% = 4: [esp+c] ooooDOOO
-text: 00401705 builder.exe: $1705 #BOS 5: [esp+10] 00000002
F : 02535CD8 | L"LB3Decryptor. exe”
“Woump1  @yoump2  Poump3  @houmps  Whoumps @ warchi  beliocas ) struet '0019FEDD
Address ‘m | ascIT By -] proetetetesl
0254CC30 (€D 43 01 00[02 00 40 81100 00 10 0000 10 00 00 R
0254CC40/ 0000 40 07/ 00 10 00 00 o 0 00|10 00 00 00| ..@ St bkttt
"""""""" 0019FEED 00000080
0254CC50| 00 uc 00 00{00 00 00 00|F8 62 00 00|C8 00 00 00|........0h..E... D019FEE4 | 00000000

Figure 27
The process writes the modified resource to the decryptor executable via a call to WriteFile:

push O
lea eax,dword ptr s3:[Qebp-sl xE7Statusword 0000
push eax XB7SW_B 0O xB7SW_C3 0 xB75w_C2 O
push dword ptr ss:febp+10§ XB75W_C1 0 xB75W_CO 0 XxB875W_E5 0O
push dword ptr :l:l--: XBTSW_SF O XB7SW_P 0 xB7SW_U o
171 push dword ptr ss fsiams e en

€@l <builder. Ilr1te|=ule> | o -

" ——— S T [ ]0 s

3 | iz !unl 00000100
<builder.writerile> 2: [esp+4] 0254CB58

3: [esp+8] O00ODAOD
4: [esp+l] OOL9FEFC
.Text: 00401722 builder.exe: $1722 #822 Is: [es:u(f} 00000000

#% Dump 1 WSDump2 ¥ Dump 3 @oump4  @Moumps @ watch1  [velLocaks ;;’Shuct

Address ‘m !m:ﬂ |
0254CB58 {40 5A 90 00 03 DD :l'.l 00|04 00 ':l:l 00 FF F JJ 00 E e

0254CB68 B8 00 00 0000 00 |40 00 00 00
0254CB78| 00 0

00 00|00 0-. 00 | 00 00 TlTl 00

3 00 00|00 00|00 00 00 OO 8 00| ...
0254CB98|OE 1F BA OE |00 B4 09 CD 21 B8 01 4C|CD 21 54 68 .-"- SaXn, .t Th
0254CBAB 69 73 20 70 _2 6F 67 T2|61 6D 20 63|61 BE 6E &F | is progr am canno
0254CBBE |74 20 62 65/20 72 75 GE|20 69 GE 20|44 4F 53 20|¢C be run in DOS
0254CBCB|6D 6F 64 65(2E 0D 0D DA |24 00 00 OO|00 00 OO 00 mode. .

Figure 28
Running with the -type enc -exe (-pass) -pubkey pub.key -config config.json -ofile
LB3.exe parameters

builder.004030F0

00000003

AnAAALR

We only highlight the differences between this case and the first one. The builder extracts the
resource with ID = 101, and the encryptor will contain the RSA public key and the ransom
note content. If it's running with the “-pass” parameter, the ransomware avoids sandboxes
and increases the difficulty of the dynamic analysis. SentinelOne also analyzed the LockBit
3.0 ransomware and mentioned the “-pass” parameter.

Running with the -type enc -dll (-pass) -pubkey pub.key -config config.json -ofile
LB3_Rundll32.dll parameters
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The builder extracts the resource with ID = 103, and the encryptor will be a DLL file with

multiple export functions (see figure 29).

(# Exports B IDA View-A = He

Marne Address Crdinal

£] gdil 10019448 101

1F] sd 100194E0 102

1f] del 100195C8 103 Figure 29
1] wdll 10019520 104

1£] gmed 10019550 105

] pmod 10019598 106

1f] gdel 10019648 107

Iﬂ DIEntryPoint 10019624 [rmain entry]

Running with the -type enc -ref -pubkey pub.key -config config.json -ofile

LB3_ReflectiveDIl_DIIMain.dll parameters

The builder extracts the resource with ID = 106, and the encryptor will be a DLL file with a
single export function. The execution flows of the two different DLLs are similar, as

highlighted in the figure below.
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LB3_Rundll32.dll

il s =

-text:
-text:
.text:
-text:
-text:
-text:
.text:
-text:
-text:
-text:
.text:
-text:

leeas3Dd
leeas3D4
laaes3Dd

1886304 sub_1e@863D4 proc near

18866304 push
18886305 push
18886306 mov
lee@63DE xor
188663E8 push
188863EL call
18B863E6 test
18B863ES jz

esi

edi

eax, BEABCCT1Sh
eax, 12@83DFFDh
eax
sub_1e@8sB38
eax, eax
loc_l18886579

il i =

.text:18@863EE push
.text:188863F@ push
.text:188863F2 push
Ltext:108863F4 push
.text:188863F6 push
Ltext:188863F8 push
Ltext:188863FD call
tewt:188B63FF mov
SJdext:leeacdel test
Ltext:10006403 jz

[~ I~ ]

41882h

Eax

esi, eax
esi, esi
loc_1e@86579

» 18886489 mov
+1888648E xor
118886413 push
: 18086414 call
+ 18886419 mov
118886418 test
: 18886410 jz

eax, 7C639826h
eax, 12@83DFFDh
eax

sub_ 18885638
edi, eax

edi, edi

loc_ 10886579

ol e =

LB3 ReflectiveDIl_DliMain.dll

il e =

Ltext:1leses384
Jtext:1esas384
LJext:1esas354
Ltext:lesesis4
Jgext:leeas3s4
LEext: 18886385
Lext: 18886386
Ltext:18886388
JSext: 18886398
LStext:1ee86391
Ltext:18886396
Lext:1es85398

sub_ 18886384 proc near

push
push
mow

Hor

push
call
test

esi

edi

eax, BE1BCCT1Eh
eax, 1983DFF&h
eax
sub_l@easB54
eax, eax
loc_18@864F6

jz

FIZl=

Ltext:18e8639E
Ltext:1eea63A8
Ltext:1eess3A2
Lext:leessiAd
Ltext 1886376
Ltext:18e863A8
Ltext:1ee8s3AD
Ltext:1ee863AF
Ltext 1886361
o s T G O

push
push
push
push
push
push
call
mov

test

[ I s R )

418@82h

eax

esi, eax
esi, esi
loc_108864F6

Ltext:10806423 push
Ltext:10806424 push

Figure 30

According to our preliminary analysis of the LockBit 3.0 encryptor, the builder is legit and,
unfortunately, can represent a gold mine for cybercriminals. Please do not use the builder for

edi
eci

Y

text: 188863689 mov eax, 7763982Dh
text:168063BE xor eax, 19@83DFFeh
Ltext:188863C3 push eax
text:leees3cd call sub_18885B854
Ltext:1ee863C9 mov edi, eax
text:1eea63CE test edi, edi
Ltext:188863C0 jz loc_l180864F6

MFIE

Ltext:18886303 push edi

Ltext:18886304 push esi

malicious purposes because you'll be persecuted according to the law.
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