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This post was authored by Fareed.

This blog post is intended to give a better overall picture of a malicious Android app
campaign attack that believes to be targeted at Malaysians. The threat actor set up several
modus operandi from Maid clean services application, toward island travel based app, and
now they're using Petronas as their new theme.

This blog post might useful for security engineers, Android researchers, and security
analysts to catch up with current cybersecurity issues specifically mobile malware threats
and Malaysia cyber security news. By the end of this blog post, readers will understand the
inner working of this recent Android malware attack that happened to the compromised user.
Furthermore, security analysts can collect the given IOCs extracted from the malware to
check whether the environment of your organization or any contact of you has been
compromised or not.

Non-technical Executive Summary

For non-technical background, this is an Android malicious
application analysis that was conducted and investigated by the
Netbytesec team to understand the behavior of the malicious
Android application in a details manner so that we can verify how the
scammed victims were being compromised or we can call it
"hacked" by the scammer using this Android application installed in
victim's phone. The application will phish the user to enter their bank
credential in the fake payment page of FPX and credit card and also
steal all victims’ SMS content. The impact of this application can
expose the information of victims’ banking information to the
scammer/hacker and then, the attacker might make the illegal bank
transaction by leveraging the SMS stealer as an OTP number is
needed to make the bank transaction.

Executive Summary
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The Netbytesec (NBS) team has conducted an Android malware analysis on a lure Android
Package Kit (APK) sample associated with Petronas as contained in the application's name
and theme. The malicious Android application can be downloaded from a landing page set
up by the threat actor on the internet while the campaign is going on. While using the
eCommerce-based application, the victims need to make the payment of their shopping cart
using a fake FPX page and fake Credit Card payment page in the application like the
common banking credential stealer application targeting Malaysian banks. On top of that,
after the malicious APK is installed on the victim’s Android phone, the malicious APK will
steal all incoming SMS from the victim. The impact of such phishing methods and SMS
stealers of this Android application can lead to the scammer could use the information to
perform illegal bank transactions as they have got all important information to retrieve their
goals including online banking credentials, bank card information, and SMS records for
stealing the OTP code. NBS threat analysts also suspect that the actor behind this
MyPetronas application is the same as malicious Cleaning Services Malaysia, Maid4u,
KleanHouz, Ikea and Travel scam applications as we found the same pattern of decompiled
code of the APK, webview and API server URLs path of the scammer.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9e1-w5ZhjA3-lnUuRNkKgUZjYyA6QgXXCKYTlxxQ7MJ1r3KORZgZ0dhQk5S-eN374St6lkBMKmBGhJkCKBZL32UawQNJSPQdIy-qYgwmtltasK2M9SQXtDHC0_KaUaIIm__zzpyLeNr1FsFyiWfLReHlCSTAgNRqMZrjBKI8xIlMcmXn4MeItf_YBOw/s811/image.png
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Figure 1: MyPetronas malicious APK

Graph flow of the malicious Android Application

Figure 2: Graph flow of the malware

 

Technical Analysis

APK Metadata information

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi-aFv4p8nJAPBxkwR2hIokvRwCQ0RMhjfevLDP7bxq-RJZQA4-CMGDI47f1p3Kgh64YsEm5d9N3ftb5CY-0Vi9UJPXxQdDkm_7qYjU1aG0X8ZLk5Vt0rpPyquErJPXItkGF-DTanHKbikKOB2FX1t_jldyTr-qhKuVnQVcB2NQKLmC5FPJ9mI97PbGtg/s1186/petronas%20(1).jpg
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Application name: MyPetronas
Package Name: com.app.homecleaning
MD5 hash: f7d4a2b5fdb45c258fccd3059d12fee9 
Dangerous permission: android.permission.READ_SMS
 

Figure 3: Metadata of the application

 
From the package name, we can get the clue that the threat actor of this malicious bank
stealer application is the same as the other home cleaning application we've heard in the
news that also targets Malaysian. The threat actor might use the same template of the
Android source code and forgot to change the package name.

Landing page overview

The application's APK file is available to be downloaded at the landing page that has been
set up by the threat actor at pt-gift.store. Based on the landing page UI, the scammer uses
the Petronas theme to lure customers to download and install the malicious application if the
customer wanted to book the package of Car Service package.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgSafGOstAeXqMzzT_8q5pfYQzC3-iEgV-gl1hIlkdJiL-tmV_7w8wlRxPG404q9z9z7eAnz7egLAwGpXqK_Y6lA7QCcwRkhhbKHGISg8tfpCZZ8p9rAF2hZCgkNGFwbYln5H-DrIaioGuL6yojtlIDwAZBSmEXXkrrouO6khJ728EsiUKmH4K6BrL_9w/s590/metadata.png
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Figure 4:  Landing page pt-gift.store.

 

Application behavior and interface

Upon opening the application for the first time, the application will ask the user to set the
malicious MyPetronas application as the default SMS app in order for the application to
silently gets access to the SMS content.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiuT8TJ7-dc0JzO2mNsBB-ITXiiGv7KWhyVHWsF3r3pxXQjW-Ty8_c0XWw_TeGhAUr2lAeulYMnS-Wj5EC8YBG0b_D6MMISWRVj_-f1nBz1U56zAgIMfSO_yN1qC63EU4hS6BfG7HSehO-VQEqY2GmhSa6gOhX7Ee4DXgp6YcBinea8oQd59y1dqtwfxA/s1589/landingpage.png
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Figure 5: Set the application as default Message app

 

The behavior of this can be seen in the java decompile code of the APK in the MainActivity
class at method OnCreate. 
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhCVuDXXdnnc0H9TSE8yKJPysx1_ZbcX7TVSgQCkuZl0VaDilopjPY9Eb6vF23ov0hbR76h2UvZQZFu0v1E3f2rVN2fbNfHs76q1qlIKpdhJnAp-AjgxN9MWETVTqRXI1JiMf40hOp5PdSuHMcc0Y1Meqctojc-OhV3QwBgnf71UCYdN-7aWr32xuiQGw/s728/default-removebg-preview.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF3EBTV9_ghkhoO2e7-kOljrIqV6SlC3h8W6RX6ng4w5nUjHo1dRVeoRtIm0feaOPcFJftnQ3Bb3ZHPdUNA_bPvYKqzpiZrO_KFLQp9X4AfuXTth6rBjJ5Bqu6aM8_S7Nc4BPdazXN0QPN4QOuC7iKpRlwMa2rHT7qv-uwbmWLXgpFsD0LIxCXhltGVw/s1078/role.png
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Figure 6: Code to set the application as default SMS app

 
If user don't set the application as the default SMS app, the application will not proceed to
open the main interface and exit the application right away.
 
Upon entering the main interface of the application, the application will show the list of the
products of Petronas engine oil with a price tag which can be seen in the menu "Shop". The
user needs to choose their interested Petronas engine oil in order to book the car service
package.
 

Figure 7: Shop menu contains list of products

 
Upon clicking on one of the items, the application will be brought to the description page, and
then proceed to book the service by clicking the "BOOK NOW" button. 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhX5hAqNSMUHxikGFiiVAF1t4FfDikS00g_u1UGHBFOu-8355J4EgCl9lXZcRqIHjZS-D4RLC93VYCWD8CPSFxtctElv8vJY_cQ-cmI9el94ySG49B7Cg1KgWRi0vzxNZ3iXNBuObQp620aHPCG4Sp_SoKzyUx3SSoDaeo-JlK5h4sOUXyiMCpuR-sXVg/s728/menu-removebg-preview.png
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Figure 8: Product description

 
In the booking chart, the user will then go to the checkout page to confirm the booking by
filling in the personal information such as Name, IC, phone number, address, and booking
date. It also appeared that users have two options for payment methods which are FPX
payment and Credit card. Once victims fill out the form and choose the payment method, the
victims will be served with the fake FPX page or fake iPay88 credit card page.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvu_WikYrDC9-7BKI2rWgI4ZhrcpjgDTyVVvMgRs_IOZvHH68kmv2dAlsRRCg3EbKgXGA-je8NoSf2IFFx6TvP4847YFaUE1mnVIeZkKIwEmaBmmTJKJZn_LYVwJ0gTjFiAhwhNDHV3P4-GvRMSC8sQ_40p7mDfRyj_vDxLRwC4QEE8G3OFGvJA8TQvw/s728/menu2-removebg-preview.png
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Figure 9: User form and online payment option to confirm booking

 
Confirming the booking will make all the information will be POST to the attacker API web
server served at hxxps://lapks[.]online/skyblue_888a/api/api.php?post_order. The figure
below shows the filled data in the user form sent to the API server using the POST method.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_uHUzglLQ-mxP0uRbHrgBWR-0yFgixWjyrA5sYsRYdGMec4NSLh1ox7uwbp7w-5c9z0C-KE7y4QkYJwxOeNii4NTpwLfAlHyco5WT1E7mr-Rmvffei0nzIQ-JR9tkuiPFeNnZVSRsInxb557MScVYoDX7D5SRpPchugF7jOWqCWMVeuXsx-UVEnzPlg/s722/menu5-removebg-preview.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiQaas-FP_aE3G4VtX-NzuyPBuR4BsgnmYktrNc-e8c5GJa_-MvSfES0vxxqPr0Lz6TEjRo75UcYDHypj0Ta5ZPRnN3WHRJRkWLoqB2vW6w-jgCYdnFC3XBK_Nk_K3G0BT-LxLQsBlf0sifZc54l4MrxyEPLRMx_7Gnpg-rvzhN-RruNvqe7_4wfTTXBw/s1234/userinfo.png
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Figure 10: Intercept POST request of the data

 
After the data successfully send to the API server, the application will redirect the user to the
payment options page, which is either the FPX page or the iPay88 credit card payment page.

Fake payment gateway

Once the user filled the form and submits the data, the application will load an HTML file
located in the malicious application asset files. In the figure below, the application load a
local HTML file into the webview instead of using a remote web page served on the internet. 
 

Figure 11: Load FPX.html in webview

 
The HTML code web page of the FPX payment is embedded in the resources file under the
assets folder bundled in the application. The figure below shows the FPX.html in the assets
folder which is being used for the fake FPX page. Each of the targeted banks has its own
assets file such as "AFFIN_files" containing images, CSS files, or HTML files that are
needed for the page to mimic a legit the Affin bank's login page.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirByxXlPCi2UWsLHJWazxCDcrhnAvZ9RILiTmE4aZFpPi-dqprsrY8-aAmqhi_bApJf8v-cGX_rpwU83suMARUKMe8qZk3x9ZYnqFfizCANMT7p4-54MiCnbiTSouaYEsY6136o_x2yRgy9ArOMPR7V08uEc2RRocHuRJHekMqM7GQMRT4BbR45FihlA/s1008/fpx.png
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Figure 12: FPX.html code

 
Here in the figure below, is how the FPX payment gateway page looks like. Victims will be
phished by this look-legit webpage and proceed to choose their bank to make the payment.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgC3IWpVXywgz9r08xeKPWki9pwVhhWqD4zKsKnjqIamVhMrpTzVjbcScyW_AR3fnhPA5rzBuOoBJGum0gWPhpT3SK4DD9Br0YjQKttZcZj_Mf-uFfZnbggH99LpqBWFo-QTjDHUC-R-vo3N1rjnfnSRATbuAGoCo7Oz08h1Zo5jEVQ3exIMLV9_Jlcfg/s1537/html.png
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Figure 13: Fake FPX webpage

 
The figure below is an example of the fake Maybank2u login page used to lure victims
specifically to scam and steal online banking credentials.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiBN00pOlc3bqqU1rKizKSm6gX8-LqOriP1TJCCER71KFmc_J-nX85kBxxxC_020tnpq2oeO0MQpuIwJvOm6Gw8UaYKWwrCWHUGmiK3xMinGSIsxaXtOotg6g4Y-sTqh0W7N6YeZAjtlslOaM6nE0U5zAhVEiDDVnss25cmDWkSylZYQe2EucvQ6RRLMw/s728/fpx2-removebg-preview.png
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Figure 14: Fake Maybank2u webpage

 
On the next page for the password insertion, a user should aware that the page does not
have the security image like the original of Maybank2u. The fake FPX page shows the
entered username instead of the security image.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhdjIQ15EOgx5efBo2e6M8BW6F50psZZxlul3Y3QSphwSUALj6C-vAIB85Fu8Yyx4k7Nl8CnzYIINhLNbOXNOT0hX2JxeUapmrhXwAUpOfxf3h9Lyl8PRGvFarmZHTrmPcUaSMG8dfFSTjwm_gswQn4ICZIy_jA5jQbJ4f8xqisRRNqss7aa67HHub_FA/s728/fpx3-removebg-preview%20(1).png
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Figure 15: User password form

 
Soon after victims click the login button, both the username and password of the victims will
be sent to the API server via the POST method containing the username, password, bank
name, agent id, sid, and app name which can be seen in the code in a Javascript file named
post.js that will be call by the HTML when the victims clicking the login button.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj4hbrIqxaM9DmpozeLfGmqTC9Zl5P9mYnm43In3pB0KhsnXl3U4Ut1mAom7nYJK3iKey144q85vX4JbSzh9zLwGBwi73eqmkOi21jwCl5DcWFi21awTBwyoxUG_2i39te1iG6U-yez_a_JnoBWhz-I9ninKRnJOk2PPRoloEnc9KzimcOyrbUKaOzUpQ/s728/fpx4-removebg-preview.png
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Figure 16: JS file used for post data of online bank credential

 
In the figure below shows the request of the network activity happened when the button login
is clicked using a dummy credential.
 

Figure 17: Intercepted request

 
This is a critical part of the communication toward the API server (apart from the SMS stealer
which will be mention in the next section) where the scammer retrieves and steals the
credential of Malaysian's online banking accounts.
 
The list of bank include:

Maybank
Affin Bank
Public Bank

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjGOVsyUFWFG9S0_JRIieFArrlVLN5T1L8Eo0KZnFLXkwEAH7bbh50q1OJuNQ5tzv_63QlGPnGElH-PGGwVuDiYVp7G8FAorY_raSwMRmWQXxi27xzlot6pFY4J0PAOSnpPx-EJ9lEoks66pp4caKPCGdJxMQsJq7pSkElWr-Wszyy8FImcCImNUpFChw/s1391/fpxsend.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiLccyqxdp895xUP7aXzbHqQGM7rUE3dsqxCom1z34osh-Ki2OREx2XCX16yzsWD5ciPhebOaX1OF4n1gs-8hvticqmWn1nLPPsWF82qsf_wjM9V6HvSXAXFz2KoE9WGY3nAPjAMjiY992jl7mna7GV41yHke_ZhuYT6iwn4G1_YV3cMNw3fgS-P2t_XA/s1230/fpx6.png
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CIMB
BSN
RHB
UOB
Ambank
Bank Islam
Hong Leong Bank
Bank Muamalat

While for the credit card payment, figure below shows the interface of the fake ipay88 credit
card form.
 

Figure 18: Credit card form interface

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJ-RQRMkVvp96KV1cJ7WpEmLsoWnV6UTmh5XK42moRDefB6l9XM5a5zv0iJb06xRjjsTnf7eGMGL3nUf-hKhBH_uTzeIkoOeSNqOuaC0s-KbAg16_jhHdEBePPwxwL8t6G-yh4yHO3T9POI4HAC4ySmjbwdVtw1Hrzc4W0gdxpMVHIURgxKXXRnm_2sw/s728/fpx5-removebg-preview.png
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The Javascript file for the credit card information stealer is shown below where the threat
actor will receive the Card number, Card expired, and CVC number in the variable uname.
 

Figure 19: JS file to post Credit Card data to API server

 
After the data is sent to the attacker's API server, the application will redirect the victim to a
page with a popup box saying "Connection timeout. Please try again." just to lure the trust of
users.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJBu7BVLQqObPsdplxCPreefYPzYpWm5jme8IakGCRMY6OJhzfW5xmWjsy36KpfpNByq8ks3wpGZ_gxFGr92hqe5lK879Z4fbYhPT4uVoP3qU-u27cBiwjch_fahevbPs3rW3pdbSsDV6pCCPmLEbxDHxT_MwtpM5yGVc7N1RlynZUhNpjhry0lYsAFg/s1587/ccsend.png
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Figure 20: Redirect page after submit data

SMS stealer

For SMS stealer behavior, the malicious application statically declares a broadcast receiver
of BROADCAST_SMS in AndroidManifest file. The APK uses the broadcast receiver to listen
for any incoming message and send the incoming SMS data to the attacker API server.
Intently to get TAC code of the banking transaction for the illegal transaction.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhJ5vvHsKfc71dAAt5E4_tb--6WpgGvMzklBdgTSNiJgSHo4gQuqg8xnVfD27XTLMMSVqrawWLPf_IJmX_y90A5V1SK3Yx5zV6E8excXmVRr_eUnFpNnt_7OzZJB0CsSoonFTGfeExLKKBSmf0t8Wed-WY5_Dj30d9w7njqpSsfzfb5LbdLt-ZhxiVcaw/s728/tryagain-removebg-preview.png
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Figure 21: SMS receiver

 
In the class MyReciever, the method onReceive will be triggered when an SMS is coming in
and the application will send the SMS data to the URL hxxps://sgbx.online?
pass=app168&cmd=sms&sid=%1$s&sms=%2$s where the sid and SMS parameter are filled
per the incoming message data.
 

Figure 22: SMS broadcast receiver to send the SMS to API server

 
From this point, the attacker will receive the SMS data sent by the application as well as the
banking information credential.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi9oQ4MZbwj3HtFXyjvsTyGQMtpABECQIDeIZfy6B97nnKDh3-t6lrggU1dkKom_kzfUKc1pZFjzdphiZQmmWbt7ijY9OL5_YItga4jGeoq0Y9ALKoA01-KIxuArKH1NU6daNHD5UYQu7CH41yQe8kXw1KJpcUNA1TAbmaGbGBz0t5lU-l5Qi_zUWeYEQ/s732/receiver.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjyqBBn-X6Z-b10iwyrUTI-0_zzhwsjJ5CQ0iGLfmhRKxryEuVbP9YFxT3NnCWhCkqP_8qHBjAk8ReT8dpe1Oei9hryV9eAIm28B9QWxb9nJplmDrH4ACZKcipeq7xIHJnDCyFABZLJ0HIz-jSCr5ywopiRfWuvpLgcW30XKpmLBJ5bFZRNDx1tZnXWFg/s1073/sms.png
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Observation

Our malware researchers observe that this malicious Android uses an Android source code
template from Solodroid by Indonesian developer. Based on the information of the template,
this application should have an admin dashboard to control the application products.
 

Figure 23: https://codecanyon.net/item/ecommerce-online-shop-app/10442576?s_rank=19

 
Differentiating the code of the demo application of the Solodroid eCommerce Android App
shows the exact same as the decompiled code. The only different is the permission, custom

https://codecanyon.net/item/ecommerce-online-shop-app/10442576?s_rank=19
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiBUHAJjnSQbSUSSLZA5o0VszXzu4RfDgT6HSekk-M7h3q5fBBW8Wr1kHM7skSE808QdtxcHW6ztLcsrrJc6jrnbSkrkzhrBhZXt9bk1edkyaCTaupZWcmVFaJ9cvgt7PWdj2tzm4LOxsrR7A9D1EYkZjSvzcZPZKaZLIi2HVa_TmbkGXZWhqm1KDXZLg/s992/codecanyon.png
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page and few of malicious broadcast receiver.
 

Figure 24: Different decompiled code of original Solodroid application and MyPetronas

 
If we look at the right side of the figure, the malicious application alters the MainActivity file to
adjust the application to request permission for the default SMS application.
 
NBS malware researchers also observed that this MyPetronas malicious application was
likely being developed by the same actor of the CleaningServiceMalaysia, KleanHouz,
Maid4u, and Travel app samples where all of these samples shared the same pattern of
modus operand, C2 URL path (but different domain name), and also malicious code.
 
The below figures show the MainActivity of islandtravel.apk, KleanHouz.apk, and
MyPetronas.apk shared the same code which gave us the clue that the threat actor might be
the same player and malware author.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgkn--Q_-CIaQRsFk1zPidGUuvPTYzoz7MQjC59-bTiYyfImCZp3Xe3kRn8RDgE1W764RJUtJQhKSvMhCua0Nf6mD6PcTn3PbmgDsHaXtdiYbJzS4uZLfDQ1UKjkZRXOi--SdIvBKjhDiXRGj1DmUAG0dPcQBrK-K4YnkBcXFjZGGYUGCQdCeLhS3PQNg/s1911/diff.png
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Figure 25: islandtravel.apk

 

Figure 26: kleanhouz.apk

 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiLR5xrsZPcd0i0H_OnOTu_FY-KNRiHcgexttwdK2Qk-kDhKS9eYUxT_VWw7RHvcDexsYhXZudNTT_z0LzzAsq7cxphe97qY7IFQLwSZGhxYzyMQeTRWpwCudToMAE_lSP8yZLBt6cE0_lGluTaPTHUbxxr7hYkl1y79IF4Vh7x2jZqtQDMMIAYt7YadQ/s1920/island.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjdeZHUH7rF8AmPOAbgSQfdddAVc86Jjc5xmp2ueXjGyXLISet5EC-QnUc7FaIyrVn_BDVOrcBkniznoGXSTtrq-TI9NHDh5X9MMLVb7BVyU2Gjh7O4d0Qe5KuvPZkyPR-T4H52p97fwulXOsN51Xek0EOeaUgqO7iCHiBDR5e6RUeNlFrl3gS55eKO9Q/s1920/kleanhouz.png
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Figure 27: MyPetronas.apk

From Netbytesec's point of view, this threat actor is not the same as the Bank Negara
Malaysia scam application and a few other scamming applications like EGrocer or
ChickFood where Netbytesec threat analysts observe the C2 infrastructure and malicious
code are quite different. 

Summary

The Petronas fake application is used by the scammer as a decoy to phish users' online
banking credentials and credit card information. The APK also has capabilities such as
stealing users' SMS data. All the retrieved and stolen data is submitted to the C2 server of
the attacker using the API of the C2 server. The attacker uses information such as banking
credentials, credit card information, and SMS content to get the OTP of the transaction to
perform the illegal transaction. The APK has the same pattern of code and URL path of
collected domains which might support our assumption that the threat actor of the previous
Maid Cleaning service app is the same as this one. 

Recommendation

All banking and Android users must aware of this type of scamming activity to avoid being
one of the victims. If you are one of the victims and already installed the malicious
application, please uninstall the application and report it to your bank for further action. All
the associated Banks parties must also notify users and make awareness about this scam
modus operandi as it would affect the brand name of the bank where most of the victims will
instead accuse the bank organization if the money in their bank account got stolen and gone

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhTAE4ahKRcPVr5R1GEcW9y5rSUwQuUTkWcSlStDTJ0gfn7rWhcmtO8NP5llw2Aeoa5gPCMg-e2_iuC_IQl7zEG3VVuYzVlyH2fyfmUIa2QnUOERYdMWOQHN3fs_k9Vv_0FCTklfsddpGnrIGB0SyiieDppvtR6jfvWUn_9HbRY5pp3tB8bf5fj5nv1fw/s1920/mypetronas.png
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as this threat actor will never stop doing these illegal activities and keep evolving from time to
time upgrading their techniques, tactics, and procedure to steal money from victims.

Prevention

Download and install application only from official Google Play Store.
Be very careful enabling any dangerous permissions while using the application.

Indicator of Compromises

MD5 Hash

f7d4a2b5fdb45c258fccd3059d12fee9 

Domain name

pt-gift.store – Landing page
gpost996.online – retrieve banking information
lapks.online – retrieve user information
sgbx.online – retrieve SMS

URLs

hxxps://lapks.online/skyblue_888a/api/api.php?post_order – Post user information to
C&C server
hxxps://gpost996.online/post.php – Post online banking credential to C&C server
hxxps://sgbx.online?pass=app168&cmd=sms&sid=%1$s&sms=%2$s – Post SMS data
to C&C server

Credit

Netbytesec credit to Jacob Soo for sharing and giving insight about the sample on Twitter.
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