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_Overview

SmokelLoader is a malware that generally acts as a backdoor and is commonly
used as a loader for other malware. Attributed to the criminal group Smoky
Spider, a group that uses SmokelLoader and Sasfis, loader and downloader
respectively. SmokelLoader has been used as a bot in infrastructures and
contains strong evasion capabilities as well as Anti-Analysis, Anti-VM and Anti-
DBG techniques.

_Technical Analysis

SmokelLoader appears on systems usually through phishing, although it can be
loaded by other PUP/PUA or malware. The main execution will revolve around
a document that will spawn the SmokeLoader which will run, in most of its
versions, a version of itself in a suspended state to inject code, after which it
will execute an explorer.exe that it will inject again in order to perform the
malicious C&C actions or download other files using legitimate software.
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The samples that have been found have in most cases been detected as
packed, due to the high level of entropy contained in their sections.

Offset: ] Size: 197120 > Reload

Entropy (bits/byte): .0213 Save diagram

Section1(".data”]
Section2(".rsrc”)("6.
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At the initial point, we see how it tries to load libraries in RunTime, something
really useful since it prevents us from being able to discern its intentions if we

perform a basic static analysis, so it will obtain new functionalities during its
execution.

DU runtime load

=
sub_48391@ proc near
var_8= dword ptr -8
var_s= byte ptr -a
sub esp, &
push  offset dword_4790E@ ; lplLibFileName|
call s:LoadLibraryk 65 E0904700 push 6bisds999doa 791f a3 ace93sddsno9sar 4790E0: L"kerne132.d11
push  offset Proclame ; lpProcName FF15 30104000 €21l dword ptr ds oadL fbraryws]in — =
push  eax ¥ hiodule 68 €0334200 C7751fa311bT 7 f6Cace93800500954
mov dword_479DC8, eax A3 €89D4700 mo [4790C8) , eax
pov  werd a2, 7 Gttt M g
mov Prochame, 74726956h €708 €4334200 7561
mov dword_4233C4, 586(6175h €705 €B334200 726F74
JR— mov dword_4233C8, 65746F72h :?g ?Eiéiéﬁo EEBE
mov  byte a233cC, 63h A3 C8E8470
call ds:GetProcAd ss C70424 20000000
mov dword_4768C8, eax R
mov [esp+B+var 8], 28h 8815 DC304700 mov edx, dword ptr
add [esp+S+var 8], 26h 3324 03 Tea eax,dword ptr
mov ecx, [esp+B+var_3]
mov  edx, dwytes
lea eax, [esp8ivar_4]
push  eax
mov eax, dword 4768E8
push  ecx
push  edx
push
call  dword_4763C8
add  esp, B
tn
sub_483918 endp

C705_F2904700 64006C( MoV dword ptr 4790F2] ,6C0064 00479DF2:L"d11"
+ 0 mov_word ptr ] 004750 1l
C705 £0804700 €80065( MOV dword ptr 4790E 0], E50088 0047301
C705 E8904700 £5006C(mov dword pEr 4790E8] ,6CO065 47
€705 E£4504700 72006E¢ mov dword pEr 4730E4] 650 00473DE4:L"rnel32.d11"
8300 74FCa700 mov_dword ptr ds: [47FC74] , ec
FFi5 84104000 €&l dword ptr ds:[<&Globalallocs]
A3 E0684700 mov_dword ptr ds: [4768E0] , eax
> E8 BSFDFFFF call T41fas11brer a5 b7
00 c9334200 or eai,6bs
66:C705 C1334200 736{mOV word per
A2 byte ptr
C705_C3334200_606733{mov dword pt
€6:C705 CA334200 6CO(mOV word per

In some of the techniques used to hinder the analysis, such as code
obfuscation, we find different hidden calls, as well as abuses of RET to reach
calls that we will not see statically.
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Hidden calls
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E& 0D0O00000

call S5D8DF
ret
push
mov ebp,esp

lea eax,dword ptr ss:|Jebp-3CJ
sub esp,3C

push eax

€all S5DsFBe

bo

ueL eup

jp soD8c2

add dword ptr ds:[eax],eax
add byte ptr ds:[eax],al
ret

nush _eho

dec ebp

jp soD8Cc2

add dword ptr ds:[eax],eax
add byte ptr ds:[eax],al

ret

push ebp

mov ebp,esp

lea eax,dword ptr ss:|febp-3Cj
sub esp,3cC

push eax

call 50DSFE

N e aaac b o o o op

As mentioned above, it fetches libraries during runtime and is dedicated to
resolving APlIs that it could use later on
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Resolving APIs

005 UDEM;.E EE‘Z’

75002F48 | 6C
75002F58 | 6B
75002F68 | 72
75002F78 [41
75002F88 | 64
75002F98 | 00
75002FAS8 | 41
75002FB8| 73
75002FC8 | 61
75002FD8 | 73
75002FES8 | 6C
75002FF8| 65
75003008 | 41
75003018 |72
75003028 | 43
75003038 | 64
75003048 | 64
75003058 | 63
75003068 | 65
75003078 | 61
75003088 | 65
75003098 | 65
50030A8| 72

——e mov esi,dword ptr ds:[edx] esi:"AcquiresSRwLockShared”, edx:"c/\f"
& | 0050D9AB 58 pop eax
@ |l 005009AC 50 push eax
o[ 0os0094D 03F0 add esi,eax esi:"AcquiresRwLockshared”
e | 0050D39AF 6A 01 push 1
> 1 FF75 0OC push dword ptr ss:[ebp+C]
®[ 00500984 ush esi AcquiresRwLockshared”
e oosop9es E8 23000000 500300
@& | 0DO50D39EA test eax,eax
r----&| 0050D9BC v 74 08 je 50D9C6
| ®| 00S0D9BE 83C2 04 add edx,4 edx: "o/
0 e | oos0D9C1 83C3 02 add ebx,2
—t——e| 0050DC4 ~ EB E3 jmp 50D9A3
--->e| oosopace 58 pop eax
—>e | 00500949 8B32 mov esi,dword ptr ds:[edx] es ActivateAactctx™, edx:"x/\f"
o[ 00500948 S8 pop eax
e | 0D050D9AC 50 push eax
#| 005009AD 03F0 add esi,eax esi:"ActivateAactctx”
# | 0050D9AF 01 push 1
e[ 00s0D9B1 FF75 0OC push dword ptr ss:|[Jebp+Cl}
> B B4 iﬂiﬂ esi esi:"Activateactctx”
& | 0050D9ES EB 23000000 50D5DD
& | 00S50D9BA test eax,eax
005009BC ~ 74 08 je 5009C6
0050D9BE 83C2 04 add edx,4 edx: "x/N\F
0050D9C1 83C3 02 add ebx,2
005009C4| ~ EB E3 jmp 5009A9

11. AcquiresRwLoc
KEXclusive.Acqui
resrRwLockshared.
BActivateActCtx.A
ddAtoma. AddATomw
.AddConsoleAlias
A.AddConsoleAlia
sw.AddIntegritylL
abelToBoundarybDe
scriptor.AddLoca
Talternatecomput
erNamea. AddLocal
AlternateCompute
rNamew. AddReTACT
Ctx.AddSIDToBoun
daryDescriptor.A
ddsecur ememoryca
cheCallback.Addv
ectoredContinueH
andler.Addvector
edExceptionHandl
er.adjustcalenda
Date.AllocConso

At all times, it has control over what is running on the machine, as it
subsequently performs various Anti-Vm and Anti-dbg techniques, so having all
running processes mapped is always a good technique.
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After this, it starts loading APIs that will serve it moments later, in which we will

77

E8 BSAZFDFF
4D DO FF

CC FF

E4
D8
ED
Dc

¥ UUSUEL b 5/

. FF56 2C
e[ 00SOEOCA 85C0

e[ 00S0EOCC| v 74 O7
¢ | DO50EQOCE 56

@ | DO50EOCF EB GAFCFFFF
e | oosoEOD4 59

& | 0050E0DS 57

®| DDS50EODG FF56& 30
®| DOS50EODS

e | oosoEODA SE

e | oos0EODE 58

@ | 0DO50EODC co

| 0O50EODD c3

e | oosoEODE DB72 00
e | oos0EOEL 0001

. 0000

. 8001 A0
. 8900

¢ |[ 0DOSOEOEA 0000

| DO50EQEC 0000

®| DOS50EQEE 0000

e || oosoeoF0 0000

e || 0050EOF2 0000

®| DOS50EOF4

push 40
ush kernel32.74F77

kernel3z. 74|=515F0
or dword ptr ss:[ebp-30fJ,FFFFFFFF
or dword ptr ss: ebp-g;I,FFFFFsFF
xor esi,esi

mov dword ptr ss:[ebp-iC],esi
mov dword ptr ss:fQebp-28],esi
mov dword ptr ss:febp-20],esi
mov dword ptr ss:febp-24],esi
mov dword ptr ss: ,esi
mov dword ptr ss: 851
cmp dword ptr ss: +e51

ﬂ lehun:nrd ptr ds: [ﬁﬂc]

test eax,eax

CreateToolhelp22snapshot

push esi
fdiv st(0),dword ptr ds
add byte ptr ds:[ecx],
add byte ptr ds:[eax],
add byte ptr ds:[ecx],

push edi
xor edi,edi
cmp esi,edi

ush_eax

je S0E0DS
ush esi 74FD5CD9 <kernel3z.Module32First>
S0DD3E mov
pop ecx push ebp
ush edi mov ebp,esp
dword ptr ds:[esi+{sub esp,42C
pop edi mov eax,dword ptr ds:[750203AC]
pop esi xor eax,ebp
pop ebx mov dword ptr ss:[febp-4],eax
leave mov eax,dword ptr ss:[febp+s)

mov esi,dword ptr ss:|[febp+CJ

[eax],|je kernel32,74FD5DA3
add byte ptr ds:[eax],ajcmp dword ptr ds:[esi],224
add byte ptr ds:[eax],aldb kernel32.74FD5DA3
add byte ptr ds:[eax],apush ebx
add byte ptr ds:[eax],ajlea ecx,dword ptr ss:llebp-4z2CQ
add byte ptr ds:[eax],apush ecx

see a routine that will be loading from memory and using LoadLibrary +

GetProcAddress

API loading

S JOFEFFEE

corerree

30FFFRFE

vuzzosE
220831

Tea eax

zarrrreee
0

s4FDFEFE

scFFRERE
24FFFEFE

Grcreaterilea.cr
72| eatewindowexa.cr
cateProcessa..r

&:
b

&:
&c
Rk
s

coxi "Createrilea”

&
&:
r
B
&5
s:

ecx:“Createrilea

o ngleclh]e((.m:
s TemdTsecT
P Seran. me

sr3s zomeresr

.m "chpresn
5, uofd per ss:lebpiel,0

P
s 8FEFFFT 47
Cgs Ssrerrer &
Coss sarcrerr s
cess seeerrer 1
Coss xcrerrer 65
et mrereer 23
Ce8s SEFEFFEF 73
s Sererrer &
885 AoFEFFTT &
s ATFEFFEF 65
Coss azrererr a5
Css Asecrrer 78
Coss ASFEFFEr 74
st Acrerrer 72
685 AGFEFFFF 61
s APREFFEE 43
Csss ASrEFFT SE
e85 ASFEFFEF 66
Coss asrcrerr or

00 1tent cax, cax
eve-1ca8 K e!'ne'!? 7483866

dword pre s Febpesl
<P aloadtbraryexa-

i
:

0% sererrer

gwerg pte as:

=
]

R aRRaRRnn

fa339337933303"

I

C 6#000000

c
o

0F746300

] e rre
ax oo “aptia”
eSSy
&_ooscou:
e ooiscess  avapha”
&1 ooimme
2N

cFi PO IF3
Lasterror 00000002 (ERROR_FILE_NOT_FOUND)
Laststatus €0000034 (STATUS_OBJECT. MAME_NDT_FOUO)
S 0028 Fs 00S3

€5 0028 D3 o0z8
<5 0023 53 oozs

ST(0) 00000000000000000000 X870 Expty 0.0000DI000000000000
p— :é:.;ﬁ-r! ptr ssiffesp-sf S sty o
I = e e £7(3) 50000000000000000000 Xi7r2 Capty 0.00DBDI0000I000000
Iue 2 - ST(3) 00000000000000000000 XB7r3 EWPTy 0.0000D0OC0000000000
ov &5, ¢80 ST(4) 20000000000000000000 X877+ Enpty 0.0000D0000000000000
= ST(5) 55000000000000000000 xE7r5 Eepty 0.000030000000000000
8 ST(6) 00000000000000000000 X877 Enpry 0.0000DO000000000000
st 717 Enpty
—_ -
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APls:

CreateFileA
CreateWindowEXA
CreateProcessA
WriteProcessMemory
ResumeThread
DefWindowProcA
NtWriteVirtualMemory
RegisterClassExA
GetStartupInfoA
SetThreadContext
GetCommandLineA
PostMessageA
VirtualAllocEx
CloseHandle
VirtualAlloc
VirtualFree
VirtualProtectEx
ExitProcess
GetMessageExtraInfo
WaitForSingleObject
NtUnmapViewOfSection
MessageBoOXxA
ReadProcessMemory
GetThreadContext
WriteFile
GetModuleFileNameA
GetFileAttributesA
WinExec

GetMessageA

Once it has the libraries, APls and processes controlled, it creates a process in
suspended state, for this it uses CreateProcessinternalA that will call
CreateProcessinternalW entering 0x04 in dwCreationflags to create the
process in suspended state.

CREATE_SUSPENDED The primary thread of the new process is created in a suspended state, and does not run

Ox0D0000004 until th unction is called.

> BEFF mov edi,edi CreatefrocessA
- 55 push ebp
- BBEC mov ebp,esp
. GA 00 push o
- FF75 2C push dword ptr ss:[[ebp+z2C])
- FF75 28 push dword ptr ss:[ebp+zs])
- FF75 24 push dword ptr ss:[ebp+z4])
. FF75 20 push dword ptr ss:(lebp+20{
- FF75 1C push dword ptr ss:[lebp+1C])
- FF75 18 push dword ptr ss:[ebp+12]
- FF75 14 push dword ptr ss:[ebp+14])
. FF75 10 push dword ptr ss:|febp+10]
- FF75 OC push dword ptr ss:|[ebp+C[]
- FF75 08 push dword ptr ss:|[ebp+s]
- &8A 0O push 0
. ES 19540100 call <kernel3z.CreateProcessInternalA=
- 5D pop ebp
. C2 2800 BEE 25
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Once the process is created in a suspended state, it proceeds to introduce the
binary inside the previously spawned process, which, through
ProcessHollowing, will unmap data from itself, to write the binary inside, this is
usually done through ZwUnmapViewOfSection + VirtualAlloc +
ZwWriteVirtualMemory, once introduced into the memory of the process in
suspension, it will stop being suspended and will execute it, so the memory file
will be detonated.

Process Hollowing

=2 +o2a =

- & £48d593304dbBbAc AT a3 1 0.02 132K 4024K 2868
& Susp.. 808K 128 K N2

2 BDe- o

s sy
1324 K

[ The binary extracted from memory, which will inject explorer.exe, is very
interesting, we will follow soon :) ﬁ ]

_loC

_SHA256

Ebdebba349aba676e9739df18c503ab8c16c7falb853fd183f0ak05c0e4f68ae
D618d086cdfc61b69e6d93al3ceafbe98ac2ad7d846T044990F2ce8305Fe8dlb
Ee8fOff6b0ee6072a30d45¢c135228108d4c032807810006ec77f2bf72856e04a
6b48d5999d04db6b4c7f91fa311bfff6caee938dd50095a7a5fh7f222987efa3
B961d6795d7ceb3ea3cd@0e037460958776a39747c8f03783d458b38daec8025
02083T46860f1ad11e62b2b5f601a86406F7ee3c456e6699ee2912¢c5d1d89ch9
059d615ce6dee655959d7feae7b70f3b7c8061T3986deb1826d01ad7aec5a39cf
5318751b75d8c6152d90bbbf2864558626783f497443d4bel1a®®@3b64bc2acbc2
79ae89733257378139cf3bdce3a30802818calal2bb2343e0b9dof51f8afif10
F92523fa104575e0605f90ce4a75a95204bc8af656c27a04aa26782ch64d938d
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Ip

216.128.137.31
8.209.71.53

_Domains

host-file-host6[.]com
host-host-file8[.]com
fiskahlilianl6[.]top
paishanchol17[.]top
ydiannetter18[.]top
azarehanellel9[.]top
quericeriant20[.]top
xpowebs|[.]ga
venis[.]ml
tootoo[.]ga
eyecosl[.]ga
bullions[.]tk
mizangs[.]tw
mbologwuholing[.]co[.]ug
quadoil[.]ru

| % vcO=Rexor &
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