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BleachGap ransomware was first reported in Feb 2021 by a researcher named Petrovic on
Twitter. This ransomware variant that we have analysed was reported on Twitter in June
2022. This variant got us curious to get into the nuances of it because it was tagged as a
stealer and all the code was compiled in a single executable thereby not needing
any supporting .bat or PowerShell scripts to execute, most probably done for evasion
and to be less noisy in comparison to the variant found in 2021, which needed the
supporting .bat and .exe that it dropped for execution.Though there are not many cases
reported in the wild, this blog has been written to let the cyber community know that
threat actors are modifying the attack techniques of this malware for a possible
major attack that might be planned in the future. Lets now get into the details.

Why a Stealer?

When this ransomware executes, the first step is to get the username and generate a
Unique ID (UID) and Password for that particular victim. By the first ook, it seems it is
stealing the password from the user but after multiple executions we identified that the
password is different every time and after reversing the sample we found that the
ransomware is using a function (shown in Figure 1) to randomly generate the UID and the
same function is being called again to generate the password which is always 32 byte
long.
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ma Iwar e, 0013AD 40

mov ebx,esp
sub esp,8
and esp,FFFFFFF3
add esp,4
push ebp
mov ebp,dword ptr ds:[ebx+4]
mov dword ptr ss:[lesp+al,ebp
mov ebp,esp
push FFFFFFFF
push malware.2742A5
mov eax,dword ptr Il:[0]
push eax
push ebx
mov eax,13ES8

malware. 24C260
mov eax,dword ptr ds:[2F0A34]
Xor eax,ebp
mov dword ptr ss:[lebp-14f,eax
push esi
push edi
push eax
lea eax,dword ptr ss:[ebp-cl
mov dword ptr : [0] ,eax
mov edi,ecx
mov dword ptr ss:|lebp-13F4f,edi
mov dword ptr ss:flebp-13DCH, edi
mov dword ptr ss:{flebp-13DCH, edi
€all malware.15775C
mov edx,eax
mov dword ptr ss:lebp—dcl,FFFFFFFF
mov dword ptr ss:[febp-13CCH,edx
mov ecx,l

malware. 0013ADBE2
mov eax,edx
shr eax,l1E

xor eax,edx
imul edx,eax,&6C0758365

add edx,ecx

mov dword ptr ss:[lebptrecx®4-13CC, edx
inc ecx

cmp ecx,z70

jb malware.13ADEBZ

malware. 0013ADD1
xor esi,esi

mov dword ptr ss:[lebp-48§,0

mov dword ptr ss: ebp—13nﬂ,2?0
mov dword ptr ss:ffiebp-13E8§,es1
mov dword ptr ss:febp-35],esi
mov dword ptr ss:jffebp-34),F

mov byte ptr ss:|[febp-48§,0

mov dword ptr ss:flebp-4f,esi

lea ecx,dword ptr ss:|[febp-zcl

push 2E

mov dword ptr ss:[febp-2c,es

push malware.2E3FE4 ; 2E3FB4f"abcdefghijkImnopgrstuvwxyz ABCDEFGHI JKLMNOPORSTUVWXYZ 01234567 89"

mov dword ptr ss:[ebp-i1cl,es

mov dword ptr ss:|fiebp-18§,F
n

Figure thl;r;\ncﬁon us::jtro generate random ID and Pass
After generating the UID and Password, it gets the Username of the current user using the
environment variable. It first moves the encoded bytes to memory which are already
hardcoded in the executable and then decodes those to the ‘username’ and then uses it
as an argument to get environment variable data related to the username as shown in
Figure 2.
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. xor ai,61
. 8585 TDFFFFFF mov byte ptr ss:febp-53j,al
. BBS5 74FFFFFF mov eax,dword ptr ss:[ebp-scj
. 04 06 add al,&
. xor al,e&d
. 8885 7EFFFFFF mov byte ptr ss:lfebp-82§,al
. BBB5 74FFFFFF mov eax,dword ptr ss:fetp-sc)
. 04 07 add al,
. CE45 B0 00 mov byte ptr ss:flebp-80f,c
. 34 65 xor
. 3302 nor edx.enx
L]
$ i 11—
L] TEEETUFIF ENO0 DOOO0o T " =
[Fr-—>e BAB415 7BFFFFFF mov al,byte ptr Ss:febpiedx
| . BBBD 74FFFFFF mov ecx,dword ptr ss:febp-aC)
| . 02CA add c1,d1
| . 32c8 xor c1,al T
| : :gacls 7BFFFFFF T:: bgte ptr ss:febp+edx-asf, el dep;ﬂing lm
i . BIFA 08 emp edx, s :
——e ~ T2 E2 {b malwar e, FSC300
L] B8D85 7BFFFFFF ea eax,dword p\:: ss:ﬁez_{p 55
v
- 50 push eax
. ES 67A21100 €&l <malware.GetEnvironmentvariablename> get envirnoment variable username
- 8BDO mov edx,eax
. €785 4BFEFFFF 0000004 mov dword ptr ss:febp-188§,0
. 8BCA mov ecx,edx
™ €785 S5BFEFFFF 0000004 mov dword ptr ss:febp-1as),0
. 83C4 04 add es
. €785 SCFEFFFF OFOO004 mov dword ptr ssiflebp-1a2),F
. C685 48FEFFFF 00 mov by’te ptr f-.tebu 1B5| ; 1
. an71 M Tea .dword nrr ds:Tecs+

TA fzt
' ptr [ebp+edx~1-88]=[00BEF738 “Zct juxs“]=7A 'z’

wE:DOFSCSD0 malware. exe: $5C300 #5BDDO

ioump1  @Mpump2  WdDump3  WMoump4  Bloumps BB watchi bl # struct

Wi

L 20 00 06 00 7D 00 00
IEF774|QA 53 C3 74(SE C2 7421 BB B4 EA|D0 00 00 00 us.ltAJAtr
IEF784| 0A 00 00 00 (D0 D7 0020 00 04 01|48 D9 09 00| .
IEF794| 40 00 08 02(Z0 09 00|20 00 00 00|21 B8 B4 EA

o C8 F7 BE 00

0 DO|AD &9 6B SF|

Figure 2: Getting username using enwronment variables

Instead of hardcoding the useful strings into executables directly, so as to evade detection,
this ransomware has used a similar method of moving encoded strings into memory and
then decoding them at runtime for different purposes.We will see similar method being
used later in this ransomware. After getting the Username, it forms a huge string using the
same method of decoding the encoded bytes which includes UID, Password, Username
as shown in Figure 3.

815318|..... 0 T o e A S gaeEaeaaTDIPe .. ... .. A
.=.:'.ae:xxxxxx.._......ﬁk’{.]!..E‘.&...a..

Figure 3: Large

L «J'. . {"content": "**5u
per duper good and jealous software**\n UID: NVFUIXey3ast71lFzZw]
kg‘-.,n Pass: ChdqﬂﬂpSvaxEAbngJZE1w3LrcJRbsP?‘-._n Username:

decoded strlng

After further analysis we learn that this ransomware sends the large decoded string shown
in Figure 3 as a Post request to the Discord Webhook APl which has been highlighted in
Figure 4 and 5.

. Feas Jrereer Pl wica per S5 Reng ech T ST{3) navanDnAGGOYAARAORD AETF Sety O.0PGBBONOAGIRL
. FE7E 18 BUSh awora prr ss: [eDp+1E]: ™ [, content R ST({2) 0000OOO0000ODODO00D XETF2 EmETy O.000D0DO0OCOOC
. 50 push eax ST(3) 00000000000000000000 XB7F3 EMpLy 0.000000000000(
. mas £8 Tea eax,dword prr ss:febp-15] ST(4) 00000000000G00000000 XBTr4 EMPT 0. 0HODDDOOGODO!
. 5 ush eax | ST(51_0000000000000000000 XE7rS_EmOLy 0. 000000000000
—_— e 'ES H2FSFFFF i malwar e, F75 607 {function to send api webhookregest
- BE45 EB d 8 [
- €745 EE DOOOOOOO ESD] GOBEF4R
2 ey - fespr4] ODBEF30C “POST®
. 8845 E4 4 per T fes) n_:] 0041508 "{\"cantent\,":\"**Super duper goodfjar
47 04 [esp
. o e "."w“ prr G5 fedt Fechein] o0BEPSSC “application/ison”
. CT747 08 D0OOOODO mov dword ptr ds [J.‘ch- 3
- CTAT 0F  DONOONWN mow dwnrd ate ds: Teder
ware.DOF37560
: |
SL100FS7EAS malware. cnes $576A9 #56FAS _-— |
Dol @Roump2  WHowp3  ESoump4  Uloups @ wahi el P stuc

“posT"
“{\"content) "\ **s

“application/ison™
4

&”/ap1 /webhooks /344
|| DOBEF324 | &7 /api /webhooks /944
5| DD0DOOES
OFAZBDZ | return to malware. o
| poOA1800 | - fapi /webhooks /9444
4| DDOIDATO | “/api /webhooks /9444
00000000

2

‘Flgure 4: Poét request to -Dlscord API
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5. FakeMet = ch

2 £
istening for traffic on port 80.1] S | Beferen
iztening for 58L traffic on port 8443 1 \*3
1*ten1ng for traffic on port 8ABA. x18

for S8L traffic on port 31337 1
for SS8L traffic on port 443.1
for traffic on port 8B8A.1]

for traffic on port 1337.1

for ICHP traffic.]

for DHE traffic on port: 53.1
for traffic on port 25_.1

for S8L traffic on port 465.1

[DNS Query Received.]

Domain name: teredo.ipvb.microsoft.com
[DMS Response sent.]

[DNS Query Received.]
Domain name: discord.com
[DHS Response sent.]

DNS and SSL connection
[Received new connection on port: 443.1 ' request for discord

[New request on port 443 with S8L.1
[Received unsupported HITP request.]

4 I

=] T LAy oL

. OF95C2 setne dl

- OFE&D 2 | movzx edx,dl

L 52 push edx

» FF5& 10 | EEBl dword ptr ds:[esi+i0] ar ebhooks /944
T BECT | mov eax,edi

L SE4D F4 mov ecx,dword ptr ss:|febp-CJ

® 64: 8900 00000000 mowv dword ptr :[0],ecx [ooooo000] @ "disx18

. 59 pop ecx

L SF pop edi

. SE pop esi

L] 5B pop ebx ebx: " /api /webhooks /944449127
pe i S TR s e R |

Figure 5: 'Fékenet output for DNS and SSL connection

Disabling Tools to Work

After sending information to the Discord API, the ransomware tries to disable tools like
command prompt (CMD), Task Manager and Registry Editor so that the user is not able to
make changes and stop the ransomware execution. Disabling the mentioned tools
happens with the help of the registry. Ransomware first copies the encoded registry key
into memory and then decodes the key using XOR loop and then does the same for key
value and then calls the function RegCreateKey using the decoded key and value as
arguments. Figure 6 shows the encoded registry key.
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0045DC65
0045DCRA
0045DCEF
0045DC7 4
0045DC7C
0045DCE4
0045DCEC
0045DC94
0045DCAC
0045DCAS
0045DCAC
0045DCE4
0045DCBC
0045DCC4
0045DCCC
0045DCD4
0045DCDC
0045DCES
0045DCEC
0045DCF4
0045DCFC
00450004
0045DD0OC
00450014
0045DD1C
0045DD24
0045DD2C
00450024
0045DD3C
0045DD 44
0045DD4C
0045DD54
0045DD5C
00450064
0045DD 6L
0045DD7 4
0045DD7C
0045DD B4
0045DDEC
00450034
0045DD3C
0045DDA4
0045DDAC
0045DDE4
0045DDBC
0045DDC4
0045DDCC
0045D0D4

|

T e O O O T I N G T R ORI T ETIOENTITTITTITEITYIEFTEYIETYTTY

ANACONES

00450DDC

B3 E0146100

CeB424
CeB8424
CeB8424
C68424
C6B424
CeB424
CeB424
Ce8424
CeB424
C68424
C6B424
CeB424
CeB424
CeB424
CeB424
C658424
CeB424
CeB424
Ce8424
CeB424
Ce8424
C68424
C6B424
C6B424
Ce8424
Ce8424
Ce8424
C68424
CeB424
CeB424
Ce8424
Ce8424
CeB424
C68424
C6B424
CeB424
Ce8424
CeB424
CeB424
C658424
CeB424
C6B424
Ce8424
CaB424

SEDATA

E8 S5CECFFFF

1010000
10010000
1E010000
1F010000
20010000
21010000
22010000
22010000
24010000
25010000
26010000
27010000
28010000
23010000
2A010000
2B0O10000
2010000
20010000
ZE010000
2F010000
30010000
31010000
32010000
332010000
24010000
25010000
36010000
37010000
38010000
33010000
2A010000
3B010000
3C010000
30010000
3EOQ10000
IF010000
40010000
41010000
42010000
43010000
44010000
45010000
46010000
4?010000

1 -ToE Fatatatul

5D
79
70
ZE
81
6B
7C
&F
66
57
73
&D
7C
79
7D
79
70
7E
66
el
73
78
GE
79
81
7D
(-1

TF
7C
7C
&F
78
7E
&0
&F
7C
7D
73
79
78
66
5A

6D

k]

maTw

are.

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

4

‘byte ptr ss:[esp+i4A]=[001
60 ‘m"

. Text: 00450DDE4 malware. exe: $5DDE4 #5D1E4

11

ecx,malware. 6114E0

45CEDD

6114E0:&"C:\\Users

il R i B N T e il e T e S

«
(=)

Ehr MoEbphlOE-rEl—3NEHNO—E

7D

@
il
ERE

2% Dump 1
“addres

Woump2 | Y4yoump3 | WyDump4

WY Dump 5

o A | [x=] Locals | F 5tUCt|

001BFD3
001EBFDD
0018FELC

|Jyp~.k|wasm|y}yp~fasxny.}fm.
decryptor...... Ssend us an email to P2DgZHMgzBAZesza@postheo.de (
OO018FESC | or to P2DOTIEL16H1g7a@mail.al.wtf) to recover your fTiles...

Figure 6: Encoded Registry key

LA S L LA
0045DEL4

O0045DE4E
& 0045DE4D
0045DESD
OO45DEST
0045DESS
0045DEED
0045DEGRT
OO045DEGS |

C&3424

33C9
OF1FOO

BAS40C 1C010000

2C 0A

BE840C 1C010000

]fni;.af}sfxf?yvs

LBS4S4 FEULUUUY S0
SDDIDODD =x ]

mow

mow

xor
nop

BCX, BCX

sub al,a

inc
cmp

ecx
B8cx,33

UyLe pLi

byte ptr

jBb malware. 45DE50

dword ptr ds:
al,byte ptr ss:[fesprecx+11Cl

s was been encry
ecurely with our

. You

s T L
esp+150
esp+1i5
esp+152
esp+15 3
esp+154
esp+155

[eax]

; €8x

byte ptr ss:[fesp+recx+11cl,al

RNt atal .

Bo: 9"
Software'\Microsofthwi

oo1is

0018

e * | oois

0018

0018FE1C| decryptor...... Send us an Ema11 1o PZDqZFMQZSAzssz@postheu de { ggig
AARAArrre | ;e . AT IO S O T e T TN e i m s cmam w ms =W - W

Figure 7: Decoding encoded reglstry key
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8385 W maware.exe 1428 g Reglreatefey  HRLU'\Sortware \Microsoft \Windows \_ument Version \Holicies \System Desired Access: All...
8383 ¥ malware exe 1224 ﬁRegSe{\u‘alue HKC LM Software\Microsoft \Windows \Cument Version'\Policies’\ System"\Disable Taskmgr R DWO...

8:38:4_. ® 'malware. exe 1224 ﬁF!egCreateKey HKC UM\ Software'\Policies' Microsoft \Windows " System SLICCESS Diesicad Accass- All

8:38:4.. ¥ 'malware exe 1224 ﬁﬂegSe‘l\c‘alue HKCUMSoftware'\Policies \Mscrosoft \Windows' System"\Disable CMD Registry keys gettlng created

8:35:2.. 8 malware sxe 1224 @RegCreateley HKCU\Software'\Microsoft\Windows"\Cument Version'\Policies'\ Explorer

8352 . » 'malware exs 1224 #RegSetValue  HKCUNSoftware'\Microsoft\Windows'\Cument Version ies"\Explorer\NoRun shown by procmon

8:39:2 . ¥'malware exe 1224 @8 ReqCreateley  HKCLNSoftware'\Microsoft \Windows \Cument Version'\Policies’\System SUCCESS Desired Access: All...

8352 . § 'malware exe 1224 ﬂRegSet‘v"alue HKCLMSoftware\Microsoft\ Windows \Cument Version'Policies’ System\ Disable Registry Tools SUCCESS Type: REG_DWO...

The command prompt

Py any key to continue

FigUré 8: Tools gettinlg_] disabled
After disabling the tools, the ransomware decodes the different folder names which
includes Desktop, Documents, Downloads, Pictures, Music ,Public and adds it to the string
C:\Users\%username% so that it can enumerate these folders first and encrypt the files

stored inside.

All »i

cion .

rdd by your administrator.

&3 Registry Editor

eJNot able to
rl;e} -Laccess task manag

a Registry editing has been disabled by your administrator.

| Z8

eh

CMD and Registry editor
got disabled

3650FC34 |

- | | 0018FD4E | "Documents”
| U a2 0027B4C0 | "C:\\Users\\K7user
! 4 | 00000010
5| 0O18FD48 | "Documents”
| 00000005
| | 00000000
Toolbars 3

Cascade windows

Show windows stacked
Show windows side by side
Show the desktop

. - rrraza pusn awora pIr s 1 LastStatus 00000000 (STATUS_SUCCESS)
. = BD8C24 30020000 lea ecx,dword pt 1

3 [l £5 A2D10000 EalT <malware. add_stringss |cs user\susersy + Desktop GS 0028 FS 0053
. EBTE | CEEL24 CROMI000 &y [Mow Ty Te 54, 45 | L A 3 . E £5 0028 DS D028
. CEB424 C3000000 7 : % €S 0023 55 0028
. C65424 CADDOOOO £ -
. C6B8424 CBOD00OOO 7 A A e S
. CEB424 CCOODDOO 7 ) FFFFDD207304485154FC
. CE8424 COOOOOD (2) FFFFEBCF1237FDA49268
. CE8424 CEDODOD ST(3) FFFFOGE2E4760DDCF550 Empty i
. CE8424 CFOD0000 7
. €68424 DOOODOOO 7 Arguments for add_strings function
. CE8424 D1000000 CT(e) FrPF/S160ICTS JUCCID %B/FE Empty TAVEl —
. BAB424 CB000000 mo —ini msmmiaime s mmer === = 2
. 661 0F1FE400 00000000 o : 4 ] ¢
. 8AB40C CB000000 moy al,byte ptr :
. 2 05 sub al, LeTali (SincaT) 7 Ofifcked
. BEES40C CB0D000D mov byte ptr ss: 1: [esp] 3650FC34
. 41 inc ecx o to € v | 2: [esp+s] Do1sFCDE “Desktop”
*le e W e 7 1 oozzeaco “c:\iusers'\ "

: a HC] 00000010
. add_strings> 5: [esp+10] DD18FCDS "Desktop”

Figure 9: Function adding folder names after decoding
After getting all the folder names, the ransomware starts to enumerate them using

FindFirstFileExW and FindNextFileW and then uses ReadFile to read the existing file
into a buffer for encryption.

UR55 BHELUZUWD

E9 822C0000

sses

sessssssseaBEne
m
i

0
FF25

50

'EJDB'.94£ -

140ADT7D

| push ebp
mov e esy

Jjne Kerneiss. Wm—ybt

€785 BCFCFFFF 0500004 mov dword ptr ss:feb 3748, 9 9: '\

J'np kernelaz. 'DDsl-iEf

pop & . .
jmp <IMP.&FindFirstFileExw>

jmp dword ptr d=:[<&FindFirstFileExws]

Flgure 10 Using FindFirstFileExW

IMP. &FindFi

rstFil

LasteError

LoC:

& ux18¢

“Argument for FindFirstFileExW

‘Users

Il pesktop ="

00 8
0o 830

DOO':IOGO?

'DDB1811 <kernel32. FindFirstF1leexn>
00200344
1 AF O
0 DF O
1 IF1

00000000 (ERROR_SUCCESS)
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L]
]

]

L OOSESEAE
® || 005 B5EAE
L ]
]

005 85EBT
005 85EE2
® || 005 B5EEE
@ || 005 B5EEBE
005 85ECT
# || 00585EC3
005 85ECE
® || 005 B5ECS
QOS5 85ECC

005 85EDA
005 B5EDE
O0O5B5EED
005 B5EE2
005 B5EE3
005 B5EEG
00585EET
005 B5EEA

nof

|push

mov :bn &sp
pop =b
Jmp cJMF AFindNextFilew=

dword ptr ds: [<&F indNextFilen>]

FindNextFilew

0000001

028CF38

018FE7 4

0000000 =
D18FSE4 &" e x18"

018FSD 8
015FE5 B
01EF 67 4

&aL"c:

wsersy [ peskropae TooLsyier I

DD754EE

IMP . &F 1 ndNexTFilew

<kernel3z. FindNextrilews

pusn eax
3545 Fa e s SR
50 push eax
FF7E EC push dword ptr ss:Eebp—j4}
FF75 ES8 push dword ptr ss:febp-18
FF15 58705900 E&11 dword ptr ds: [<éReadFilex]
85CO0 Test eax,eax
74 5A je ma1ware S85F15
BE4D 10 mov ecx,dword ptr ss:fehp+10]
3940 E4 — i i
77 52 ja malware.S85F15
037D E4 add edi,dword ptr ss: Ebp
BE45 F& mov eax,dword ptr ss: ebp
BESS FO mov edx,dword ptr ss:[febp-100
BEOD485 BSFF6100 mov edx,dword ptr ds: [eax~4+ 61?FBB]
B0O7C02 28 00 cmp byte ptr ds: [edx+eax+28],0
7D AZ jge malware.585E83
BO7D FF 02 cmp byte ptr ss:febp-18,2
74 17 je malware.585EF7
D1ES shr ecx,1
51 push ecx
FF7E OC push dword ptr ss:[[ebp+CH
E7 push edi
FF75 EC push dword ptr ss:[Jebp-14]
53 push ebx

1
1
1
1
1
1
1
1
|
1
1
1
1
[ e
1
1
1
1
1
1
1
1
1
1
1
1
i

£

L]

ing ReadFile

dword ptr ss:[ebp-14]=[021FF9AC "Ee,"]=0082ES8C8

J Dump 1 | Wy Dump 2 | Y Dump 3

4 Dump 4

44 Dump 5

B watch1 | b Lolals | & stuet |

m‘kess

Hex

ASCII

00
00
31
31
00
00
00
2D
00
00
00
34
2B
00

oo
oo
D&
D&
00
oo
38
ZA
oo
[
cs
2D
C5s
oo

oo
46
01
01
00
oo
00
o0
00
oo
54
58
54
oo

01
SB
D7
alu]
alo]
00

14
00
34
78
00
00

02
08
FB
0B
00
c5

Q3 00 04 00
00 00 69 5E
00 00 00 00
73 00 00 0O
4D 2D 10 DO

00 00 54 00
40 2D 2ZA 00
o0 00 00 00

6B 00 53 00
35 00 2E 00
34 00 00 00
£7 S0 20 90

20 00 48 00
67 5D ZA 0O
00 00 00 00

8B 00 52 00
65 00 75 DO
ic 00 00 0O
00 00 00 nn

oo
0o
80
oo
alo]
54

0o
20
co
oo
00
BA
EF
oo

00
00
31
oo
00
2D
BE
00
o0
00
50

oo
0o
D&
00
00
10
45
00
00
70
4B

oo
oo
01
00
00
o0
53
o0
00
oo
53

co
D7
55
o1

54
4D
20
54
31
c4
EF
0o
00
64
34
32
54
EF
00
00
64
ic
ic
11

41

00
00
o0
00 2ZE
00 64
50 4B

A3
oo
75

AT
oo
o0
oo
00
53

FE
o0
o0
o0
o0
UU

00 00 OO0 Bevveeenannn Al

34 FE 80

70 F& 80

00 00 DO

Poatey b i 0 1 ISR e R B
GE L. - ATe-..Tool

GAlE g THHSMWAT

o0 = s =

o0

o0

31

&eF
57
oo
o0
oo
55
BE
0o
0o
oo
oo
00
55
BE
00
oo
0o
oo
00
oo

&F
Co
00
aF
oo
TE

iF: “xai.
had. x4u 16, xXpi.
A1d. .

2 3 B p.1 F

A.p.k.5.T.u.d.17.
PR T e e
, G S S d.2..x
.PQ] .APKSTU~1

File stored in
buffer after

ReadFile

Flgure 12 Usmg ReadFlIe to read Akatudlo exe.lnk

Encrypting Files

When analysing the sample after ReadFile we observed that the sample doesn’t use any

common encryption related Windows APIs like CryptAcquireContextA,

CryptReleaseContext, CryptGenKey, CryptExportKey, etc. On further digging, we found

that the whole encryption routine is implemented inside the ransomware. We identified

this when a hardware breakpoint on the randomly generated password (described at the

start of the blog) was hit after the ReadFile API. There were some calculations happening

with the password and some bytes were also present in the .rdata section.
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Figure 13: Using AES S block for key expansmnw
After checking those prestored bytes we identified that it is an S-Block used in the AES
Algorithm during the Key Expansion phase. So ransomware is using the AES algorithm to
encrypt the files using the password (key) that was randomly generated and sent to
discord webhook. On further analysis, we got the functions which were responsible for
encrypting the file bytes and writing it to the memory 16 bytes at a time as in Figure 14 and
Figure 15.
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5] ApkStudio.exe.nk.PAY2DECRYPTRLDIAMGAXPgfVNQEjMzvsAD

Off=set (h) Decoded text
00000000 2 07 81 33 &0 D7 EA®...e0 ALiixD
00000010 26 co E3 42 i1E c2 BLSASE-B, U] .:8y:
00000020 oE 7F 3F Ch BE 51 s R ST ) |
00000030 B2 aD Ba OB g 732 3D £, ..7%1 . udhri=+*a
00000040 B4 B3 LB B4 B 68 E4 O, .%=xv" »BhNE6}H
00000050 01 5B 30 5 FE 4E c | ?.b¥bsc0oN. F.H7,
000000ED 50 3B 45 & aD OE 71 | 6Pé8 XEES!1.%.-qg
00000070 BF =1 LE E 4D 24 g0 f c:i-1@7@aZ M.5.°
00000080 D EF co 4 04 AE 7E | EySoE. .EGL. . E®ce~
00000080 36 BD ED 57 20 f "R.6.0.%0LWW.E
000000ORD 01 16 12 08 CF [ |8r "~ J0.F-Z.&.ET
000000BOD DE ER ce 5E c r.bBC. .&o.IA!VsE
000000Co 50 ED 53 oD 26 | Ht6PEE. *1n8KSg. . &
000000DO Ca 2B 7F EE ExiF/Aé+°Ff2. . 9i. 1
000000ED BD co 28 5g 2 iy i s (KYa”
000000FD == 2 = = ®° . "Hall »00 | ®%—, .
00000100 22 C8 F4 2F BS 6D E7 61 CF 6D FE D8 ES 10 1D 04 "E&/pmcaimb@é. ..
00000110 02 oA 4E A4 FE AL D5 29 32 40 EB A1 E9 4D 97 00 .3Nnpa{)2@a;&M—.
00000120 EO OD FB 36 D4 72 51 B6 01 3D OB BE TE EBS

F6 54 A.06.rQt.=.c¢~ndéT

Figure 15: En(_:r_yp-ted- I_:il_e_A_p_kS-t_uai_o._e_xé._lni(_
Ransomware creates a new file with the same name and writes the encrypted bytes into
that file and then renames the file with the extension PAY2DECRYPT+UID. After
encrypting the files, it puts 100 ransom notes on the Desktop. This ransomware encrypts
executables as well. It changes its own name to encrypted file extension but the file
remains as-is and not encrypted.
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ware.en.. mahlware.ss., pro . procexp.dil... . P y P .. P . Pay

bintext.exe... maly cry.. Payll y... Pay2Decry.

Figure 16: 100 ransom notes on Desktop

" Pay2Decryptl00.xt - Notepad [E=5(ERFx=)
File Edit Format View Help
/| coops! your files was been encrypted!!!!t!, -~

| You can recover your files securely with our decryptor. |
send us an email to P2DQZHMg28A265z@postheo.de (or to P2DoOTI6L16H1IG7a@mail.al.wtf) to recover your files

Ask for Hynn and he will send his wallet (thank you Hynn) and the pay amount, this may wvary from 0.0002 to 0.2 BTC

Hﬁnn will rate your case (being friendly increases your chance to send you the decryptor free!) and

then he will send you more information.

You need to send your ID to send you the correct personalized decryptor.

ID: IAaMGAXPgFVNQ9jMzvsal|

Figure 17: Ransom Note

We at K7 Labs provide detection for BleachGap ransomware and all the latest threats.
Users are advised to use a reliable security product such as “K7 Total Security” and
keep it up-to-date to safeguard their devices.

Indicators of Compromise (I0OCs)

File Name Hash Detection Name

ransomito.exe bfe289c6f91ffcda97c207f3c1c525a9 Riskware (00584baa1)
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