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Learn more
Summary

Deep Instinct recently prevented a targeted Bumblebee malware attack in one of our clients’
environments. The attack, which was detected and prevented before execution, involved an
obfuscated PowerShell script, a .VHD file (a type of disk image file similar to .ISO), a DLL,
and spear phishing correspondence.

Currently, the relevant loCs (indicators of compromise) are not detected by most security
vendors. This blog will provide a detailed review of these I0oCs and provide technical details of
the stages of the full Bumblebee malware attack.
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Spear Phishing and Delivery

Phishing attacks have become threat actors’ tool of choice for malware delivery. The concept
is quite simple: an attacker crafts a dropper and attaches it to an email with a compelling
message meant to fool the target into opening the file. However, greater awareness and
training on how to spot and avoid these attacks is leading threat actors to employ more
sophisticated means to launch spear phishing attacks.

The most successful spear phishing campaigns rely on deception to gain a potential victim’s
trust — often including personal details about the recipient in the phishing note or sending the
harmful email from a domain that is very similar to one that the recipient trusts. Threat actors
also commonly impersonate close friends and colleagues to trick their targets into opening
compromised messages.

Deep Instinct prevented an infection that started with a clever spear phishing attack where the
malicious actor pretended to be someone from a well-known organization, using a domain
with an almost identical name, impersonating an employee, and using a highly relevant
subject line to trick the target into opening the note.

To further establish trust, the attacker did not include any attachments or requests to
download files from a remote location in their first email — they only introduced themselves as
the person they were impersonating and used the promise of a new business opportunity to
increase their odds of getting a response.

After the initial contact had been established and “trust” earned, the threat actor invited the
recipient to a meeting with them. Files were sent to be reviewed before the meeting, and the
recipient was informed that another email with a link to the file sharing platform “Smash”
would also be sent.

From:

Sent: Monday, August 15, 2022 9:31 AM

To
subject: [N

Helloj !
Thanks for your response! | will be available on Tuesday. Can we schedule a call at midday?

In order to give you an indication of our plans and needs, | will send you the upcoming project details via SMASH in a couple of minutes.
It would be greatly appreciated if you could take a quick look through it before conversation, in order to understand more of the high level project specifics.

Thank you again for your time.

Phene: NN
Email:

Figure 1 — The second email.
The attacker used a domain “hognose1” registered with porkbun.com, with Postfix smtpd.
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The “Smash” link was provided in a separate email leading to a .VHD file. The file contained

an .LNK (shortcut file), which executes a hidden PowerShell script that resides in the disk
image file as well.

VHD container

The malicious VHD contains a shortcut file which runs a hidden PowerShell script when
executed.

-

Manage Local Disk (E:)

= | |/
Home Share View Drive Tools

« “ 1 am » ThisPC » Local Disk (E)

& Mame
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B Desktop
& Downloads

[ZZ| Documents
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Figure 2 - VHD container, as seen
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Mame

7 Cuote
quotefile.ps

¢ Quote Properties x
Colors Details Previous Versions
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[

Target type: Application

Target location: 1.0

Target: w1.0powershell exe -ep bypass file quotefile ps1 |

4 - Shortcut file runs hidden PowerShell script.

Following Microsoft’s default disablement of Office Macro and requiring a few more steps to
enable it, the combination of a disk image file (.ISO/.VHD, etc.) and shortcut file has been
gaining in popularity as a “replacement” to Office Macros in the threat landscape.

Price Quote for PowerShell Loader

“quoutefile.ps1” - 15t Stage PowerShell loader

Once executed by the .LNK file, “quoutefile.ps1” will hide the open PowerShell window and
continue running. This is likely a measure to avoid using the “-windowstyle hidden”
PowerShell command line parameter, which can lead to an increased chance of detection.

# No action
tk0las = "S
tk0las +=

sk0las += "«

dmaraDizo =
$maraDizo += "
$maraDizo += "

di")]"

xtern bool ShowWindow(int handle, int state);
fkule -namespace Native
ostics cess]::$maraDizo;
swndHnd ) .MainWindowHandle

w

swndHndl, 0)

Figure 5 - PowerShell code snippet to hide open window.
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An interesting point of note: the code employs light, but effective, obfuscation intended to
break up suspicious strings and evade static scanning.

Having hidden the active PowerShell window, the code continues to de-obfuscate a series of
more than 100 “elem” variables which contain Gzip compressed data streams by replacing
the first character in the stream with the character “H” and forming a Gzip stream header by
using “insert’” and “remove” instead of the much more common “replace” method; the valid
Gzip stream is then appended to an array.

This is another example of how cybercriminals use simple and very effective measures to
evade static scanning.

"ins"
" ~ r.T 1

remove

$casda =
$casda +
$dbfbda

$elem@ ="M4sIAA
selem@=%elem0d. s
selemO=%elemd.$casda

{I]. "H")

14A6YNPR5vt LK1GHDMLGYPwnmMK

Figure 6 -

sacdukLom +=
teleml =

$eleml=%eleml.
seleml=%eleml.
seleml

sacdukLom +=
$elem2 ="C4sI,

selem2=%elem2.
selem2=%elem2.
selem2
selem3 ="C4ds

selem3.
=$elem3.

sacdukLom +=

$elem3=
$elem3

telem®
II 4 I._I._I'

AAAAEADBG9a3Ph P[.|~"" X ':[I rhHVS ZUuSR: ""'[lH "l”ll” Ol2Wr IIJ_ /NcTLE
$dbfbda (0,1)
$casda (0,"H")
\AAAAAAEAD01dWZaD0g7dUD4YAywnkGQNv fx+yATIJELTGTFX
$dbfbda (0,1)

$casda (0,"H")

AAEA00925bsqqo/1A+5aC6Tk1tO9w/
$dbfbda (0,1)
Gcasda iD.“H“ﬂ

$acdukLom += $e

selemd =") 45I

AAEA01dXZqkKBC80D74 S8s5z7PF3CD4zhQ400bprZ6rmxa

"Obﬁwcmed"GmpsUemns

90pWIkh

78c4171IBQYkkqv0Odfe9elLoS

The code then iterates through the array of Gzip compressed streams, decompresses them,
and forms the 2" stage code block which will then be executed by “Invoke-Expression.”
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ssionMode] : :Decompress

0, $data )

(0,0)
$som0bj = System.IO0.Compression.GZipStream($ms, $
$drD = System.I0.StreamReader($somObj)
$vWar = sdrD.$ftcl ()
$dtPrEr += $vVar
}
$scriptPath = $MyInvocation
tPrEr
-Name "YZejE" -Value "LeKHW"
Figure 7 — 2nd stage is de-compressed and executed.

2"d Stage PowerShell loader

The 2"9 stage of the PowerShell loader is composed of a very large, very well written (even
commented) code block which loads an embedded 64-bit .DLL to memory.

This stage also continues the theme of simple, effective obfuscation intended to evade static
analysis.

fvname "Wirtu"

Svname

Scpname . - L »
Figures 8-9 — Suspicious string “breakup.

The loader validates the embedded file and performs multiple checks to ensure the file is
loaded properly on the executing system.
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¢e magic ($Lerhapooal0..1] {[Char]

($e _magic

: |_:I [ J_ =5 | 10 |. = "."I = -l._ J_:i |_" [ f J_ -l._ . '

$EffectivePEHandle ;PEHandle

($PEHandle) ([Int64]$vwOTVR

yle, try running the script in a n

{ ($vwOTvR "DLL") [ ($RemoteProcHandle [IntPtr]::Z

1itPtr]$lskadx PEHandle $PEHandle -FunctionName
Ptr]sPathToSelf PEHandle $PEHandle -FunctionName

Figure 12 — References to the payload .DLL exported functions.
Finally, the loader sleeps for five seconds and calls its main function in order to load the
payload .DLL to memory.

Note the “replacement trick” used here to conceal the executable MZ header; similar in
fashion to the Gzip stream “obfuscation” used in the 13! stage.

$IUdmTr = [Byte[]](0xff,0x5a,0x90,0x00,0x03,0x00,0x00,0x00,0x04,0x00,0x00,0x00,0xff,0xff,0x00,0x00,0xb8
$IUdmTr[O]

Lerhapooa $IUdmTr

Figure 13 — Main function called to load payload .DLL

Link to Bumblebee Malware

The final DLL is a 64-bit Bumblebee payload.

It is protected by what appears to be a unique private crypter that is present in all Bumblebee
binaries. The crypter uses an export function named “setPath:”
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file help

e X 8 9

B-m71 c\users\ieuser\desktop\out.dll ordinal (2) name (2) location
& A indicators (2/37) 1 POBgKzZQJybE text:0000000180001000
(%4 vimatotal (usening 2 setPath £ext:0000000180001040

“oo [ dos-header (64 bytes)
[ dos-stub (160 bytes)

e [» File-header (time-stamp)
jw[»  optional-header (file-checksum)
.. By directories (time-stamp)
i sections (99.91%)

je b libraries (2)

E imports (5/22)

5 )

-l-"_'.l tls-callbacks (n/a

{4 resources (manifest)
L.abe strings (374/14416)

-

Figure 14 — Crypter export function “setPath.”
Even before unpacking the sample (simply by looking at the strings of the file) it is clear that
no major changes are made.

The “stolen” open-source code for the anti-vm is still present:

Tle  help
wFEHEEE
3 ET chuserdisuserdektoghoutdl | ez vie (Erpte) oyl Blacklist (374)  hint (78] group (13} WATRE-Techniue (10]  velus (14416) =
il indizaters (237 unicode 15 OO IR = sysAngiger o |
=¥ vinsiotal iing .
+ clny-huacker (64 bytes] un!mde 17 MI'QEJBH = proc_prabyrer sve
B dos-shua (260 e :m:m:h- in 0T IRRR x m
- & Fie-haader ime-stampl unleody 13 R0 CHat = arill hitgze
+  ogtional-hasder Hlg-chacisy dnicode 16 JLOOCTIECD Ed jesbossarer e
|- cirectories time-stamp) dniczde w ILOICIEFE = lushancortrol e
- eactions (99915 unicode 1 L0001 x iz me
© librares (2] unicode 18 00033 = Besourcetlacker axe
-] imports (5032 unicade 14} T00CICE = Fisldles,soe
[ amperts (2] anivode 10 ALODCICES x el e
-t Al ks {nss anicode 16 MLO0CICES = Eiipdebuggen e
|- [ resaurces (manifest) unicode 4 HER DR ] ® PL=HE
- ks 3T/LALE) unicade in L0003 = WIRT Ll By
-ﬁk L Lrne-stamp) unirade 42 IENOCAFFR = SOFTWARFOrarcke! VitualBne Guet Acdditie
L manifest {aslnvaker) anicadi 0 a00CA12F = Syt iversy W BraMouse g
|- werzion | anicode ] TLOITALFC = Sysemizidivers Y BoaSk.ays
-0 certiticane nia unicode El H00CAT x st il tvars i Botiuest sy
L3 ewetling i unicade 10 0004287 = Sstem 2 clrvers W Dsd
unicade L] 00 A = Systemitvhonserdce me
anicads £ M=L00CA53L = Sstemait Y BeaContel e
unicade 1 DLODCASEG = SEN3 vheal iy sk
anicode 13 ICOOCA0E i PV ST =g
unicode i) HERGE Y = QUL St T e
unicade 15 HER T x W TravP
uniraide | DENOCARTE = i pe VB Mini R D -
.| L3 | Il [ - —_— = T -
shai56: AZADTI6ER 2L XTRIFFAT ASSNZ 28I 140D 2AREE T4 RICAC FSRGIBRCOTE BN AFETE cpur Bl-bit file-types dynemic-irk-library  subsystern: GUI eréry-peirt: 000 DO

Figure 15 — Strings associated with Anti-VM Code.

The code is a huge collection of various techniques used to identify if a program is executed
in a virtual machine or using emulation and if debuggers and sandboxes indicators are
present in the running environment.
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ation :

mation :

Figure 16 — Open-source code used for Anti-VM.
There are checks for processes of known malware analysis and debugging tools as well as
processes related to virtualization.

Specific registry keys are queried to identify whether the system is virtual. In addition, there

are checks for DLL and SYS files and specific folders that will exist only in a virtual machine.

The MAC address is also checked as virtual network cards can be easily identified by the
name of their virtualization vendor.

Various WMI queries are done for system information, such as fan information.
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T.text 0008/ FFIC92518EE
.text:00007FF9C92518EE loc_7FF9C92518EE:
Ltext:00807FFIC92518EE call cs:GetCurrentThreadId
dext:eeen7FFOC92518F4 mov cs:dword_7FF9C9361D58, eax ; TID
Jext :B8887FFACA2518FA lea rdx, aZwmapviewofsec ; "ZwMapViewOfSection”
Ltext:@0B87FFICI251981 mov rex, cs:qword 7FF9C9361038 ; hModule
Ltext: 0808 7FF9C9251988 call cs:GetProcAddress
LJtext:888087FFIC925198E mov cs:gword 7FF9C9361078, rax
Ltext:00007FFIC9251915 lea rdx, aZwopensection ; "ZwOpenSection”
text :@0007FFICI25191C mov rcx, cs:qword_YFF9C9361030 ; hModule
Ltext:0eBeYFFIC9251923 call cs:GetProciAddress
.text:00007FFICI251929 mov cs:qword_7FF3C936109@, rax
Ltext:eeea7FFOC9251930 lea rdx, aZwcreatesectio ; "TwCreatesSection”
.text:80B87FFICI251937 mov rex, cs:qword 7FFOC9361036 ; hModule Figure 17 —
Ltext:08887FFICI25193E call cs:GetProcAddress
Jtext:e88087FFIC9251944 mov cs:gword 7FF9C9361D86, rax
Ltext :08B87FFOC9251948 lea rdx, aZwopenfile ; "ZwlpenFile"
.text:@eee7FFOCI251952 mov rex, cs:gqword FFF9C93610320 ; hModule
Ltext:eeeeTFFOCo251959 call cs:GetPraciddress
Text:00007FFOC325195F mov cs:qword_7FFOC9361D68, rax
Sext:@eBA7FFAC9251966 lea rdx, aZwclose ; "IwClose”
Ltext:@80ea7FFICI251960 mov rex, cs:qword 7FF9C93561036 ; hModule
Ltext:B8887FFOC9251974 call cs:GetProchAddress
Ltext:88887FFIC925197A mov Cﬁtqwﬂrd_?FFECESElDﬂ.ﬁ, rax
Ltext:80887FFIC9251981 lea rdx, aRtlcompareunic ; "RtlCompareUnicodeString”
Jtext :BBBETFFACI251988 mov rcx, cs:qword_YFF3C9361020 ; hModule
Ltext:00887FFIC925198F call cs:GetProciddress

Bumblebee hooking various Windows functions.
A full, detailed overview of Bumblebee malware can be found here.

Link to the Threat Actor

The observed attack chain is consistent with EXOTIC LILY activity.

The attackers registered a visually similar domain, using a lowercase “L” instead of a
lowercase “I” which spoofed a legitimate U.S.-based cybersecurity company.

The attackers created an email box impersonating an employee of the company and sent
business proposal leads.

The mails are written in proper English, including an email signature which looks very similar
to the signature used by the company. The domain in the email signature is changed to the
fake domain created by the attackers.

Although it might be coincidental, the attackers chose to send the mails around the time of
Black Hat USA,; this might be because many sales teams are out of office and attend the
conference and we speculate that they may have less security measures outside the office
and are constantly networking, making it more realistic that a business proposal email would
be sent, received, and read during the show.

One notable change in EXOTIC LILY’s activity is the addition of the “Smash” file transfer
platform to deliver Bumblebee.
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As noted by Google’s TAG, “EXOTIC LILY seems to operate as a separate entity, focusing on
acquiring initial access through email campaigns, with follow-up activities that include
deployment of Conti and Diavol ransomware, which are performed by a different set of
actors.”

IBM found connections and code similarities between Bumblebee, Ramnit, and Trickbot
malware which seem to be developed by the same group that developed the Conti
ransomware.

However, “Conti” no longer exists, and as noted by IBM, Bumblebee has been linked to
Quantum ransomware.

Deep Instinct Prevention of Bumblebee Attack

While Deep Instinct prevented the attack pre-execution the detection rate of the PowerShell
payload was zero on VT when first seen, and even a few days after only three more generic
detections were added.

(+3 No security wvendors and no sandboxes flagged this file as maliclous

Figure 18 —
d6oc3aciis484bS9ed TI0hATEcah 1454592734 eb5d0 1ecdaT 11230997 Se8hfd20 g
quotafila. ps1
defact-dabug-anvironment  diect-cpu-clock-access  powershedl  runbime-modules
w ':|----| ¥ )
Malicious PowerShell zero detection on first seen in VT.
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Figure 19 — VirusTotal detection evolution for the malicious PowerShell.

The below prevention notification proves once again that a signature-based detection is not
effective against new or modified attack flows.

[¥]
e
@©

]
en
©

(]
en
@©

=]
o
©

11/12


https://securityintelligence.com/posts/from-ramnit-to-bumblebee-via-neverquest/
https://www.advintel.io/post/discontinued-the-end-of-conti-s-brand-marks-new-chapter-for-cybercrime-landscape
https://thedfirreport.com/2022/04/25/quantum-ransomware/

d=ep
instinct

Threat Prevented
"CAWindows...otefile.psi
was identified as a trojan and is now blocked.

Behavioral Analysis

Malicious PowerShell
Command Execution

Prevention by Deep Instinct.

If you'd like to learn more about our malware, ransomware, and zero-day_prevention
capabilities — including our industry-best $3M no-ransomware guarantee — we’d be delighted
to give you a demo.

I0Cs

container.vhd 91d29cfe549d8c7ade35f681eab0ce73a48e00c2f6d55a608f86b6117f494d0d
(sha256)

Quote.Ink 940182dd2eaf42327457d249f781274b07e7978b62dcalae4077b438a8e13937
(sha256)

quotefile.ps1  d6cc3ac995484b99ed790b6f8ceb145492794eb5d01ecd4a71123b9975e9bfd20
(sha256)

stage2.ps1 5d000af554dcd96efa066301b234265892b8bf37bf134f21184096bdc3d7230b
(sha256)

payload.dll 0b0a5f3592df7b538b8d8db4ba621b03896f27c9f112b88d56761972b03e6e58
(sha256)

https://www.youtube.com/watch?v=M93qXQWaBdE

Back To Blog
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