Moisha

- id-ransomware.blogspot.com/2022/08/moisha-ransomware.html

Moisha Ransomware

PT_MOISHA Hacking Team

Moisha Doxware

(xakepckas rpynna, wudpoBanbWMK-BbIMOraTenb, NnyonmkaTop) (NepBOUCTOYHMUK)
Translation into English

OTa xakepckas rpynna Ucrnorb3yeT KpUMNTo-BbIMOraTernb, YToObI LINpoBaTh AaHHbIE aTakoBaHHbIX B13Hec-
nornb3oBaTenewn, a 3atem coobLLaeT, YTO CeTb B3rIOMaHa, a JaHHble ykpageHbl. Boimoratenu TpebytoT Bbikyn B
$10000, 4yToGbI He NyGnMKoBaTh YKpaAeHHble daiinbl U NOoNy4YnTb AelUMdPOBLLVK ANA pacluMdpoBkM dainos.
OpuruHanbHoe Ha3BaHue: Moisha, a HasBaHue rpynnbl PT_MOISHA team. Ha danne HanncaHo: Isassd.exe.
O6HapyxeHus:

DrWeb -> Trojan.Encoder.35760

BitDefender -> Trojan.GenericKD.61278257

ESET-NOD32 -> MSIL/Filecoder.Hamster.A

Kaspersky -> HEUR:Trojan-Ransom.MSIL.Crypmod.gen

Malwarebytes -> Ransom.Filecoder.MSIL

Microsoft -> Ransom:Win32/Moisha!MSR

Rising -> Ransom.Crypmod!8.DA9 (CLOUD)

Tencent -> Msil.Trojan.Crypmod.Bplw

TrendMicro -> Ransom.MSIL.MOISHA. THHBBBB

© lNeHeanorus: poacTBo BbiAcHAeTcA >> Moisha

IDR IDENTIFIED

Cawnt "ID Ransomware" Moisha noka He ngeHTuguumpyer.
UHdopmauumsa ana naeHTudmkaumm
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AKTMBHOCTb 3TUX BbiMoratenemn bbina B cepeaunHe asrycta 2022 r. OpMeHTUpPOBaH Ha aHImMosi3bl4HbIX
nornb3oBaTenen, MOXeT pacnpoCTPaHATLCS MO BCEMY MUPY.

K 3awwmdpoBaHHbIM (harinam Hukakoe paclumpeHue He gobaensetcs.

3anucka ¢ TpeboBaHmeM Bbikyna HasbiBaeTcs: I'READ TO RECOVER YOUR DATA!!! PT_MOISHA .html
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CopepxaHue 3anmckm o BbiKymne:

Hi it's me PT_MOISHA

Our team has penetrated your corporate network!
What have we done?

1.We stole documents compromising your company:
_Projects!

__Client bases!

____Postal correspondence!

__Personal data of employees and customers!
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2.When we left, we encrypted your computers with all the documents and left you this note!

We are waiting for you within 72 hours for negotiations, after this time we will gradually begin to destroy YOUR
Business!

What do we plan to do with your documents?

1.We will carefully analyze everything that we have stolen from you, we are already doing it!

2.After analyzing the stolen projects, documents, personal data, we will start selling them on the black market!
3.We will organize the leak of your corporate documents, those that we do not need but are very important to
you!

4. After complete sorting and analysis of the data, we will start mailing to your customers, having previously
prepared the sitesleaks with your corporate data!

5.We will report your company's hack in the news and newspapers, it will be the collapse of your business!
6.After some time, we will begin to harass and terrorize your customers!

after some time, your documents, and projects that are not needed by us, will be available for everyone to view
here!

http://moishddxqnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion

Use TorBrowser

NIHOW TO AVOID ALL OF THIS!!!

We have good news for you, everything that happened, happened, but we can return everything! If we agree with
YOU$

Cancel all actions with the sale, leakage and destruction of your reputation and the company as a whole! If we
agree with YOU$

Let's get down to business!! WHAT DO WE WANT? we want MONEY) in exchange for money you get:
1.Decryptor to decrypt your files.

2. We will not sell your designs and documents.

3.We will remove all your files from our servers, this will stop your documents and projects from being leaked.
4. We will not terrorize your customers.

5. We will not report to the news and newspapers that you are not reliable and cannot be trusted.

6.We will tell your administrators how we penetrated your network, this is important for you!

THE PRICE OF OUR SILENCE: $10,000 usd!

Are you satisfied with our offer? Do you want to lose your reputation? Do you value your employees and
partners? we're sure you don't want the hype! write to us:

In the first message, tell the operator your MOISHAID: AF042w38-h547-u295-1318-a081de5*****

for quick connection use: moisha_pt@mailfence.com

To start negotiations and restore data, use the Tox messenger, you can download it here https://tox.chat/
launch the messenger and add our operator as a friend, in the first message tell the operator MOISHAID !!
operator contact:

693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF 160AA408304642B

We are waiting for you within 72 hours for negotiations, after this time we will gradually begin to destroy YOUR
Business!

do not try to recover files yourself, this will lead to complete data loss!

MepeBopf 3anUCKN Ha PYCCKUN A3bIK:

MpugerT, ato 4 PT_MOISHA

Hala komaHAa NnpoHuKna B Bally KOPnopaTuBHYHO ceTb!

Y10 Mbl Hagenanu?

1. Mbl ykpanv fOKyMEHTbI, KOMNPOMETUPYHOLLME BaLly KOMMaHWIO:

_lMpoekTbi!

___KnueHTckume 6a3bi!

___[NoutoBas nepenuckal

___ TepcoHankbHble JaHHble COTPYAHMKOB U KNMUEHTOB!

2. Korga mbl yunu, Mbl 3aindpoBany Balln KOMMbOTEPLI BCEMU JOKYMEHTaMM M OCTaBUN Bam 3Ty 3anucky!
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>Koem Bac B TedeHne 72 yacoB Ansi NeperoBopoB, Mo NCTEYEHNM 3TOr0 BPEMEHW Mbl MOCTEMEHHO HAYHEM
paspywaTtb BALU 6usHec!

Y70 Mbl NNaHupyem genartb C BalMMU JOKYMEHTaMn?

1. MbI TWaTenbLHO NpoaHanManpyeMm Bce, YTO Y Bac yKpanu, Mbl 310 yxe genaem!

2.lMocne aHanu3a yKpageHHbIX MPOeKTOB, AOKYMEHTOB, NMYHbIX AaHHbIX Mbl HAYHEM NPOAaBaTh UX HA YEPHOM
pbIHKe!

3. OpraHnsyem yTeuKy BalLMX KOPNopaTUBHbBIX JOKYMEHTOB, KOTOPbIE HaM He HYXHbI, HO O4eHb BaXKHbI A1 Bac!
4.Tlocne NonHOM COPTUPOBKN M aHanm3a AaHHbIX, Mbl MPUCTYMUM K pacCblifike BallMM KIMeHTam,
npegBapuTenbHO MOATOTOBUB CalThl YTEYKM C BalUMMK KOPNOPaTUBHbIMY AaHHbIMM!

5. Mbl coobLummM 0 B3nome Ballen KOMNaHMM B HOBOCTSAX U ra3eTax, 310 byaert kpaxom Baluero 6usHeca!l

6. Yepes kakoe-TO BpEMS Mbl HAYHEM TPaBUTb M TEPPOPU3MPOBATL BaLLUX KIMEHTOB!

yepes Kakoe-TO BPeMSs BalLM JOKYMEHTbI, M HE HYXXHbI€ Ham MPOEKTbI, OyayT AOCTYMHbI AN NPOCMOTPa BCEM
Xenatowmm 3geco!

http://moishddxqnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion

Wcnonb3ynte TorBrowser

NIKAK BCEIO 3TOINO U3BEXATbB!!

Y Hac ang Bac xopoLume HOBOCTU, BCE YTO ObIno, TO ObINO, HO Mbl MOXeM BCe BepHYTb! ECrin Mbl cornmacHsbl ¢
BAMA $

OTmeHWTe BCe OeNCTBUSA C NPOAAKEN, YTEYKON U YHUHTOXEHUEM BaLLen penyTaummn n komnadum B uenom! Ecnu
Mbl corniacHsl ¢ BAMU $

Oasavite npuctynum k geny!! HTO Mbl XOTUM? mbl xotum JEHbBITN) B 06MeH Ha AeHbru Bbl nony4vaete:

. Decryptor ana paclumdpoBku BaLmnx gannos.

. Mbl He Byaem npofasaTh Baly NPOEKTbl U JOKYMEHTHI.

. Mbl yoanum Bce Bawm dainbl ¢ HaWNX CepBepOB, 3TO NPegoTBPaTUT YTEUKY BalLMX JOKYMEHTOB M NMPOEKTOB.
. Mbl He Bygem TeppopuanpoBaTh BalLMX KITMEHTOB.

. Mbl He Byaem coobLuaTtb B HOBOCTSX U ra3eTax, YTo Bbl HEHaAEXHbl U BaM Henb3s JOBEPSATh.

6. Mbl pacckaxeM BawmM agMUHUCTPaTopaM, Kak Mbl MPOHMKIN B Bally CETb, 3TO BaXKHO Ans Bac!

LIEEHA HALLEITO MONYAHWNA: 10 000 gonnapos CLUA !

Bbl 4OBOMNbHBI HALLMM MpeaniokeHnem? Bbl XoTUTe NOTepsiTb CBOK penyTauunio? Bl LleHUTe CBOMX COTPYAHMKOB
1 NapTHEPOB? Mbl YBEPEHbI, YTO Bbl HE XOTUTE LWyMUXU! HANULINTE HaM:

B nepsom coobuieHnn coobmnte onepartopy csot MOISHAID: AF042w38-h547-u295-1318-a081de52e321

ans 6bICTPOro NOAKNYeHNs ucnonb3ynTte: moisha_pt@mailfence.com

[ns Hayana neperoBopoB 1 BOCCTAHOBMEHUS LAHHbLIX UCMONb3yhTe MecceHakep Tox, ckayaTb ero MOXHO 30eCb
https://tox.chat/

3anycTuTb MecceHaxep 1 AobaBuTb B ApY3bs HALLEro onepatopa, B NepBOM COOBLLEHUN yka3aTb onepaTopa
MOISHAID!!

KOHTaKT oneparopa:
693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF160AA408304642B

>Koem Bac B TedeHne 72 YacoB Ha NepPEroBopbIl, NOCIe 3TOr0 BPpEMEHU Mbl MOCTENEHHO HAa4YHEM pa3pyLiaTts BALL
6usHec!

He NblTanTecb BOCCTaHaBMNMBAaTb (hainbl Camu, 3TO NPUBEAET K MOSHONM NoTepe AaHHbIX!

A~ WN -

BHumaHue! HoBble anemMeHTbl MAeHTUMKaLnn: paclumpeHmns, email, 3annckn o BbiKyne MOXHO HanTu B
KOHLIe cTaTbu, B 06HOBNEHNSAX. OHM MOTyT OTNMYaTbCA OT NEPBOrO BapuaHTa.

TexHun4yeckue getanu + 10C
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MoxkeT pacnpoCTpaHATbCS NyTEM B3floMa Yepes HesalluLeHHyo koHdurypaumio RDP, ¢ nomowbto email-cnama
N BPEAOHOCHbIX BMOXEHN, 0BMaHHbIX 3arpy3ok, 60THETOB, 3KCMMOWTOB, BPE4OHOCHOW peknambl, BEO-MHXKEKTOB,
danbLUMBbIX OGHOBMEHWI, NEpenakoBaHHbIX U 3apaXEHHbIX MHCTannaTopoB. CM. Takke "OCHOBHbIE CMOCOObI
pacnpoCcTpaHeHUs KpMnToBbIMOraTenen" Ha BBOAHOW CTpaHuLe bnora.

BHumaHue! Ecnu Bbl npeHebperaete KOMMNIEKCHOM aHTUBMPYCHOM 3alumuTon knacca Internet Security nnm
Total Security, To xoTs 6bl genaviTe pe3epBHOE KONMUMPOBaHWE BaxkHbIX (harinos no metony. 3-2-1.

Cnucok Tunos ¢hannoB, nogBeprarowmxcsi WndpoBaHUIo:
Ot1o pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble daiinbl, 6a3bl faHHbIX, hoTorpacumm, Mmyabika, BULEO,
dannbl 06pasos, apxmBbl 1 Mp.

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:
NREAD TO RECOVER YOUR DATA!!! PT_MOISHA .html - HazBaHue ¢anna c TpeboBaHMEM BbIKyMa;

Isassd.exe - criyyanHoe Ha3BaHue BpeLoHOCHOro hanna;
<random>.exe - criy4yanHoe Ha3BaHue BpeJOHOCHOro davna.

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3aHHbIe C 3TUM Ransomware:
CM. HMxe pesynbraTtbl aHaNM30B.

MbloTeKChl:
CM. HWKe pesynbTaThl aHanmn3oB.

CeTeBble NOAKIOYEHUA U CBA3N:

Tor-URL: hxxx://moishddxqgnpdxpababec6exozpl2yr7idfhdldiz5525a025bmasxhid.onion
Email: moisha_pt@mailfence.com

Tox

mMeccengxep: 693E9B36480678C055A135337A72913FA16F704919BCEBDFC647ACBOBCACF160AA408304642B

BTC: -
CM. HUXe B OBHOBREHUsX Apyrue agpeca n KOHTaKTbl.

E@‘EI
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Cant BbiMoratenew ans Hac He OTKPbISICS.

Pe3ynbraTthl aHanu3oB:
IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: d197883d8745a61fe25aebea85622a65

SHA-1: 5d22d359e7b8dc70ccf5e369fb07f2e0960ef76f

SHA-256: b3ebc327773f5f846deeb1255475644a630c4d0d3b4eda3dbbf995a36599c07 cf
Vhash: 254036655511608¢29130080

Imphash: f34d5f2d4577ed6d9ceec516¢c1f5a744

CTteneHb pacnpoCTPaHEHHOCTU: HU3KaS.
MHdopmaums gononHsietcs. Npuckinante obpasupl.

=== ICTOPUSAA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJTIEHWW === BLOCK OF UPDATES ===

Eweé He Obinio 06HOBNEHMI 3TOrO BapmaHTa.

=== BJIOK CCbINIOK n CMNACUBOK = BLOCK OF LINKS AND THANKS ===

http://

Read to links:

myMessage + Message + Message
Write-up, Topic of Support

* kK

~&

Tdnke

Thanks:

.

Anneries, quietman7, MalwareHunterTeam

Andrew Ivanov (article author)
* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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