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In May 2022, we reported on the Caramel skimmer-as-a-service and how the proliferation of
online credit card skimmers support fraud. Evidence suggests CaramelCorp, the group
behind the Caramel skimmer, does not limit their cybercrime activities to skimming. Instead,
this group appears to pivot frequently in search of profitable new lines of business using
different aliases with a documented history spanning several years. Such behavior is not
unusual; rather, this appears to be a trend where cybercriminals are quicker to adapt-and
expand to offer new services—in response to market forces.

Several factors contribute to this trend, but three are especially pertinent to this investigation.
First, cybercrime threat actors can (temporarily) avoid scrutiny from law enforcement by
appearing to be a small operation—a target simply not worth the effort to address, given the
significant increase in cybercrime and limited resources available to deter such behavior. A
cybercrime group that convincingly “appears small” can realize rich dividends. Second, savvy
cybercrime threat actors closely monitor the underground economy and evaluate new
opportunities in response to market forces. Third, increased specialization and reliance on
third party services within the underground economy makes expanding into new types of
cybercrime economical with minimal learning curve. The potential harm this trend can cause
for business and consumer alike should not be discounted, nor should adversary creativity or
their willingness to pivot in search of profits.

Despite its upside, such a trend is not without additional risk for cybercriminals. In exchange
for additional capabilities and revenue, cybercrime actors often increase exposure. One
helpful way to understand this relationship is through the lens of network defense and to
consider exposure in terms of attack surface: increased complexity and reliance on third
party services creates risk. If realized, that risk can become exploitable. Such is the case
with CaramelCorp, and these footholds help bring into focus a cluster of activity beyond
selling access to an online credit card skimmer. Instead, a portrait of a more ambitious group
with forays into stealer malware, dubious video game “hacks,” and cryptocurrency scams
begins to appear.

Domain Registrant “Ozil Verfig” and a Trail of Badness

The seeming simplicity of whois data belies immense complexity. Relationships between
registrant data and how domains relate can offer helpful insights when used judiciously.
Commonality — whether infrastructure or artifact — does not necessarily mean association or
shared endeavor. Not all roads lead to Rome and not all threads of an investigation lead to
the same suspect or conclusion. The art of threat intelligence is the ability to see multum in
parvo (“much in little”) without losing sight of the big picture. To do so is to be comfortable
with ambiguity, something cybercrime investigations are often fraught with. The domains in
CaramelCorp’s orbit and how they overlap with the domain registrant “Ozil Verfig” typify this
“big picture” approach.
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In this case, several roads lead to CaramelCorp. Whois records for caramelcorp[.]cc offer
several useful initial footholds, the most helpful being:

Registrant Name: Ozil Verfig
Registrant Organization: Ozil Verfig
Registrant Street: Krasnaya Ploshad
Registrant City: Moscow

Registrant Postal Code: 101000
Registrant Country: RU

Registrant Phone: +495.1234321

Registrant Fax: +495.1234321Registrant Email: [email protected][.Jcom

Notably, the caramelcorp[.Jcc domain appears to be controlled by a single registrant for its
entire history. The registrant organization name “Ozil Verfig ” and email address

“[email protected][.Jcom” seem distinctive. Further, the OSINT footprint associated with this
registrant is narrow but deep.

A review of caramelcorp[.]Jxyz, one of CaramelCorp’s earlier domains, also has “Ozil Verfig”
listed as the domain registrant’s organization. The name “Ozil Verfig” is unusual. Thus, the
relatively small footprint of domains with registrants and registrant organizations using the
name suggest relatedness. Further, many of these domains appear to fall into three
categories: (1) impersonation of financial institutions, (2) cryptocurrency scams, and (3)
malware domains, whether for propagation or administration (with possible ties to a notable
Redline stealer campaign). Given the cybercrime nexus, distinctive name, targeting behavior,
and frequently used domain registrars, it appears more likely than not that a single threat
actor or group is behind these domain registrations. Another factor to consider is whether
any similar domain naming conventions exist.

Registrant “Ozil Verfig” domains follow several consistent naming conventions for several
likely domain purpose groups. Some of these domains include:
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Domain
Dashed domains:

accounts-cooperative[.]com
2021
acounts-service[.]com
2021
cdn-googlestatic[.]com
2022

docs-file[.]com

2022
downloads-drive[.]com
2022
downloads-safe[.]com
2022

drive-file[.]com

2022
file-office[.]com
2022
redhat-dev[.]com
2022

spotify-account[.]xyz
2022
static-microsoft[.]com
2022
storage-drive[.]com
2022

Gaming “hacks” and scams:

fortnightcheat[.]com
2022
robloxforul[.]com
2022

skinchangenow[ .]com
2022
valorannow[.]com
2022

Typosquatting and lookalike domains:

bllockchaln[.]online
2020
certcodeplus[.]top
2020

certicode[.]xyz

2020
certicodeplus[.]club
2020
certicodeplus[.]group
2020

Registrant

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig

Verfig

Verfig
Verfig
Verfig

Verfig

Verfig
Verfig
Verfig
Verfig

Verfig

Registrar

NiceNIC
NiceNIC
NiceNIC
NiceNIC
NiceNIC
NiceNIC
Cloudflare
NiceNIC
NiceNIC
DNSPod
NiceNIC

NiceNIC

NiceNIC
NiceNIC
NiceNIC

NiceNIC

DNSPod
NiceNIC
NiceNIC
DNSPod

139.com

Date

Nov.

Nov .

Feb.

Mar .

Mar .

Mar .

Mar .

Mar .

June

April

June

Mar .

Mar .

Mar .

Mar .

Mar .

May

Nov.

Oct.

Oct.

Oct.
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certicodeplus[.]online

2020
certicodeplus[.]top
2020
certicodplus[.]site
2020
certlcodeplus[.]top
2020
firstechfed[.]site
2020
flrstechfed[.]com
2020
flrstechfed[.]group
2020
flrsttechfed[.]group
2020

lloyids[.]com

2020

Panels:

caramelcorp[.]cc
2020
caramelcorp[.]xyz
2020
bezpecnost[.]tech
2022
bezpieczenstwo[. Japp
2021
bezpieczenstwo[.]tech
2022

gotxest[.]top

2020

panel-smm[.]top

2022

Likely malware:

ahf4ycvead439ttorq[.]site

2022
awgwywewfs56843[.]top
2021

batroslunk[.]top

2020

blctrsb[.]site

2020

fitollday[.]site

2020
gaweawgeaweg232[.]top
2021
ghslitvompj[.]top
2020

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

0zil

Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig
Verfig

Verfig

Verfig
Verfig
Verfig
Verfig
Verfig
Verfig

Verfig

Verfig
Verfig
Verfig
Verfig
Verfig
Verfig

Verfig

DNSPod

NiceNIC

NiceNIC

NiceNIC

NiceNIC

NiceNIC

139.com

139.com

NiceNIC

NiceNIC

NiceNIC

NiceNIC

NiceNIC

DNSPod

NiceNIC

NiceNIC

NiceNIC

DNSPod

DNSPod

NiceNIC

NiceNIC

NiceNIC

NiceNIC

oct.
Sept.
oct.
oct.
oct.
oct.
oct.
oct.

Oct.

Dec.
Dec.
April
Dec.
April
Oct.

Jan.

March
Jan.
Dec.
July
April
Jan.

Nov.
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regisbrow[.]site 0zil Verfig NiceNIC July
2020

windows-upgraded[.]com 0zil Verfig NiceNIC Jan.
2022
wornegmot[.]top 0zil Verfig NiceNIC Oct.
2020

* For purposes of this table, domain registrant and domain registrant organization are
combined.

Consistent domain naming conventions across several domain registrations and clustered
during specific time periods help define a nexus between CaramelCorp and whois records
that include “Ozil Verfig.” But how many of these domains are a signal instead of noise, and
does that signal relate to CaramelCorp? The answer is simple. One can begin to identify a
person in a crowd — even when everyone looks the same — based on their activities outside
of that crowd.

Forum presence of CaramelCorp promoter “letszOck3r”

letsz0ck3r-

Pro Member

Pro Member Figure 1:
Peructpauwa: 26.12.2017

i,,.,mhf__#_ﬂ,;_ CocnenHAs akTueHoCT: 02.03.2022

UfoLabs Russian-language hacking forum profile card for user “letszOck3r.”
First mentioned in our earlier report, the actor “letszOck3r” (also known as “Zocker” and likely
“or1kstar”) has a history of offering and promoting services on Russian-language cybercrime
forums (Figures 1-2). Some of these may include:

Selling “Star Stealer” malware that sends stolen data via Telegram (Figures 3-4)
Likely use of popular off-the-shelf malware (Anubis, Redline, Arkei)

Offering cash-out and laundering services using US-based financial institutions (Figure

Selling malware encryption and digital signature services

Promoting a hidden virtual network computing (hVNC) module for sale
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Video game mods and cheat systems (Figure 6)

Given the background of the Caramel skimmer, such products and services make sense
contextually. Of this list, most services are no longer offered. This could be in response to
market forces, improved technical abilities, and/or more profitable cybercrime niches.

TG - @letsz0ck3r

Figure 2: A SkyNetZone post
Zocker
YUYACTHMK

Ed HauaTes nepenmcy

12 Okr 2018

where actor “Zocker” shares the Telegram handle @letszOck3r as part of their contact
information.

N SAKPLITO | Estar stealer= — nyuwwi CTHANGP € OTCTYKOM B Tenerpamm
‘*’v ﬁ Stealer - cneuMansHan NPOrPaMMa, KOTOPaA BOPYET PasMMYHYI0 HHbopmaumo ¢ MK xepTasl. @yHkuMoHan crinnepa: Passwords | Cookies | AutoFill | Cards

(cGop w3 Boex npogmned Gpaysepa): - Mozilla Firefox - Google Chrome - Bee 6pay3epel Ha ocHose Chromium - Opera - Kometa - Amigo - Orbitum - Comodo -...

Figure 3: A SkyNetZone hacking forum post summary promoting Star Stealer malware by
user “Zocker.”
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Stealer - cNOUMANLHER NPOTPaMIL, KOTOPAR DOPYET PAIMmHYO MHhopuawio o MK xepTon,

IYHELMOHEN CTRNepa:

Passwords | Cookies | AuloFill | Cards (cop wa poax npodeaned Gpayepa):

= Mourilla Firadox
- Google Chrome
- Bee Gpayzopw Ha ocrose Chromium
Zocker - Opera
YaaomemK - Kormals
B HAsaTh nepenecxy - Amigo
12 Owr ong - Orbitm
- Comaodo
= Torch

= Yandax Browder

Telagram se3sion (CTUANKHMI TENSMPAM CACCHH]

FileZilla data (cTennuAr maponed i FTP cmsesata Fledilla)

Steam data (rpaftwHr cainoe ana otwona Steam Guard 8 Steam)

Phato (doTo ¢ pelkameps MepTow)

Screen3hal [CRpUHILOT PAGOMETD CTONE)

Userdgents Generator (remepaumn Userfgents non Gpaysepe e pTomw)

VioDsnif W KPACHBLIA B NOTE

MpabSuar TexcTa wa Gydepa ofuena

Janyok nouTH wa moboR mawnee

He Hy#HO BalMPaTE M 38NA0WBSTECA © XOCTHMHIEAMM, TAK KEK Norv npixogat NPAMO BAM B TELEGRAM
¥mobomia nowex b Telegram No ocHOBHDIM 3ANPOCEM NOMOE (M0 HoenakHmd qofannd paw Janpoc)

PerynApHaER YWCTEE GUNGE, NaRgTaRM NOLIBPOHKE W CRANKA HE Gy ayuwi codT

Cno@nep: MNpassna
Cnoaneg: Baa Nora

DorawT 1726
SkyNetZone hacking forum post promoting “Star Stealer,” which claims to steal a wide array

of data and be largely undetectable by antivirus services.
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Effective methods of cashing out balance sheets.
*#Accounts are not blocked after the first attempts, as
is the case with revolution and merch.#

We can make up to $12,000 from an account at a time,
the conditions are negotiated separately.

Almost always connected

We guarantee that money with VCC will not hang
anywhere, as is often the case with similar services.

Figure 5: Translation

of actor “Zocker” promoting their cash-out services.

Along with a Russian-language hacking forum presence, “letszOck3r” appears interested in
video game mods and cheat systems. Unsurprisingly, this actor maintains a presence on the
Phoenix video game hacking forum (Figure 6). They also appear to be a customer, which
could suggest an interest in gaming beyond exploitation. This activity proved to be especially
helpful in this investigation.

B2t .‘ . €, Nowox

letszOck3r
PenerTpaiie o

i Pofatia Al

Coobigtems 12

[ ettty
Boes Ngusit?, LaRied 007 & T0 SONatesonan (0§, Modeucmtin DaboTy svtias, & ri@ued N0TERDSRE © Q440N
N v ATyt

» bt sanlaes

o= Balanare 50 fog weol CTRA s AORAET, ¥ HEnpemstp r-307 W CHBRMEDEE LiaR-TO

& " almBal Aaudorm”

betsrici i 1
Earas ¢ 19, Parbwe Tanoro se Seno. KaTal CKOAROD S BAEIET, OERR ME HABE[HOE B DuHyD SEnsoT W
Guent gy B0 EETHORTH 10010 KOF 10 A0XOY 55 1-1 asmeaina

» “imbod audare

- BoylEHT 7

Figure 6: Examples of “letszOck3r” presence on the Phoenix video game hacking forum.
Notably, their activity appears to center around aimbots—videogame cheats that vastly
improve a player’s reaction time and aim by modifying game configuration files via code
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injection as well as using other methods. These modifications almost always violate
multiplayer game terms of service.

Video game mods and cheat systems represent a tiny fraction of the underground economy,
but their context deserves particular attention. Video game mods are frequent malware
propagation vectors. Sometimes threat actors pair a game cheat system with malware;
others are rudimentary and simply install malware. The prospect of an unfair advantage in
online competitive games makes prospective targets much more likely to install them and
ignore antivirus alerts (see Figure 7 for an illustrative example). Because such cheat systems
often use code injection to operate, requests to disable Windows Defender entirely and run
the program with administrator-level privileges seem credible to prospective targets.
Malicious video game mods will often install stealer malware. Notably, DomainTools
Research monitors several Redline campaigns that use this precise propagation vector.
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2" Welcome, This is new free hacks for you #*
@) Link: https://telegra.ph/INJi :
1§ Status: Updated ( 07.07.2022)

TO AVOID PROBLEMS WITH THE ACTIVATION OF THE HACK, DO THESE ACTIONS
@ 1. Disable / remove antivirus (files are completely clean)

@ you can't download, try to copy the link and download using another browser!
.3. Turn off VPN if you have it enabled

@ 4. Disable Windows Smart Screen, as well as update the Visual C++ package
aAttention! Possible negative reaction of Windows Defender / antivirus.

.TUTUR HOW TO DOWNLOAD:
r "]-Download the archive.

I B -Unzip in new folder.

B -Password: 1039

L 7-Open Injector

TUTOR:
® Rules for running a Injector:

1. Run the Injector
®2. Run the game.

3. Start reading on the F12 key.

*Any Info %

P LIKE THIS VIDED ¥
#suB CHANNEL
P Leave a LIKE and SUBSCRIBE if you enjoyed this video! ol
Also subscribe and click on the bell to not miss my new videos! &
See you soon! #F

A\ COPYRIGHT INFRINGEMENT! 4\

Copyright Disclaimer Under Section 107 of the Copyright Act 1976, allowance is made for "fair use"
for purposes such as criticism, comment, news reporting, teaching, scholarship, and research. Fair
use is a use permitted by copyright statute that might otherwise be infringing. Mon-profit,
educational or personal use tips the balance in favor of fair use.

Figure 7: Description of an almost certainly malicious videogame cheat system from a
recently uploaded YouTube video. Used for illustrative purposes and without apparent ties to
CaramelCorp. After claiming “files are completely clean,” the guide then requests potential
victims disable Windows Smart Screen and Defender.

Several domains associated with CaramelCorp offer likely malicious video game mods and
cheat systems. These domains use the domain registrant organization “Ozil Verfig.” Some
examples include the domains valorannow[.Jcom and fortnightcheat[.]Jcom (Figures 8-9).

Both appear to be slightly modified clones of other very suspicious video game mod
services.
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ValorantCheats

ValorantHACK

Free version

DOWNLDAD

Figure 8: Screenshot of CaramelCorp-associated valorannow[.]Jcom. Likely tied to malware
activity, this game cheat engine targets Valorant players.
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Free Fortnite Cheat
with Reliable Ban
Protection

Imtuitive interface

Easy customization

Free Download

& Windows 7 and higher

Why FORTCHEATS?

PR S

Free Functionality Cloud Settings

Use the cheat absolutely Great functionality and Everything that you set up
Trea Mexible customization in the cheat is stored in the
cloud and will not disappear
anywhere

Figure 9: Screenshot of CaramelCorp-associated fortnightcheat[.]Jcom. Likely tied to malware
activity, this game cheat engine targets Fortnite players.

But what more can one learn from domains and why would that matter? Sometimes threat
actors inadvertently reveal additional cybercrime activity. Here, a minor OPSEC mistake
suggests “letsz0ck3r” also has a keen interest in cryptocurrency scams. Their mistake: using
one domain for two very different types of scam.

Cryptocurrency scams

Cryptocurrency scams are legion, and CaramelCorp’s adoption of them should surprise no
one. The purpose of a cryptocurrency scam is primarily cryptocurrency theft (or, in some
cases, an attempt to install malware). More advanced cryptocurrency scams, referred to as
“drainers,” not only steal credentials and wallet recovery phrases—they also empty
cryptocurrency wallets and transfer the funds to an attacker-controlled wallet long before a
victim even realizes their mistake. These stolen funds are almost certainly unrecoverable
when transferred and, especially when laundered using privacy-focused cryptocurrencies,
exceedingly difficult to track by investigators.

” o«

A simpler cryptocurrency scam uses “airdrops,” “money flips,” and “crypto giveaways” as
lures to defraud victims. Each of these scams rely on the ruse that sending cryptocurrency
somewhere will result in a massive short-term return on investment. Victims lose all the
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cryptocurrency they send, which is then laundered by fraudsters. Like drainers, funds stolen
using this scam are almost certainly unrecoverable. As economists have long said, there is
no free lunch.

And why are these scams becoming so commonplace? The answer is painfully
straightforward: they succeed, with victim losses in the billions of dollars. Another key driver
in the increasing popularity of cryptocurrency scams is decentralized finance (“DeFi”) paired
with the vast swath of cryptocurrency projects and services operating in the DeFi space.
Separating legitimate DeFi services from malicious ones can become difficult for even
experienced cryptocurrency traders.

A clearer picture of CaramelCorp with blurred lines

Importantly, overlap in cybercrime activity can occur on the same domain and help further
define a nexus of activity related to an actor group. Here, domains associated with
CaramelCorp have historical screenshots of both likely malicious video game cheats and
cryptocurrency scams within a relatively brief timeframe (Figures 10-11). The domain
skinchangenow[.Jcom is by no means the exception.
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Skinchanger

Custom me absolutely for free.
T ition in games.

to download ‘

Download for C5:G0 Download for Dota 2

Standoff 2 = Minecraft

Download for Standoff 2 | Download for Minecraft |

Figure 10: Likely malicious “Skinchanger” video game mod at skinchangenow|[.Jcom.
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Hurry up and take part in the
giveaway of 5 000 000 ADA

Participate in the giveaway

ADA / USD +4.68% BTC/USD +1.15%

0.891% 41915.43 %

HOW IT WORKS

We believe that Blockchain and ADA Coin will make
the world more fair. To speed up the process of )
cryptocurrency mass adoption we decided to

= o1
run 5 000 000 ADA BIEAWERY. to 200 000 ADA (x2) to the address you

sent it from.

Figure 11: Cryptocurrency giveaway scam targeting Cardano holders at
skinchangenow[.Jcom.

The CaramelCorp-associated domain valorannow[.Jcom featured a cryptocurrency scam that
was replaced weeks later with a landing page for the very suspicious “ValorantCheats”
website (Figure 12).
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Q Inspect: valorannow.com

Domain Profile

2022-04-08 @ Host IP: 46.173.215.155

7 ValorantCheats

Figure 12: DomainTools Iris Investigate screenshot history feature reveals how the domain
valorannow[.]Jcom first began as a cryptocurrency giveaway scam.

Interestingly, a historical screenshot of another CaramelCorp-associated domain appears to
show a data table viewable by an unauthenticated user. The domain in question is
gotxest[.]top. This data table’s columns suggests its purpose was to collect skimmed
payment data (Figure 13):
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ID

URI

BIN
Number
Expired
Cvw
Billing
ZIP
Cardholder
Phone
UAgent

e e e igUre 13: What appears

to be a table for skimmed card data exposed to the public web at gotxest[.]top, another
domain associated with CaramelCorp.

Given CaramelCorp’s interest in online credit card skimming, this historical screenshot of
gotxest[.]top’ helps solidify further the nexus between “Ozil Verfig” domains and
CaramelCorp’s activities as a whole.

Taken together, a detailed portrait of CaramelCorp comes into focus. Instead of a skimmer-
as-a-service vendor, CaramelCorp represents a group focused on profit maximization that
pivots based on market signals, and—more importantly—one willing to learn from years of
experience. CaramelCorp’s behavior in this regard appears to be part of a trend, but not all is
lost for defenders. An analyst mindset combined with quality data sets allow defenders to
define, detect, and defend against threats promptly when threat actors pivot (or expand)
activities based on market shifts in the underground economy. Happy hunting.
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We use cookies on our website to give you the most relevant experience by remembering
your preferences and repeat visits. By clicking “Accept All”, you consent to the use of ALL
the cookies. However, you may visit "Cookie Settings" to provide a controlled consent.

Cookie SettingsAccept All

Privacy Overview

This website uses cookies to improve your experience while you navigate through the
website. Out of these, the cookies that are categorized as necessary are stored on your
browser as they are essential for the working of basic functionalities of the website. We also
use third-party cookies that help us analyze and understand how you use this website.
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These cookies will be stored in your browser only with your consent. You also have the
option to opt-out of these cookies. But opting out of some of these cookies may affect your
browsing experience.

Necessary cookies are absolutely essential for the website to function properly. These
cookies ensure basic functionalities and security features of the website, anonymously.

Cookie Duration Description
cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox-analytics months  The cookie is used to store the user consent for the

cookies in the category "Analytics".

cookielawinfo- 11 The cookie is set by GDPR cookie consent to record

checkbox-functional months the user consent for the cookies in the category
"Functional”.

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.

checkbox-necessary  months The cookies is used to store the user consent for the
cookies in the category "Necessary".

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox-others months The cookie is used to store the user consent for the
cookies in the category "Other.

cookielawinfo- 11 This cookie is set by GDPR Cookie Consent plugin.
checkbox- months The cookie is used to store the user consent for the
performance cookies in the category "Performance”.
viewed_cookie_policy 11 The cookie is set by the GDPR Cookie Consent plugin

months and is used to store whether or not user has
consented to the use of cookies. It does not store any
personal data.

Functional cookies help to perform certain functionalities like sharing the content of the
website on social media platforms, collect feedbacks, and other third-party features.

Performance cookies are used to understand and analyze the key performance indexes of
the website which helps in delivering a better user experience for the visitors.

Analytical cookies are used to understand how visitors interact with the website. These
cookies help provide information on metrics the number of visitors, bounce rate, traffic
source, efc.

Advertisement cookies are used to provide visitors with relevant ads and marketing
campaigns. These cookies track visitors across websites and collect information to provide
customized ads.
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Other uncategorized cookies are those that are being analyzed and have not been classified
into a category as yet.
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