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FluBot Analiz Ozeti

FluBot zararlisi Android cihazlari hedefleyen ve sahte SMS’ler araciliiyla kurbanlara enjekte
edilen bir zararl yazilimdir. Oltalama (phishing) yontemleri kullanilarak hazirlanan sahte
SMS FluBot'un indirilmesini saglayan baglantiyi icerir. Bu baglantiya tiklayan kurbanlar .apk
uzantili bir dosya indirirler. Kurulum isleminden sonra FluBot zararlisi komuta kontrol (C2)
sunucusu ile iletisim kurarak cihazi uzaktan yonlendirir.

Gergeklestirilen analizler sonucunda FluBot zararlisinin kurban cihaz Gzerinden SMS
gobnderme, gelen kisa mesajlari okuma, arka plan uygulamalarini kapatma ve telefon
rehberine erisme gibi yeteneklere sahip oldugu tespit edilmistir.

Kurulum sonrasi zararli gerekli izinleri kurbandan aldiktan sonra ilgili oltalama senaryosu
geregi kurbani bir forma yonlendirir. Bu sayfada kurbandan dogum tarihi, ad-soyad, kredi
karti bilgisi ve telefon numarasi gibi hassas bilgiler temin edilir. Ardindan temin edilen bilgiler
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FluBot araciligiyla saldirgana ait komuta kontrol sunucusuna gonderilir.
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Baska bir 6rnekte ise FluBot'un sahe SMS ile kurban sisteme ytklenmesi islemi gdze
carpiyor. Hedef kullanici SMS ile gelen linke tikladiktan sonra gelen web sayfasi Uzerinde,
zararl yazilimi indirmesi igin hazirlanan sahte ve gergekgi bir sayfa ile kargilagiyor. (Ornek
oltalama sayfasina iligkin ekran goruntusu asagida sekilde yer almaktadir)
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Laden Sie unsere Anwendung herunter, um lhr
Paket zu verfolgen

Download Applikation
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Bulagma Sikhigi ve Hedef Ulkeler

FluBot zararlisi yogunluklu olarak ile Avrupa ulkelerini hedef segmistir. COVID sonrasi artan
paket dagitim hizmetlerini phishing araci olarak kétlye kullanmistir bdylece kisa bir zaman
icinde ¢ok hizli bir yayllmaya sahip olmustur.

Germany
10.4K

Poland

FluBot Teknik Analizi

FluBot zararlisi indirildikten sonra cihaz iginde “full access” yetkisi verilmesi icin kullanici
onayi istemektedir. Onay, hedef kullanici tarafindan verildikten sonra hedef kullanici
uygulamayi kapatsa bile zararli yazilim arka planda ¢alismaya devam etmektedir.

Allow notification access for

Use FedEx? FedEx?

To install you must turn on the FedEx will be able to read all

accessibility service for "FedEx". FedEx needs to: Action Required (2/2) natifications, including personal
o _ . . information such as contact

Click "0K" to go to the settings and + Observe your actions To finish installation you must turn names and the text of messages

then scroll until you find “FedEx Receive notifications when you're on notification access for "FedEx". you receive. It will also be able to

and click to turn on the accessibility interacting with an app. dismiss notifications or trigger

Action Required (1/2)

rvi . Click "0K” to go to the natification : :
service . Retrieve window content settings 9 action buttons they contain.
- Inspect the content of a window B
\fyoudonotfinditclickon you're interacting with, ox This will also give the app the ability
Downloaded / Installed services = to tum Do Not Disturb on or off and
and then click on "FedEx". change related settings.

CANCEL oK
DENY  ALLOW

Arka planda galisan “com.eg.android.AlipayGphone” (FluBot) zararlisina ait izin listesi su
sekildedir:
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¢ android.permission.INTERNET

e android.permission.READ_CONTACTS

e android.permission.WRITE_SMS

e android.permission.READ_SMS

e android.permission.SEND_SMS

e android.permission.RECEIVE_SMS

e android.permission.READ_PHONE_STATE
 android.permission.QUERY_ALL_PACKAGES

e android.permission.WAKE_LOCK

e android.permission.FOREGROUND_SERVICE

e android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
e android.permission.CALL_PHONE

e android.permission.REQUEST_DELETE_PACKAGES

e android.permission.KILL_ BACKGROUND_ PROCESSES
» android.permission.ACCESS _NETWORK_STATE

Yukaridaki izinlerle erisen, kot amaglh yazilim asagidaki eylemleri gergeklestirebilir hale
gelmektedir.

« internet erisimi

* SMS Okuma / Gonderme

* Telefon rehberini okumak

» Cagri Yapma

* Cihaz iginden uygulama silme

* Erisilebilirlik hizmetini kullanma yetenegi
+ Cihaz bildirimlerini okuma

Hedef kullaniciya ait Android cihaz artik surekli olarak saldirganlara ait komuta kontrol
sunucusu ile iletisim halindendir. Analizlerimiz sonucunda bu iletisimin saldirganin istegine
gore SOCKS Proxy Uzerinden devam edebildigi tespit edilmistir.
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int v = -1;
switch(argl2.hashCode()) {
case -659046262: {
if(argl2.equals(“SMS_INT_TOGGLE")) {
v = 1;
}
}

case 63294573: {
if(argl2.equals("BLOCK")) {
vl = 10;
}

break;
}
case 79072527: {
if(argl2.equals("SOCKS")) {
v = 11;
}

break ;
}
case 279273946: {
if(argl2.equals(“OPEN_URL")) {
v = 2:
}

break ;
}
case 1628351171: {
if(argl2.equals("RUN_USSD")) {
ve = B;
}

break ;
}
case 1844385979: {
if(argl2.equals(“DISABLE_PLAY_PROTECT")) {
ve = 3;
}

3.1- String Obfuscation (Karmasiklastirma)

FluBot zararlisi incelemeyi zorlastirmak ve anti virls yazilimlarini bypass etmek (atlatmak)
icin agik kaynak kodlu olan Paranoid isimli String obfuscator yazilimini kullanir bdylece
zararh yazihma c¢alisma asamasinda String verilerini gizleme 6zelligi kazandirilhr.

Obfuscate edilen String veriler:
* Botld

* BrowserActivity
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» CardActivity

» ComposeSmsActivity
+ Contactltem

* DGA

» ForegroundService

* HitpCom

* IntentStarter

* LangTxt

* MainActivity

* MyAccessibilityService
* MyNotificationListener
* PanelReq

* SmsReceiver

* Spammer

« Utils

» SocksClient

* PanelReq
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3.2 — String De-obfuscate

FluBot zararlisina ait String veriler saldirganlar tarafindan gizlenir, analiz sonuglarinin
dogrulu igin Obfuscated olan String verilerim De-obfuscate edilmesi gerekmektedir. Bu iglem
icin acik kaynak kodlu olan bir Java yazilimindan yararlaniimigtir.

CryptaxRocks.java X

g(argl, CryptaxRocks.chunks);
r="+result);

Java yazilimi galistinldiginda chunks37 dizisi igerisinde bulunan veri matematiksel bir
fonksiyon ile anlasilir String veriye donusturultr. Sag kisimda goruldugu gibi ¢ikti olarak
uretilen veri igerisinde farkli dillere ait phishing agamasinda kullanilan String veriler
mevcuttur. (Card Number, CVV, Owner,Year vb.)
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& Execute | > Share  SourceFile  STDIN 1l Result

g1, int arg2) {
arg? | argl << arg2);

long seed(long arg2) {
(arg2 ~
N v2 D 28

characters long. Turn your card over and look at the signature k

a tej aplikacji, sprébuj ponownie péiniej.
iaczyé dostep do powiadomien dla "se".
yptaxRocks {

¢ string [] chunks37 = new String[] {

g=AMI_DEF_SMS_APP
ring=c

ring=d
ring=UNINSTALL RP®

3.3 — Command And Control (Komuta Kontrol)

must be provided to prove that you are an adult. This card will mot be charged anc

FluBot zararlisina ait en yeni versiyon 4.0 olarak ortaya ¢ikmistir. FluBot hedef Android
cihaza girdikten sonra saldirgan ile baglanti kurmak icin Domain Generation Algorithm
(DGA) isimli bir algoritma yardimi ile random say1 ve harflerden olusan bir domain
olusturmakta ve boylece saldirganlara ait komuta kontrol sunuculari bot yazilimlardan
gizlenebilmektedir. Baglanti 6zellikle 4.0 versiyonunda DNS veya DNS over HTTPS geklinde
gerceklesmektedir. Boylece zararli yazilim hedef cihaza baglanti istek paketleri gonderdigi
zaman guvenlik duvari , EDR veya Anti Virls sistemlerinden kaginmaktadir.

2021-01-22 tarihinde bagslayan ylkselis 4.0 versiyonu ile gergeklesmistir.

Daily Flubot infections seen (by unique IP)

Google DNS 6zelligi saldirganlar tarafindan kéttye kullaniimis béylece Google DNS tiinel
olarak kullanilip saldirgana ait Command and Control sunucularina DNS Uzerinden
baglanti istekleri yapiimaktadir. HTTP isteklerine iliskin ekran goruntlisu asagida yer
almaktadir.
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HTTP Requests

+

+ 4+ + 4+ + o+ o+ o+ o+

<

https://dns.google:443/resolve?name=xpbftfjvnxnvwhj.cn&type=A
https://dns.google:443/resolve?name=mfdkmrmskirkpqgd.cn&type=A
https://dns.google:443/resolve?name=vgckubmcmolbihn.subtype=A
https://dns.google:443/resolve?name=gmpyorbwiawwrlw.cn&type=A
https://dns.google:443/resolve?name=hvipydfmdxshnff.su&type=A
https://dns.google:443/resolve?name=vrrssctjuvtbceb.su&type=A
https://dns.google:443/resolve?name=vcyfeejpddeghct.cn&type=A
https://dns.google:443/resolve?name=rgnoeecinomhbbu.cn&type=A
https://dns.google:443/resolve?name=pfgavwbcvokinfe.su&type=A

https://dns.google:443/resolve?name=blefyvouieeleyb.su&type=A

DGA ile olusturulan Command And Control sunuculari:

DNS Resolutions

_I_

+ + + + + + + + +

nndivikgwghxpqr.su
oggqgoygpnhrimst.ru
dkysaurdvwbjdtm.ru
egukjpirniyuifp.su
Ingibrgfwhslgqum.su
glbkawvceyvpteb.su
trasxtamqinibym.ru
fydnuvsfjlukaew.cn
gggbjbawevnjppk.cn

teptxcfgelemxkw.ru
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FluBot 4.0 versiyona ait “poll.php” Uzerinden yapilan baglanti istegini gergeklestiren
fonksiyon, saldirgan C2 sunucusu Uzerinden (PING,LOG,SMS_RATE,GET_SMS vb.)
komutlarini uzaktan calistirabilmektedir.

| method.static.constructor.Lcom_eg_android_aAlipayGphone_k.Lcom_eg_android_AlipayGphone_k.method.

_clinit Vv

undefined4 puvarl;
undefined4[] ppuVar2;

(void)

/* 4.0 */

a.al(-0x330cf826b942) ;

/* /poll.php */

a.al-0x331087826b942) ;

/*a

a.al-0x331at826b942);

/* b/

a.al(-0x331cf826b942) ;

/¢

a.al-0x331et826h942);

/*d %/

a.al-0x33207826b942);

/* e/

a.a(-0x33227826b942);

/*f

a.a(-0x3324f826b942);

."*

MIIBIjANBgkghkiGO9wOBAQEFAADCAQBAMIIBCOKCAQEALD3YWOMEY cmMrUGBBb3LqUiuXdxFYm/eBxAR
0AHC/9dC8c6agwdvesq]3/9nTOM52TS/0srY LITe+ZmmmZ rn0ThB+FXq3pCG8/kMEU ] vGxYOANTDGY LT
CTOnd+jKVHH1YhPT55aAYSKOCOEACKoV+Tyy jReAtzC2xn4gl/tk100TK2/17qa0IuYLneGHRUkLmM/B
VMv1g9st4IfeWYyntcX6RZtY7Usks 7MWWhFOpzY1LNO2b,/FAPW] bgOPehZUgz BWGAUHF juAX99cE5nsY
mlUT9TYypQXx3KIMBelr1Y r4VUkkPMRggAbKacWvgDywkIuY0chTzB80mBa+8TVaojwIDAQAB

:lt’,‘

a.al-0x33267826h942) ;

/* PREPING */

a.al-0x34aff826b942);

/* PING */

a.al-0x34b77826b942);

f* L0G */

a.al-0x34bcf826b942) ;

/* SMS_RATE */

a.al-0x34c0t826b942);

/* GET_SMS */

a.al-0x34c9t826b942) ;

/% GET_INJECT */

a.a(-0x34d1f826b942);

/* GET_INJECTS_LIST */

a.al-0x34dct826b942) ;

/* CONTACTS */

a.al-Ax34edfB26h947) -

Analizlerimiz sonucunda ortaya ¢ikan, FluBot zararlisinin hedef cihaza uzaktan erismek icin
DNS over HTTPS baglantisini saglamak ile gérevli decompile edilmis fonksiyon agsagida yer

almaktadir.
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Bu saldiri ydntemi 6zellikle ingiltere ve Amerika’da bulunan hedefler icin secilmistir. En
onemli fark ise FluBot 4.0 zararlisina ait farkli bir érnekte saldirganlarin baglanti almak igin
Google DNS yerine Cloudflare DNS’i segmis olmalidir.

‘method.static.pubkic.Lcom_eg_android_ﬁlipaprhone_n.Lcom_eg_android_ﬁlipaprhone_n.method.d_Ljava_la
ng_String__Ljava_lang_String_
(void)

boolean bvarl;
undefined4 puvarz;

int iVar3;

undefined4 puVar4;
undefined4[] ppuvars;
undefined4 unaftf_v7;
undefined4[]1[] pppuvaré;

/* cloudflare-dns.com */
a.al-0x38dcf826b942);

/* Jdns-query?name=%s&type=A */
a.al-0x38eff826b942);
puVard = new undefined4();

/* cloudflare-dns.com */
puVar2 = a.a(-0x39097826b942);
puVard.c(puVar2);
puvard. f(false);

/* jdns-query?name=%s&type=A */
puVar2 = a.al(-0x391cf826b942);
ppuVars = new undefined4[1];
ppuvars[0] = unaff_v7;
puVar2 = String.format(puvar2,ppuvars};
puVard.d(puvar2};
puvard.h(true);
puVar4.e(0x1bb);
pppuVars = new undefined4[1];
ppuvars = new undefined4[2];

/* Accept */
puvar?2 = a.al-0x39367T826b942) ;
ppuvars[@] = puVar2;

/* application/dns-json */
puvar?2 = a.al-0x393df826b942});
ppuvar5[1] = puvar2;
pppuVare[0] = ppuVars;
puVar4d.b(pppuVare);
bvarl = puvar4.i();
if (bvarl == false) {

return null;
}
puVar2 = puVard.a();
puVard = new undefined4(puvar2);

/* Answer */
puVar2 a.al(-0x39527826b942) ;
puvar? = puVar4.getJSONArray(puvar2);

FluBot zararlisinin bir diger 6zelligi cep telefonu numaralarinda bulunan tlke bazli kodlari
kullanarak o ulkeye ait spesifik saldirilar gergeklestirmektir. Phishing saldirisi sirasinda o
ulkede bulunan kargo servisleri ve konusulan dil saldirganlar tarafindan dikkate alinmakta ve
buna uygun bir ara yuz secilmektedir.
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aDropdownMenu: .string "dropdown_menu",® # String #13564 (@x34fc)
.byte 0x18
aDsAsterisk2@Tc:.string "ds-asterisk2@.tcsbank.ru™,®
# DATA XREF: TelephonylebSocketParserAvayalmpl fetchWebSocketURL@LLL+124r
# String #13565 (0x34fd)
.byte @x1D
aDsAsterisk2@0Tc_@:.string "ds-asterisk2@.tcsbank.ru:8089",0
# DATA XREF: TelephonyWebSocketParserAvayaImpl fetchWebSocketURL@LLL+ELr
# String #13566 (@x34fe)

Decompile edilen FluBot gorselinde goruldugu gibi bu 6rnekte Rusya’da bulunan hedefleri
secmistir.

vl, v8, 39K Ae2

v@, aTxnamount # “txnfAmount”

{v9, vB}, <ref JSONObject.optString(ref)
vll

v9, v8, 39K A@2
vB, alppid # "appld”

{v9, v@}, <ref JSONObject.optString(ref)
v1l2

vl, v8, 39K Ae2

v@, aDeviceid # "deviceld”

{v9, vB}, <ref JSONObject.optString(ref)
v1l3

v9, v8, 39K A@2
vB, aMobilenumber # "mobilelNumber™

{v9, v@}, <ref JSONObject.optString(ref)
v1ld

vl, v8, 39K Ae2

v@, aPayeraddr # "payerAddr”

{v9, vB}, <ref JSONObject.optString(ref)
v1l5

v9, v8, 39K A@2
vB, aPayeeaddr # "paveelddr”

{v9, v@}, <ref JSONObject.optString(ref)
v1b

Hedef kullanicidan kredi karti numarasi, CVV, cihaz bilgisi gibi bilgileri calmaktadir.
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aEditcard:

akEditcardNumber:

abEdittext:

abEdittextText:

aEdittextbackgr:

aEdittextcolor:
aEdittextstyle:
akEditQuery:

abEditText:

ey e —r

.string "editCard",®

# DATA XREF: CardFragment_access$getEditCard$p@LL:loc 24E2AElr
# CardFragment_showContentloading@Vvz+244r ...
# String #13578 (0x350a)

.byte @xF
.string "editCard.number",®

# DATA XREF: CardFragment%e$a_invoke@L+2Cir
# String #13579 (0x356b)

.byte 8
.string "editText",®

L+264r

ATA XREF: SmartInputlLayout f@v I
dText@L:loc_1EDD@@Ir ...

#D Y _
# OtpInputEditText getUnformatte
# String #13580 (@k350¢)

.byte @xD
.string "editText.text",0

# DATA XREF: OtpInputEditText getUnformattedText@L+184r
# String #13581 (@x350d)

.byte @x12

.string "editTextBackground",® # String #13582 (@x350e)

.byte @xD

.string "editTextColor",0 # String #13583 (@x356f)

.byte @xD

.string "editTextStyle",0 # String #13584 (@x351@)

.byte @xA

.string "edit_query”,@ # String #13585 (@x3511)

.byte 9

.string "edit_text",® # DATA XREF: SmartInputlayout getEditText@L+124r

# String #13586 (@x3512)

[ I =

Phishing yontemi ile kandirilan hedef kullanici bu bilgileri FluBot zararlisi i¢cinde bulunan form
arayuzune girdikten sonra “GetCredential_A05” fonksiyonu ile String veriler saldirganlara

iletiimektedir.

v8, vl, <t:

String[]>

vB, aAtmpin # "ATMPIN®

ve, v, vi

v@, aSmsEmailHotpTo # "SMS|EMAIL|HOTP|TOTP"

ve, v8, v2

vB, aMpin # "MPIN"

ve, v8, v5

vy, vl, <t:

String[]>

ve, v3, GetCredenﬂial_AﬂS
vB, loc_ 11ADFC

FluBot zararlisi tarafindan hedef kullanicidan istenilen verilere iliskin form (Phishing formu)
asagidaki gorselde yer almaktadir.
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Google Play Verification

Following activity on your device, to continue using
your device you must verify your identity.

A bank card must be provided to prove that you are
an adult. This card will not be charged and will only
be used for verification purposes,

Expiration Date

VERIFY

FluBot 3.7 Versiyonuna Ait HTTP Trafik Analizi

HTTP baglantisini Burp Suite Proxy ile yakalamak icin Frida kullanilarak zararl yazilima
JavaScript kodu enjekte edilir bu sayede baglanti yakalanabilmekte ve Android SSL Pinning
bypass edilmektedir. Baglanti incelendigi zaman poll.php Uzerinden base64 ile encode
edilmig String veriler ile hedef cihazdan baglanti isteklerinin gonderildigi goze ¢arpmaktadir.
POST ve GET istekleri ile saldirganlar anlik olarak kurban cihaz ile haberlesmektedir.

Request Response

4- MITRE ATT&CK Teknik ve Taktikleri (Android Cihaz igin)

Tactic Technique ID Technique Name
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Defense Evasion T1418 T1406 1. Application Discovery
2. Obfuscated Files or Information
Credential T1409 1.Access Stored Application Data
access
Discovery T1421 T1422 1.System Network Connections Discovery
T1430 T1418 T1426 2. System Network Configuration Discovery
3. Location Tracking
4. Application Discovery
5. System Information Discovery
Collection T1432 T1430 T1507 T1409 1. Access Contact List

A W N-

. Location Tracking
. Network Information Discovery

. Access Stored Application Data

Command and
Control

11573 71071 T1571 71219

A WO N-=-

. Encrypted Channel
. Application Layer Protocol

. Non-standard Port

. Remote Access Software

Impact 11447 71448 1. Delete Device Data
2. Carrier Billing Fraud
5 — 10C Verisi
FluBot v3.7

Phishing Correos Hash Verileri

446833e3f8b04d4c3c2d2288e456328266524e396adbfebald769d00727481e80

bb85cd885fad625bcd2899577582bad17e0d1f010f687fc09cdeb8fe9cc6d3e

8c14d5bc5175¢42¢8dd65601b4964953f8179cfe5e627e5c952b6afd5ce7d39d

Phishing Fedex Hash Verileri
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https://attack.mitre.org/techniques/T1418/
https://attack.mitre.org/techniques/T1406/
https://attack.mitre.org/techniques/T1409/
https://attack.mitre.org/techniques/T1421
https://attack.mitre.org/techniques/T1422/
https://attack.mitre.org/techniques/T1430/
https://attack.mitre.org/techniques/T1418/
https://attack.mitre.org/techniques/T1426/
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/techniques/T1430/
https://attack.mitre.org/techniques/T1507/
https://attack.mitre.org/techniques/T1409/
https://attack.mitre.org/techniques/T1573/
https://attack.mitre.org/techniques/T1071/
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1447/
https://attack.mitre.org/techniques/T1448/

a601164199bbf14c5adf4d6a6d6c6de20f2ab35ec7301588bceb4ee7bb7d1fdc

f0fa95c3b022fb4fee1c2328ffbc2a9567269e5826b221d813349ebf980b34da

07ba6893c4ffc95638d4d1152f7cS5b03acad4970474a95bf50942c619aa4382ae

ca5ba6098a2a5b49c82b7351920966009a99444da4d6f6e5a6649e5e2aeb3ff8

8be8576¢c742f31d690d449ab317b8fb562d03bc7c9dc33fad5abf09099b32d7a0

Phishing DHL Hash Verileri

54ecabbff30b05a6a97531f7dec837891ce49ae89878eaf38714c1874f5f1d15

c3838f9544e613917068f1b2e22ab647fd5a60701e1045b713767a92cf79f983

ab29813b1da1da48b4452c849eedc35b6c52044946d39392530573¢c540916f74
FluBot v4.0

Phishing DHL Hash Verileri

3a4bdcb1071e8c29c62778101b7ae8746f3ee57chb1588e84d7ee1991964703e6

22025590bbb4d3a30658fea45a936b6a346479c83d1¢c35f85521a1ac564342a0

774acbfbedd2a37e636f6251af84a7abb2e64c2db9d6de5celfecd121064ea49

3bf82acb8d511bfef3e083b73136824aab3612b516f150d916fe351b7e5bc9d3

9b9b67a2b9ec5a15044430a9f5d9cebar524e1feed186a96309256df686¢fdd

8bb8b1a1dc1487db610700f6b59ead4ab44ddc2f52e0ecal6f8d1da663b312b58
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