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Executive summary

Black Basta ransomware is a recent threat that compiled its first malware samples in
February 2022. The ransomware deletes all Volume Shadow Copies, creates a new JPG
image set as the Desktop Wallpaper and an ICO file representing the encrypted files. Unlike
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other ransomware families, the malware doesn’t skip files based on their extensions.
However, it doesn’t encrypt critical folders that would make the system inoperable.

The files are encrypted using the ChaCha20 algorithm, with the key and nonce being

encrypted using the RSA public key that is hard-coded in the sample. The malware can fully

or partially encrypt a file depending on its size. The extension of the encrypted files is
changed to .basta by the ransomware.

Analysis and findings

SHA256: ae7c868713e1d02b4db60128c651eb1e3f6a33c02544cc4cb57c3aabc6581b6e

The process displays "ENCRYPTION" in the program window using WriteFile:

sth eax x87Statusword mnu
SR XB7SWB O XBTSW.C3 O X87SWE2 C
s.D 85 FC EB FF FF b : e 1404] XB7TSW_C1L 0 X 0 8T SW_|
ish eax XBTSW_SF O XB7S5W, %87 SW_
E—) FF 15 64 21 F9 00 cail dnord pEr dss[<awriteriles] v
5 |Defout (stdcal) v |5 %] unlock
1: [esp] DA

T = - 5
dword ptr [00F92164 <malware.dwriterilex]=<kernel32.writerile> 2: [esp+4] DOEFES7O "ENCRYPTION"
3: [esp+s] 00000004
4: O0EFE
.text:0D0F7D228 malware.exe: $4D228 #4C628 | Lesp+C] EFESEC

- —= = — = T~y : : & [EEZEEE 00000098
&% Dump 1 &% Dump 2 %% Dump 3 %% Dump 4 &% Dump 5 = Watch 1 [==] Locals ¢ Struct DOEFE5S4C | DOEFESTO  “ENCRYPTION™
O0EFESS0 | 0000000A
S70|45] 4E 43 52|59 50 54 49[4F 4E 0040 74 QF 77| ENCRYPTION.. Z.w OOEFESS 8| 00000000

Figure 1

5 C\Users\ I Desktop\ malware exe - o *

Figure 2

The binary retrieves the process ID via a function call to GetCurrentProcessld:

Bg—» FF 15 3C 20 F9 00 call dword prr ds:[<4GetCurrentProcessids] =
f FF 15 € 20 T G e " Default (stdcal) »lls [ unlocke
dword ptr [DOF9203C <malware.&GetCurrentProcessId:]=<kernel32.GetCurrentProcessId> " [“g]‘,nﬁcj:g? 0 &"ALLUSERSPROFILE=C:\\Progra
3: fesp+. 5‘ O0FB5638 malware.00FB5638
4: lesp+Cl OODCF2000

Figure 3

The malicious process detaches itself from its console by calling the FreeConsole API:

FE———- FF 15 5C 20 F3 00 call dword ptr d:i[=kfreelcnsoles]
. -m == RIS - = Defa\.it{stdcal} > |5 13 |[] Unlocke
dword ptr [0OF9205C <malware.&FreeConsoler]=<kernel32.FreeConsole> l [:zpj-tzls)cgslsf 0 & ALLUSERSPROFILE=C:‘\\Progra
3: Lespr 3 D0FB5638 malware.0OFB5638
s: lespec! oocFao00

Figure 4

The executable obtains the "COMSPEC" environment variable value, which points to the
command line:

push mal A FA XB7SW_B 0 XB7SW.C3 0 XB7SW C2 O

push ebx XB7SW_C1 0 xB7SW_CO 0O XB7SW_ES O

push cax XB7SW_SF 0 xB7SW_P 0 XB7SW.U O

mov_dword ptr :febp 3, ebx P e e L
3]3—-—) ea 08 o—\ 01 o0 CEllimalware. FTAABT dupe « =

, | Default (stdeal) = |[s 1#] 00 ok
l. esp] OOEFFB10

malware. 0F 7AAS7 y :]4 00000000

3: ,csp 8] DOFADDFS "COMSPEC™
3: [esp+C] 00FBS638 malware.00FES638
. TEXT:00FGADTA malware. exe: $3A07A #3947A i Pl S malw =

- - “ AFC
&% Dump 1 %% Dump 2 2% Dump 3 &% Dump 4 2% Dump 5 B2 watch 1 lx=] Locals & Struct mnggo 00000000
race luav lacrrr i . || DOEFFBO4 | DOFADOFS | "COMSPEC™

Flgure 5
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The ransomware deletes all Volume Shadow Copies by running the
“C:\Windows\SysNative\vssadmin.exe delete shadows /all /quiet” command, as highlighted
below:

ss:[febp+2c s s s g e s e ymepeg s
ss:lebp+2 XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
S XETTW_4 3 (Empty) X87TW_S 3 (Empty)
XB7TW_6 3 X87TW_7 3 (Empty)

:febp+2

:febpric

:flebp+1

:ebp=14

:flebp+1

:fjebp-2 ebp

ebp -4
<&CreateProcessiw>

xB7Statusword 0000
XETSW_B 0 XBTSW. L3 0 XETSWLCZ O
X8TSW_CL O X87SW_LO O XB7SW_ES O
XSTSW_SF O X87SW_P 0 XETSW_U O

< |
00F92195 <malware.4Cr eaterrocessws]=<kerne’ i 32.CreateProcessw>

| cogFF9ec | ooaacoon
FFFFFFFF
00000000

00000000
03047648 | L"C:\\WINDOWS\\SysTem32\\cmd. exe"
prterhe

The sample waits until the spawned process finishes using the WaitForSingleObject routine:

. —

dword ptr [DOF392190 <malware.&waitForsingl uu-bjec:,]-dcerne‘lsz.uai:Fnrs! miwijer_b

.TexXT:00FTAEZF malware.exe: $4AE2F #4A22F
@oump1  @oump2 Whoump3  @Dumps  WNDumps @ watchi  Illocals 2P struet

Figure 7

A similar process as above that deletes the Volume Shadow Copies is spawned:

Uz Gnord per o::fenp 2e SETRE 3 (e NES 3 (s
g xBTTW_4 3 (Empty) X8TTW_5 3 (Empty)
| xB7TW_6 3 (Empty) x87TW_7 3 (Empty)

xBT5tatusword 0000

XE7SW_B 0 XBTSW.C3 0O XB7TSWLC2 0
XETSW_C1 0 XBTSW CO O XxB7SW_ES O
®BTSW_SF 0 XxBTSW_ P O xB7SW_U o

:febps1c
abp+1

abp+1

abp+1

bp-2: ebp

p-4
CreateProcesss,

DOEFF988

00000000
FFFFFFFF
00000000

00000000
S S 5 03056188 | L"C:\\WINDOWS' \System32\ \cmd. exe”
. - | annnnnae

88888888888

feToEwe

88888888888

o
m

Figure 8

The binary extracts the path of the executable of the current process via a call to
GetModuleFileNameW:

& || DOF3D3AS

& | DOF3D3AA

| DOF3D3AB

- =

- -

dword ptr [mrsmui: mlmre.mmndn‘leﬁi'lenammjw.kerﬁe'l:z.Mmbﬂuleiﬁeunw e OOEFF910
00000104
21ECELFT

68 04 01 00 00
50

6A 00

push 104 XBTSW_CL1 O X87SW.LO O XxB7SW_ES 0O
pllsl’r: 58)( XBTSW_SF 0 XB7TSW_P 0 xB7SW_U o
s ioal W B

dword P dsi[<aGetModuleril v
- e

.TeXT:00F3D3AD malware.exe:SD3AD #C7AD
@oump1  Woump2  @Houme3  WhDump4  WHowmes @ watch1  Iellecsls ) stuct

Figure 9

The GetTempPathW API is utilized to retrieve the path of the Temp directory:
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dword ptr

. F FF N

. h 1

. m dword ptr ]

. [ 04 30 35 FB mov_dword ptr 4],
Fg— FF 1S 18 30 F9 00 call dword ptr <&GetTempPathw>]

. S e T

<
dword ptr [0OF92018 <malware.&GetTempPathw>]=<kernel32.GetTempPathw>
Ltext:00F486CC malware.exe: $186CC #17ACC

%% Dump 1 ¥4 Dump 2 &% Dump 5  Watch 1 [=] Locals # Struct

Figure 10

&% Dump 3 &% Dump 4

B/ STATUSHOra UUOU

X87SW_B O xB7SW. C3 O o
XB87SW_C1 0 XxB7SW.CO O [i]
TSW_SF 0 XB7SW_P i o
v
Default (stdcall > |5 14| unlodk

1: [esp] 000001FF

2: [esprs] ODEFF538
esps8] 21ECE397
: [esp+C] 0305690C

L
000001FF
O0EFF508 | DOEFF538

A file called “dlaksjdoiwq.jpg” is created in the Temp directory (0x40 = _SH_DENYNO):

. sh dword ptr :febp 1

. dword ptr d eax” 4+FIEGES]

. dword ptr :lieb 1
F—» malware. FT2CFF

= = s

<

XB7SW.C1 0 XB7SW.CO O
0

malware. 00F7 2CFF

.Text:00FS1BAF malware.exe: $2Z1BAF #20FAF

&% Dump 1 &% Dump 2 &% Dump 3 %% Dump 4 &% Dump § & Watch 1 [==] Locals # Struct
Address | Hex | AsCII |

03047500 [ 43 72 73 €.: e.r

030 5C 70 70

03¢ 44 6F 63

030 61 70 5C

030 64 64 &F

03047620 69 &7

Figure 11

XB7SW_SF O XB7SW_P [+]
wrsopen v =
3 Default (stdcall) *||s 1200 unod
1: fesp] 03047500 L¥C:\\Users\'lll\\Appoata
2: [esp+4] OOF9ETO0S L"wb"

3: [esp+8] 00000040
4: [esp+C] ODEFFIEC

03047500 | L"C:\\Users'\ "I\ \AppData’’\Local \Temp' \d1
OODEFF945 | 0OFSETOS L“wh"
| DOEFFS4C | 00000040

OOEFFI6C

A
swsers' \JIl\AppData

The process moves the file position indicator to the beginning of the file using the fsetpos

function:

e

i 77 4c
E8 FO 56 02 00
<

malware. D0F6D596

.Text:00F4TEAL malware.exe: $17EAL #172a1

oump:  $Spump2  WDump3  ENoump4  WNDumps @ watchi  ellecals Y stuct
Address | Hex | ASCIT
OQOEFF938 DD O £8 F9 EF 64 63 F4 .......huv.dco.

Figure 12

XBTSW_SF 0 XBTSW_P 0 X87SW.U 0O
fsetpos «
5 | Defaut (stdcal) v ||5 %] unlock
1: [esp] 03058280
2: [esp+4] OOEFF93E
3: [esp+8] 000
4: [espC] 000
IEEETEFH 03058280
D0EFF930 | DOEFF938
00000000
00000000

The WriteFile routine is used to populate the JPG file, which contains instructions from the

threat actor:

21 F9 00

LTI EEXTY

>

f[cawriterilex]
<

dword ptr [D0F92164 <malware.&WwriteFile>]=<kernel32.writeFilex

LText:00FTDT20 malware.exe:$4D72D #4CB20D

Woump1  PEoump2 WWDump3  WDump s  Poumps ¥ watchi  Iecllocals Y struct

-

norim_m 3 LEwmuy)  Asrim_3 3 eyl
XETTW_6 3 pty)  X8TTW_7 3 (EmptTy)
0 xB7swW.C2 0O
0 XxXB7SW_ES O
o TSW_U o
v -
5 | Default (stdcal) ~ |5 12 J unlock
1: [esp] 0000005C
2: [esp+4] 00F92200 malware.00F92200
3 ’CSD-.S: 00006000
4: =ESD1‘C__OOE‘7=.'ES

IEEEEEER 0000003C
ODEFF7C4 | 00F92200 | malware. 00F92200
Q0EFF7CE | 00006000
O0EFF7CC | 00EFFTES
00EFF7D0 | 00000000

Your network is encrypted by
the Black Basta group.

Instructions in the file
readme.txt

Figure 14



The newly created image is set as the Desktop Wallpaper using SystemParametersinfoW
(0x14 = SPI_SETDESKWALLPAPER, 0x1 = SPIF_UPDATEINIFILE):

6A 01 push 1 NE/STATUSWOrad UUUU
OF 43 45 OB cmovae eax,dword ptr ss:febp+s] MBTSW_B O XB7SW C3 0O XxBYSW CZ O
50 push eax - XBTSW_C1 O XB7SW_CO O XB7SW_ES O
€A 00 push XBTSW_SF 0 XB7SW_P O XxBTSW.U O
A 14 push 14 mma e _a_mme - m mmem
FF 15 E8 21 F9 Q0 | call dword ptr ds:[<&SystemParametersInfow:] | w [ —
FRPisesaipgn | e T T M st 5 | Defautt (staca) ~|[5 2] 0] unkock
= S 1
dword ptr [O0OF921ES <malware.4SystemParametersInfows]=<user32, SystemParametersInfow> R esp+4] 00000000
3: [esp+s] oz056E18 L"C:\\Users'\[l\\AppData\)
4: [esp+C] 00000001
.text:00F3DFSE malware.exe: SDFSB #D35B = =
s F 4 00000014
Woump1  Yoump2  MDump3  WhDumps  WMDumps @D watchi  IxelLocals &' Struct DOEFFAFS 000D0030
Address | Hex | 1 03056€18 | L"C:\\users\ Il \Appoata\\Local\\Temp\\d1
03056E18 |43 00 3A 00/SC 00 55 00[73 00 65 007 .P.S | -
02056£28 5C 00 NN - C 41 JA.p.p. : ﬁ;é‘,i;‘,g
03056E38| 44 00 61 0 4c 0. C. OOFSEAED | malwar e, 00FSEAED
03056E48| 61 00 6C 00|5C 0 60 LI 00000000 :
03056ES8| 64 00 6C 00 0 00 6A e EEnTs |ocarRnES
03056E68| 69 00 77 00|71 0O 2E OO 70 a B e T N

Figure 15

The executable creates an ICO file called “fkdjsadasd.ico” in the Temp directory:

FF 75 10 push dword ptr ss:[Jebp+10]

XBTSW_C1 0 XB87SW.LO 0 X87TSW_ES
x P

1 0
FF 34 85 BB EE F9 00 push dword ptr d 4+FIEGEE] _sF 0 1 XB7TSW_U O
FF 75 08 push dword ptr ss:jfebp+&] - .. = o emme -
ES 48 11 02 00 [CEMimalware. F72CFF v —_—
S e 5 |Default (stdcal) v [5 210 uod
] esp] 03059178 L"C:\\Users\'[lll\\AppData'
malware. 00F72CFF _respm: ODF9ETOS L wh"
[esp+s] 00000040
: [espsc] OOEFF954
. TEXT:00F51BAF malware.exe: S21BAF #20FAF x s
= = P 03059178 |L"C:\\Users \AppData\\Local’\Temp\\Tk
@iourp1  Wsoump2  @HDume3  WhDumps  YWDumos @ watch1  Icellocals ) stuct CEEEER 03059178 [ L Jc: \\users\ I\ ippoataiLocal\\Tenp\y
Address | N T R
TR o = ) 65 O r.5 5
o e Sl (73 00 65 SAEE: OOFS1BEE|return to malware.O0F5S1B6E Trom malware.00
L =A-P-P- 03059178|L"C:\\Users'\\I" \AppData\‘\Locall\Temp\\fk
03059198 | 44 1 D.a.t.a.%\.L.0.C. 00000005
030591A8| 61 6 50 7 5 a.1.%.T.e.m.p.\. 00000040
03059188 66 00 6B 00|64 00 6A 00|73 00 61 00|64 00 61 00|f.k.d.j.s.a.d.a. gl
030591¢8|73 00 €4 00|2E 00 69 00|63 00 &F 00lo0 00 AD BAls.dl. ilcio....® e

Figure 16

The ransomware writes content to the ICO file, which will represent the icon of the encrypted
files:

L] 56 ush esi T Ly L T
- AB Etosd 6 3 (EmpTy) XB7TTW.T 3 (Empty)
] AB stosd
. 80 45 DS lea eax,dword ptr ss:ebp-25] xB7Statusword 0020
. 50 push eax xB7SW_B 0 XB7SW_C3 0 xB7SW.CZ O
. FF 75 F4 push dword ptr :::Eec: ;] XB7SW_C1 O xB7S5W_CO O xXB7SW_ES O
. FF 75 F§ push dword ptr ss:lflebp-g XBTSW_SF O XB7SW_P 1 x87SW_U O
i L] 51 pu_ﬁ ey = - —_— et et - S—
FHE— FF 1S §4 21 F9 00 | a1l dword ptr de:[<twriteriles) v N
| : canl o a. = | et s 5 Gl uks
- 1: [esp] 00000094 i
dword ptr [0OF92164 <malware.iwriteFiles]=<kernel32.writeFilex 2: [espr4] DOFIBSCE malware.ODOF985CE
3: tesmsj 00004000
4 OOEFFTDO
.text:D0F7D720 malware, exe:$4D720 #4CB2D LIDIC] _OOEFF7D

@ - o ik el ; & 00000094
&% Dump 1 ¥% Dump 2 e Dump3 B Dump 4 &% Dump 5 & watch 1 [e=] Locals & Struct OOEFFTAC OOF985C8 malware.00F985CS
Address | Hex | asc1z | ~ | DOEFF780 | 00004000
BT COEFF788

0oFassce|ion 00 o1 00[01 00 40 #0[00 00 01 00[20 00 28 2K @ OOEFF784| 00600000

Figure 17

Figure 18

Black Basta ransomware creates the ".basta\Defaulticon" registry key using
RegCreateKeyExW (0x80000000 = HKEY_CLASSES_ROOT, 0x103 =
KEY_WOW64_64KEY | KEY_SET_VALUE | KEY_QUERY_VALUE):
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51 push ecx 3 (Empt

OF 43 85 10 FF FF FF cmovae eax,dword ptr ss:[febp-Fo [ebp- XETTW_2 3 gz:p:y; ::;%; ; gz:p?;

8D 8D OC FF FF FF Tea ecx,dword ptr ss:[ebp-ril Ly Ly

51 push ecx X8B7TW_4 3 (Empty) x87TW_5 3 (Empty)
00 push 0 XBTTW_€ 3 (Empty) XxETTW_7 3 (Empty)

68 03 01 00 00 push 103

6A 00 push o x@7Statusword 0020

6A 00 push 0 XB7SW_B O xB87SW.C3 O x875WL2 0O

6A 00 push 0 XB7SW_C1l O XB7SW_CO 0O X87SW_ES O

50 push eax eax:i XB7SW_SF O XB7SW_P 1 XB875W_U o

68 00 00 00 80 5h SIIUU;{JUlJ ¢ 3 { |

FF 15 04 20 F9 00 gﬂ dword prr dsi[<shegtreatekeyExw> v [

o S =5 | Default (stdcal) = |[s_[2] 00 uniodk

dword ptr [DOF92004 <malware.iRegCreatekeyExin>] dvapi32.RegCreat -

.TexXt:00F3DET4 malware.exe: SDET4 #D274

WWoump2 @Hoump3  @WDumps  UMoumps & watchi  Ieellocals Y stuct
ASCIT

00 40 40]00 00 O1 00|20 0D 28 42 [M-----

00 28 00[00 00 40 00|00 00 80 0.

00 00 00|00 00 00 40|00 00 13 08,

00 00 00(00 00 00 00|00 00 2A 23|.

2A 23|1C FF 2A 23|1C FF 2A 23|1C FF 2A 23

...

DOF98608 | 1C

Figure 19
The “(Default)” value of the above key is set to the path of the ICO file:

& 0OF3DESE 50 push eax
51 push ecx ecxl x875tatusword 0020
6A D1 push 1 XBTSW_B O xB7SW C3 0 x87TSW C2 O
6A 00 push 0 XBTSW_C1 0 xX87SW.CO O X8TSW_ES O
68 3C DO F9 00 push malware.FI005C XE7SW_SF 0 XBTSW_P 1 x875wW.U O
FF BS OC FF FF FF ush dword ptr ss:[febp-ra) [ mme o
FF 15 00 20 F9 00 &]Il dword ptr ds:[<sRegSetvalueExw>] v e
s o e - Default ( 0 =00 -:]El oo

dword ptr [00F92000 <malware.dRegSetvalueExi>]=<advapi32.RegSetvalueExw> wgggggem malware. 00FS005C
00000000
-Text:00F3DESF malware.exe: SDESF #D29F 00000001

Pelumpl  QDump2 W Dump3 B Dump 4

OOFS005C | malware. 00F3D05C
00000000

@l 00 3A 00|/SC 00 55 00(73 00 65 DO

SC 00 5C 00 41 00(7
44 00 61 00|74 00 61 0O|5C 00 4C 00
61 00 6C 0O0|5C 00 54 00|65 00 60 0O
66 00 6B 00|64 00 6A 00(73 00 61 00
73 00 €4 O0|2E 00 69 00[63 00 &F 00

Figure 20

Computer\HEEY_CLASSES_ROOT.basta\Defaulticon

LUCs\\Users il \AppDatay\Local\\Temp'\ Fic

[T e S

> -au A || Name Type Data
a3 at] (Default) REG_SZ C\Users) [l AppData\Local Temp\ fid ico
> e
» Jbas
~ | basta
Defaulticon

Figure 21

The malicious binary notifies the system that the icon has been changed by calling the
SHChangeNotify function (0x08000000 = SHCNE_ASSOCCHANGED, 0x3000 =
SHCNF_FLUSHNOWAIT):

- e XE7TW_4 3 (EmPTy) X87TW.5 3 (Empty)
6A 00 push 0 XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
68 00 00 00 08 :ush SO00000
: 113.: push O e I ::;:::;us:urzsggioca 0 Xx875W_C2 O
&4 00 push o XBTSW_CL O XBTSW_CO O XBTSW_ES O
0 % % BLER 3280oce Rl come s sl
Ak 00
FF 15 ED 21 F9 00 < d:-urd ptr ds:[<&SHChangeNotify=] w =
< 5 | Default (stdcal) |5 15 (] unock

—————
dword ptr [DOF921E0 <malware.aSHChangeNotify>]=<shell32.SHChangeNotify>
.text:00F3DEBD malware.exe: SDEBO #D280
@oump1  @Hpump2  @dDump3  PHDuwmps  WHpumps @ wachi  bellocls ) Stuct ey
l innnnmoo
e 51 T I ~ | GoEFFAL4| 00000000

Figure 22

The malware starts scanning for volumes on the system using FindFirstVolumeW:

68 00 02 00 00 push 200 2 TapE = XB7SW_C1 0 XxB7SW.CO O xB7TSW_ES O
50 push eax XE7SW_SF 0 XBTSW_P 1 x875wW.U O
C7 BS D4 F3 FF FF 01 00 00{mov dword ptr ss:[febp-c2c],1 A

FF 15 80 20 F9 00 €all dword per ds: [<4FindFirstvolumews]

w —
5 |Defauit (stdcal) >[5 120 uriosk
dword ptr [DOF32080 <malware.&FindFirstvolumew:]=<kernel3z.FindFirstvolumew>

. TEXT:00F30048 malware.exe: SD048 #C348
@oump1 | @oump2  @Moump3  @houmps  @MDumps @ watchi  Iellocals ' struct

Figure 23

GetVolumePathNamesForVolumeNameW is utilized to obtain the list of drive letters and
mounted folder paths for the volume:
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50 push eax eax:i

€8 00 04 00 00 push 400 x875Tatusword 0020
8D B85 FO F3 FF FF lea eax,dword ptr ss:[febp-ciof XB7SW_B O XBTSW.C3 O Xx875W.C2 O
50 push eax eax:l XBTSW_CL O xB7SW_CO O X87SW_ ES O
80 85 FO FB FF FF lea eax,dword ptr ss:febp-410§ XBTSW_SF 0 X8TSW_P 1 XBTSW.U O
50 push eax eax:| o e e e
FF 15 1C 20 F9 00 €all dword ptr ds:[<4GetvolumePathnamesForvolumenan . — O
> ! ;"m . 2 : : Unlock
dword ptr [0OF9201C <malware.&GETVO]umer orve J=<kernel3z.Getvolumer orve Iz: essﬂ O0EFEFDO
esp+8] 00000400
esp+C] DOEFEFAD &"etx ”

LTeXT:00F3007A malware, exe: $DOTA #C4TA

Woump1  @pump2 Hpump3  WSoump4  ESoumps @ watch1i  bellocals | 4 Stuct W§EE§ L™\\\\7P\\VoTume 37 €47 625-0000-0000-0000-10
T e | 2 R ~ || G0EFEFan| nagreran |ancex

For each drive found, the process performs a call to the GetVolumelnformationW API (see
figure 25). As opposed to other ransomware families, Black Basta only targets the mounted
volumes and doesn’t mount the hidden volumes.

e EATOD e X87TTW_2 3 Esmt;fi X87TW_3 3 Esmi:t;é
L. 80 85 DO F3 FF FF ea eax,dword ptr ss:[febp-C30) XBTTW. 4 3 (Fmpty) XETIW.S 3 (Fmpty)
Poe S0 push eax u S cax:i | X87TW.6 3 (Empry)  x8TTW7T 3 (Empty)
H . 6A 00 push 0
I 64 00 push 0 x875Tatusword 0020
HE— 64 00 push 0 XB7SW_B O XB7TSWC3 O X87SWCZ 0
. 64 00 push 0 XB7SW_C1 O XB7SW_CO O XB7SW_ES O
[ 8D BS FO F3 FF FF lea eax,dword ptr ss:ffebp-ciof XB7SW_SF O XB7SW_P 1 X87SWU O
H - 50 push eax eax:l [|oenno. s

B> FF 15 14 20 F9 00 €&l dword ptr ds:[<sGetvolumeInformationws] § —
i . CTT e S

ety &

dword ptr [00F92014 <malware.ZGetvVolumeInformationw>]=<kernel3z.GetvolumeInformationw>

.Text:00F3D0AZ malware. exe: SDOAZ #C3AZ

@ourp1  @oump2 @Woump3  @MDumps  WDumps @ watch1  beellocals Y St
|ascIz | ~
'DOEFEFDO | 43] 00 3A 00|SC 00 00 00|00 00 EF 00|68 FQ EF 00| @.f.%sssss1.001.
OOEFEFED| 14 FO EF 00|30 EQ EF 00 00| . 89,007, .04, .07,
OOEFEFFD| 00 00 00 00|24 ELEF 00(03 5F 02 77|01 00 00 00| R R
O0EFFO00|FC FF FF FF|AD 07 00 00 (58 17 EBE 00 aeaX. 9. AL

Figure 25

The volume’s enumeration continues by calling the FindNextVolumeW routine:

N 68 00 02 00 00 push 200 X87SW_B O x87SW.C3 O Xx875W.C2 0O

H 8D 85 FO FB FF FF lea eax,dword ptr ss:Qebp-310) XB7S5W_C1 0 xB7SW.CO O xB7SW_ES O

! 50 push eax eax:l XBTSW_SF O XB7SW_P 1 x875W_U O

' 56 ush esi B
— FF 15 78 20 F9 00 i dpEridsi[<4F ndNextvolumen>] y [—— O

1 R o A s = -

i < > De.full l,s‘hiﬂluﬁiu",‘ 5 Unlock
dword ptr [0OF92078 <malware.&FindNextvolumews]=<kernel3z.FindNextvolumews I2: OOEFF

700 L™V T\Wolume{d7e47829-0C
00000200

21ECEL3F
.TEXT:00F30221 malware.exe:SD221 #C621

#ouo1  §Howmp2  @Noump3  Moumpd  WHoumps @ wetchi  Ie-llomls ) stuct H‘“Emﬁﬁﬁilum\“\ {
[aAndrars | uav Taerer i . OOEFEFS0 | 00000200

Figure 26

The ransomware extracts a standard set of attribute information from the drives found via a
function call to GetFileAttributesExW (0x0 = GetFileExInfoStandard):

. push ecx X87SW.C1 0 XB7SW.CO O XB7SW_ES O
. push 0 XBTSW_SF 0 XB7SW_P 1 X87SW_U 0O
- pl_an eax eax:l e
. call dword ptr ds:[<sGetFileAttributesExw=] |
o >
dword ptr [DOF9200C <malware.&GetFileAttributesExw:]=<kernel32.GetFileAttributesEx>
. TEXT:D0F48299 malware. exe: $18299 #17699
Woump1  @oump2  $Hoump3  $NDumps  HDwmps @ watchi  Iellocals Y Struct e O 100
[andears | uaw Taer=r i . || DDEFF88C | 0DEFFSC4

Figure 27

The ransomware creates a ransom note called “readme.txt” in every directory that is
traversed, as highlighted in figure 28:

. FF 75 10 push dword ptr ss:febp+1ol XB7TSW.CL 0 XB7SW.CO 0 XB7SW_ES O
. FF 34 B5 BB E6 F9 00 push dword ptr ds:{eax 4+F9EEBE] [eax*4+F || xB7SW_SF 0 X87SW_P 1 Xx87SW_U 0O
. FF 75 08 push dword ptr ss:lflebp+s] 13 R EE
. ES 48 11 02 00 callimalware. FT2CFF
. i s »|[5 1] 0] unlock
" A : ‘esp] 030481C0 L'C:\\readme.txt
malware. 00F72CFF S5p+4] OOF9E708 L b
esp+s] 00000040
esp+C] ODEFFE10

.TEXT:00FS1BAF malware.exe: SZ1BAF #20FAF

Wouwp1 Whoump2 $WDump3  Houmps  $Moumps W wewh1  bellocals P stuct
i

laddcars | uav laerrr

Figure 28
WriteFile is used to populate the ransom note:
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56 push esi AQIIM_® 3 LSWRLY ) ASIIM_3 3 LEEpLY )

AB | stosd XGTTW_E6 3 (Empty) XETTW_7 3 (Empty)
AB | stosd
8D 45 DB |1ea eax,dword ptr ss:[Qebp-22] xB75tatusword 0020
50 push eax XB7SW_B 0 XB7SW_C3 0 xXB7SW L2 O
FF 75 F4 push dword ptr ss:!!bp cj XB7SW_C1 O XB7SW L0 0O xB7SW_ES O
FF 75 F8 push dword ptr ss:febp-3 [ebp- | xB7SW_SF 0 xB7SW_P 1 XB7SW U O
51 | push ecx e ney
FF 15 §4 21 F9 00 | €all dword ptr ds:[<awriterilex] w — D
E s _ “s E0uee
dword ptr [DOF92164 <malware.&writeFiles]=<kernel32.writeFile> Iz: e 03050065 “Your data are stolen and e
00000191
41 ODEFFT18
.text:D0F7D720 malware. exe: §4D72D W4CB2D | =
oupi  Pouwmp2  HDump3  YMouwmps  Whoumos @ watchi  bellocals 7 Stuct e
Dumg Dump Dump Dump & OOEFF6F4 | 03050068 | “Your data are stolen and encrypted\r\nThe
[E= A Ooceeris
0305DD6S |58 6F 75 72|zn_g1_§,|,_:_i;u 20 61 ?2|§S_22_1L':3|“3Hf data are st| OOEFF700 |

Figure 29

Eémahwntﬂ

Your data are stolen and encrypted

The data will be published on TOR website if you do not pay the ransom
You can contact us and decrypt one file for free on this TOR site

(you should download and install TOR browser first https://torproject.org)

hteps:/ /I > 1 ©. 3337 TxypiTnypxyd.onion: 80/

Your company id for log in: I - 6029110361
Figure 30

The binary retrieves information about the current system by calling the
GetNativeSystemInfo function:

o W N =

"

-]

Default (stdcall) = |5 13| (] unlock
1: [esp] OOEFF90C

2: esp+4] DODEFFBCO

3: esp+B] OOFBE400 malware.DOFBE400

esp+C] FFFFFFFF

W
>

50 push eax
FF 15 A4 20 F9 00 €all dword ptr ds:[<aGetNativesystemInfos]

F92044 <malware.dGetNativesSystemInfor]=<kernel32.GetNativesSystenInfos

"Mru ptr

.text:00F4D0ES malware.exe: $1ID0E3 #1C4E3

S~ iz = am = am = am = [ S [ — OOEFFS0C

Figure 31
The malware creates multiple threads that will handle the file encryption. The function
responsible for encryption is sub_F33DA0 and not the starting address of the thread:

. 57 push edi
. 6A 00 push 0 xB7Statusword 0020
. 52 push edx XBTSW_B O xBTSW_C3 O xBTSW CZ O
. €5 AD 30 F3 00 push malware.F33DA0 XETSW_CL O X87SW_CO O XS7SW_ES O
Ld 6A 00 push 0 XGTSW_SF O XE7SW_P 1 xX87SW_U o
- A 00 %’ih 0 mm e e
EG— E8 €3 C4 03 00 | call malware. FEE04) ] v =0
S e L - e - =
i > 5 3]0 unod
E90 p] 00000000
esp+4] 00000000
esp+8] OOF330A0 malware.DOF33DA0

esp+l] 03047ABS

"tﬁ‘lware. DOFGEI04

. TEXT:00F3249C malware. exe: $249C #189C

@Woump1  @oump2  @Houmo3  Dumps  @Houmps @ woh1  Iellocls ) stuct

Address | Hex ASCII |
DOF3C480 |55 88 EC GA|FF 65 3A ES|FB 00 64 Al|0D 0O OO0 00 Il,ijyh:kﬂ,g..
DOF3C490 (|50 B1 EC BS|03 00 00 AL|B4 3% FR 00(33 C5 B9 45 "si. 3A.E

Figure 32

51 push ecx § %
FF 75 18 push dword ptr ss:febpr1s) xB7Statusword 0020
50 push eax XB7SW_B 0 XB7SW_.C3 0 x87SW 2 O
68 AB E7 F6 00 push malware.FGETAS XB7SW_C1 0 XB7SW_CO O x87SW_ES O
:: 72 og gus: mrg ptr ss:febp+C XBTSW_SF 0 XB7SW_P 1 XB7SWU O
75 0: us rd ptr ss:febp+s —esm n=
FF 15 3C 21 F9 00 Igi];l dword ptr ds:[<aCreaterhread:] ] v = —_—
3 -
dword ptr [0OF9214C <malware.&CreateThread-]=<kernel32.CreateThread: : 00000000
3: [esp+8] DOFGE7AE malware.OOFGETAS
41 0305920,
.text:DOFEEISD malware.exe: $3E94D #3DD4D SSPICIZ0RE5208
$oumpl  @MDump2  Dump3  WSDump4  ENDumps @8 watch1  bellocals g Stuct
~ |
F8 00 64 Al|00 00 00 00 |

Address | Hex
Q0OF3C480 (55 BB EC GA|FF 68 3A EB
O0F3C490 (50 81 EC B8|03 00 00 AL

Figure 33

33 C5 B9 45 (P

The malicious process starts enumerating the files on the drive using FindFirstFileW:

. 56 push esi i = & XBTSW L1 O xBTSW.CO O xB7SW_ES O
L] OF 43 45 D4 cmvhac eax,dword ptr ss:!ebp-:c] XBTSW_SF O X87SW_P 1 X875W_U o
= <0 ush &ax eax:l egsmea o o aneia 4 ammra o
. FF 15 84 20 F9 00 can dword PErdsi[<4FindFirstFilews] v f— = =
P el Gess e "7y | Defoult (stdcal) |5 15|00 unock
w— - 1; DOEFF910 AN
dword ptr [00F92084 <malware.&FindFirstFilews]=<kernel3z.FindFirstrilews .‘;25.4 g;g;sgglé-c W
21ECE3ES
DOEFFA40 &"C:\\"

LTEXTI00F3TAST malware.exe:STAST #6EST |
| #owmp1  @Hompz @Howes oo+  WEpups @ wath1  bellocok | 5 Stuet R

Figure 34
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As shown in figure 35, the following files/directories will be skipped:
» $Recycle.Bin
e Windows
» boot
e readme.txt
 dlaksjdoiwq.jpg
o« NTUSER.DAT

» fkdjsadasd.ico

.rdata:@eF9DeAs text "UTF-16LE", °"$Recycle.Bin’,@

.rdata:eeFaDec2 align 4

.rdata:@eF90ecs awindows: ; DATA XREF: sub_F3BBE@:loc_
.rdata:@eFoDecs text “UTF-16LE", 'Windows',@

.rdata:@@F9DeD4 aBoot: ; DATA XREF: sub_F3BBE®@:loc_F3BF8Bto
.rdata:@eFoDeD4 text “"UTF-16LE", 'boot’,0

.rdata:@eF9D@DE align 1éh

.rdata:@eFIDRER aReadmeTxt: ; DATA XREF: sub_F3B3D@+3Cto
.rdata:@erFoDece ; F3BBE@: loc_F3BFDSto
.rdata:@@FIDRED text "UTF-16LE", 'readme.txt',@

.rdata:eerFIDere align 4

.rdata:@@F90@F3 aDlaksjdoiwqlpg: ; DATA XREF: sub_F3BBE@:loc_F3C@1Fto
.rdata:@8F9DOF38 ; sub_F3DCAB+5CTo

.rdata:@eFaDers text "UTF-16LE", 'dlaksjdoiwg.jpg’,@

.rdata:@@rFoD118 aNtuserDat: ; DATA XREF: sub_F3BBE@:loc_F3C069t0
.rdata:@erFIn11s text "UTF-16LE", °'NTUSER.DAT',@

.rdata:@eF9D12E align 1eh

.rdata:@@F9D13@ aError755 db "Error 755: ',0 ; DATA XREF: sub_F3BBE@:loc_F3C29Dto
.rdata:@@F9D13C aFkdjsadasdIco: ; DATA XRE sub_F3DB5@+5CTo
.rdata:@eF9D13C text "UTF-16LE", 'fkdjsadasd.ico',@

rdata:@eF9D15A align 4

Figure 35
The FindNextFileW routine is utilized to continue the files enumeration:

it S PUEHEsCx P e XSTSW_SF O XBTSW_P 1 XSTSWU O
H L4 L ush dword ptr ds:[esis27 s
+ B C0Fa4422 FF DO %‘I]‘leux Eaxil v — _— —
R 5 | Default (stdcal) (5 13| (J unkock
0305610
espr4] 03056898

eaxs<ikernel32. FindNextFilew> (7GACDF10) I 2;
| : [esp+B] 21ECE393
espsC] OOEFFASC &L"C:\\"

LTEXT:00F44422 malware. exe: $14422 #13822

@oump1 | @pump2  @oump3  houmps  @MDumps @ watch1  Ieliocal ' struct M‘!”mmwl
Figure 36

Black Basta ransomware calls the GetFullPathNameW API with a targeted file as a
parameter:

e 6A 00 push 0 XB7SW_E 0 xB7SW.C3 0 xB7SWC2 O
. FF 75 80 push dword ptr ss:[Jebp-s0) X87SW_C1 0 XxB7SW.CO O xB7SW ES O
ol FF 75 90 push dword ptr ss:flebp-70) XBTSW_SF 0 XxB7SW_P 1 XB7SW_U O
wc 50 ush eax eax:l |feas -

. FF 15 10 20 F9 00 dword ptr ds:[<iGetFullPathNamew:] - —_ =
. = e T —

i <
dword ptr [0OF92010 <malware.&GetFullPathNamew-]=<kernel32.GetFullPathNamew>

-text:DO0F3FB30 malware.exe: $FB30 #EF30

$50ump 1l @4 Dbump 2 PSDump3 P Dump4 U Dump S @ watch 1 Iv=I Locals 4 Struct
|Ad:h=s luex |ascIz [ 4%:;&9 m

Figure 37

The process obtains a standard set of attribute information for the file via a call to
GetFileAttributesExW:
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push ecx X8TSW_C1 O xX875W.CO 0O Xx87SW_E5 O

-
- push 0 XBTSW_SF 0 XB7TSW_P 1 X87SW.U 0
. push eax i B B
. cal dword ptr ds:[<aGetFileAttributesExw:] v
- > =
dword ptr [DOF9200C <malware.&GETFileATtributesExws]=<kernel32.GetFileATTributesExXW> 2t
3:
. TEXT:00F458299 malware, exe: $18299 #17699 B e Ry
F F 4 03046430 L"C: KUP_PARTITION.MARKER
@Woump1  oump2  WMDump3  WHoump4  WMDumps B warhi  Ieellocals 9 Stuct EUILEE 03046120 =
[NAdrare [uav inerrr T . || DDEFF940 | DDEFF978

Figure 38

The ransomware has embedded a list of extensions (.exe, .cmd, .bat, and .com) in a section;
however, it still encrypts these file extensions.

The executable retrieves the thread identifier of the calling thread using GetCurrentThreadld:

B | E8 FO 7F 00 0O |€a1n <malware.GetCurrentThr eadId> | v ——
H .i?m Crmerrowr e e e S s e 5 Default (stdcall) - 210 unlocke

. H 00000000
malware. GeTCurrentThr eadid> 2: lespis) DOPSC29A malware.O0OF3C294
3: [esp+8] 21ECE113
o s 4: [esp+C] OOEFFBD4 “C:i\\"

Fighunre 39

The malicious process blocks the main thread until all encryption threads finish execution
(see figure 40).

@] 00 6A 00 push o X875W_C1 0 X875W .CO 0O XB7SW_ES O

X L] FF 76 04 push dword ptr ds:[esi+4] | XB7SW_SF 0 XB875W_P 1 XB7SW_U o

1 . FF 36 push dword ptr ds:[esi] i — e
B E8 ES 7F 00 00 | €all malware.F4D0F4 |Thrd_join « =

= i e > ||Defauit (stdcal) =[5 =)0 unioss

s [esp] 00000204
| 2: [esp+4] O000OFDS
| 3: [esp+8] 00000000
: [esp+C] 00000000

malware. DOF4D0F 4

. TEXT:00F4510A malware. exe: 15104 #14504

@Woump1  @Wowmp2 Wloump3  WEDump4  UHoumps @ watchi  Ixllocals 4P st H«EFFHMWIN
[adreare | uaw laerrr T . | DDEFF9FC | 00000000

Figure 40

Thread activity — sub_F33DAO0 function

The GetFileAttributesW API is utilized to retrieve file system attributes for a targeted file:

push eax eax:l
call dword ptr ds:[<aGetFileAttributesws] ]

¥ | Defautt (stacat) +|[5_ 12100 unlock
1: [esp] 0305 T LE_

1AF7S02C
03053810

0304C3C8
e sss-————-
| P r— = — = = & - = = aa ... ... e o IEEEEEEEY 03050830 [ LT TAC: \\ SWINRE_BACKUP_PARTITION. MARKEF

The malicious process opens a file for reading using wfsopen:

FF 75 10 push dword ptr ss:[ebp+10] X8TSW_C1 D XG7TSW_CO 0 X87SW_ES O
FF 34 85 B8 E6 F9 00 push dword ptr ds:[eax"4+FIEGBE] [eax=4+F NETSW_SF O XETSW_P 0 XBTSW._U O
L FF 75 08 push dword ptr ss:[febp+5] [ebpeE]: [ommmca o sl ammTa
. E8 4B 11 02 00 €A1 malware. F72CFF) w
e e S— = 3 - =0
1: [esp] 03051C80 L TNLSWINRE_BACKUP
malware. 00F72CFF | 2: 00F9E730 L r+b"
|3: 00000040
4 0555F
. TeXT:DOFS1BAF malware.exe: $21BAF W20FAF ERRTGE 0SS FaRC
5 03051C80 | L C: NRE_BACKUP_PARTITION. MARKEF
@Wowo1  @oump2  Woump3  WHoump4  WHoumps @ watchi  bellocsk 5P struct OoSRges| DOFRETI0 | LoF
[addrace | uav Tasrsr [] I . | 0S55F86C | DO00D0040

The ransomware moves the file pointer to the position of the last 4 bytes. Whether the file
would be encrypted, these would represent the length of the encrypted ChaCha20 key and
nonce, as we’ll see later on:

push ecx X875W_B O XB7S5W.C3 O x875wC2 O

FF 75 10 push dword ptr SS:ECbD‘J(\] X875W_C1 0 xXB7SW.CO O x875W_ES O

FF 75 OC push dword ptr ss:febp+C[) XB7SW_SF 0 XB7SW_P 0 XB875W_U o
50 | push eax e

Fe— | a1 dword pErdsH[<tSetrilepointerexs] | v =
| SR . 5 | Default (stacal) = |[s [#]0Junkod

00000240
00000000

00000000

0555F794

ptr 2 «malware. NTerex>]= ne’ . nterexs>

STEXT:00FTFOTL malware. exe: S4F0T1 #4E471

Wourpl  Hoump2  WEDump3  $HDump4  UHDumps @ wetchi  Pellocals ) Shuct
|Marus Hex ASCIT | 4\"
0555F794 [FCUFF.FF.FF|FC FF FF FFIRS F7 55 OS|GF FL F7 00| DSAMIUyYY U, 0f=.

nnnnn
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Figure 43

Black Basta ransomware generates 32 random bytes representing the ChaCha20 key and

then 8 bytes representing the nonce using rand_s:

vy
ll s 5
.text:8@r30690
.text:@@F3D69@ loc_F3D690:
.text:0@F3D69@ lea eax, [ebp+arg_e]
.text:00F3D693 push eax
.text:0@F3D694 call rand_s
.text:00F3D699 mov al byte ptr [ebp+arg_@]
.text:0@F3D69C add esp, 4
.text:00F3D69F mov [esi+edi], al
.text:00F3D6A2 inc esi
.text:@@F3D6A3 cmp esi, 28h ; "(°'
.text:0@F3D6A6 jb short loc_F3D69@
|
Figure 44
Address

03051768|15 3A AE 4B|1B 1B 7A CE|AB AB AB AB

Figure 45

The binary implements the RSA algorithm using the Mini-GMP library, which is fully available

on Github:

.text:@8F4BABO
.text:@@r4BABR
.text:@0F4BABO ; Attributes: bp-based frame
.text:@8F4BABS
.text:@@F4BABR sub_F4BAB@ proc near
Jtext:@@F4BABG
.text:@@F4BABe var_C= dword ptr -@Ch
.text:@@F4BAB@ var_8= dword ptr -8
Ltext:00F4BABS var_4= dword ptr -4
.text:@@F4BAB@ arg_@= dword ptr @&
.text:@@F4BAB@ arg_4= dword ptr @cCh
.text:00F4BABO® arg_ 8= dword ptr 18h
.text:@@F4BAB@ arg_C= dword ptr 14h
.text:@@F4BAB@ arg_l@= dword ptr 13h
.text:00F4BABO arg_l4= dword ptr 1Ch
.text:@@F4BAB@ arg_l18= dword ptr 2@h
.text:@er4BABR
.text:08F4BAB® push ebp
.text:@@F4BABL mov ebp, esp
Ltext:00F4BAB3 mov eax, [ebp+arg_le]
text:@8F4BABE sub esp, @Ch
.text:@@F4BABI cmp [ebptarg_14], @
Jtext:@@F4BABD jnz loc_F4BBEBA
] 1

e = .

.text:@@F4BBBA
‘FFFFFFFh Jtext:@@F4BBBA loc_F4BBBA:
1% .text:@@F4BBBA push offset aMpzImportNails ; "mpz_import: Nails not supported.”

.text:@@F4BBBF call sub_F4967@
tbp+arg_18]| |.text:0@F4BBBF sub_F4BAB@ endp
B3 .text:@8F4BBEF
Figure 46

AB AB AB AB| b 28K..ZRccccccas
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https://github.com/idris-lang/Idris-dev/blob/master/rts/mini-gmp.c

-text:@0F4BEDAR
.text :00F4BDAR push ebp
.text:00F4BDA1 mov ebp, esp
.text :08F4BDA3 sub esp, 68h
.text:@0F4BDAG xor eax, eax
text:@0F4BDAS mov [ebp+var_1C], eax
.text:@0F4BDAB mov eax, [ebptarg_8]
.text:@@F4BDAE push esi
.text:00F4BDAF mov esi, [ebp+arg C]
.text:80F4BDB2 push edi
.text:@8F4BDB3 mov eax, [eax+4]
.text:@0F4BDBG cdq
.text:@0F4B0BY mov ecx, eax
.text:00F4BDBY mov eax, [esi+d]
.text:08F4BDBC xor ecx, edx
.text:80F4BDBE sub ecx, edx
.text:@eF4B0CO cdq
.text:@@F4BDC1 mov edi, eax
.text:00F4BDC3 mov [ebptvar_24], ecx
.text:08FABDCE xor edi, edx
.text:@8F4BDC3 sub edi, edx
.text:@8F4BDCA mov [ebp+var_18], edi
.text:@0F4BDCD jz loc_Fac2ee
=Tl
] v
FZE

st ecx, ecx ~text:00F4C280
iz short loc_F4BE32| |.text:B@F4C2BB loc_FAC2B0:

.text:@eF40280 push offset aMpzPowmZeroMod ; "mpz_powm: Zero modulo.”
.text:@8F4C265 call sub_F4967@

Figure 47

The RSA public key used to encrypt the randomly generated ChaCha20 key and the nonce
is presented in the figure below:

Figure 48

aZzllttcaojezrc db ‘zz11tTCaoj@ZRc3xITY]FIgBOUBOBKMVOR3VA/EVUVKFMgsjdmy ERLHEQLATIKGE "
; DATA XREF: sub_F3Dé Bto
db ' /BnWIq2TEdpyXEycqlxo6FYbibmS2nms znnRNNGe@dvyXIoTc2gbhh@rs51qSIVPs

db '@r2kFemjRESEuktI,/ TgKUBTGATQp2eY21iraxqpI4YUMSAZEK+AYNDXYmy2qqABYbE "
db "QuhX@yHuSz24cC4GrNRVKtLEwk1FeYEIFS2G70zcTHZ Ix0230ArVb/ cOZGZyMherN”
db “X17bGLTPIu9ZGz+TV1jo76cvi/DF5qPFh7 jqSVBzHMNXEY fdedxMedratel7YZMATL "
db 'EUhIPebIoGAENINE ] FEHHTASKAB+bUSVN+EFG4alIHOE j/KGYBnWEFwBWexS0VII "
db 'a/U5qQtOURCI003EaOHUPGO2eVUVMIe0S6iabcbIVRIPOrdNELISBLEbTEZS01511Q"
db 'XRudeT3jCTS§LFxUBVRruAiny0OLi6vI2pUgcRIaxFRwldzyUuXSkd67,/@IyXHTuw"
db "VkiMTuFtpCnyj+7bMfga6LXIXCAPtzQvgxDewRppyZmTS5dx28TXOWTwaGvMiZh1l "
db °y+66Nu+wmepHZ7u/ WTDIg9HBV/AZbVDatAZ1vFy2tZws 3IFVNEGdqIE1vIzgPcado”
db "xyiB+51IhoZdSRpHES+ABVh geU=",0

The process constructs the initial state of ChaCha20 using the key, the nonce, and some

constant values:

s =
-text:0@F368D8
Jtext:@eF36808
.text:B@F368D8 ; Attributes:
.text:0@F368D8

Stext:@@F368D0

Stext:@8F368D0
-text:@@F368D0 push ebp

.text:@@F368D@ sub_F368D@ proc near

.text:@@F368D0 arg_@= dword ptr 8
.text:@0F368D@ arg_d= dword ptr 8Ch

bp-based frame

Figure 50

.text:@@F368D1 mov ebp, esp

.text:@@F36803 push esi

-text:@@F368D4 mov esi, [ebptarg_@]

.text:@@F368D7 push edi

.text:@eF368D8 mov edi, ecx

-text:@@F368DA mov dword ptr [edi], 'apxe’

.text:@@F368E@ mov dword ptr [edi+d], "3 dn’

.text:@OF368E7 mov dword ptr [edi+8], 'yb-2'

-text:@OF368EE mov dword ptr [edi+ech], 'k et’

.text:@@F368F5 movix  edx, byte ptr [esi+3]

.text:@@F368F9 movzx  eax, byte ptr [esi+2]

.text:@OF368FD shl edx, 8

.text:BOF36980 or edx, eax

.text:@@F36902 movzx  eax, byte ptr [esi+l]

Figure 49

Address | Hex ASCII
0S555F870|65 78 70 61|6E 64 20 33|32 2D 62 79|74 65 20 6B| exp 32- e
0555F880|69 OD BC E1 9E 49 F7 5D D2 E9 DF 20|69 DC FB AC|i.%a.I=]0éR iUl-
0555F890|C8 04 34 F2|54 81 E3 CO|A7 AE E9 13|59 BD 6B E3|E.40T.aA§eé.vxkad
0555F8A0[00 00 00 00|00 00 00 00|15 3A AE 4B|1B 1B 7A CE|.........:9K..21

The sample obtains the current position in the targeted file by calling the fgetpos function:
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XBTSW_SF O XETSW_P

push eax
push dword ptr ds:[edi+sC
2117 malware. FEDOSC v

0 x8TSW_U

fesprs
esp+B’
Lespec

0555F778

00000004
_OS55F948

.text:00F47ACE malware.exe: §17ACS #1GECS
Woup1  Whoump2 @WDump3  WHDuwmps  @MDumps @ watchi  bellocas S struet

Figure 51

The file content is read by the process via a call to the _read function:

push esi XETSW_.C1 0 XB7SW.CO O XB7SW_ES 0
push edi XETSW_SF O XB7SW_P O XB7SW.U O

. TeXT:00F7DEG4 malware. exe: §4DB64 #3CCE4

$oump2  WHoump3  UHDump4 @ watch1  Pellocals ¢ St

Figure 52
The content is encrypted by the ChaCha20 algorithm 64 bytes at a time:

Ltext :8ar4s4cy

Stext:@@F454C7 loc_F454C7:
-text:B@F454C7 add ecx, [ebptvar_18]
Stext:@@F454CA xor ebx, ecx
~text:@@F454CC mov edx, [ebp+var_1C]
.text:@@F454CF rol ebx, 18h
Jtext:@OF454D2 add edx, ebx
Jtext:@@F45404 mov esi, edx
Jtext:@@F454D6 xor esi, [ebpsvar_14]
Jtext:@@F45409 rol esi, &ch
Jtext:@OF454DC add ecx, esi
.text:@QF454DE mov [ebp+var_48], ecx|
Stext:BOF4S4EL xor ecx, ebx
.text:@OF4S4E3 mov ebx, [ebptvar_34]
-text:@8Fas4Ee rol ecx, 8
-text:88FA54E9 mov [ebptvar_1C], ecx|
-text:@8F454EC add ecx, edx

text :B8F454EE mov edx, [ebp+var_4]
text:@8F454F1 mov [ebptvar_48], ecx|
Jtext:@@F454F4 xor ecx, esi
Jtext:@@F454F6 rol ecx, 7
Jtext:@@F454F9 mov [ebp+var_4C], ecx|
Jtext :@@F454FC mov ecx, [ebp+var_18]
. text:@OF4SAFF add ecx, [ebprvar_20]|
- text:@OF45502 xor ebx, ecx
text:BeF45584 rol ebx, 1eh
-text:@@F45507 add edx, ebx

L text:Bar455e9 mov esi, edx
.text:@0F45588 wor esi, [ebp+var_18]
text:88F4558E rol esi, &Ch
text:@88F45511 add ecx, esi
text:88F45513 mov [ebptvar_34], ecx
Ltext:@@F45516 wor ecx, ebx
Jtext:@@F45518 mov ebx, [ebp+var_38]
Jtext:@@F4551B rol ecx, 8
Jtext:@@F4551E mov [ebpivar_4], ecx
Stext:@eF45521 add ecx, edx
Stext:@@F45523 mov edx, [ebptvar_8]
Stext:@@F45526 add edx, edi
Jtext:@0F45528 mov [ebp+var_54], ecx|
. text:@aF45528 xor ebx, edx
Ltext:88F45520 wor ecx, esi

et AAFASEIF mow eci. lehnduar 741

Figure 53

03059530 73 FC 89 2A| LAU{.YK.V-\+si,*
03059540 B6 87 C8 E3|by..J"hepll|.Y.E4
03059550 A4 CA F8 74|71tw/6.-,eL.yrRkoT
03059560 .N.5§¢.aR1UL".0;
03059570 AAAAAAAAAAAAAAAA
03059580
03059590
030595A0
030595B0 (41 41 41 41|41 41 41 4141 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA
030595C0O |41 41 41 4141 41 41 41|41 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA
030595D0 |41 41 41 4141 41 41 41|41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA
030595E0 |41 41 41 41|41 41 41 4141 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA
030595F0 (41 41 41 4141 41 41 4141 41 41 41(41 41 41 41| AAAAAAAAAAAAAAAA
03059600/ 41 41 41 4141 41 41 4141 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA

Figure 54

The encrypted data is written back to the file using the WriteFile API:

.text:76ACE250 kernel32.d11:$6E250 #SF250 <WriteFiles

@oump1  @Hourp2  WDump3  WWoump4  WHDumps B watch1  Dellocals Y stuct

8/ C1 DC 7B(OF DD 4B 0D (56 AC 5C 2B|73 FC B9 2A

K- Vo +500, *
n;y. };n-um .1éza = :

T 8. -, eL,y=kot
oz0s9s60l 00 D1 8C 3s|a7 A2 1c e3loF 21 Fo celB397 03 eF | .R.5k¢. BB 1iEn .0 T [
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Figure 55

The buffer containing the RSA encrypted ChaCha20 key and nonce is appended to the
encrypted file. The length of the encrypted information (0x200 = 512) is added as well:

§ A tmoT 4 LA AW tmes o Ly
gg;:dcm XB7TW_6 3 (Empty) Xx87TW_7 3 (Empty)
stosd

lea eax,dword ptr ss:[febp-2:] x@75ratusword 0000

push eax XB7SW_B O XB7SW.C3 0 x875W.C2 0O

push dword ptr :::Eebp-c XBTSW_C1 O xB7SW_CO O XxB7TSW_ES O

pus: dword ptr ss:febp-g XBTSW_SF O X87SW_P O X8TSW_U O

ush ecx bl rtorr - v =~ S
&III idword ptrdss[<awriteriles] . |

: 1: [esp] 00000240
. nel3z.writefiles 2: [esp+4] 03059530
3: [esp+8] 00000204
3: [esp+C] 0555F73C
.TEXTI00F7D72D malware.exe: $4D72D W4CB2D -
000002

@ouro1  PHoump2  MDump3  @WDumps  HDumps @ wathi  eellocals 4 Stuct

Address | Hex %g:n I ~ Rz
0305953036 B4 11 C7|6A DC 79 ED |98 C4 95 O7 |64 E9 Bl 04 LG jUy%. AL .de=,

03059540 3E €2 ED A9|B1 OC A6 BC|EC 38 €3 &D|OF BA D2 79|>bée:. %i;cm. by 055, ?g" 00000000
03059550|95 91 98 C9|AS 02 63 BC |93 BA DF DA|BB 79 A8 05 ...i_‘- CH. .B(I,y . F g .

03059560 | A5 BB SF 94|FC 74 SA B3|59 SE AS D1|32 83 D7 5E| We_.UTZ"Y.WRZ.xA

Figure 56

| anannsnn

The encrypted file extension is changed to “.basta” using MoveFileW:

50 push eax e 5 eax:L
51 ush ecx ecx:L
%Ji dword ptr dsi[<amoverilews] | v

X8TSW_SF 0 X87SW_P O Xx875W_U O

g [;eh.ll{stdcal) R >[5 1+ 0] unlock
en>]=<kernelsz.Moverilew> 2: 03057EFD L \\\\TAACE \\ SWINRE_BAC
EH 0555FDOC -
4z F3CET : QOF3CE7
-text:00F3DB2E malware.exe: SDB3B #CF3B D e el

Wourp1l @puwmp2 $hoump3  @houmps  @oumps @ watchi  bellecas Y St Mﬁssrm R t-&i&%&:.:.wﬁﬁmﬁiﬁ....m-
Figure 57

Case 1 - File size < 704 bytes

In this case, the entire file content is encrypted by the ransomware:

14/18



) SWINRE_BACKUP_PARTITION.MARKER.basta

Offsect (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O
000000C0O
000000D0
000000EO
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000140
000001B0O
000001CO
000001D0
000001E0
000001F0
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
000002A0
000002B0
000002C0
000002D0
000002E0

Figure 58

00 01

02

03

04

05

oe

07

os

09

oB

oc

oD

OE

OF

5B Cl1
DE FD
6C 74
0D D1
34 89
[TE 4F
4C D9
FD SD
1C FE
7C 26
74 36
12 15
78 45
46 43

DC
1F
77
8C
717
€7
8B
FE
B9
BF
41
3F
8F
E2

78
SF
2F
35
BS
DE
2B
71
a3
7D
SE
28
Eé
Fé

OF
4A
Fe
A7
EA
41
77
Se
BE
Eé
7C
33
4B
A2

DD
2a
95
AZ
co
36
F8
F3
FS
Ba
EB
€0
Ce
ES

4B
68
2D
ic
AD
51
D9
AF
4B
E4
AF
SF
EB
D7

oD

8D
E3
3C
BB
59
26
F2
81
8A
9D
25
D7

-1
BS
€5
DF
a9
DF
TA
OA
ge
10

OE
8A
F9

AC

4C
21
FA
43
A%
29
92
2D
FB
6l
74
Fl

2B
8D
79
Ce
g0
69
38
1lé
73
BS
Fl
18

D2

73
Bé6
A4
B3
A7
TE
AS
54
0%
F5
E8
7D
49
6E

FC

g9
cs
F8
D3
TA
55
4B
09
49
g5
84
B4
32
6B

2a
E3
74
BF
E7
os
79
66
El
2B

g8
A&
S3

3¢ B4
3E 62
05 91
IAS BB
ICB AO
IBO 2A
31 BA
53:.C3
IC8 €D
FE DO
3C 16
49 9D
8A ED
DS Cg
4B €0
[EC.TF
ICE AB
1A D2
Fg Bl
€3 03
n2 59
28 36
06 SB
09 10
ICD 8D
FA 2F
43 AF
FF Cé
04 3F
4h 56
89 57
IBD 07
00 02

11
E9
98
SF
8C
75
Bl
59
€5
35
EF
cz2
TA
92
30
52
17
€7
20
FA
DE
Bl
€6
9B
CB
8D
CF
=1
72
1F
B2
4E
00

c7
AS
ce
94
34
21
AF
1E
09
19
4B
3E
EE
7€
B2
75
oe
4c
70
gl
56
El
8B
cs
64
9D
Cl
0e
Fé
E2
FC
FAL
00

6A
Bl
AS
FC
DE
C7
01
EE
oA
oD
F7
3A
BC
3B
AS
SE
Eé
94
ES
co
62
48
95
S3
75
AS
15
D7
3E
AC
1D
AS

DC
ocC
02
74
ES
AD
BA
11
10
07
EO
30
07
74
49
ic
A7
57
23
BA
4E
E8
8F
57
AB
A0Q
2C
1D
El
S0
B4
79

79
A6
€3
SA
84
DA
S0
EO
29
Dé
02
SA
7D
89
Ae
FC
147
CE
79
DD
DO
SD
7A:
BB
DC
CF
Dé
41
A3
A6
DC
7E

BD
BC
BC
B3
6B
FC
48
ce
E4
0e
FF
TR

33
AS
55
co
cc

E7
1E
3E
47
34

EF
AS
D7
D5
B3
Bl
2F

9B
EC
93
59
B9
3C
77
ocC
E3
Cl
53
T2
D2
ocC
A3
48
30
SA
9B
15
DA
34
9C
DS

32
31
Bg
D7
El

32

[oL}
3B
ga
SE

ge

15
Eé

E8
Al
35
03
co
95
D2

Sa
gs
DA
93
lé
64
BB
17
sC
9¢
AE
AF
Ae
12

07
€D
DA
D1
8E
05
]
SE
€D

AS
E7
DD
56
cc
9B

Dé
eC
oD
4D
8E
92
94
€D
A8
SF
BB
DA

45
17

64
OF
8B
32
ED
77
E2
S0
85
16
1
28
FC
CD
EB
B3
Bl
El
DE
4B

87
FA
1D

93
FF
74
38
67
78
FA

Bl

Ag
D7
98
DE
g3
22
96
BS
SA
AS
Ce
F8
1A
7C

94
13
g4
Fl
80
15
153
El
E7
30
cs
D1
F9
2E
gc

04
79
0s
SE
1B
B2

B7
SE
oD

BO
8B
D9

Bé6
4D
AC
g9
CB
F4
16
11
35
67
Bl
sz
7D
84
13
16
85

Case 2 - File size < 4KB

AT (. IR v\ +su%*
By.¥J*h«nl1] . 94E&
1tw/6+-.elL™yrEgt
.NE5§c .38 B> —0;
4%wpiE . <eu«esize
~OgPA6Q»BC™i. .U.
LU«< +weUYz@ps8¥.Ky
¥1pavVod &.)P.TR.f
.p*"%dKot’ s.0I4
|&¢ }&®E. .—Apda..+
tEA™ | & Spu€AEwsS-
st alolass
XE.=KEetScipIg2!
FCad¢éxxQAQON%kS
6 .GiUyserAe . déxz.
>bé®@t. 14i;cm. °Oy
v E¥.cu 580y,
¥»_“UCZ3YZ¥N2fx~
E @:Bd.k*«=Zie".
°xy1C.ii<t. .w. B
1°%+  .°PHwj ©&“f.
SA™,.i.aE..$".s"-
Eme...)&d8xm.. -~
pP5...0.A¢}°. , 0.
<.iK<a.{ySe¥es(s.
I.A>:0Zzr g (i¥°
Sizik. }.O5SmYU®E
OE’v;tk3..0viieU
K'0:@I ¥chcieos.1
i.Ruz.iiUH+*x>3\ |9
f«..25.2000y%5"M
.OgL"wiisusba. -
o+ pafy®>361PB).%
c.agk°¥c. “~.Kp,E
¢YBVDND .UUzM? .6
(6xaH&] >4 nit3E,
[f<*.gGe.T'ux..
.. >ESW»40d’~."-5
I.Eju«li®®»?mE.ag
W/ §32. TTESE
C IA.,0@1\1_y.0R
YE-.x . Ax,—.»tdE}
.2ré>a4£0x . 08,1,
JV.&-P! %4 Kyg?u.
wWed. "Uze!BEx1..
. Na¥y~/2.€.09CE..

In this case, the file is partially encrypted. The ransomware encrypts 64 bytes, skips 192
bytes, encrypts 64 bytes again, and so on.
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i) 1KB.exe.basta

Cffsect (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000040
000000BO
000000CO
000000D0O
000000EOQ
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000140
000001B0O
000001CO
000001D0O
000001E0Q
000001F0
00000200
00000210
00000220
00000230

00

01

02

03

04

08

09

oA

0B

oc

oD

OE

OF

6C
F4
5C
97

45
SC

TA
25
A0
44

4E
96
08

94
22
2B
E2

Ag
6A
1a
99

19
E2
74

45
19
D3
BF

42
SE
EE
57

65
97
1a

B3
AF

El

1F
91
73
S8

83
40
F2
65

Figure 59

41
41
41
41
41
41
41
41
41
41
41
41
35
94
3D
15
41
41
41
41
41
41
41
91
41
41
41
41
60
TA
El

41
41
41
41
41
41
41
41
41
41
41
41
08
7B
1A
1D
41
41
41
41
41
41
41
41
41
41
41
41
4D

89
BF

41
41
41
41
41
41
41
41
41
41
41
41
A4
E4
54
B8
41
41
41
41
41
41
41
41
41
41
41
41
0B
98
BE
91

41
41
41
41
41
41
41
41
41
41
41
41
ED
Al
D4
62
41
41
41
41
41
41
41
41
41
41
41
41
33
45
E4
27

41
41
41
41
41
41
41
41
41
41
41
41

4F
3F
41
41
41
41
41
41
41
41
41
41
41
41
40
35
08
84

Case 3 - File size > 4KB

41
41
41
41
41
41
41
41
41
41
41
41
3B
1F
De
DD
41
41
41
41
41
41
41
41
41
41
41
41
1D
24
10
65

41
41
41
41
41
41
41
41
41
41
41
41
SA
eC
FC
29
41
41
41
41
41
41
41
41
41
41
41
41
10
37
DA
26

41
41
41
41
41
41
41
41
41
41
41
41
04
SF
FA
16
41
41
41
41
41
41
41
41
41
41
41
41
El
49
62
85

41
41
41
41
41
41
41
41
41
41
41
41

DA

13
41
41
41
41
41
41
41
41
41
41
41
41
CS
SC
Fl
A

41
41
41
41
41
41
41
41
41
41
41
41
65
66
B3
76
41
41
41
41
41
41
41
41
41
41
41
41
D3
49
BS
52

41
41
41
41
41
41
41
41
41
41
41
41
2C
TF

SE
41
41
41
41
41
41
41
41
41
41
41
41
OF
SE
A0

41
41
41
41
41
41
41
41
41
41
41
41
25
66
F3
19
41
41
41
41
41
41
41
41
41
41
41
41
AC

80
co

41
41
41
41
41
41
41
41
41
41
41
41
13
DO
03

41
41
41
41
41
41
41
41
41
41
41
41

45
E7
1B

1pza”9c;!.EBe3.f
5¢EN"/béja. "= '@
\E -+6Ei.tli.sqgd
—\D.&I. >{:wlaXe

5.1#1«0.C;5. %, %.
~{a;1.>p.1Y0f.D
=.TO0-m10uu¥>«6.
S oy T ) TR o

*M.3@86"~..4k0.~"
z™**ESu.NS7I\I"PE
%% .iu".Ubfin €¢
®; ‘', 90°e&. JRpA.

In this case, the file is partially encrypted. The ransomware encrypts 64 bytes, skips 128

bytes, encrypts 64 bytes again, and so on.
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) 4KB.exe.basta

Offset (n) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00000F30 [LF 1F 75 45 88 D1 FE 36 E4 Cl 18 EF 37 OA 58 FC|
00000F40 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000F50 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
0O000FEO0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000F70 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000F80 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000F90 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
OOO0OOFAO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000FBO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000FCO Eo 98 6C 3E D2 19 3C A8 51 C8 Ol CB FO F9 76 OF
00000FDO [E1 63 4A 31 AO 1E D3 AF 99 Fé 98 B3 92 89 OF DA
0O000FEO |12 EO F2 9E 50 23 CO 27 94 7A D4 55 46 32 3E 09
00000FFO |C9 FA DB 8C 12 55 SE 5C 89 6E 69 DF 11 E€ SA 26
00001000 Fc 35 42 SA CC 47 79 1A CA FF F9 A3 A2 C5 28 59
00001010 [F7 57 OD 06 D3 F7 81 24 65 7F 1A 2C 7F 82 AE C9
00001020 [4D 12 18 EE EE 92 FF 57 B3 2E DE 8D D8 B8 E2 27
00001030 [3E 85 07 BA 8E 86 Dé F2 F3 CE 97 26 F1 52 10 54
00001040 [D6é D7 77 DA BO 08 33 €6 CF 3B 57 1F Bl 77 56 AF
00001050 |41 86 EA A2 DB BO 4F BB OD 3C OA 48 2B 3A S5C DB
00001060 [2B 48 48 13 FD 9E 1C C8 38 C5 14 A7 76 F1 DB 28
00001070 [9A 50 75 6C AD FC 02 61 1E 6C EE E7 14 04 C7 45
00001080 |19 51 53 58 1D 4F C7 C1 5B OD 79 A0 9C 4A 17 C5
00001090 [9D 55 AC 83 95 A7 F3 31 23 95 68 7C 4E 40 86 Cl
000010A0 [6D SA 1D 2B E4 07 A2 BD 88 58 40 DC 70 EE 76 BO
000010BO [A6 9A 18 B4 2A 79 OD 71 €4 4B 25 91 Fé 18 BD BO
000010CO [8B 1A 2A FD 80 52 04 5C 20 2D 19 CF E¢ 09 Cl 90
000010D0 [8F €3 3F 88 DO 7A 15 Bl B8 1F 8F SA SD 73 93 OF
000010E0O |44 1D 24 B5 CF FA FD S5F 42 71 OA Bl BD 8F BE CC
000010F0 [BF E9 F8 7E 9D FD 74 9F 9F 54 AE 09 EA E4 15 37
00001100 [49 FO AE 02 02 68 53 C7 1F 04 64 AF 8D CF 75 78
00001110 [EA FC 03 CE 75 BB 1B 35 BS 6E 9D 6F 2A 93 84 1F
00001120 [DS BC E6 A2 43 B7 2A 9E 6B 42 30 ED S8E EF 27 7C
00001130 [AE 49 B3 64 CB 26 CS 94 84 AS A8 8D 10 F9 27 €D
00001140 [01 34 F2 C7 B5 2F 4C DD 51 €1 F9 61 97 19 SA 86
00001150 [D3 D8 7C SA A7 74 AT 8D CF C9 OD BD 82 CO EA 4C
00001160 |[7F 98 FB 43 BD 19 F5 2A C3 9E E2 EF 05 80 2C C4
00001170 [43 63 3F SB 72 SF CA 71 F3 61 E3 76 50 52 BE FE
00001180 [C2 SF FD 14 A7 B¢ 37 A7 56 F5 Fé 68 44 5D 9A €8
00001190 [99 08 EE C4 F3 64 F7 AC D2 2D Dé 09 78 3C DO 4C
000011A0 [C4 3B OA 9E 36 17 7F 2F F8 95 A2 89 80 7B B6é 13
000011BO [27 43 95 SE 77 27 OE 71 D4 81 4D D2 S6 2D 04 4C
000011CO [26 73 08 81 F¢ 2A FO D8 D3 36 3F 90 01 01 €0 A4
000011D0 [FD 3D 99 FB 55 FA D9 3B 56 85 60 3A 19 2D CF D2
000011E0 [E7 7D CF 1E B4 B2 63 8A 36 E1 D9 14 83 DC 3D 99
000011F0 Eo 62 10 AS 6E 33 75 14 04 BS C4 OD 11 99 39 26
00001200 00 02 00 00

Figure 60

Finally, the ransomware tries to write the time spent during the execution and the total size of
encrypted files to the console; however, it raises an error because the process was detached

from its console:

. .uE~Np6&A.i7.Xu

p~1>0.< QE.E&uv.
dcJl O ™p~3ru¥0
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6A 00 push 0
50

lea ea;l,dword ptr ss:febp-1404]
push eax

push edi
call dword ptr ds:[<awrizefile:]

56
8D BS FC EB FF FF
0

eax: ™ X§7STatusword 0020
XB7SW_B 0O xB7SW.C3 O xB75wW_C2
XB7SW_C1 0 xB7SW_CO O xB7SW_ES
ean:” XETSW_SF O xBTSW_P 1 x875W_U

| v
== : "_:|DU‘M

roco

. TeXT:00F7D22E malware.exe: §4D228 #4C62B

pl 00000098
: [esps4] OOBEDE2C “"Done time: 7014.1250 £
32

H 000000,
: [esp+C] OODBEDE23

WWourp1  §Hoump2  Woump3  UMoump4  WHoumps @ watchi  bellocals ) St

Address | Hex ASCIT
OOBEDEZ2C (44 6F GE 65|20 74 69 6D (65 3A 20 37|30 31 34 2E|Done time: 7014.
OOBEDE3C |31 32 35 30(20 73 65 63(6F 6E 64 73|2C 20 65 6E|1250 seconds, en

OOBEDE4C |63 72 79 70|74 65 64 3A|20 30 2E 30|30 30 30 20|crypted: 0.0000
OOBEDESC |67 €2 00 00|38 E0 BE 00|00 00 03 03142 €F 07 77 gb..8a%..... Bo.w

Figure 61

Indicators of Compromise

"Done time: 7014.1250 seconds, encrypt

00000001
00000000
ABEETAS

Black Basta Ransom Note
readme.txt

Files created

% Temp%/\fkdjsadasd.ico

% Temp%)\dlaksjdoiwg.jpg

Processes spawned

cmd.exe /c “C:\Windows\SysNative\vssadmin.exe delete shadows /all /quiet”

cmd.exe /c “C:\Windows\System32\vssadmin.exe delete shadows /all /quiet”

Registry key created

HKEY_CLASSES_ROOT\.basta
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